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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF VERMONT

IN THE MATTER OF THE SEARCH OF
RECORDS HELD BY AT&T, T-MOBILE, CaseNo. 72:z2Y- M; - & 7
AND VERIZON WIRELESS

AFFIDAVIT IN SUPPORT OF AN APPLICATION UNDER RULE 41
FOR A WARRANT TO SEARCH AND SEIZE

I, Michael DiCaprio, being first duly sworn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

1. I make this Affidavit in support of an application under Rule 41 of the Federal
Rules of Criminal Procedure for a warrant for records and information associated with certain
cellular towers (“cell towers™) that are in the possession, custody, and/or control of AT&T
Corporation (“AT&T”), a cellular service provider headquartered in North Palm Beach, Florida;
Verizon Wireless (“Verizon”), a cellular service provider headquartered in Bedminster, New
Jersey; and T-Mobile US, Inc. (“T-Mobile™), a cellular service provider headquartered in
Parsippany, New Jersey. The information to be searched is described in the following
paragraphs and in Attachment A. This affidavit is made in support of an application for a search
warrant under 18 U.S.C. § 2703(c)(1)(A) to require AT&T, Verizon, and T-Mobile to disclose to
the government the information further described in Section I of Attachment B. Upon receipt of the
information described in Section I of Attachment B, government-authorized persons will review the
information to locate items described in Section II of Attachment B.

2. I have been a Special Agent of the FBI for over 16 years. Since September of 2019,
I have been assigned to the Joint Terrorism Task Force (JTTF) of the Albany Field Office, where,
among other things, [ am responsible for conducting national security investigations of potential

violations of federal criminal law. Prior to that assignment I served over 11 years on the JTTF at
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the John F. Kennedy International Airport Resident Agency (JFKRA) of the New York Field
Office. Over the course of my time as a Special Agent, I have received training and have
experience in criminal and national security investigations, as well as matters involving domestic
and international terrorism, and have been afforded the opportunity to work on a significant
number of criminal investigations involving cellular telephones, including historical and
prospective cell-site data from wireless providers, as well as tracking devices on vehicles. As a
federal agent, I am authorized to investigate violations of laws of the United States, and as a law
enforcement officer I am authorized to execute warrants issued under the authority of the United
States.

3. The facts in this affidavit come from my personal observations, my training and
experience, and information obtained from other agents, witnesses, and agencies. This affidavit is
intended to show merely that there is sufficient probable cause for the requested warrant. It does
not set forth all of my knowledge, or the knowledge of others, about this matter.

4. Based on my training and experience and the facts as set forth in this affidavit, I
respectfully submit that there is probable cause to believe that violations of 18 U.S.C. § 32
[Destruction of Aircraft or Aircraft Facilities] (the “Subject Offense”) have been committed by an
unknown person or persons. There is also probable cause to search the information described in
Attachment A for evidence of these crimes, as further described in Attachment B.

STATUTE UNDER INVESTIGATION

5. Under 18 U.S.C. § 32 (3), whoever willfully sets fire to, damages, destroys, or
disables any air navigation facility, or interferes by force or violence with the operation of such
facility, if such fire, damaging, destroying, disabling, or interfering is likely to endanger the

safety of any such aircraft in flight, shall be guilty of a crime.
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JURISDICTION

6. The court has jurisdiction to issue the proposed warrant because it is a “court of
competent jurisdiction” as defined in 18 U.S.C. § 2711. Specifically, the Court is a district court
of the United States that has jurisdiction over the offense being investigated, see 18 U.S.C. §
2711(3)(A)().

PROBABLE CAUSE

7. The United States, including the Federal Bureau of Investigation (FBI), is
investigating violations of the Subject Offense by persons unknown, occurring in June of 2024.
There is probable cause to believe that unidentified persons were responsible for damage sustained
at the Federal Aviation Administration (FAA) air navigation facility located in Washington,
Vermont, which rendered the facility inoperable.

Communication with the Vermont State Police and Federal Aviation Administration

8. On July 7, 2024, Systems Service Center (“SSC”™) personnel with the Federal
Aviation Administration (FAA) located at Burlington International Airport (“Burlington
Airport”) reported a vandalism incident, to the Vermont State Police (“VSP”), that was observed
on July 2, 2024 at the Very High Frequency Omnidirectional Range (“VOR”) station located at
784 Cyr Heights Road, Washington, Vermont. The report claimed that on July 2, 2024, SSC
technicians had visited the VOR station to perform routine maintenance. At that time, they
observed the following damage to the facility:

a. Four monitor antennas had been removed from the station.
b. Guard panels on the station’s HVAC unit had been smashed in.
c. The cover of a cable junction box had been torn open and cabling inside the

box appeared to be tampered with.
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d. The door handle for the second-story structure access door had been torn off
and the door was open.

e. Antennas located inside the second-story structure were bent out of normal
operational position.

9. FAA SSC personnel explained that the VOR station is property of the FAA and
services the area surrounding the EF Knapp State Airport (“MPV?”) located in Berlin, Vermont.
The VOR station is described to be an aviation navigation tool that aids aircraft operating under
Instrument Flight Rules within the VOR service area, by providing aircraft with location and
heading information, as they transit through and within the service area. The station acts as a
beacon, sending out a 360-degree high frequency signal to aircraft alerting them of their location
with respect to the beacon. The station generally serves aircraft as they are on final approach into
MPV. As aresult of the reported damage, the MPV VOR station was out of service.

10.  OnlJuly 7,2024, VSP and FAA personnel conducted an initial site visit of the MPV
VOR Station, which revealed that the station does not have security camera monitoring, and the
station is located in a remote area. Additionally, FAA SSC personnel advised that the area is
known to be frequented by All-Terrain Vehicle (“ATV”) enthusiasts who access it by way of a dirt
trail system. The area is also known to be utilized as a hang out spot for area youth. However, the
FAA was not aware of any past instances of vandalism to the station.

11.  During the initial site visit, VSP captured images of the observed damage to the

VOR station which are captured below:
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follow-on site visit at the MPV VOR station in order to process the scene for evidence. During
the site visit, FAA personnel advised that VOR technology is presently being used as a back-up
emergency navigation tool to aid both commercial and general aviation aircraft on final approach
during inclement weather or times of disruption of GPS service, which is presently the primary
mean of aviation navigation. VOR technology continues to play a vital role in aviation navigation;
especially for general aviation aircraft, as some smaller aircraft are not yet equipped with GPS
navigation aids. Over the last several decades, the FAA has decommissioned a large number of
VOR stations throughout the United States and are currently operating with a minimal VOR
footprint. FAA personnel advised that the MPV VOR is one of only two operational VOR stations
in the state of Vermont, and it mainly services MPV aircraft operations, which were estimated to
be 20 to 30 daily operations.

13. On July 3, 2024, upon identifying the MPV VOR service outage, FAA personnel,
through MPV, issued a Notice to Airmen (NOTAM) advising area pilots of the service outage.
Below is a screenshot of the above-mentioned NOTAM, which shows that the MPV VOR was

estimated to be out of service from July 3 through July 31, 2024.
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