Case 1:21-cr-00245-AJT Document 1 Filed 11/03/21 Page 1 of 39 PagelD# 1

IN THE UNITED STATES DISTRICT COURT s
FOR THE EASTERN DISTRICT OF VIRGINIA IN OPEN COURT

Alexandria Division
BBV - 3 2021

UNITED STATES OF AMERICA : UNDER SEAL H
. S
: %, CLERKU.S. DISTRICT COURT
v. . CRNo. 1:21-CR-245 (AFDL™™ " hieawoma viona |
IGOR Y. DANCHENKO, : CouNTS ONE - FIVE
: 18 U.S.C. § 1001(a)(2)
Defendant. : False Statements
INDICTMENT

The Grand Jury Charges that:

I. Introduction and Overview

1. On or about July 31, 2016, the Federal Bureau of Investigation (“FBI”’) opened an
investigation known as “Crossfire Hurricane” into whether individuals associated with the Donald
J. Trump presidential campaign (the “Trump Campaign™) were coordinating activities with the
Russian government.

2. Beginning in or about July 2016 and continuing through December 2016, the FBI
began receiving a series of reports from a former British government employee (“U.K. Person-17)
that contained derogatory information on then-candidate Donald J. Trump (“Trump”) concerning
Trump’s purported ties to Russia (the “Company Reports”).

3. Earlier that year, a U.S.-based international law firm (“Law Firm-17”), acting as
counsel to the Hillary Clinton Presidential campaign (the “Clinton Campaign™), had retained a
U.S.-based investigative firm (“U.S. Investigative Firm-1”) to conduct research on Trump and his

associates. In or about June 2016, U.S. Investigative Firm-1, in turn, retained U.K. Person-1, a
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former officer in a friendly foreign intelligence service (“Foreign Intelligence Service-17), and his
U.K.-based firm (“U.K Investigative Firm-17), to investigate Trump’s purported ties to Russia.

4. During the U.S. presidential election season and afterwards, U.K. Person-1 and
employees of U.S. Investigative Firm-1 provided the Company Reports to multiple media outlets
and to U.S. government personnel.

5. The Company Reports played an important role in applications that FBI personnel
prepared and submitted to obtain warrants pursuant to the Foreign Intelligence Surveillance Act
(“FISA”) targeting a United States citizen who had been an advisor to then-candidate Trump
(“Advisor-1”). In connection with the FBI’s Crossfire Hurricane investigation and the later
investigation by Special Counsel Robert S. Mueller III, the FBI relied substantially on the
Company Reports in these FISA applications to assert probable cause that Advisor-1 was a witting
agent of the Russian Federation.

6. The FBI obtained a total of four court-approved FISA applications targeting
Advisor-1, which authorized intrusive electronic surveillance of Advisor-1 from in or about
October 2016 through in or about September 2017. Each of the FISA applications set forth the
FBI’s assessment that Advisor-1 was a knowing agent of Russia and further alleged — based on the
Company Reports — that Advisor-1 was part of a “well-coordinated conspiracy of co-operation”
between Trump’s campaign and the Russian government.

7. Over time, the FBI attempted to investigate, vet, and analyze the Company Reports
but ultimately was not able to confirm or corroborate most of their substantive allegations.

8. In the context of these efforts, the FBI learned that U.K. Person-1 relied primarily
on a U.S.-based Russian national, IGOR DANCHENKO (“DANCHENKO?”), the defendant

herein, to collect the information that ultimately formed the core of the allegations found in the
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Company Reports. From in or about January 2017 through in or about November 2017, and as
part of its efforts to determine the truth or falsity of specific information in the Company Reports,
the FBI conducted several interviews of DANCHENKO regarding, among other things, the
information that DANCHENKO had provided to U.K. Person-1 (collectively, the “Interviews”™).

9. As alleged in further detail below, DANCHENKO lied to FBI agents during these
Interviews.

10. First, DANCHENKO stated falsely that he had never communicated with a
particular U.S.-based individual — who was a long-time participant in Democratic Party politics |
and was then an executive at a U.S. public relations firm (“PR Executive-1") — about any
allegations contained in the Company Reports. In truth and in fact, and as DANCHENKO well
knew, DANCHENKO sourced one or more specific allegations in the Company Reports
anonymously to PR Executive-1.

11. PR Executive-1’s role as a contributor of information to fhe Company Reports was
highly relevant and material to the FBI’s evaluation of those reports because (a) PR Executive-1
maintained pre-existing and ongoing relationships with numerous persons named or described in
the Company Reports, including one of DANCHENKO’s Russian sub-sources (detailed below),
(b) PR Executive-1 maintained historical and ongoing involvement in Democratic politics, which
bore upon PR Executive-1’s reliability, motivations, and potential bias as a source of information
for the Company Reports, and (c) DANCHENKO gathered some of the information contained in
the Company Reports at events in Moscow organized by PR Executive-1 and others that
DANCHENKO attended at PR Executive-1’s invitation. Indeed, and as alleged below, certain

allegations that DANCHENKO provided to U.K. Person-1, and which appeared in the Company
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Reports, mirrored and/or reflected information that PR Executive-1 himself also had received
through his own interactions with Russian nationals.

12. Second, DANCHENKO stated falsely during the Interviews, that, in or about late
July 2016, he received an anonymous phone call from an individual who DANCHENKO believed
to be a particular U.S. citizen and who was then president of the Russian-American Chamber of
Commerce (“Chamber President-1"). DANCHENKO also falsely stated that, during this phone
call, (i) the person he believed to be Chamber President-1 informed him, in part, about information
that the Company Reports later described as demonstrating a well-developed “conspiracy of
cooperation” between the Trump Campaign and Russian officials, and (ii) DANCHENKO and
the aforementioned person agreed to meet in New York. In truth and fact, and as DANCHENKO
well knew, DANCHENKO never received such a phone call or such information from any person
he believed to be Chamber President-1, and DANCEHNKO never made any arrangements to meet
Chamber President-1 in New York. Rather, DANCHENKO fabricated these facts regarding
Chamber President-1.

13.  Asalleged in further detail below, all of DANCHENKO’s lies were material to the
FBI because, among other reasons, (1) the FBI’s investigation of the Trump Campaign relied in
large part on the Company Reports to obtain FISA warrants on Advisor-1, (2) the FBI ultimately
devoted substantial resources attempting to investigate and corroborate the allegations contained
in the Company Reports, including the reliability of DANCHENKO’s sub-sources; and (3) the
Company Reports, as well as information collected for the Reports by DANCHENKO, pléyed a
role in the FBI’s investigative decisions and in sworn representations that the FBI made to the

Foreign Intelligence Surveillance Court throughout the relevant time period.
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A. The Defendant

14. At all times relevant to this Indictment, DANCHENKO was a citizen of the
Russian Federation and was lawfully in the United States. DANCHENKO resided in Washington,
D.C. and Virginia.

15.  From in or about 2005 through in or about 2010, DANCHENKO worked as an
analyst at a Washington, D.C.-based think tank (“Think Tank-1") where he focused primarily on
Russian and Eurasian geo-political matters.

16.  In or about 2010, an employee of Think Tank-1 (“Think Tank Employee-17)
introduced DANCHENKO to U.K. Person-1. In or about 2011, U.K. Person-1 retained
DANCHENKO as a contractor at U.K. Investigative Firm-1. In his work for U.K. Investigative
Firm-1, DANCHENKO focused primarily on Russian and Eurasian business risk assessment and
geopolitical analysis.

B. U.K. Investigative Firm-1 and Its Role in the 2016 Presidential Election Campaign

17. UK. Investigative Firm-1 was at all times relevant to this Indictment a U.K.-based
business intelligence firm. Beginning in or around June 2016, U.K. Person-1 — using information
provided primarily by DANCHENKO - began to compile and draft the Company Reports
containing purported evidence of illicit ties between Trump and the Russian government. On or
about July 5, 2016, U.K. Person-1 provided the first of the Company Reports to an FBI agent
overseas.

C. PR Executive-1

18.  Atall times relevant to this indictment, PR Executive-1 was a Virginia-based public

relations professional employed by a Washington, D.C.-based public relations firm (“PR Firm-

1”). In or about February 2016, Think Tank Employee-1 — the aforementioned individual who
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introduced DANCHENKO to U.K. Person-1 in 2010 — introduced DANCHENKO to PR
Executive-1 in connection with potential business opportunities.

19.  In addition to his work as a public relations professional, PR Executive-1 had
served as (1) chairman of a national Democratic political organization, (2) state chairman of former
President Clinton’s 1992 and 1996 presidential campaigns, and (3) an advisor to Hillary Clinton’s
2008 Presidential campaign. Moreover, beginning in or about 1997, President Clinton appointed
PR Executive-1 to two four-year terms on an advisory commission at the U.S. State Department.
With respect to the 2016 Clinton Campaign, PR Executive-1 actively campaigned and participated
in calls and events as a volunteer on behalf of Hillary Clinton.

20.  In his role as a public relations professional, PR Executive-1 spent much of his
career interacting with Eurasian clients with a particular focus on Russia. For example, from in or
about 2006 through in or about 2014, the Russian Federation retained PR Executive-1 and his then-
employer to handle global public relations for the Russian government and a state-owned energy
company. PR Executive-1 served as a lead consultant during that project and frequently interacted
with senior Russian Federation leadership whose names would later appear in the Company
Reports, including the Press Secretary of the Russian Presidential Administration (“Russian Press
Secretary-17), the Deputy Press Secretary (“Russian Deputy Press Secretary-1"), and others in the
Russian Presidential Press Department. Additionally, PR Executive-1 maintained relationships
with the then-Russian Ambassador to the United States (“Russian Ambassador-1") and the head
of the Russian Embassy’s Economic Section in Washington, D.C. (“Russian Diplomat-17), both
of whom also would later appear by name in the Company Reports.

21.  Beginning in or about early 2015, an acquaintance of PR Executive-1 (“Organizer-

1”’) was planning a business conference that Organizer-1 and others would host in October 2016
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(the “October Conference”) at a Moscow hotel that would later appear in the Company Reports
(the “Moscow Hotel”). Organizer-1 planned the October Conference on behalf of a group of senior
international business people who were seeking to explore potential business investments in
Russia. To that end, the October Conference included individuals who could provide insight into
the economic, political, diplomatic and cultural aspects of the Russian Federation. Organizer-1
enlisted PR Executive-1 to participate in the October Conference because of PR Executive-1’s
ability to set up meetings with senior Russian government officials and provide analysis of the
2016 U.S. Democratic presidential primary at the October Conference.

22.  In preparation for the October Conference, Organizer-1 and PR Executive-1
planned and carried out a trip to Moscow in or about June 2016 (the “June 2016 Planning Trip”).

D. DANCHENKO's Relationship with PR Executive-1

23. In or about late April 2016, DANCHENKO and PR Executive-1 engaged in
discussions regarding potential business collaboration between PR Firm-1 and U.K. Investigative
Firm-1 on issues relating to Russia. These discussions reflected that DANCHENKO and PR
Executive-1 had exchanged information regarding each other’s backgrounds and professional
activities, including DANCHENKO?’s work for U.K. Investigative Firm-1 and U.K. Person-1.

24, For example, on or about April 29, 2016, DANCHENKO sent an email to PR
Executive-1 indicating that DANCHENKO had passed a letter to U.K. Person-1 on behalf of PR
Executive-1. Specifically, the email stated that DANCHENKO had “forwarded your letter” to
[U.K. Person-1] and his business partner. “I’ll make sure you gentlemen meet when they are in
Washington or when you are in London.”

25. That same day, DANCHENKO sent an email to PR Executive-1 outlining certain

work that DANCHENKO was conducting with U.K. Investigative Firm-1. The email attached a
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U.K Investigative Firm-1 report titled “Intelligence Briefing Note, ‘Kompromat’ and ‘Nadzor’ in
the Russian Banking Sector.”

26. Shortly thereafter, PR Executive-1 asked DANCHENKO to assist PR Executive-
1 and Organizer-1 with the October Conference, which DANCHENKO agreed to do. PR
Executive-1 subsequently asked and received permission from Organizer-1 to enlist
DANCHENKO to assist with logistics, provide translation services, and present on various
relevant topics at the October Conference.

27. On or about June 10, 2016, and prior to the June 2016 Planning Trip, PR Executive-
1 sent an email to a U.S.-based acquaintance which reflected that PR Executive-1 and
DANCHENKO had become colleagues and were exchanging information. In describing
DANCHENKO, PR Executive-1 stated: “He is too young f(;r KGB. But I think he worked for
FSB. Since he told me he spent two years in Iran. And when I first met him he knew more about
me than I did. [winking emoticon].” (The Federal Security Service of the Russian Federation, or
“FSB,” is the principal security agency of Russia and the principal successor agency to the KGB.)

28.  In or about May, August, and September 2016, in preparation for the October
Conference, PR Executive-1 and Organizer-1 attended at least three meetings at the Russian
Embassy in Washington, D.C., and communicated with Russian Embassy staff, including Russian
Ambassador-1 and Russian Diplomat-1 (both of whom, as described above and in further detail
below, appeared in the Company Reports). PR Executive-1 and Organizer-1 also attended a
meeting at the Russian Embassy on or about September 14, 2016. DANCHENKO did not attend

any of these meetings.
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29.  In anticipation of the June 2016 Planning Trip to Moscow, PR Executive-1 also
communicated with Russian Press Secretary-1 and Russian Deputy Press Secretary-1, both of
whom worked in the Kremlin and, as noted above, also appeared in the Company Reports.

30. On or about June 13, 2016, PR Executive-1 and Organizer-1 traveled to Moscow
for the June 2016 Planning Trip. PR Executive-1 and Organizer-1 stayed at the Moscow Hotel.
On or about June 14, 2016, DANCHENKO, who, at the time was already present in Russia
working on behalf of U.K. Investigative Firm-1, met with PR Executive-1 and Organizer-1 in
Moscow. DANCHENKO did not stay at the Moscow Hotel during the June 2016 Planning Trip.

31.  During the June 2016 Planning Trip at the Moscow Hotel, PR Executive-1 and
Organizer-1 participated in, among other things, (1) a meeting with the general manager of the
Moscow Hotel (“General Manager-1”) and a female hotel staff member (“Staff Member-1") to
discuss the October Conference, (2) a lunch on or about June 15, 2016 with Staff Member-1 and
other members of the Moscow Hotel staff who assisted in the preparations for the October
Conference, and (3) a tour of the Moscow Hotel, including the Presidential Suite.

32. In addition, and as described in further detail below, references to the Moscow
Hotel, the Presidential Suite, and a Moscow Hotel manager and other staff would all later appear
in the Company Reports.

33. On or about June 14, 2016, DANCHENKO visited PR Executive-1 and others at
the Moscow Hotel, and posted a picture on social media of himself and PR Executive-1 with Red
Square appearing in the background.

34, On or about June 17, 2016, DANCHENKO flew from Moscow to London. While
in London, DANCHENKO met with U.K. Person-1 to provide him with information that would

later appear in the Company Reports.
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35. On or about October 4, 2016, PR Executive-1, Organizer-1, and DANCHENKO
traveled to Moscow for the October Conference. The October Conference featured several
Russian government officials including (i) a prominent member of the Duma (Russian Parliament)
(“Duma Member-1") and (ii) members of the Russian Ministry of Foreign Affairs, including, as
discussed above, Russian Diplomat-1 and another Russian diplomat (“Russian Diplomat-2”). As
part of the October Conference, participants also attended meetings in the Kremlin with the
Russian Ministry of Foreign Affairs and the Russian Presidential Press Department.

36.  According to PR Executive-1, individuals affiliated with the Clinton Campaign did
not direct, and were not aware of, the aforementioned meetings and activities with DANCHENKO
and other Russian nationals.

E. (U) Russian Sub-Source-1

37. At all times relevant to this Indictment, DANCHENKO maintained
communications with a Russian national (“Russian Sub-Source-1") based in a foreign. country
(“Country-1") who, according to DANCHENKO, acted as one of DANCHENKO’s primary
sources of information for allegations contained in the Company Reports. DANCHENKO and
Russian Sub-Source-1 had initially met as children in Russia, and remained friends thereafter.

38.  In or about early 2016, Russian Sub-Source-1 began working at a business based
in Country-1 (“Business-1") that was owned by a Russian national and would later appear in the
Company Reports. Russian Sub-Source-1 conducted public relations and communications work
for Business-1.

F. DANCHENKO Introduces Russian Sub-Source-1 to PR Executive-1
39.  Inorabout March 2016, and prior to the June 2016 Planning Trip, DANCHENKO

learned from Russian Sub-Source-1 that Business-1 was interested in retaining a U.S.-based public

10
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relations firm to assist with Business-1’s entry into the U.S. market. DANCHENKO brokered a
meeting between PR Executive-1 and Russian Sub-Source-1 to discuss a potential business
relationship. Thereafter, PR Firm-1 and Business-1 entered a contractual relationship.

40. In or around the same time period, DANCHENKO, PR Executive-1, and Russian
Sub-Source-1 communicated about, among other things, the business relationship between
Business-1 and PR Firm-1.

41.  During the same time period, Russian Sub-Source-1 and PR Executive-1
communicated regularly via social media, telephone, and other means. In these communications
and others, Russian Subsource-1 and PR Executive-1 discussed their political views and their
support for Hillary Clinton.

a. For example, during July 2016 meetings in Country-1, PR Executive-1 gifted to
Russian Sub-Source-1 an autobiography of Hillary Clinton, which he signed and inscribed with
the handwritten message, “To my good friend [first name of Russian Sub-Source-1], A Great
Democrat.”

b. Additionally, on or about July 13, 2016, Russian Sub-Sdurce-l sent a message to
a Russia-based associate and stated that PR Executive-1 had written a letter to Russian Press
Secretary-1 in support of Russian-Sub-Source-1’s candidacy for a position in the Russian
Presidential Administration.

¢. On or about July 22, 2016, PR Executive-1 sent an email to Russian Sub-Source-
1 and informed Russian Sub-Source-1 that he would be attending a reception for Hillary Clinton.
Shortly thereafter, Russian Sub-Source-1 responded: “[T]ell her please she [Clinton] has a big fan

in [Country-1]. Can I please ask you to sign for me her (anything).”

11
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d. Inorabout August 2016, Russian Sub-Source-1 sent a message to a Russia-based
associate describing PR Executive-1 as an “advisor” to Hillary Clinton. Russian Sub-Source-1
further commented regarding what might happen if Clinton were to win the election, stating in
Russian, “[Wlhen [PR Executive-1 and others] take me off to the State Department [to handle]
issues of the former USSR, then we’ll see who is looking good and who is not.”

e. In or about September 2016, Russian Sub-Source-1 made a similar comment in a
message to the same associate, stating in Russian that PR Executive-1 would “take me to the State
Department if Hillary wins.”

f.  On or about November 7, 2016 (the day before the 2016 U.S. Presidential
election), Russian Sub-Source-1 emailed PR Executive-1 in English and stated, in part:

[J T am preparing you some information on former USSR/UIC
countries, Igor [DANCHENKGOY] possibly told you about that. . . . .
Tomorrow your country is having a great day, so, as a big Hillary
fan, I wish her and all her supporters to have a Victory day. Hope,
that someday her book will have one more autograph on it)

Thank you for your help and support,

Best regards,
[First Name of Russian Sub-Source-1]

G. Chamber President-1

42. At all times relevant to this Indictment, Chamber President-1 was a New York-
based real estate broker. Chamber President-1 previously served as president of the Russian-
American Chamber of Commerce from 2006 to 2016. In the course of his employment, Chamber
President-1 had occasion to work on real estate projects with Trump and staff at the Trump

Organization, which at all times relevant to this Indictment was owned by Trump.

12
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43.  As discussed more fully below, DANCHENKO claimed to have sourced several
allegations contained in the Company Reports to Chamber President-1, including allegations of
purported ongoing communications between the Trump campaign and Russian officials.

H. DANCHENKO’s U.S. Election Reporting

44.  As alleged above and in further detail below, from in or about May 2016 through
in or about December 2016, during the same time period as the events set forth above involving
PR Executive-1 and Organizer-1 (including the June 2016 Planning Trip and the October
Conference), DANCHENKO assembled and provided to U.K. Person-1 purported information
that U.K. Person-1 would, in turn, use to draft the Company Reports. DANCHENKO gathered
some of this purported information during the June 2016 Planning Trip and the October
Conference. Indeed, and as alleged below, certain allegations that DANCHENKO provided to
UK. Person-1, and which appeared in the Company Reports, mirrored and/or reflected
information that PR Executive-1 himself also had received through his own interactions with

Russian nationals.

II. DANCHENKO's False Statements Involving PR Executive-1

A. PR Executive-1 Provides Information Regarding Campaign Manager-1

45. At least one allegation contained in a Company Report dated August 22, 2016,
reflected information that DANCHENKO collected directly from PR Executive-1. In particular,
that Company Report detailed the August 2016 resignation of Trump’s Campaign Manager
(“Campaign Manager-1") and his allegedly strained relationship with another campaign staff
member (“Campaign Staff Member-1"). The allegation in the Company Report stated:

Close associate of TRUMP explains reasoning behind [Campaign
Manager-1°s] recent resignation. Ukraine revelations played part

but others wanted {Campaign Manager-1] out for various reasons,
especially [Campaign Staff Member-1] who remains influential . . .

13
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Speaking separately, also in late August 2016, an American
political figure associated with Donald TRUMP and his campaign
outlined the reasons behind [Campaign Manager-1’s] recent demise.
S/he said it was true that the Ukraine corruption revelations had
played a part in this, but also, several senior players close to
TRUMP had wanted [Campaign Manager-1] out, primarily to
loosen his control on strategy and policy formulation. Of particular
importance in this regard was [Campaign Manager-1’s]
predecessor as campaign manager, [Campaign Staff Member-
1], who hated [Campaign Manager-1] personally and remained
close to TRUMP with whom he discussed the presidential
campaign on a regular basis.

(emphasis added) (capitalization in original).

46.  This Company Report contained information that DANCHENKO had gathered
directly from PR Executive-1 in response to a specific request. In particular, on or about August
19, 2016, DANCHENKO emailed PR Executive-1 to solicit any “thought, rumor, or allegation”
about Campaign Manager-1. In the email, DANCHENKO also informed PR Executive-1 that he
(DANCHENKO) was working on a “project against Trump”:

Could you please ask someone to comment on [Campaign Manager-
1°s] resignation and anything on Trump campaign? Off the record
of course! Any thought, rumor, allegation. I am working on a
related project against Trump. 1 asked [PR Executive-1’s

acquaintance] three months ago but he didn’t say much although
shared a couple of valuable insights.

Thanks a lot!

Best,
Igor

(emphasis added)

47.  Later that day, PR Executive-1 replied to DANCHENKO, stating in part:
Let me dig around on [Campaign Manager-1]. Pretty sure

the new team wanted him gone asap and used today’s NYT
story to drive a stake in his heart.

14
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48. On or about August 20, 2016, PR Executive-1 emailed DANCHENKO the
following:
Hi Igor:
I had a drink with a GOP friend of mine who knows some
of the players and got some of what is in this article, which
provides even more detail. She also told me that
[Campaign Staff Member-1], who hates [Campaign
Manager-1] and still speaks to Trump regularly played a
role. He is said to be doing a happy dance over it.
I think the bottom line is that in addition to the Ukraine
revelations, a number of people wanted Campaign
Manager-1 gone. It is a very sharp elbows crowd.
(emphasis added). PR Executive-1 attached to the email a link to an internet news article that
discussed Campaign Manager-1’s resignation as Trump Campaign manager.

49.  Later that day, DANCHENKO replied to PR Executive-1, expressing his
appreciation for the information, and stating that their “goals clearly coincide[d]” with regard to
DANCHENKGO’s efforts to gather derogatory information about Trump:

Dear [PR Executive-1],

Thank you for this. Any additional insights will be much
appreciated.

It is an important project for me, and our goals clearly coincide.
I’ve been following the Russia trail in Trump’s campaign. It is there
so what you read in the news is hardly an exaggeration. Some things
are less dramatic while others are more than they seem.
(emphasis added).
50. PR Executive-1 replied to DANCHENKO with the following: “Thanks! I’ll let
you know if I hear anything else.”

51. PR Executive-1 provided this information regarding Campaign Manager-1 to

DANCHENKO two days before it appeared in the August 22, 2016 Company Report.  As

15
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