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This is a False Claims Act qui tam action by Relator to recover treble
damages and civil penalties arising from the actions of Honeywell International
Inc. (Honeywell or Defendant). |

I STATEMENT OF THE CASE

1.  Honeywell International Inc. is an American publicly traded,
multinational conglomerate corporation with over 100,000 employees,
headquartered in Charlotte, North Carolina. It operates in several areas of business
such as aerospace, building technologies, chemicals, safety, supply chain, health
care and pharma research and development to provide quantum-computing.
Honeywell is a government contractor that provides services related to its
quantum-computing technologies to the U.S. Department of Defens<j NN
_. Honeywell also manages the U.S. Department of
Energy’s Kansas City National Security Campus. At issue in this case are
government contracts for Honeywell’s quantum-computing services.

2. The Government awarded Honeywell tens of millions of dollars in
contracts for services related to Honeywell’s quantum computing technologies.
Quantum computers perform higher-speed calculations than normal computers—
they are super computers—which the Government needs for intelligence and law
enforcement. The Government contracted with Honeywell under the belief that

Honeywell’s proprietary quantum computer technology would support and
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enhance national security interests. Because of its speed alone, quantum
computing is superior to any other technology in support of national security and
was expected to enhance the United States’ own satellite technology.

3. To perform under the Quantum Contracts, Honeywell was required to
handle and store raw Government data and information in native format, which the
quantum computers then used to perform specified calculations and other work.
That raw data and information was designated by the Government as “Controlled
Unclassified Information,” which generally means the information, while not
classified, is not intended to be shared with the public. It includes drawings,
specifications, testing, simulations and other information related to U.S. secret
intelligence programs that no other country possesses.

4.  The Government secrets entrusted to Honeywell were promised to be
“walled off” from external threats, especially those posed by foreign intelligence
operatives like the Russian SolarWinds Attackers. In the wrong hands, this
Controlled Unclassified Information could jeopardize American national security,
impair the Government’s operations, enable an adversary to replicate rare and
highly sensitive U.S. defense technology and use it against us, and infiltrate the

inner workings of essential U.S. Department of Defense functions || | SN
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5, Accordingly, a series of contractual provisions and Federal
Cybersecurity Requirements obligated Honeywell to protect this sensitive
Government information on a secure network.

6.  Despite these obligations and the national security implications,
Honeywell knowingly failed to provide even the most basic cybersecurity
safeguards to protect the sensitive Government information on its network, with a
firewall as its primary protection, inadequate antivirus software—a basic safeguard
that even the average consumer mlight put in place on their personal computers;
inadequate control over who had access to sensitive Government information; and
inadequate incident response training and testing for employees; and knowingly
failed to properly respond to suspicious activity that could compromise sensitive
Government information.

7.  Further, on information and belief, Honeywell knowingly failed to
report cyber incidents of the network containing the sensitive information—called
the “Gray Network”—to the proper officials at the U.S. Department of Defense.

8. When the SolarWinds Attack occurred in early 2020, Honeywell’s
chickens came home to roost. The Gray Network, containing the Controlled
Unclassified Information was easy pickings for even beginner hackers let alone the
SolarWinds Attackers. Left to its own devices, Honeywell will continue to leave

U.S. national security vulnerable.
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9.  Honeywell’s dismissive approach to cybersecurity protection for the
U.S. Government’s sensitive information was in stark contrast to Honeywell’s
commitment to the commercial side. Honeywell invested significant money,
resources and human capital to its quantum commercial business because of its
ambitions to grow this sector.

10. Honeywell intentionally devoted these resources to its quantum
startup business to the detriment of its obligations to the Government and failed to
properly oversee and protect the Controlled Unclassified Information on
Honeywell’s quantum computing network known as the Gray Network, even
though Honeywell had the capability to provide the necessary protections. This
failure to prioritize its work for the Government led to systemic and material
violations of the Quantum Contracts and Federal Cybersecurity Requirements.

11.  Simply put, Honeywell’s pattern and practice alleged in this
Complaint deprived the Government of the cybersecurity benefits it bargained for.
Troublingly, the Government paid Honeywell for an advanced technology intended
to protect national security and serve the public interest, but instead, Honeywell
put national security at risk in its performance of the contracts.

12.  Through its fraudulent course of conduct, Honeywell knowingly
submitted or caused to be submitted false or fraudulent claims for payment under

the Quantum Contracts, in violation of the False Claims Act, and the Government
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paid those claims.

13.  The protection of U.S. Government secrets does not involve partisan
politics. Both the last and the current Administration have prioritized holding
government contractors accountable for knowing cybersecurity failures. Under the
last Administration, the National Institute of Standards and Technology created
Cybersecurity Requirements, while stating that when the United States entrusts
contractors with Controlled Unclassified Information, safeguarding such material
“is of paramount importance” because it can “directly impact the ability of the
federal government to successfully conduct its essential missions.”

14. The Defense Federal Acquisition Regulation Supplement (DFARS)
252.204-7012 (“DFARS 7012”) applies to all U.S. Department of Defense
contracts, including these Quantum Contracts, and requires contractors like
Honeywell to implement technical and procedural controls as specified by the
NIST Cybersecurity Requirements to protect sensitive information and to timely
report cyber incidents.

15.  In part driven by the Russian SolarWinds Attack, which became
public in December 2020, the current Administration through an Executive Order
has stepped up the timetable to hold government contractors like Honeywell
accountable for the failure to protect the Government’s sensitive information. To

combat cyber threats, “[t]he private sector must adapt to the continuously changing
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threat environment, ensure its products are built and operate securely, and partner
with the Federal Government to foster a more secure cyberspace.”

16.  Honeywell has placed in jeopardy our collective national security
and the victims of this fraud are ordinary Americans, including taxpayers. In doing
so, Honeywell failed to heed the words of Supreme Court Justice Oliver Wendell
Holmes: “Men must turn square corners when they deal with the government”
whether those corners are real or virtual.

17.  This case is precisely the type of fraud écheme the U.S. Department
of Justice is seeking to remedy under the False Claims Act.

18.  The Deputy Attorney General (DAG) announced three months ago
that DOJ had created a Civil Cyber-Fraud Initiative to pursue cyber fraud by
government contractors like the fraud scheme alleged here, to “hold accountable
entities or individuals that put U.S. information or systems at risk by

e knowingly providing deficient cybersecurity products or services
e knowingly misrepresenting their cybersecurity practices or
protocols, or
* knowingly violating obligations to monitor and report
cybersecurity incidents and breaches.”
Press Release, Office of Public Affairs, U.S. Department of Justice, Deputy

Attorney General Lisa O. Monaco Announces New Civil Cyber-Fraud Initiative

Case 3:22-cv-00129-MEO-DCK Docume6nt 51-2 Filed 08/18/26  Page 9 of 99



(Oct. 6, 2021), https://www.justice.gov/opa/pr/deputy-attorney-general-lisa-o-

monaco-announces-new-civil-cyber-fraud-initiative; and

https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-

boynton-delivers-remarks-cybersecurity-and

19. Use of the False Claims Act as an enforcement tool in this case
will hold Honeywell accountable for its knowing and material cybersecurity
failures, deter future cyber misconduct by Honeywell and other government
contractors, and protect highly confidential Government information from
exposure in the event of another attack on Honeywell systems like (or worse
than) the SolarWinds Attack.

20. The DAG further directed comments at whistleblowers: “to those
who witness irresponsibility that exposes the government to cyber breaches, our
message is this: if you see something, say something.” But for Relator the
Government would not be on notice of the allegations in this Complaint.

https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-and-

assistant-attorney-general-kenneth-polite-ir
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I1. LEGAL FRAMEWORK

A. Parties

21. Relator alleges, based upon personal knowledge, relevant
documents, and information, and on information and belief, the facts set forth
in this Complaint.

22. Relator has extensive first-hand knowledge of Defendant’s pattern
and practice alleged in the Complaint.

23.  Relator was retaliated against for raising, objecting to, and opposing
the pattern and practice alleged in this Complaint.

24. Relator has standing to bring this action pursuant to 31 U.S.C. §
3730(b)(1). Relator is entitled to either between 15-25 percent of the proceeds that
result from this action, or any settlement of the claims raised or identified in this
complaint, under 31 U.S.C. § 3730(d)(1); or between 25-35 percent of the proceeds
pursuant to 31 U.S.C. § 3730(d)(2); or of any amounts specified in any state’s
False Claims Act.

25. Relator voluntarily disclosed to the Government the information on
which the allegations or transactions in the claims are based; and Relator has
knowledge that is independent of and materially adds to any publicly disclosed
allegations or transactions that may exist and has voluntarily provided the

- information to the Government before filing an action under this section. Relator
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is the original source of these allegations as defined in 31 U.S.C. §§ 3730(e)(4)(A)-
(B). |

26. Relator has complied with all procedural requirements of the laws
under which this Complaint is brought.

27. Defendant Honeywell International Inc. (Honeywell or Defendant) is
an American publicly traded, multinational conglomerate corporation with over
100,000 employees, incorporated in Delaware, and headquartered in Charlotte,
North Carolina.

28. Honeywell operates in several areas of business such as aerospace,
building technologies, chemicals, safety, supply chain, health care, pharma and
research and development to provide quantum-computing services. Honeywell is
also a government contractor that provides services related to its quantum-
computing technologies to the U.S. Department of Defens<ji NN
B [oncywell also manages the U.S. Department of Energy’s
Kansas City National Security Campus. At issue in this case are government

contracts for Honeywell’s quantum computing.
B.  Jurisdiction and Venue

29, This Court has subject matter jurisdiction over the claims asserted in
this Complaint, pursuant to the False Claims Act, 31 U.S.C. §§ 3729 et seq.,

including § 3730(h), and 28 U.S.C. §§ 1331, 1345. This Court also has
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supplemental jurisdiction over the related state law claims pursuant to 28 U.S.C. §
1367(a).

30. Venue is proper in this judicial district, pursuant to 31 U.S.C. §§
3732(a) and 28 U.S.C. 1391(b) and (c), because defendant may be found, resides,
and/or transacts business in this District, or because an act, proscribed by 31

U.S.C.'§ 3729, occurred in this District.
C. Time Period

31.  On information and belief, Honeywell’s conduct alleged in this

Complaint began at the start of its earliest Quantum Contract.
D. The False Claims Act

32. This Complaint alleges violations of the False Claims Act.
33. The False Claims Act provides, in part: Liability for Certain Acts.
— (1) In general. —[ ] any person who—
(A) knowingly presents, dr causes to be presented, a false or
fraudulent claim for payment or approval
(B) knowingly makes, uses, or causes to be made or used, a false
record or statement material to a false or fraudulent claim

(C) conspires to commit a violation of subparagraph (A), (B), [ ] or

(G), []
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(G) knowingly makes, uses, or causes to be made or used, a false
record or statement material to an obligation to pay or transmit money or
property to the Government, or knowingly conceals or knowingly and
improperly avoids or decreases an obligation to pay or transmit money or
property to the Government, [ ]

is liable to the United States Government for a civil penalty of not less than $5,000
and not more than $10,000, as adjusted by the Federal Civil Penalties Inflation
Adjustment Act of 1990 (28 U.S.C. 2461 note; Public Law 104410 [1]), plus 3
times the. amount of damages which the Government sustains because of the act of
that person. 31 U.S.C. § 3729(a)(1)(A), (B), (C), (G).

34. Under the False Claims Act, scienter must be demonstrated:
Definitions—For purposes of this section— (1) the terms “knowing” and
“knowingly”— (A) mean that a person, with respect to information— (i) has actual
knowledge of the information; (ii) acts in deliberate ignorance of the truth or falsity
of the informationg or (iii) acts in reckless disregard of the truth or falsity of the
information; and (B) require no proof of specific intent to defraud. 31 U.S.C. §
3729(b)(1)-(2).

35.  Under section (b)(2) the term “claim” — (A) means any request or
demand, whether under a contract or otherwise, for money or property and whether

or not the United States has title to the money or property, that— (i) is presented
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to an officer, employee, or agent of the United States; or (ii) is made to a
contractor, grantee, or other recipient, if the money or property is to be spent or
used on the Government’s behalf or to advance a Government program or interest,
and if the United States Government— (I) provides or has provided any portion of
the money or property requested or demanded; or (II) will reimburse such
contractor, grantee, or other recipient for any portion of the money or property
which is requested or demanded; [ ]. 31 U.S.C. § 3729(b)(1)-(2).

36. Under the False Claims Act, materiality is defined as “having a
natural tendency to influence, or be capable of influencing, the payment or receipt
of money or property.” 31 U.S.C. § 3729(b)(4).

II1. THE REGULATORY FRAMEWORK
A. Government Contracting Requirements

37.  Contracts with the United States for cybersecurity are subject to
Federal Acquisition Regulations (“FARs”), agency-specific requirements,
including regulations and other standards such as those issued by the National
Institute of Standards and Technology (“NIST”)—the federal agency that
establishes standards and best practices for several industries—and the Defense
Federal Acquisition Regulation Supplement (“DFARS”) for contracts with the U.S.
Department of Defense “(DOD”), 252.204-7012 (“DFARS 7012”). Collectively,

the government contracting requirements discussed under this Section are alleged
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as “Federal Cybersecurity Requirements.”

38.  Pursuant to various laws and policies of different agencies, the
Government has three primary classification levels for national security
information: (1) “Top Secret” — unauthorized disclosure could reasonably cause
exceptionally grave damage to national security, (2) “Secret” — unauthorized
disclosure could reasonably cause serious damage to national security, and (3)
“Confidential” — unauthorized disclosure could reasonably cause damage to
national security.

39.  “Confidential” information can become “Secret” information if
enough fragments of “Confidential” information are combined to provide a
description of a process or key equipment. As a result, the Government prioritizes
protecting “Confidential” information that, if pieced together by bad actors, could
cause serious damage to national security.

40.  Examples of “Confidential” information include the strength and
condition of the U.S. Military, national security data or intelligence reports, or
research and development of processes, equipment, or personnel to enhance
national security.

41. Accordingly, even if Government information is not classified as
secret, it may still be sensitive enough to require confidentiality. A large volume

of unclassified information is also confidential and would harm national security or
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the public interest if disclosed to the public. For example, among many others,
technical information and specifications related to technologies used for military,
space, or intelligence applications, critical energy infrastructure information like
the location and design of nuclear reactors and hazardous liquid pipelines,
proprietary information collected by agencies from businesses, information
pertaining to ongoing law enforcement investigations, and personal information
like social security and medical records of citizens and Government employees are
all unclassified but highly sensitive.

42.  In an acknowledgement of the need to protect information that is
intended to be unclassified but non-public, then-President Barack Obama signed an
Executive Order that established a category of unclassified-but-non-public
information called Controlled Unclassified Information (“CUI”).

43.  CUI encompasses a wide range of information, including the
examples above, and is defined broadly as information “that a law, regulation, or
Government-wide policy requires or permits an agency to handle using
safeguarding or dissemination controls.” The CUI category consolidates various
types of sensitive information designated by various federal agencies as exempt
from public disclosure under the Freedom of Information Act due to its sensitivity.
32 CFR § 2002.4(h)

44.  Relevant here, CUI includes “[c]overed defense information,” which

14
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is defined in U.S. Department of Defense (“DOD”) regulations as (1) “unclassified
controlled technical information” or (2) other information “that requires
safeguarding or dissemination controls™ as described in the National Archives and
Records Administration’s Controlled Unclassified Information (CUI) Registry and
that is either marked or otherwise identified in the contract as CUI or “[c]ollected,
developed, received, transmitted, used, or stored by or on behalf of the contractor
in support of the performance of the contract.” 48 C.F.R. § 204.7301.

45.  “Controlled technical information™ is defined as “technical
information with military or space application that is subject to controls on the
access, use, reproduction, modification, performance, display, release, disclosure,
or dissemination.” 48 C.F.R. § 252.204-7012 (DFARS 7012)

46.  In turn, “technical information” means a wide range of technical data
and computer software, including but not limited to “research and engineering
data, engineering drawings, and associated lists, specifications, standards, process
sheets, manuals, technical reports, technical orders, catalog-item identifications,
data sets, studies and analyses and related information, and computer software
executable code and source code.” The terms “computer software” and “technical
data” are broadly defined. 48 C.F.R. § 252.227-7013(3) and (15)

47.  CUI also includes information marked FOR OFFICIAL USE ONLY

(“FOUO”) and NOT RELEASABLE TO FOREIGN NATIONALS (“NOFORN”).
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Priorl_ to the creation of the CUI designation in 2010, DOD used the FOUO AND
NOFORN designations to identify documents that were protected from public
disclosure due to their sensitivity. Thus, DOD used the FOUO and NOFORN
designations to mark and protect the same types of information discussed above,

which is now marked as CUI instead.

48.  As the N <xp!ains, “FOUO protection is
afforded to information such as the names of |
I < 1 p oy ees and certain missions and functions,”

and FOUO “may also be referred to as controlled unclassified information.”

49. A DOD cybersecurity rule requires all contractors and subcontractors
whose computer networks will house CUI during performance of a contract to (1)
“provide adequate security” on any such network and (2) immediately report cyber
incidents occurring on, or any compromise of, such network to DOD. 78 Fed.
69273 (Nov. 18, 2013).

50. National Institute of Standards and Technology (“NIST”) Special
Publication 800-171 (“SP 800-1717) specifically establishes the baseline controls
for an adequately secured contractor network housing CUL These requirements
were codified and made applicable to all contracts (the “Adequate Security Rule”).
48 C.F.R. § 204.7302(a)(1) and (b); 48 C.F.R. § 3252.204-7012(b)(2)(i) (DFARS

7012)
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51.  Under DFAR 252.704-7012, contractors were required to be fully
bompliant with NIST 800-171 standards as soon as practicable but not later than
December 31, 2017. 48 C.F.R. § 3252.204-7012(b)(2)(1) (DFARS 7012)

52, Specifically, the regulations require DFARS 252.704-7012
(safeguarding covered defense information and cyber incident reporting) to be
inserted into every contract that involves contractor access to CUI. 48 C.F.R. §§
204.7300, 204.7304(c), 252.204-7012(b)(2)(i) (DFARS 7012)

53.  “Adequate security” is defined as “protective measures that are
commensurate with the consequences and probability of loss, misuse, or
unauthorized access to, or modification of information.” 48 C.F.R. § 204.7301

54. Under the “Adequate Security DFARS,” government contractors are
required to meet the “adequate security” standard by adhering to basic
cybersecurity standards. 48 CFR § 252.704-7012 (DFARS 7012)

55.  The NIST Cybersecurity Requirements specifically establish the
baseline controls for an adequately secured contractor network housing CUI such
as Honeywell, as codified at DFARS 7012. 48 CFR § 252.704-7012 (DFARS
7012)

56. Under the Adequate Security DFARS, contractors were required to
be fully compliant with the NIST Cybersecurity Requirements as soon as

practicable but not later than December 31, 2017. 48 CFR § 252.204-7012(b)(2)(i)
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(DFARS 7012).

57. For all contracts awarded prior to October 1, 2017, the Adequate
Security DFARS required the contractor to notify the DOD’s Chief Information
Officer by email within 30 days of the contract award of any security requirements
specified by the NIST Cybersecurity Requirements not implemented at the time of
contract award. 48 CFR § 252.204-70]2(b){2)(ii)(A) (DFARS 7012)

58.  Additionally, contractors were required to submit any requests to
deviate from the NIST Cybersecurity Requirements in writing to the DOD’s Chief
Information Officer. A contractor was only excused from a security control of the
NIST Cybersecurity Requirements if it was “adjudicated by an authorized
representative of the DOD CIO to be nonapplicable or to have an alternative, but
equally effective, security measure that may be implemented in its place.” 48 CFR
§ 252.204-7012(b)(2)(ii)(B) (DFARS 7012)

59.  Further, the NIST Cybersecurity Requirements have mandated that
contractors “rapidly report” directly to the appropriate agency officials any cyber
incident. Rapidly report means within 72 hours of discovery of any cyber incident.
48 CFR § 252.204-7012(c)(1)(ii) (DFARS 7012)

60.  “Cyber incident” means “actions taken through the use of computer
networks that result in a compromise or an actual or potentially adverse effect on

an information system and/or the information residing therein.” 48 CFR §
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