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IN THE UNITED STATES DISTRICT COURT FOR THE 
EASTERN DISTRICT OF MISSOURI 

 
UNITED STATES OF AMERICA 
 
  v. 
 
NINE (9) .COM,  
ONE (1) .CLOUD,  
ONE (1) .NET, AND, 
ONE (1) .US  
DOMAIN NAMES 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

 
 
 
Case No.: 4:24MJ3161 NCC 
Filed Under Seal 

 
AFFIDAVIT IN SUPPORT OF SEIZURE WARRANT 

I, , a Special Agent with the Federal Bureau of Investigation (“FBI”), 

being duly sworn, depose and state as follows: 

INTRODUCTION AND AGENT BACKGROUND 

1. I am a Special Agent at the FBI. I have been a Special Agent with the FBI since 

March 4, 2007. Since 2010, I have been assigned to a cyber squad in the FBI’s St. Louis 

Field Office. I have received training regarding computer fraud and computer hacking. I have 

conducted investigations into various forms of online criminal activity and am familiar with the 

ways in which such crimes are commonly conducted. In addition, I have participated in the 

execution of search warrants involving electronic evidence.  

2. I submit this application in support of seizure warrants for the twelve (12) domain 

names described below and in Attachments A-1 and A-2 (the “Subject Domain Names”) used 

by North Korean IT workers to support their scheme to generate revenue for the North Korean 

regime.  Based on my training and experience and the facts as set forth in this affidavit, there is 
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probable cause to believe that the Subject Domain Names are subject to forfeiture pursuant to 

18 U.S.C. §§ 981(a)(1)(A) and 982(a)(1) because they are property involved in transactions or 

attempted transactions that violate 18 U.S.C. § 1956(a)(2)(A) (International Promotion Money 

Laundering), done with the intent to promote the carrying on of specified unlawful activity, 

specifically felony violations of 50 U.S.C. §§ 1701-1706 (the International Emergency Economic 

Powers Act, or “IEEPA”).  As explained in more detail below, unknown and known foreign 

persons transferred funds from a place outside the United States to a place in the United States to 

register the Subject Domain Names with the intent to promote the carrying on of a North 

Korean revenue generation scheme in violation of U.S. sanctions.  Because the Subject Domain 

Names are subject to civil and criminal forfeiture, they may be seized by warrant pursuant to 18 

U.S.C. § 981(b) and 21 U.S.C. § 853(f).  The procedure by which the government will seize the 

Subject Domain Names is described in Attachments A-1 and A-2, hereto and below. 

3. The facts set forth in this affidavit are based on my personal knowledge, the 

knowledge obtained during my participation in this investigation, the knowledge obtained from 

other individuals, including other law enforcement personnel, review of documents and 

computer records related to this investigation, communications with others who have personal 

knowledge of the events and circumstances described herein, and information gained through my 

training and experience.  This affidavit is intended to show merely that there is sufficient 

probable cause for the requested warrant and does not set forth all of my knowledge about this 

matter. 
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APPLICABLE STATUTES AND REGULATIONS 

International Emergency Economic Powers Act (IEEPA) 
 
4. IEEPA, enacted in 1977 and codified at 50 U.S.C § 1701 et seq., authorizes the 

President of the United States (the “President”), among other things, to impose economic 

sanctions in response to an unusual or extraordinary threat to the national security, foreign 

policy, or economy of the United States.  Pursuant to that authority, the President may declare a 

national emergency through Executive Orders with respect to that threat; those Executive Orders 

have the full force and effect of law.  It is a crime to willfully violate, attempt to violate, conspire 

to violate, or cause the violation of any license, order, regulation, or prohibition issued pursuant 

to IEEPA. 50 U.S.C. § 1705(a).  

5. Beginning with Executive Order 13466, issued on June 26, 2008, the President 

found the situation “on the Korean Peninsula constitute[s] an unusual and extraordinary threat to 

the national security and foreign policy of the United States and . . . declare[d] a national 

emergency to deal with that threat.”   

6. On March 15, 2016, the President, in order to take additional steps with respect to 

the previously described national emergency, issued Executive Order 13722 addressing the 

Government of North Korea’s continuing pursuit of its nuclear and missile programs.  Executive 

Order 13722 imposed a comprehensive blocking of the Government of North Korea and the 

Workers’ Party of Korea.  Pursuant to that authority, on March 5, 2018, the Secretary of the 

Treasury amended the “North Korea Sanctions Regulations.” 83 Fed. Reg. 9182 (Mar. 5, 2018); 

see 31 C.F.R. § 510.101 et seq.  Executive Order 13722 and the North Korea Sanctions 

Regulations prohibit the export of financial services from the United States or by any U.S. 
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person to North Korea, unless exempt or authorized by the U.S. Department of Treasury’s Office 

of Foreign Assets Control (“OFAC”). Under these orders, U.S. financial institutions were barred 

from providing correspondent banking services to North Korea entities. 

7. OFAC administers and enforces economic sanctions programs established by 

executive orders issued by the President pursuant to IEEPA.  Pursuant to Executive Order 13722, 

OFAC has the authority to block all property and interests in property that are in the United 

States, that hereafter come within the United States, or that are or hereafter come within the 

possession or control of any United States person of persons who meet specific criteria. 

8. On September 13, 2018, OFAC designated a North Korean information 

technology firm based in China named Yanbian Silverstar Network Technology Co., Ltd 

(“Yanbian Silverstar”), as well as its Russia-based front company, Volasys Silver Star, for 

having engaged in, facilitated, or been responsible for the exportation of workers from North 

Korea, including exportation to generate revenue for the Government of North Korea or the 

Workers’ Party of Korea, pursuant to Executive Order 13722, and for operating in the IT 

industry in North Korea, pursuant to Executive Order 13810. OFAC further designated a North 

Korean national, Jong Song Hwa, identified by OFAC as the CEO of Yanbian Silverstar and 

Volasys Silver Star.  

9. According to the OFAC designation press release, the sanctioned parties 

channeled “illicit revenue to North Korea from overseas information technology workers 

disguising their true identities and hiding behind front companies, aliases, and third-party 

nationals.” In other words, the sanctioned parties were conspiring to create and use 

pseudonymous email accounts, social media accounts, payment platform accounts, websites, and 
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online job site accounts to obfuscate their true identities as North Koreans, and to solicit and 

perform information technology freelance jobs to earn money for the North Korean government 

in violation of U.S. sanctions.  

10. Title 18, United States Code, Section 1956(a)(2)(A) (International Promotion 

Money Laundering) prohibits the transportation, transmission, or transfer of monetary 

instruments or funds from the United States to or through a place outside the United States, or to 

the United States from or through a place outside the United States with the intent to promote the 

carrying on specified unlawful activity.  Specified unlawful activity is defined in 18 U.S.C. § 

1956(c)(7)(D) to include violations of 50 U.S.C § 1705.  

Civil and Criminal Forfeiture 

11. 18 U.S.C. § 981(a)(1)(A) (civil forfeiture) provides for the forfeiture of any 

property, real or personal, involved in a transaction or attempted transaction in violation of, inter 

alia, 18 U.S.C. § 1956, as well as any property traceable to such property.  

12.  18 U.S.C. § 982(a)(1) (criminal forfeiture) provides that, as part of the sentence 

for a violation of, inter alia, 18 U.S.C. § 1956, the Court shall order the forfeiture of any 

property, real or personal, involved in the offense or any property traceable to that property. 

13. Pursuant to 18 U.S.C. § 981(b) (civil seizure), property subject to civil forfeiture 

may be seized by a warrant issued by a judicial officer “in any district in which a forfeiture 

action against the property may be filed,” and may be executed “in any district in which the 

property is found,” if there is probable cause to believe the property is subject to forfeiture. A 

civil forfeiture action may be brought in any district where “acts or omissions giving rise to the 

forfeiture occurred.” 28 U.S.C. § 1355(b)(1)(A).  
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14. 21 U.S.C. § 853(f) (criminal seizures) authorizes the seizure of property subject to 

criminal forfeiture based upon a warrant supported by probable cause where the property to be 

seized would, in the event of conviction, be subject to forfeiture. 

15. Seeking a restraining order under 21 U.S.C. § 853(e) may not be sufficient to 

assure the availability of the property for forfeiture because there is reason to believe that the 

property is under the control of the targets of this investigation, who cannot reasonably be relied 

upon to abide by an order to maintain the property in substantially the same condition as it is at 

the present time, in order to ensure that it will be available for forfeiture. More particularly, 

providing notice may allow the targets to frustrate further efforts of law enforcement by 

transitioning their enterprise and infrastructure to jurisdictions beyond the reach of United States 

law enforcement. 

BACKGROUND REGARDING NORTH KOREAN  
INFORMATION TECHNOLOGY WORKERS 

 
16. According to a May 16, 2022, report jointly issued by the U.S. Department of 

State, U.S. Department of the Treasury, and the FBI, North Korea uses freelance information 

technology workers to generate a revenue and foreign currency stream for its weapons of mass 

destruction and ballistic missile programs.  

17. The freelance North Korean IT workers deceive their employers by buying, 

stealing, or counterfeiting the identities and mailing addresses of non-North Koreans when 

bidding on and completing freelance projects, in order to conceal their identities as North 

Koreans. 

18. North Korean IT workers also either pay or deceive non-North Koreans to 

Case: 4:24-mj-03161-NCC   Doc. #:  1   Filed: 05/03/24   Page: 7 of 64 PageID #: 7Case: 4:24-mj-03161-NCC   Doc. #:  5-1   Filed: 05/10/24   Page: 7 of 64 PageID #: 78



 

7 
 

interview for jobs for them, accept payment for freelance projects, and videoconference with 

their employers when necessary. These non-North Koreans may not be aware that the IT workers 

are North Korean.  

19. North Korean IT workers use multiple accounts and multiple freelance 

contracting platforms, digital payment platforms, social media and networking applications, and 

email and messaging applications, in order to obtain and perform IT contracts, receive payment 

for their work, and launder those funds. North Korean IT workers also create software 

development companies to hire other developers and provide a presence on the internet to bolster 

their legitimacy and mask their true identities. These “portfolio websites” allow North Korean IT 

workers to showcase previous development activity and generate freelancer jobs. 

20. The North Korean IT workers are often located in China and Russia. In order to 

avoid suspicion that they are North Korean and be able to use U.S.-based online services, North 

Korean IT workers use virtual private networks, virtual private servers, and proxy IP addresses to 

appear that they are connecting to the internet from false locations. North Korean IT workers 

also use remote desktop software to access U.S.-based computers to make it appear as though 

that they are connecting to online services from different locations.  

BACKGROUND ON DOMAIN NAMES 

21. Based on my training and experience and information learned from others, I am 

aware of the following: 

a. Internet Protocol Address: An Internet Protocol address (IP address) is a unique 

numeric or alphanumeric address used by computers on the Internet (e.g., 121.56.97.178). Every 

computer attached to the Internet must be assigned an IP address so that Internet traffic sent from 
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and directed to that computer may be directed properly from its source to its destination. An IP 

address acts much like a home or business street address -- it enables computers connected to the 

Internet to properly route traffic to each other. The assignment of IP addresses to computers 

connected to the Internet is controlled by ISPs. 

b. Domain Name: A domain name is a simple, easy-to-remember way for humans to 

identify computers on the Internet, using a series of characters (e.g., letters, numbers, or other 

characters) that correspond with a particular IP address. For example, “usdoj.gov” and 

“cnn.com” are domain names. 

c. Domain Name System: The domain name system (“DNS”) is, among other 

things, a hierarchical convention for domain names. Domain names are composed of one or more 

parts, or “labels,” that are delimited by periods, such as “www.example.com.” The hierarchy of 

domains descends from right to left; each label to the left specifies a subdivision, or subdomain, 

of the domain on the right. The right-most label conveys the “top-level” domain. For example, 

the domain name “www.example.com” means that the computer assigned that name is in the 

“.com” top-level domain, the “example” second-level domain, and is the web server. 

d. Domain Name Servers: DNS servers are computers connected to the Internet that 

convert, or resolve, domain names into Internet Protocol (“IP”) addresses.  

e. Registry: For each top-level domain (such as “.com”), there is a single company, 

called a “registry,” that determines which second-level domain resolves to which IP address. For 

example, the registry for the “.com” and “.net” top-level domains are Verisign, Inc., which has 

its headquarters in Reston, Virginia. The “.cloud” domain is owned by Aruba PEC SpA which is 

one of Europe’s largest hosting providers based in Italy.  The “.us” domain is owned by 
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GoDaddy Inc., which is headquartered in Tempe, Arizona. 

f. Registrar & Registrant: Domain names may be purchased through a registrar, 

which acts as the intermediary between the registry and the purchasers of the domain name. The 

individual or business that purchases, or registers, a domain name is called a “registrant.”  

Registrants control the IP address, and thus the computer, to which their domain name resolves. 

Thus, a registrant may easily move a domain name to another computer anywhere in the world. 

Typically, a registrar will provide a registrant with the ability to change the IP address a 

particular domain resolves to through an online interface. Registrars typically maintain customer 

and billing information about the registrants who used their domain name registration services. 

g. WHOIS: A "WHOIS" search provides publicly available information as to which 

entity is responsible for a particular IP address or domain name. A WHOIS record for a 

particular IP address or domain name will list a range of IP addresses that that IP address falls 

within and the entity responsible for that IP address range and domain name. For example, a 

WHOIS record for the domain name XYZ.COM might list an IP address range of 12.345.67.0- 

12.345.67.99 and list Company ABC as the responsible entity. In this example, Company ABC 

would be responsible for the domain name XYZ.COM and IP addresses 12.345.67.0- 

12.345.67.99. 

FACTS ESTABLISHING PROBABLE CAUSE TO BELIEVE  
CRIMES HAVE BEEN COMMITTED 

 
22. In August 2019, the FBI interviewed an individual (“Individual 1”) who had 

allowed another person, subsequently identified as a North Korean IT worker working for 

Yanbian Silverstar, to use Individual 1’s online account at a U.S. based freelancer platform.  
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Additionally, Individual 1 allowed the North Korean IT worker to remotely access laptops at 

Individual 1’s residence in the United States for freelance work, and the North Korean IT worker 

paid Individual 1 $100 per month per hosted laptop.   

23. The investigation subsequently identified hundreds of financial and 

communication accounts associated to Yanbian Silverstar and other North Korean IT worker 

groups.  In February 2022 and July 2022, United States Magistrate Judges Shirley P. Mensah and 

John M. Bodenhausen in the Eastern District of Missouri signed search warrants for numerous 

Google and Microsoft accounts associated with Yanbian Silverstar actors. The communications 

from these Google and Microsoft accounts discussed using identities of U.S. citizens and 

individuals based around the world to open accounts at payment and freelancer platforms. They 

also used Korean language and North Korean honorifics to communicate with each other. Those 

communications clearly identified them as North Koreans doing IT work on behalf of North 

Korea. 

24. During the course of the investigation, I discovered that North Korean IT workers 

create and use domain names and limited liability companies (LLCs) in furtherance of their 

fraudulent activity and to mask their true identities as North Koreans. The LLCs are used to 

recruit “Virtual Assistants” who can receive and ship devices needed for the North Korean IT 

workers as well as recruit and employ software developers from countries such as Pakistan, 

India, and China.  These LLCs are often registered in the United States through business registry 

services and sometimes use the identities of individuals who had a previous relationship with 

North Korean IT workers. 
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25. In October 2023, United States Magistrate Judge Rodney H. Holmes in the 

Eastern District of Missouri signed seizure warrants for 17 domain names used by North Korean 

IT workers. Since these seizures, the FBI has identified additional domains, including the 

Subject Domain Names, used by North Korean IT workers.  The Subject Domain Names are 

described below in groups based on their associated LLC or company name.  

A. Group A – Eden Programming Solutions  

Domains: illusionsoft.net; omegasoftware.us 

26. Eden Programming Solutions was identified as a front company used by Yanbian 

Silverstar IT workers to obtain freelancer jobs and to hire developers and facilitators to assist in 

their revenue generation. 

27. Eden Programming Solutions’ domain name, edenprogram.com, was seized by 

the FBI on October 16, 2023, pursuant to a warrant signed on October 5, 2023, by United States 

Magistrate Judge Rodney H. Holmes (4:23-MJ-09240-RHH). The application for that warrant, 

including the supporting affidavit, are incorporated into this affidavit by reference. On or about 

October 17, 2023, the FBI received an online complaint from an individual who had been hired 

by Eden Programming Solutions to interview for a job Eden Programming found for him. The 

individual saw the Eden Programming Solutions domain had been seized by the FBI and then 

checked the  used by Eden Programming Solutions. According to this individual, 

and later confirmed by the FBI, the  name had been changed to “Illusion Software 

Development” ) using the domain illusionsoft.net. 

28. Records provided on or about November 17, 2023, by Tucows Inc. (“Tucows”), a 

company with offices located in Bellevue, Washington and the registrar for the domain 
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illusionsoft.net, revealed that the registrant of this domain used the following email address:  

. Additionally, records from Tucows showed that two more 

domains used the same registrant email address ): 

edenprogram.com (which was already seized) and omegasoftware.us. 

29. According to Tucows records, illusionsoft.net and omegasoftware.us were 

registered through Tucows using a reseller, SG Hosting Inc. (“SG Hosting”) located in 

Alexandria, Virginia. Records provided by SG Hosting on or about December 8, 2023, revealed, 

the following information for the domains:  

a. illusionsoft.net – Created: 10/17/2023; Expires: 10/17/2024 

b. omegasoftware.us – Created: 10/27/2023; Expires: 10/27/2024  

30. A Mastercard in the name of (name anonymized) was used to pay for both 

domains. I know from my training, experience, and the evidence collected in this investigation as 

detailed in the warrant application in 4:23-MJ-09240-RHH that . is an alias used by the North 

Korean IT worker who controlled the domain edenprogram.com and sought employment by 

U.S.-based companies. Based on information obtained pursuant to a Google search warrant, 

4:22-MJ-7027-SPM-09, signed by the Honorable Shirley P. Mensah, on February 9, 2022, I have 

probable cause to believe the . alias is controlled by a North Korean IT worker based outside 

the United States named .  Those search returns revealed an email communication, dated 

December 6, 2017, from . in which he identified himself as . and provided a resume to a 

potential employer. 

Case: 4:24-mj-03161-NCC   Doc. #:  1   Filed: 05/03/24   Page: 13 of 64 PageID #: 13Case: 4:24-mj-03161-NCC   Doc. #:  5-1   Filed: 05/10/24   Page: 13 of 64 PageID #: 84



Case: 4:24-mj-03161-NCC   Doc. #:  5-1   Filed: 05/10/24   Page: 14 of 64 PageID #: 85



 

14 
 

 

32. On or about January 8, 2024, I visited the website at the domain 

omegasoftware.us which indicated the site was under construction. 

33. Below is a chart which summarizes these connections between the domains and a 

North Korean IT worker: 
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B. Group B – Blackish Tech LLC / Purpleish Tech LLC / Culture Box LLC / 
Next Nets LLC 
 
Domains: blackishtech.com; logictech.us; purpleishtech.com; culturebx.com; and 
nextnets.com 
 
35. On or about December 8, 2023, the FBI interviewed Individual 2, who was a 

“Virtual Assistant” for Eden Programming Solutions, which owned the website 

edenprogram.com. On or about December 8, 2023, Individual 2 received a FedEx package from 

a U.S. state government entity which contained a laptop.  The FBI instructed Individual 2 to 

cease communications with individuals associated to Eden Programming Solutions and provide 

the laptop to the FBI.  On or about December 11, 2023, Individual 2 was contacted by an 

unknown person (“Individual 3”) by telephone. Individual 3 stated he worked for “Blackish 

Tech.” Individual 3 stated he was instructed to come by and pick up the laptop received by 

Individual 2.  On or about December 12, 2023, Individual 3 came to Individual 2’s residence and 

attempted to get the laptop.  The FBI believes Individual 3, who came to Individual 2’s 

residence, worked for the same group of North Korean IT workers and needed the laptop to be 

shipped to another facilitator so they could access it and maintain their employment with the 

U.S. state government entity. Individual 3 was subsequently identified from his telephone 

number and picture, provided by Individual 2’s doorbell camera.  As described below, Individual 

2 is associated with blackishtech.com. 

36. On or about December 19, 2023, I conducted open source research for Blackish 

Tech and identified an LLC named, Blackish Tech LLC, registered in Wyoming using a 

registered agent.  A website at the domain, blackishtech.com, was identified. 
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37. A review of WHOIS information for blackishtech.com identified the registrant as 

J.P. (anonymized), stated J.P. was located at , provided 

the email address , and telephone number . The domain 

was created on January 25, 2022, and expires on January 25, 2025, and was registered at Public 

Domain Registry LTD (“Public Domain Registry”), a domain registrar located in Tempe, 

Arizona. 

38. The FBI had previously identified the domain registration email address, 

. On or about March 17, 2022, in response to a search warrant signed 

by Magistrate Judge Shirley P. Mensah in the Eastern District of Missouri (4:22-MJ-7028-SPM), 

the facts of which are incorporated into this affidavit by reference, Microsoft provided records 

for a communication account used by a North Korean IT worker, identified as  

(anonymized), for Yanbian Silverstar.  The records obtained pursuant to 4:22-MJ-7028-SPM 

show that on or about February 26, 2021, . sent the email address  

to a North Korean IT worker group leader, identified as . (anonymized).  Additional 

conversations with other North Korean IT workers, which were found in Microsoft’s records, 

indicated payments were to be sent to or withdrawn from an account with an identified payment 

service provider (“Payment Service Provider 1”).  According to records from Payment Service 

Provider 1, this account was registered to email address . 

39. On or about January 12, 2024, Newfold Digital, Inc. (“Newfold Digital”), which 

is based in Jacksonville, Florida and owns Public Domain Registry, provided records for 

blackishtech.com which confirmed the registrant information listed on WHOIS and identified 
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the use of a reseller to register the domain, Sineris Web Services, which is based in Kissimmee, 

Florida. 

40. On or about February 20, 2024, Sineris Web Services provided records for the 

domain blackishtech.com, which confirmed the registrant information listed on WHOIS and 

provided several payment methods used to pay for the domain. The following payments were 

made:  

Date Amount Method 

01/12/2023 $12.00 Visa Debit Card - U.S. Financial Bank 1 

Card Owner:   

01/18/2023 $17.95 Visa Debit Card - U.S. Financial Bank 

Card Owner:  

08/08/2023 $9.50 Payment Service Provider 1 account 

  

01/18/2024 $39.60 Visa Debit Card - U.S. Financial Bank 1 

Card Owner:  

  

41. As described above, blackishtech.com was registered to telephone number 

.  A review of records at Domain Tools identified an additional domain registered using 

the telephone , logictech-us.com.  A review of WHOIS information for logictech-

us.com identified the domain was created on December 3, 2021, expires on December 3, 2024, 

and had the following registrant information: 

Name: . 
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single theme or motif. Doing this helps the criminal remember the names of multiple domains. In 

this instance, that theme was clearly color. 

44. On February 2, 2024, I conducted open source research on “Purpleish Tech LLC” 

and identified an LLC registered on July 24, 2023 with the mail address  

 and the website at purpleishtech.com. According to WHOIS the 

domain was registered using Tucows on August 2, 2023 and expires on August 2, 2024.  

45. On or about February 28, 2024, Tucows provided the registrant information for 

the domain purpleishtech.com as ’s (anonymized),  

, email address  (same as blackishtech.com), and telephone 

number  (a digit is missing).  The registrant provided their organization as “Blackish 

Tech LLC.” The domain was registered through a domain reseller, InterServer, Inc., located in 

Englewood Cliffs, NJ. 

46. On or about March 29, 2024, InterServer, Inc. provided information for the 

domain purpleishtech.com which confirmed the registrant information on the WHOIS. 

Additionally, the payment information was provided showing that the domain was registered 

using a Payment Service Provider 1 account, the email address , and the 

business name “Blackish Tech”. On or about January 16, 2024, records from Payment Service 

Provider 1 for “Blackish Tech”, , identified a payment made to 

InterServer from on August 2, 2023, the date of the domain’s registration. 

47. According to Tucows, two additional domains used the email address 

: culturebx.com and nextnets.com, using the reseller InterServer, Inc.  

The original WHOIS information for culturebx.com showed that it was originally owned by  
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51. Additionally, the website listed the company’s address as  

.  On January 12, 2024, I conducted open-source research for that address. No 

business was located at the address.  

52. On or about December 20, 2023, I visited the website at the domain logictech-

us.com. The following screen captures were obtained which indicated the domain was used to 

advertise IT work: 

logictech-us.com 
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53. On or about February 2, 2024, I visited the website at the domain 

purpleishtech.com.  The following screen captures were obtained which indicated the domain 

was used to advertise IT work: 

purpleishtech.com 
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54.  The website listed the business’s contact address as  

, and telephone number as .  On Google Maps that address 

appears to be a family home. 

55. On or about January 16, 2024, records from Payment Service Provider 1 for 

“Blackish Tech” and the email , listed multiple addresses including 

, the telephone number , and the 

business URL as www.blackishtech.com. This is the same location and phone number as 

Purpleish Tech. 

56. On or about February 28, 2024, I visited the website at the domain 

culturebx.com.  The following screen captures were obtained which indicated the domain was 

used to advertise IT work: 

culturebx.com 
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The domain cubixtechus.com was created on January 22, 2022, and expires on January 22, 

2025.  The domain helix-us.com was created on January 27, 2022, and expires on January 27, 

2025. 

64. The domains babyboxinfo.com, cubixtechus.com, and helix-us.com were 

registered at NameCheap, Inc. (“NameCheap”), located in Pheonix Arizona, and, on or about 

November 20, 2023, NameCheap provided records which identified they were registered by the 

reseller Ahead Host. 

65. On or about December 2, 2023, Ahead Host provided the subscriber information 

for the account associated with the email address  that registered 

babyboxinfo.com, cubixtechus.com, and helix-us.com.  The account was registered using the 

name  (anonymized real name) the address , 

the telephone number , and purchased these three domains using the Payment 

Service Provider 1 account .  

66. On or about January 24, 2024, records from Payment Service Provider 1 for 

 identified the account was in the name of . (the same name that 

registered babyboxinfo.com, cubixtechus.com, and helix-us.com) and had multiple email 

addresses using the name .  I know from my training and experience the use of multiple email 

accounts on a payment account is a technique used by North Korean IT workers to send/receive 

money and mask their true identity.  A review of the account’s transactions identified the 

following payments to Ahead Host for $13.00 each. These records correspond to payment 

records also obtained from Ahead Host: 
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Date Subject 

March 12, 2021 Ahead Host LLC – Invoice #17657 

January 17, 2022 Ahead Host LLC – Invoice #20764 

February 10, 2022 Ahead Host LLC – Invoice #21003 

March 20, 2022 Ahead Host LLC – Invoice #21312 

March 20, 2022 Ahead Host LLC – Invoice #21428 

 

67. On or about December 13, 2023, Microsoft provided records for any accounts 

associated with telephone number  (the number that registered babyboxinfo.com, 

cubixtechus.com, and helix-us.com). According to the Microsoft records, this account was 

subscribed to by “ ”, using the email address , and 

purchased services using a Payment Service Provider 1 account registered with the email address 

 and the name “ .”  The Microsoft account had the 

associated  username ”. 

68. Microsoft search returns for an account used by North Korean IT worker  

(described above) in response to the 4:22-MJ-7028-SPM search warrant revealed a 

communication, on or about November 9, 2020, in which “ ” shared with . the 

password associated with email address  (the email that registered 

babyboxinfo.com, cubixtechus.com, and helix-us.com) and email address 

 (the email account for the Payment Service Provider 1 account that 

purchased babyboxinfo.com, cubixtechus.com, and helix-us.com). Based on these 
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communications, I have probable cause to believe the alias “ ,” is an unidentified 

North Korean IT worker who works with . 

69. On or about December 7, 2023, Google provided the subscriber information for 

the email address  which had the recovery email of 

. 

70. As described above, as early as 2021, the name . was previously observed 

being used by North Korean IT workers who, based on the search warrant returns discussed 

above, I have probable cause to believe worked with . 

71. On or about November 17, 2023, I visited the website at the domain 

babyboxinfo.com.  The following screen captures were obtained which indicated the domain 

was used to advertise IT work: 

babyboxinfo.com 
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72. On or about November 17, 2023, I visited the website at the domain 

cubixtechus.com.  The following screen captures were obtained which indicated the domain was 

used to advertise IT work: 

cubixtechus.com 
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D. Group D – Bynolt 

Domain: bynolt.com 

76. On or about November 17, 2023, I conducted open source research for 

information related to “Baby Box Tech” which was the named company associated with 

babyboxtech.com, one of the domains seized in October 2023 pursuant to the seizure warrant 

4:23-MJ-9240-RHH.  A  using the name “babyboxtech”, which is the same name 

as the company “Baby Box Tech” and the domain, babyboxtech.com, was identified.  Prior to the 

seizure of the domain babyboxtech.com, the group had the  “babybox.”  I 

observed that the “babyboxtech”  had changed its name to “BYNOLT,” San 

Diego, CA, and advertised the domain bynolt.com and purported to be a software development 

company.  According to the Bynolt , the HR Director for Bynolt was . (name 

anonymized), who lived in Lahore, Punjab, Pakistan. . was previously listed on the 

babyboxtech.com website as the HR Manager for “Baby Box Tech.”  Additionally, San Diego, 

CA, was the purported location for Baby Box Tech. 

 – babyboxtech / Bynolt 
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, and telephone number .  The domain was 

created on September 19, 2022, and expires on September 19, 2025.  According to records from 

GoDaddy, payments were made using a credit card in the name of  (name anonymized) in the 

Pakistan Rupee (PKR) currency using the email address .  The 

credit card was issued by United Bank, LTD, Pakistan.   

78. A review of open source information led me to conclude that the owner of the 

Miami, FL address is  (true name anonymized).  A review of records from a Payment Service 

Provider 1 account associated with the email  owned by ., an 

identifier used by a North Korean IT worker known as ., showed that the  account 

made multiple payments to  between December 2021 and September 2022.  Additionally, a 

Payment Service Provider 1 account owned by . and associated with the email 

 (a North Korean IT worker email account used by ”) showed 

the  account made multiple payments to . between June 2022 and August 2022.  I know 

from my training and experience that North Korean IT workers frequently use the identities of 

individuals who they have worked with previously, often times without their knowledge or 

permission.  The use of a Pakistani credit card in the name of ., who resides in Miami, FL, 

supports this belief. 

79. On or about December 8, 2023, I conducted open source research for 

 and identified a  from “HR Services” which listed a 

job for a “Lead Android Developers (remote)” at BABYBOXTECH.  The contact information 

included the email address  and the website babyboxtech.com. 

Case: 4:24-mj-03161-NCC   Doc. #:  1   Filed: 05/03/24   Page: 48 of 64 PageID #: 48Case: 4:24-mj-03161-NCC   Doc. #:  5-1   Filed: 05/10/24   Page: 48 of 64 PageID #: 119



 

48 
 

80. Further research on identified additional employees at Bynolt, one of 

whom was located in Tennessee and purported to be a “Shipping and Receiving Specialist” for 

BABYBOXTECH (now Bynolt).  The individual stated they were a “Remote Support 

Professional.”   

81. I know from my training and experience that North Korean IT workers recruit 

individuals to help them access the devices necessary to conduct their remote IT jobs. Those 

individuals will receive devices that they will then reship to another set of individuals. That 

second group will connect the devices to their home network and install remote desktop 

software. The remote software allows the North Korean IT workers to connect to the company’s 

network and do their assigned IT work. 

82. The FBI believes once the domain babyboxtech.com was seized, the North 

Korean IT worker changed the  to say “Bynolt”.  This was done to establish 

another front company and avoid references to “Baby Box Tech”.  Additionally, North Korean 

IT workers frequently recruit individuals in Pakistan and other countries to be the “face” of the 

company, while maintaining control of the finances and payments associated to their and others’ 

development work. 

83. On or about December 8, 2023, I visited the website at the domain bynolt.com.  

The following screen captures were obtained which indicated the domain was used to advertise 

IT work: 

bynolt.com 

 

Case: 4:24-mj-03161-NCC   Doc. #:  1   Filed: 05/03/24   Page: 49 of 64 PageID #: 49Case: 4:24-mj-03161-NCC   Doc. #:  5-1   Filed: 05/10/24   Page: 49 of 64 PageID #: 120



 

49 
 

 

 

 

84. The website does not indicate the company is headquartered in San Diego, CA, 

which was listed on their , nor does it suggest that the company is associated with 
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86.  Based on the above, there is probable cause to believe that funds originating from 

a DPRK IT worker based outside the United States were sent into the United States in order to 

purchase bynolt.com and that this domain was used with the intent of promoting a conspiracy to 

violate IEEPA.  Bynolt.com is therefore subject to civil forfeiture pursuant to 18 U.S.C. § 

981(a)(1)(A) and criminal forfeiture pursuant to 18 U.S.C. § 982(a)(1). 

E. Group E – The FoxCloud, LLC 

Domain: thefox.cloud 

87. On or about November 1, 2023, I conducted open source research for telephone 

number , which was listed on a webpage as associated with the domains 

foxysun.com and foxysunstudios.com. Both of these domains were seized by the FBI on October 

16, 2023 pursuant to seizure warrant 4:23-MJ-09240-RHH.  A Google search result identified a 

cached page from October 7, 2023 for the domain thefox.cloud for the company “The FoxCloud 

LLC.”  The webpage was similar in appearance to foxysun.com and foxysunstudios.com used by 

Foxy Sun Studios and can be seen below: 

Google Cache – thefox.cloud/our-work/ 
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purchase thefox.cloud and that this domain was used with the intent of promoting a conspiracy 

to violate IEEPA.  Thefox.cloud is therefore subject to civil forfeiture pursuant to 18 U.S.C. § 

981(a)(1)(A) and criminal forfeiture pursuant to 18 U.S.C. § 982(a)(1). 

THE SUBJECT DOMAIN NAMES 

97. As described above, I submit that I have probable cause to believe that the 

Subject Domain Names were used by Yanbian Silverstar actors to facilitate the hiring of North 

Korean IT workers. As part of this scheme, these North Korean IT workers stole personally 

identifying information, including the identities of individuals located in the Eastern District of 

Missouri and elsewhere. They did this and registered the Subject Domain Names to evade 

detection by U.S. law enforcement.  

98. Thus, I submit that there is probable cause to believe that funds originating 

outside the United States from DPRK IT workers were used to purchase and retain the Subject 

Domain Names, and that these domains were involved in an international money laundering 

offense (i.e. these funds travelled from/to a place outside the United States to/from/through a 

place inside the United States and were used to purchase the relevant domains with the intent of 

promoting the carrying on a conspiracy to violate IEEPA).  

99. Based on the evidence discussed above, I have probable cause to believe DPRK 

IT workers used the Subject Domain Names to claim to prospective American employers that 

they could develop websites, as well as advertise their freelancer services to United States 

companies looking to complete web, application, and mobile development projects. 

100. A search of publicly available WHOIS domain name registration records revealed 

that the Subject Domain Names were registered and maintained by one of the following 
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registrars: 

a. GoDaddy.com, LLC, a company headquartered in Tempe, AZ; 

b. NameCheap, Inc., a company headquartered in Phoenix, AZ; 

c. Public Domain Registry, a company headquartered in Tempe, AZ; 

d. Squarespace, Inc., a company headquartered in New York, NY; and 

e. Tucows Inc., a company headquartered in Canada with an office in Bellevue, 

Washington. 

101. The use of multiple registrars provides an opportunity to seize the Subject 

Domain Names from the top-level registry, instead of through five individual registrars. 

102. The top-level domain for all the “.com” and “.net” domains in the Subject 

Domain Names is Verisign, Inc. (hereinafter “Verisign”). Verisign currently manages all “.com” 

and “.net” domains. 

103. The top-level domain for the “.us” domain in the Subject Domain Names is 

GoDaddy.com, LLC, who manages all “.us” domains. 

104. The only remaining domain which is not “.com”, “.net”, or “.us” in the Subject 

Domain Names is a “.cloud” domain registered at Squarespace, Inc. The top-level domain 

“.cloud” is managed by an organization not located in the United States, Aruba S.p.A. in Italy.  

However, Tucows, Inc. is the technical contact for the “.cloud” domains and can seize “.cloud” 

domains.  Therefore, the Subject Domain Names seizure for the “.cloud” domain will be done 

at Tucows, Inc. 

105. Lastly, the “.us” domain’s registrar is Tucows, Inc., and since the “.cloud” domain 

will be seized at Tucows, Inc., the “.us” domain will be seized from Tucows, Inc., instead of the 
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top-level registry, GoDaddy.com, LLC. 

106. Below is a chart summarizing the above seizure plan: 

Domain Registrar TLD TLD Registry Serve Order 
omegasoftware.us Tucows, Inc. .us GoDaddy.com, LLC Tucows, Inc. 

thefox.cloud Squarespace, Inc. .cloud 
Aruba S.p.A. – 
Tucows, Inc. 
(Technical Admin) 

Tucows, Inc. 

bynolt.com GoDaddy.com, LLC .com Verisign Verisign 
logictech-us.com NameCheap, Inc. .com Verisign Verisign 
cubixtechus.com NameCheap, Inc. .com Verisign Verisign 
helix-us.com NameCheap, Inc. .com Verisign Verisign 
babyboxinfo.com NameCheap, Inc. .com Verisign Verisign 
blackishtech.com Public Domain Registry .com Verisign Verisign 
purpleishtech.com Tucows, Inc. .com Verisign Verisign 
culturebx.com Tucows, Inc. .com Verisign Verisign 
nextnets.com Tucows, Inc. .com Verisign Verisign 
illusionsoft.net Tucows, Inc. .net Verisign Verisign 

 

SEIZURE PROCEDURE 

107. As detailed in Attachments A-1 and A-2, upon execution of the seizure warrant, 

the registry for the “.com” and “.net” top-level domain, Verisign Inc., the registrar for the “.us” 

domain, Tucows, Inc., and the technical contact for the “.cloud” domain, Tucows, Inc., shall be 

directed to restrain and lock the Subject Domain Names pending transfer of all right, title, and 

interest in the Subject Domain Names to the United States upon completion of forfeiture 

proceedings, to ensure that changes to the Subject Domain Names cannot be made absent court 

order or, if forfeited to the United States, without prior consultation with the FBI. 

108. In addition, upon seizure of the Subject Domain Names by the FBI, Verisign and 

Tucows, Inc. will be directed to associate the Subject Domain Names to a new authoritative 

name server(s) to be designated by a law enforcement agent. The Government will display a 
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notice on the website to which the Subject Domain Names will resolve indicating that the site 

has been seized pursuant to a warrant issued by this court. 

CONCLUSION 

109. Based on the information contained in this affidavit, I submit that there is 

probable cause to believe that funds originating from outside the United States were transferred 

to/through the United States to purchase the Subject Domain Names and that these domains 

were used to promote the violation of IEEPA. Accordingly, the Subject Domain Names are 

therefore subject to civil forfeiture pursuant to 18 U.S.C. § 981(a)(1)(A) and criminal forfeiture 

pursuant to 18 U.S.C. § 982(a)(1) and I respectfully request that the Court issue a seizure warrant 

for the Subject Domain Names 

110. Neither a restraining order nor an injunction is sufficient to guarantee the 

availability of the Subject Domain Names for forfeiture. By seizing the Subject Domain 

Names and redirecting traffic to another website, the Government will prevent third parties from 

acquiring the name and using it to commit additional crimes. Furthermore, seizure of the Subject 

Domain Names will prevent third parties from continuing to access these websites. 

111. Because the warrant will be served on Verisign Inc. and Tucows, Inc., which 

control the Subject Domain Names, at a time convenient to them, and the registry or registrar 

will transfer control of the Subject Domain Names to the government, there exists reasonable 

cause to permit the execution of the requested warrant at any time in the day or night. 

112. Finally, and in order to protect the ongoing investigation and in consideration that 

much of the information set forth above is not otherwise publicly available, I respectfully request 

that this Affidavit be filed and kept under seal until further order of this Court. 
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SUBJECT DOMAIN NAMES cannot be made absent court order or, if forfeited to the 

United States, without prior consultation with the FBI. 

3) Take all reasonable measures to propagate the necessary changes through the Domain 

Name System as quickly as practicable. 

4) Provide reasonable assistance in implementing the Terms of this Order and take no 

unreasonable action to frustrate the implementation of this Order. 

 The Government will display a notice on the website to which the SUBJECT DOMAIN 

NAMES will resolve. That notice will consist of law enforcement emblems and the following 

text (or substantially similar text): 

This domain has been seized by the Federal Bureau of Investigation in accordance 
with a seizure warrant issued by the United States District Court for the Eastern District of 

Missouri as part of a law enforcement action against North Korean Information 
Technology (IT) Workers who used it as a software development and portfolio website to 

advertise and obtain remote IT freelancer jobs using fraudulent identities. 
 

For additional information on North Korea’s use of remote IT workers 
and how to identify them see the following advisories: 

 
1) Guidance on the DPRK Information Technology Workers – Treasury.gov 

– Enter “North Korean IT Workers Advisory” into any search engine – 
2) Additional Guidance on DPRK IT Workers – PSA at IC3.gov 

 
>> Report suspicious IT workers to IC3.gov << 
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Name System as quickly as practicable. 

4) Provide reasonable assistance in implementing the Terms of this Order and take no 

unreasonable action to frustrate the implementation of this Order. 

 The Government will display a notice on the website to which the SUBJECT DOMAIN 

NAMES will resolve. That notice will consist of law enforcement emblems and the following 

text (or substantially similar text): 

This domain has been seized by the Federal Bureau of Investigation in accordance 
with a seizure warrant issued by the United States District Court for the Eastern District of 

Missouri as part of a law enforcement action against North Korean Information 
Technology (IT) Workers who used it as a software development and portfolio website to 

advertise and obtain remote IT freelancer jobs using fraudulent identities. 
 

For additional information on North Korea’s use of remote IT workers 
and how to identify them see the following advisories: 

 
1) Guidance on the DPRK Information Technology Workers – Treasury.gov 

– Enter “North Korean IT Workers Advisory” into any search engine – 
2) Additional Guidance on DPRK IT Workers – PSA at IC3.gov 

 
>> Report suspicious IT workers to IC3.gov << 
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