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1)	There	are	many	reasons	to	be	concerned	about	the	Dominion	Voting	System	and	
the	results	it	produces.		It	is	well	documented	and	demonstrated	that	it’s	heritage	
and	software	origins	are	extremely	unsettling,	given	its	close	relationship	to	
Smartmatic	and	Scytl,	facts	that	have	only	become	clearer	with	the	4	redacted	
declarations	I	have	now	seen	from	Spider.		For	this	reason,	any	analysis	as	to	the	
integrity	of	any	election	conducted	using	Dominion	should	be	executed	with	a	
healthy	degree	of	skepticism,	and	evidence	of	abnormal	results	should	be	over-
weighted,	if	anything.	
	
Our	team	has	extensive	experience	as	white	hat	hackers	and	employ	many	
methodologies	and	tools	to	trace	and	certify	connections	between	servers,	network	
nodes	and	other	digital	properties	and	probe	for	network	system	vulnerabilities.	In	
addition	to	Robtex	and	Spiderfoot,	we	also	employ	such	tools	as	Whois,	
GeoIpLookup,	nslookup,	host,	ipinfo.io,	etc.			

	
From	our	own	company’s	work,	I	can	attest	to	the	credibility	and	veracity	of	the	
information	contained	in	the	four	redacted	declarations	by	Spider.		Along	with	
several	others,	we	have	found	many	of	the	same	connections,	relationships	and	
vulnerabilities.	Further,	Clarity	Elections	and	Scytl	are	integral	to	the	network	as	
well	as	Dominion	and	Edison	Research	and	they	too	have	multiple	vulnerabilities	
and	their	vulnerabilities	represent	further	vulnerabilities	into	Dominion.		

	
For	instance,	inside	the	SCYTL	System	at	a	point	called	staging.scytl.us,	malware	
called	QSnatch	is	visible.		QSnatch	represents	a	deep	vulnerability	to	any	election	
system	that	touches	it	such	as	Dominion	and	Edison	Research.	QSnatch	
characteristics	include:	
•	CGI	password	logger	-	This	installs	a	fake	version	of	the	device	admin	login	
page,	logging	successful	authentications	and	passing	them	to	the	legitimate	
login	page.	

•	Credential	scraper	–	This	grabs	the	credentials	of	any	administrator	whose	
system	loads	any	information	into	Scytl	or	Clarity	Elections	which	includes	
Dominion	and	Edison	Research.	This	means	the	credentials	of	every	county	
election	official	of	every	state	where	Dominion	manages	elections	in	the	U.S.	
are	vulnerable	to	being	compromised	and	utilized	by	unauthorized	persons.	
This	includes	all	counties	in	Georgia	and	the	counties	in	Michigan	which	use	
Dominion.	

•	SSH	backdoor	–	This	allows	the	cyber	actor	to	execute	arbitrary	code	on	a	
device.	

•	Exfiltration	–	When	run,	steals	a	predetermined	list	of	files	which	includes	
system	configuration	&	log	files.		Encrypted	with	hacker’s	public	key	and	sent	
to	their	infrastructure	over	HTTPS.	

•	Webshell	functionality	–	Allows	an	attacker	remote	access	
•	Persistence	&	Mitigation	–	The	malware	itself	can	make	it	impossible	to	run	
needed	firmware	updates.	Once	infected,	a	full	factory	reset	must	be	done	on	
the	device	prior	to	doing	a	firmware	update	to	stop	vulnerability.	

	
Here	is	its	location:	
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Further,	from	the	NYT	Edison	data	displayed	below,	it	is	also	clear	from	Series	358	
that	with	only	2	decimals	showing	in	the	Biden	percentage	of	0.45,	the	total	fraction	
displayed	cannot	get	anywhere	near	100%	regardless	of	any	truncation	in	the	
Trump	percentage.	
https://static01.nyt.com/elections-assets/2020/data/api/2020-11-03/race-
page/michigan/president.json	
Example:	
/data/races/0/timeseries/357/	
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Hence,	calculating	the	“points”	for	each	candidate	from	the	NYT	Edison	time	series	
by	multiplying	the	votes	by	the	percentage	to	show	the	calculated	votes/	(TV	=	
Trump	Votes)	(BV	=	Biden	Votes)	

 
	
3)	The	second	piece	of	evidence	that	an	algorithm	is	being	utilized	comes	from	our	
observation	that	the	percentage	of	the	votes	submitted	in	each	batch	that	went	
towards	a	candidate	remain	unchanged	for	a	long	series	of	time	and	for	a	number	of	
consecutive	batches	is	extremely	concerning.	Further,	the	percentage	for	Trump	
decreases	in	a	mathematically	extremely	consistent	pattern.	The	red	arrows	
indicate	the	impossible	consistencies.		The	statistical	impossibility	of	the	consistent	
percentage	reported	to	Biden	approaches	zero.	This	makes	clear	an	algorithm	in	the	
election	system	is	allocating	votes	based	on	a	percentage.		
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The middle graph: 
The total accumulated votes counted at any point in time for each candidate is 
represented in this graph. Red is Trump. Blue is Biden. 
The lower graph: 
Each bar on this graph represents what percentage of the votes submitted in each batch 
went towards a candidate, where Trump is positive and Biden is negative. 
 
Analysis: 
There are multiple highly anomalous features in this visualization of the Michigan, USA 
2020 General Election vote count data. It is important to understand the context of the 
lower graph and analysis. Every batch of vote counts released represents various groups 
of people and their votes. These groups of people’s votes are expected to have variance, 
even if multiple batches were produced out of the same geographic area. Large numbers 
of votes between multiple candidates are unlikely to have the same percentage of going 
towards a candidate multiple times in different batches. 
What we see in the lower graph instead of the expected variance in percentage of votes 
going to Trump or Biden in each batch are easily distinguishable trends, which are 
realistically improbable. The statistical probability of that pattern occurring throughout 
the graph approaches zero. 
The observation of these trends not only strongly suggests fraud, but also suggests 
automated and algorithmic tampering of vote counts. 
 
There is a mechanical correlation between the suspected algorithmically generated vote 
count releases (labeled in blue on the bottom graph) and the relative difference between 
the line in the upper graph and zero (an intersection with the line at y=0 in the upper 
graph indicates a change in which candidate is leading). Furthermore, as soon as the line 
in the upper graph intersects with y=0, the algorithmically generated vote count releases 
switch to the opposing side - possibly to either maintain or eek in a Biden victory. 
Once	the	majority	of	apparent	real	and	organic	votes	ceased	to	be	counted,	we	are	
left	with	large	swaths	of	released	vote	counts	that	repeatedly	have	the	same	exact	
percentage	of	votes	in	each	release	going	to	Biden.	By	exact,	I	mean	exact.	That	is	
until	stray	batches	of	apparent	organic	votes	are	released,	and	then	the	percentage	
of	votes	in	each	release	from	the	apparent	algorithmically	generated	vote	counts	
going	to	Biden	seem	to	adjust	slightly	to	account	for	the	change,	which	then	
continue	to	repeat	in	each	release,	until	the	next	stray	organic	batch,	and	the	cycle	
repeats.	It	is	difficult	to	come	up	with	a	realistic	scenario	where	this	described	
phenomenon	is	not	the	result	of	an	algorithm	behind	the	scenes.	
	
4)	The	suggestion	that	the	information	included	in	the	“Spike	Chart”	of	my	original	
affidavit	could	be	simply	tabulated	votes	that	were	suddenly	all	reported	is	
erroneous.		The	spike	data	came	from	Edison	Research	data	and	Oakland,	the	largest	
spike,	was	for	November	7th,	well	past	any	“pent	up”	tabulated	vote	batches.	Later	
data	we	found	direct	from	Dominion	to	the	NYT	that	did	not	pass	through	Edison	
confirms	this	and	even	adds	further	granularity.	
	
5)	That	there	are	problems	in	the	Dominion	System	is	clear	from	a	visit	our	team	
made	to	Central	Lake	Township	in	Antrim	Michigan	on	behalf	of	a	local	lawsuit	filed	
by	Michigan	attorney	Robert	Marsh.	Below	is	the	field	report	submitted	to	me	by	
our	team.	
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ASOG Forensics Report on Central Lake Township in Antrim Michigan 
 
Report Date 11/29/2020  
Report Version 1.4 
 
On 11/27/2020 the ASOG forensics team visited Central Lake Township in 
Antrim Michigan on behalf of a local lawsuit filed by Michigan attorney Robert 
Marsh. 
 
The clerk of Central Lake Township – at around 10:30am – Ms. Judith L. 
Kosloski, presented to us “two separate paper totals tape” from Tabulator ID 2. 
 
One dated “Poll Opened Nov. 03/2020 06:38:48” (Roll 1) 
Another dated “Poll Opened Nov. 06/2020 09:21:58” (Roll 2) 
 
We were then told by her that on November 5, 2020, Ms. Kosloski was notified 
by Connie Wing of the County Clerk’s Office and asked to bring the tabulator and 
ballots to the County Clerk’s office for re-tabulation.  They ran the ballots and 
printed “Roll 2”.  She noticed a difference in the votes and brought it up to the 
clerk, but canvasing still occurred, and her objections were not addressed. 
 
Our team analyzed both rolls and compared the results. 
 
Roll 1 had 1,494 total votes  
Roll 2 had 1,491 votes (Roll 2 had 3 less ballots because 3 ballots were 
damaged in the process.) 
 
“Statement of Votes Cast from Antrim” shows that only 1,491 votes were 
counted, and the 3 ballots that were damaged were not entered into final results. 
 
Ms. Kosloski stated that she and her assistant manually refilled out the three 
ballots, curing them, and ran them through the ballot counting system - but the 
final numbers do not reflect the inclusion of those 3 damaged ballots. 
 
http://www.antrimcounty.org/downloads/official results 2nd amended.pdf 
Source: http://www.antrimcounty.org/elections.asp 
 
In comparing the numbers on both rolls, we estimate 1,474 votes changed 
across the two rolls, between the first and the second time the exact same ballots 
were run through the County Clerk’s vote counting machine - which is almost the 
same number of voters that voted in total.  
 
The five most significant changes in vote totals are in the screenshots below: 
 

• On Election night, Trump received 566 votes, Biden received 340.  On 
the recount, Trump had 1 less vote at 565 while Biden was unchanged 
at 340. This is particularly odd since 3 votes less were tabulated. So 
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potentially Trump could have lost between 3 and 4 votes overall on a 
very small sample – but that did not happen.  

 

 
 
 

 
•  A Proposed Initiated Ordinance to Authorize One (1) Marihuana (sic) 

Retailer Establishment Within the Village of Central Lake (1). – On 
election night, it was a tie vote.  Then, on the recount, when 3 ballots 
were not counted, the proposal passed with 1 vote being removed from 
the No vote.   
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•  For the School Board Member for Central Lake Schools (3) there were 

742 votes added to this vote total.  Since multiple people were elected, 
this did not change the result of both candidates being elected, but you 
do see a change in who had more votes.  If it were a single person 
election, this would have changed the outcome, but this goes to the fact 
that votes can be and were changed during the second machine 
counting.  

 

 
 

• For the School Board Member for Ellsworth Schools (2) it shows 657 
votes being removed from this election.  In this case, only 3 people who 
were eligible to vote actually voted. Since there were 2 votes allowed for 
each voter to cast, the recount is correct to have 6 votes.  But on 
election night, there is a major calculation issue: 
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• In State Proposal 20-1 (1), there is a major change in votes in this 

category.   
 
Proposal 1 is a fairly technical and complicated proposed amendment to 

the Michigan Constitution to change the disposition and allowable uses 
of future revenue generated from oil and gas bonuses, rentals and 
royalties from state-owned land.  There were 774 votes for YES during 
the election, to 1,083 votes for YES on the recount. 

 
Information about the proposal: https://crcmich.org/publications/statewide-

ballot-proposal-20-1-michigan-natural-resources-trust-fund 
 

 
 
Process 
 
Our team interviewed Ms. Kosloski on the process of tabulation and how the 
system works.   
 
Essentially, the Township Clerk is given two Compact Flash Cards and a 
Security Key.  One CF card (also known as ISD Card) goes into the 
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“ADMINISTRATOR” in the “CF CARD 2” Slot and the other in the “POLL 
WORKER” in the “CF CARD 1” Slot.  The security key is used on the 
“SECURITY KEY” connector on top. 
 
Pre-election, Ms. Kosloski was given the cards by the County Clerk’s office.  The 
County Clerk is Sheryl Guy.  
 
Once the printed ballots are hand-marked by voters, they are run through the 
machine. At the close of the polls, they run the totals on the print and bring the 
two CF Cards and security key back to the County Clerk for loading into the 
server.  The cards and keys are not given back to the Township Clerk – these 
essential technical data sources for the Townships are thereafter held by the 
County Clerk.  
 
On November 6th, at the request of the County Clerk, and with no explanation, 
Ms. Kosloski was told to bring the tabulator serial number AAFAJHX0226 and 
sealed ballots to the Country Clerk’s office.  There, she was presented with two 
CF Cards and a security key.  Then, they re-ran the original election day ballots. 
During this process, 3 ballots were damaged and not tabulated on the “Roll 2” 
results.  Again, under the oversight of the canvassing board, Ms. Kowloski cured 
those ballots, and re-ran them, but they appear to have not been counted in the 
final vote totals.  
 
Conclusion 
 
The ASOG forensics team believes that a software change loaded into Tabulator 
ID 2 on November 6th did occur, and this caused the vote totals to change.  The 
change happened on the Tabulator unit, but did so using software configurations 
from the Country Clerk. The Clear Lake Township Clerk Ms. Kosloski has never 
been told why they needed to re-tabulate the ballots. 
 
The forensics team would like access to the CF Cards and Security Key for Roll 
1 and the CF Cards and Security Key for Roll 2.  We also request unrestricted 
access to the machine that programs the CF Cards, which we believe is called 
the “Election Event Designer” software of Dominion Democracy Suite – or like-
software that was used to program these CF Cards. 
 
We do not believe that the Secretary of State report addresses this, and states 
the issue at the time was not on the printed totals tape. The Secretary even 
states “Because the Clerk correctly updated the media drives for the tabulators 
with changes to races, and because the other tabulators did not have changes to 
races, all tabulators counted ballots correctly.”  This is not the case. 
   
We believe this directly contradicts the Sectary of State fact check document. 
(Link below.) 
 
November 7, 2020 Isolated User Error in Antrim County Does Not Affect Election 
Results, Has no Impact on Other Counties or States - Jocelyn Benson – 
Secretary of State of Michigan 
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https://www.michigan.gov/documents/sos/Antrim Fact Check 707197 7.pdf 
 
Excerpt from document:  
“These errors can always be identified and corrected because every tabulator 
prints a paper totals tape showing how the ballots for each race were counted.  
After discovering the error in reporting the unofficial results, the clerk worked 
diligently to report correct unofficial results by reviewing the printed totals tape on 
each tabulator and hand-entering the results for each race, for each precinct in 
the county. Again, all ballots were properly tabulated. The user error affected 
only how the results from the tabulators communicated with the election 
management system for unofficial reporting.  
 
Even if the error had not been noticed and quickly fixed, it would have been 
caught and identified during the county canvass when printed totals tapes are 
reviewed. This was an isolated error, there is no evidence this user error 
occurred elsewhere in the state, and if it did it would be caught during county 
canvasses, which are conducted by bipartisan boards of county canvassers.” 
 
 
Summary 
 
If this had been a user setup issue, then the test ballots they run to verify the 
results they get by comparing them with the test matrix should have caught that.  
When they made the software change that that used to tabulate the 11/6/20 re-
run, there should be a log of the test ballots run through the system and verified 
against the test matrix.  This alone might not show fraud, but it is a crucial part of 
the software configuration validation process and apparently was not done. 
     
We believe to a reasonable degree of professional certainty that this shows fraud 
and that vote changing at the local tabulator level has occurred due to a software 
change in all precincts were Dominion software was used in Michigan. This small 
sample amplified in a large population area would have major results.  Without 
the explanation of why there was a re-tabulation, why the issue of numbers being 
off to a significant degree when a vote change was noted, and no further 
investigation occurred – and when 3 ballots were removed from the totals that 
changed the final outcome of one proposal, constitutes a definitive indication of 
fraud. 
 
6)	Finally,	Dr.	Rodden	was	correct	in	his	noting	of	excessive	turnout	figures	listed	in	
my	affidavit	for	some	precincts	in	MI	based	on	new	data	from	Michigan.		The	source	
of	that	original	data	was	State	level	data	that	no	longer	exists	or	some	unexplained	
reason.		It	existed	at		
https://data.michigan.gov/	
https://mielections.us/election/results/2020GEN CENR.html	
	
Currently,	new	data	published	by	the	various	counties	does	change.		However,	at	
this	point	we	see	the	current	State	of	Michigan	published	data	as	follows:	
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County	 Precinct	 Turnout	
Ottawa	 Spring	Lake	Township,	Precinct	6	-	B	 120.00%	

Allegan	
City	of	South	Haven,	Ward	3,	Precinct	2	(Van	Buren	
County)	 100.00%	

Alger	 Grand	Island	Town	Prec	1	 96.77%	
Ottawa	 Tallmadge	Charter	Township,	Precinct	3	-	C	 95.24%	
Macomb	 GROSSE	POINTE	SHORES-3	 94.00%	
Oakland	 Fenton,	Precinct	2	 93.33%	
Ottawa	 Zeeland	Charter	Township,	Precinct	4	-	D	 90.59%	
Muskegon	 Ravenna	Township	Precinct	1	 89.72%	
Barry	 Thornapple	Township,	Precinct	1	 89.23%	
Oakland	 Novi	Township,	Precinct	1	 89.13%	
Kent	 Byron	Township	Precinct	4	 89.08%	
Ottawa	 Jamestown	Charter	Township,	Precinct	2	 88.88%	
Barry	 Thornapple	Township,	Precinct	2	 88.88%	
Oakland	 Lyon	Township,	Precinct	8	 88.78%	
Livingston	 Oceola	Township,	Precinct	5	 88.53%	
Ottawa	 Holland	Charter	Township,	Precinct	4	-	B	 88.28%	
Oakland	 Lake	Angelus,	Precinct	1	 88.21%	
Ottawa	 Port	Sheldon	Township,	Precinct	1	-	A	 88.19%	

Genesee	
Grand	Blanc	Township,	
Precinct	10	 87.96%	

Ottawa	 Blendon	Township,	Precinct	2	-	B	 87.91%	
Kent	 Vergennes	Township	Precinct	1	 87.75%	
Washtenaw	 York	Township,	Precinct	2		 87.69%	
Oakland	 Oakland	Township,	Precinct	3	 87.68%	
Livingston	 City	of	Brighton,	Precinct	4	 87.60%	
Sanilac	 Flynn	Township,	Precinct	1	 87.37%	
Ottawa	 Blendon	Township,	Precinct	1	-	B	 87.04%	
Oakland	 Southfield	Township,	Precinct	4	 87.03%	
Oakland	 Huntington	Woods,	Precinct	3	 87.00%	
Washtenaw	 York	Township,	Precinct	3		 86.97%	
Sanilac	 Delaware	Township,	Precinct	1	 86.95%	
Sanilac	 Wheatland	Township,	Precinct	1	 86.90%	
Washtenaw	 City	of	Dexter,	Precinct	2		 86.84%	
Kent	 Cascade	Charter	Township	Precinct	8	 86.83%	
Oakland	 Lyon	Township,	Precinct	6	 86.81%	
Oakland	 Southfield	Township,	Precinct	3	 86.79%	

 
The	data	shows	469	precincts	with	voter	turn-out	above	80%,	according	to	current	
Michigan	county	records.		Normalizing	the	current	public	data	votes	to	80%	turnout	
(still	15%+/-	above	normal),	the	excess	votes	are	at	least	27,599	over	the	maximum	
that	could	be	expected. 
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Declaration of NAME {redacted}. 
Pursuant to 28 U.S.C Section 1746, I, {redacted}, make the following declaration. 

1. I am over the age of 21 years and I am under no legal disability, which would prevent me from giving this 

declaration. 

2. I was an electronic intelligence analyst under 305th Military Intelligence with experience gathering SAM 

missile system electronic intelligence. I have extensive experience as a white hat hacker used by some of the 

top election specialists in the world. The methodologies I have employed represent industry standard cyber 

operation toolkits for digital forensics and OSINT, which are commonly used to certify connections 

between servers, network nodes and other digital properties and probe to network system vulnerabilities.  

3. I am a US citizen and I reside at {redacted} location in the United States of America. 

4. The following link analysis was gathered through open source methodologies and are easily verifiable. 

5. As Dominion and Smartmatic makes claims that they are not connected in any way, not only are they 

connected but their business registration was in the same building on a foreign island to obfuscate their 

business dealings. 
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https://offshoreleaks.icij.org/nodes/101732449  
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https://offshoreleaks.icij.org/nodes/101724285  

 

 

I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge. Executed 

this November 23th, 2020. 
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Smartmatic SSL Certificate 
Declaration of NAME {redacted}. 
Pursuant to 28 U.S.C Section 1746, I, {redacted}, make the following declaration. 

1. I am over the age of 21 years and I am under no legal disability, which would prevent me from giving this 

declaration. 

2. I was an electronic intelligence analyst under 305th Military Intelligence with experience gathering SAM 

missile system electronic intelligence. I have extensive experience as a white hat hacker used by some of the 

top election specialists in the world. The methodologies I have employed represent industry standard cyber 

operation toolkits for digital forensics and OSINT, which are commonly used to certify connections 

between servers, network nodes and other digital properties and probe to network system vulnerabilities.  

3. I am a US citizen and I reside at {redacted} location in the United States of America. 

4. Researching Smartmatic’s website and reading their public manuals about the reuse of SSL certificate’s, I 

started to investigate Smartmatic’s SSL certificates. Upon searching their website is currently behind 

Cloudflare yet using the same SSL certificate it made it easy to locate where Smartmatic’s website was 

located. Smartmatic’s website is in the Philippine’s on their Election commission’s server 

(Comelec.gov.ph).   
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5. As can be seen in the images above the SSL certificate used was registered by the email address 
jesus.suarez@smartmatic.com on the 9th of April 2016. 
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6. As seen from Jesus’ LinkedIn profile, he was employed by Smartmatic as their Master Information Security Specialist 
from August 2008 – March 2017, within the time frame of the registered SSL certificate for Smartmatic and within 
Venezuela. 

7. This evidence shows that Smartmatic was indeed connected to Venezuela as well as shows that their dealings with 
the Philippine’s is still on-going as their website is in their election commission servers with matching and current 
SSL certificates. 

 

I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge. Executed 

this November 23th, 2020. 
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Smartmatic SSL Certificate 
Declaration of  
Pursuant to 28 U.S.C Section 1746, I, , make the following declaration. 

1. I am over the age of 21 years and I am under no legal disability, which would prevent me from giving this

declaration.

2. I was an electronic intelligence analyst under 305th Military Intelligence with experience gathering SAM

missile system electronic intelligence. I have extensive experience as a white hat hacker used by some of the

top election specialists in the world. The methodologies I have employed represent industry standard cyber

operation toolkits for digital forensics and OSINT, which are commonly used to certify connections

between servers, network nodes and other digital properties and probe to network system vulnerabilities.

3. I am a US citizen and I reside at  location in the United States of America.

4. Researching Smartmatic’s website and reading their public manuals about the reuse of SSL certificate’s, I

started to investigate Smartmatic’s SSL certificates. Upon searching their website is currently behind

Cloudflare yet using the same SSL certificate it made it easy to locate where Smartmatic’s website was

located. Smartmatic’s website is in the Philippine’s on their Election commission’s server

(Comelec.gov.ph), as seen below:
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5. As can be seen in the images above the SSL certificate used was registered by the email address 
jesus.suarez@smartmatic.com on the 9th of April 2016. 
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6. As seen from Jesus’ LinkedIn profile, he was employed by Smartmatic as their Master Information Security Specialist
from August 2008 – March 2017, within the time frame of the registered SSL certificate for Smartmatic and within
Venezuela.

7. This evidence shows that Smartmatic was indeed connected to Venezuela as well as shows that their dealings with the
Philippine’s is still on-going as their website is in their election commission servers with matching and current SSL
certificates.

I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge. Executed 

this December 3rd, 2020. 
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