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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

  
 
AMERICAN FEDERATION OF 
TEACHERS, et al.,  
 

Plaintiffs, 
 

 v. 
   
SCOTT BESSENT, et al., 
 

Defendants. 
 

 

 
 
 
Case No. 8:25-cv-430-DLB 
 
 
 
 

 

CERTIFICATION OF ADMINISTRATIVE RECORD 

I, Bonnie Hochhalter, am currently employed as the Deputy Chief Human Capital Officer 

for the U.S. Department of Education.  I am familiar with the claims asserted against the 

Department of Education in the above-captioned action regarding the granting of access to data 

systems to employees implementing Executive Order 14,158. 

I hereby certify, to the best of my knowledge, that the accompanying administrative record 

is complete and contains all non-deliberative documents and materials directly or indirectly 

considered regarding the Department of Education actions challenged in this case.1  Among these 

documents and materials, the Department of Education has duly evaluated all predecisional 

documents before excluding them from the record. 

 
1 Notwithstanding the Court’s order to file an administrative record in this case, Defendants 

maintain that the Amended Complaint does not challenge any final agency action and reserve their 
right to argue in further proceedings in this case, including in any subsequent appeal, that the 
Administrative Procedure Act does not provide for review.  
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In accordance with 28 U.S.C. § 1746, I hereby certify and declare under penalty of perjury 

that the foregoing is true and correct to the best of my knowledge, information, and belief. 

 

                                                               
       [NAME] 

3/7/2025
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Index for Administrative Record of the U.S. Department of Education 
 

 Title of Document  Bates Range  
1 Executive Office of the President, U.S. DOGE 

Service, Terms and Conditions for Reimbursable 
Work, Department of Education 

ED-000001 – ED-000004 

2 ED-1 Employee Memorandum of Understanding ED-000005 – ED-000007 
3 ED-1 Employee Memorandum of Understanding ED-000008 
4 ED-2 Employee Request for Schedule C 

Appointment 
ED-000009 

5 ED-2 Employee Appointment Letter ED-000010 – ED-000012 
6 ED-3 Employee Memorandum of Understanding ED-000013 – ED-000016 
7 ED-4 Employee Consultant Agreement ED-000017 – ED-000020 
8 ED-4 Employee SF-61 ED-000021 
9 ED-4 Employee Waiver ED-000022 
10 Executive Order 14,158, 90 Fed. Reg. 8,441 (Jan. 

29, 2025) 
ED-000023 – ED-000024 

11 DOGE Authorization Memo ED-000025 
12 Rules of Behavior ED-0000026 – ED-000029 
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8442 Federal Register / Vol. 90, No. 18 / Wednesday, January 29, 2025 / Presidential Documents 

(b) Agency Heads shall take all necessary steps, in coordination with 
the USDS Administrator and to the maximum extent consistent with law, 
to ensure USDS has full and prompt access to all unclassified agency records, 
software systems, and IT systems. USDS shall adhere to rigorous data protec-
tion standards. 

(c) This Executive Order displaces all prior executive orders and regula-
tions, insofar as they are subject to direct presidential amendment, that 
might serve as a barrier to providing USDS access to agency records and 
systems as described above. 
Sec. 5. General Provisions. (a) Nothing in this order shall be construed 
to impair or otherwise affect: 

(i) the authority granted by law to an executive department or agency, 
or the head thereof; or 

(ii) the functions of the Director of the Office of Management and Budget 
relating to budgetary, administrative, or legislative proposals. 
(b) This order shall be implemented consistent with applicable law and 

subject to the availability of appropriations. 

(c) This order is not intended to, and does not, create any right or benefit, 
substantive or procedural, enforceable at law or in equity by any party 
against the United States, its departments, agencies, or entities, its officers, 
employees, or agents, or any other person. 

THE WHITE HOUSE, 
January 20, 2025. 

[FR Doc. 2025–02005 

Filed 1–28–25; 11:15 am] 

Billing code 3395–F4–P 
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U.S. Department of Education  
Information Technology (IT) System Rules of Behavior 

1

All Government and Contractor personnel of the Department of Education (ED) must follow the rules of 
behavior set forth in this document when accessing and using IT equipment, systems, and departmental 
data and information. The Department of Education computer network provides access to e-mail, the 
Internet, Intranet, and most other systems required for the execution of the Department’s mission.  All 
personnel authorized access will be held accountable for their actions. Violations of the rules of behavior 
will be brought to the attention of Management for action, as situations warrant (e.g., personnel found in 
violation may face disciplinary action). According to the Department’s Handbook for Information 
Assurance (IA) Security Policy, personnel who violate the rules may have their access to the ED computer 
network revoked. The rules described below are not to be used in place of existing policy, rather they are 
intended to enhance and define the specific rules each user must follow while accessing the Department 
of Education computer network. 
  
This applies to all Government and Contractor personnel who have access to Department of Education 
computer network systems, data, records, and files.  Further, all Government and Contractor personnel 
must adhere to all Department of Education Policy, Guidance and Procedures which include, but are not 
limited to: 
  

 You are prohibited from uploading offensive or objectionable material to, or downloading from, 
the Internet. Refer to “Personal Use of Government Equipment and Information Resources”, dated 
April 16, 2006  

 You must not knowingly, and with the intent to defraud the U.S. Government, access a protected 
computer without authorization, or beyond your authorization level 

 You are prohibited from using the Department of Education computer network or computer 
equipment to engage in any activity that is illegal or otherwise expressly prohibited (e.g. political 
activity, lobbying activity prohibited by law or running a personal business). You are, however, 
permitted occasional personal use, provided that such use incurs only a negligible additional 
expense to the Department of Education; does not impede your ability to do your job, does not 
impede other employees' ability to do their jobs; occurs during off-duty hours, whenever possible; 
and, is not for the purpose of generating income for yourself or anyone else 

 All computer resources (including personal computers, laptops, wireless devices, all parts of the 
Department of Education computer network, communication lines and computing facilities) are to 
be used in accordance with ED OCIO 1-104, “Personal Use of Government Equipment and 
Information Resources”, policy 

 Be aware that all Department of Education network and system resources used and accessed by 
Government and Contractor personnel are subject to periodic test, review, audit, and monitoring 

 You must adhere to all Department of Education IT security policies, practices and procedures, as 
well as relevant Presidential Directives and Office of Management and Budget (OMB) memoranda 

 You must adhere to the handling and disclosure of information as set forth in the Freedom of 
Information Act and the Privacy Act 

 The confidentiality and integrity of information must be maintained. Therefore, information in any 
form shall be appropriately protected. You must not maliciously delete, modify, destroy or 
otherwise misuse any Department data or information 

 You must complete the OCIO Annual Security Awareness Training, and, if you are identified as 
being key IA or IT personnel, you must complete the required annual specialized education and 
training requirements defined by the OCIO IAS organization  
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U.S. Department of Education  
Information Technology (IT) System Rules of Behavior 

2

  
User IDs and Passwords 
All Government and Contractor personnel must adhere to the policy set forth in the Department of 
Education’s IT Password Guidance, which includes, but is not limited to:  

 You are prohibited from sharing your account information with anyone, and must take the 
appropriate action to ensure your account information is stored in a secure manner 

 Your password must be a mix of at least 12 characters that contain upper and lower case letters, 
two numbers and at least one special character 

 Passwords cannot resemble any part of your user-ID or name 
 Passwords cannot not be reused for 24 iterations 
 Passwords must be changed at least once every 90 days 
 If your User-ID or password is compromised, you must report it immediately to your supervisor 

and ISSO/ISSM 
 Personal Identification Numbers (PINs) will be constructed as required, by the token issuer of any 

system requiring a PIN for access   

Account Inactivity 
The Department will implement procedures and methodologies to ensure adequate management of 
information system accounts.  

 After 30 days of inactivity, the account shall be put in suspension within 5 working days, and will 
be terminated after 90 days. If you will not access your account for 90 days, contact your ISSO in 
advance to avoid having your account terminated. 

 Accounts with a cyclical business model (normally not accessed within 30 days) will not be 
suspended after 30 days of inactivity. These accounts will be suspended after 30 days of inactivity 
of their normal access period. Example: if an account with a cyclical business model is only 
accessed every 60 days, then it would be suspended after 90 days of inactivity. These accounts 
should be coordinated through ISSO channels.   

Access to Information Must be Controlled 

 All Government and Contractor personnel will be given access to information based on a need to 
know. Bypassing web filtering is a violation of Department policy that can expose the user and the 
Department to risks 

 You must work within the confines of the access allowed, and you must not attempt to access 
information for which you do not have a need to know 

 Do not leave computers logged on and unattended.  Log off at the end of each session, or use 
access control software (i.e., screen saver with password) or configure auto-lock for unattended 
use 

 All wireless devices must be password protected 
 Do not leave mobile, wireless devices or cell phones unattended. Handheld devices should be 

stored securely when left unattended. To prevent theft, make sure that add-on modules and 
accessories are adequately protected when not in use 

 You are prohibited from sharing mobile or wireless devices, cell phones, or calling cards that have 
been assigned to you 

 You are prohibited from using a dial-up modem to directly access the internal network or any 
internal network devices. Dial-up access to the networks must be through OCIO operated access 
servers, and will only be assigned to authorized personnel 
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U.S. Department of Education  
Information Technology (IT) System Rules of Behavior 
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 Connection to the Internet shall be in accordance with the ED IA Security Policy 
 Users shall not establish Internet or other external network connections (e.g., via modem access 

or unauthorized VPN) that could allow unauthorized non-Department of Education personnel to 
bypass security features, and gain access to Department systems and information 

 Users shall not connect unauthorized devices to any Department networks, systems or devices 
 Users shall not access or attempt to access network resources, systems or devices with 

unauthorized devices  

Proper Use of IT Resources 

 You are only authorized to access and use Department of Education licensed/approved 
software. The use of unlicensed software is strictly prohibited 

 All licensed/approved software and documentation must be used in accordance with the 
copyrighted license agreement 

 You are only authorized to back-up your data to a network device or approved backup 
device.  You are prohibited from storing sensitive or mission-critical data on your systems’ hard 
drive or handheld device 

 All Department of Education system resources, including hardware, software programs, files, 
paper reports, and data are the sole property of the Department of Education, and there should 
be no expectation of privacy 

 You are only authorized to use Department-approved USB drives 
 Department-issued laptops should be physically secured with laptop locks in the workspace   

Service Provisions and Restoration 

 The Department of Education Network will be available for use by authorized users, at a 
minimum, during core business hours 

 The proper controls are in place to ensure the restoration of critical information systems in the 
event that the Department of Education Network becomes inoperable  

Warning Banners 
All Government and Contractor personnel who request access to the Department of Education’s computer 
network or systems must read, agree to, and adhere to the Department’s Warning Banner before being 
granted access.  
     

Standard Mandatory Warning Banner 
 You are accessing a U.S. Government information system, which includes (1) this computer, (2) 

this computer network, (3) all computers connected to this network, and (4) all devices and 
storage media attached to this network or to a computer on this network.  This information 
system is provided for U.S. Government-authorized use only 

 Unauthorized or improper use of this system may result in disciplinary action, as well as civil and 
criminal penalties 

 By using this information system, you understand and consent to the following:    
 You have no reasonable expectation of privacy regarding any communications or data transiting 

or stored on this information system.  At any time, the government may monitor, intercept, search 
and seize any communication or data transmitting or stored on this information system 

 Any communications or data transiting by or stored on this information system may be disclosed 
or used for any purpose. 
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U.S. Department of Education  
Information Technology (IT) System Rules of Behavior 
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Remote Log on Mandatory Warning Banner/User Agreement 
 You are accessing a U.S. Government information system, which includes this computer session, 

this computer network, and all computers connected to this network session.  
 This information system is provided for U.S. Government authorized use only. 
 Unauthorized or improper use of this system may result in disciplinary action, as well as civil and 

criminal penalties. 
 Personnel using remote access shall not download or store Government information on private 

equipment, optical or digital media. 
 By using this information system, you understand and consent to the following: 

· You have no reasonable expectation of privacy regarding any communications of data 
transiting this information system.  At any time, the Government may monitor, intercept, 
search, and seize any communications or data transiting this information system 

· Any communications or data transiting this information system may be disclosed or used for 
any purpose 

 By logging on, I agree and consent to these terms and conditions. 
 
 
 
 
By signing below, I acknowledge and accept the rules of behavior outlined above. 

Name:  
 (Printed Name) 

Email Address:  
 (Please Print Legibly) 

Signature:  
 
  

Case 8:25-cv-00430-DLB     Document 51-3     Filed 03/07/25     Page 33 of 33




