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Exhibit A

AFFIDAVIT IN SUPPORT OF COMPLAINT FOR FORFEITURE

I, Rodrigo Fuzon, being duly sworn, depose and state as follows:

1. I am a Special Agent with the Federal Bureau of Investigation (“FBI”) and am
currently assigned to the FBI’s St. Louis Field Office. Prior to my employment with the FBI, I
spent 14 years as a computer systems engineer. I have been employed by the FBI since 2022 and
am currently assigned to an FBI cybercrime squad in the St. Louis Field Office where I
investigate national security and criminal matters. During my tenure as a Special Agent with the
FBI, I have conducted numerous criminal investigations, including, but not limited to,
investigations involving violations of 18 U.S.C. §§ 1030 (computer fraud and abuse), 1349
(conspiracy to commit wire fraud), 1343 (wire fraud), 1956 (money laundering and money
laundering conspiracy), and 1957 (monetary transactions in criminally derived property). I have
also received training and gained experience regarding the use of cellular telephones during and
in furtherance of criminal activity, and searching email and other electronic accounts, including
Google accounts, to ascertain evidence of criminal conduct that may be present on such

accounts.
2. This affidavit is submitted in support of a complaint for forfeiture for the following
property:
a. 17 electronic accounts stored at premises owned, maintained, controlled or operated
by Google LLC, an internet service provider headquartered in Mountain View,

California;
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b. 18 electronic accounts stored at premises owned, maintained, controlled or operated
by Yahoo Inc., an internet service provider headquartered in New York, New
York; and
c. 2 electronic accounts stored at premises owned, maintained, controlled or operated
by IONOS Inc., an internet service provider headquartered in Philadelphia,
Pennsylvania.
A list detailing all 37 accounts is included in Attachment A (collectively, the “Email Accounts™).

3. As set forth below, I respectfully submit that there is probable cause to believe that
the Email Accounts were property used, or intended to be used, by state-sponsored malicious cyber
actors to commit or facilitate violations of 18 U.S.C. § 1030 (Computer Fraud), 18 U.S.C.
§ 1956(h) (Conspiracy to Commit Money Laundering) and 18 U.S.C. § 2332b(g)(5) (Acts of
Terrorism), and that such property is subject to forfeiture pursuant to 18 U.S.C. §§ 981(a)(1)(A)
and (a)(1)(G).

4. The facts set forth in this affidavit are based on my personal knowledge, the
knowledge obtained during my participation in this investigation, the knowledge obtained from
other individuals, including other law enforcement personnel, review of documents and
computer records related to this investigation, communications with others who have personal
knowledge of the events and circumstances described herein, and information gained through my
training and experience. This affidavit does not contain all of the information known to me or
others in regard to the investigation; however, it contains information establishing probable

cause to forfeit the Email Accounts.
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OVERVIEW OF THE COMPUTER INTRUSION CONSPIRACY

A. Ransomware Attack on Kansas Medical Provider

- § This investigation commenced when officials working on behalf of a healthcare
provider located in Chanute, Kansas, within the District of Kansas, advised the FBI that on or
around May 4, 2021, the medical provider became the victim of a ransomware attack. On or
around that day, the Kansas medical provider’s employees discovered they could not access
computer files. Attempts to open files resulted in receipt of an error message stating that the file
format had changed.

6. The Kansas healthcare provider’s employees were unable to access the computer
server used for x-rays and diagnostic imaging; the server used for scanning data; the internal
intranet server; and the sleep lab server.

7. The Kansas healthcare provider’s information technology team assessed the
impact of the incident and determined that at least these four physical servers had been encrypted
using ransomware. Based on my training and experience, I know that ransomware is a type of
malware that is designed to block access to a computer system until a ransom is paid, generally
through virtual currency. The Kansas healthcare provider and the FBI determined that the
malware was named “maui.exe” (also referred to as “the Maui ransomware”).

8. The Kansas healthcare provider’s information technology team found a ransom
note on one of the affected systems. The ransom note stated that payment would need to be
made to have the files restored. The note demanded a payment of 2 bitcoin (also referred to as
“BTC”) be sent to an address supplied by the attackers. If payment was not made within 48
hours, the note stated that the price would double. Additionally, the ransom note stated, “Our

email address: ReneeAFletcher@protonmail.com.”
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9. The FBI confirmed that on May 11, 2021, a payment for 1.66 BTC was made on
the Kansas healthcare provider’s behalf to the bitcoin address supplied by the attackers. The
remainder of the ransom was paid on the Kansas healthcare provider’s behalf to the same bitcoin
address on May 17, 2021. The malicious cyber actors subsequently provided the Kansas
healthcare provider the decryption keys to decrypt and access their systems and files, but only
after the four servers used to provide healthcare services had all been inaccessible for over a
week.

10. As part of its investigation, the FBI determined that the Maui ransomware was a
type of malware that had not been reviewed by the FBI prior to the attack on the Kansas medical
center. Between the initial May 2021 attack and July 2022, the FBI responded to multiple Maui
ransomware incidents at other U.S. organizations in the healthcare sector. The victims of these
attacks were also told to pay ransoms in bitcoin.

11.  On July 6, 2022, the FBI, the Cybersecurity and Infrastructure Security Agency,
and the Department of Treasury announced that the Maui ransomware was being used by North
Korean (“DPRK”) state-sponsored cyber actors to target healthcare organizations. The
announcement stated that because those organizations provide services critical to human life and
health, they are more willing to pay ransoms. The state-sponsored actors encrypted electronic
medical records, diagnostic services, imaging services, and intranet services in these attacks,
which often lasted for prolonged periods of time, according to the announcement.

B. The FBI Investigation and Identification of DPRK Malicious Cyber Actors’ Tactics,
Techniques, and Procedures (TTPs)

12. Following the initial report of the ransomware attack on the healthcare provider
located in the District of Kansas in May 2021, the FBI analyzed the malicious cyber actors’

tactics, techniques, and procedures (“TTPs”). The FBI also reviewed ransom notes, the
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blockchain, and other information from victims and victim computer networks as part of its
investigation. Additionally, the FBI obtained legal process on numerous email and other online
accounts that have been linked to the Maui ransomware campaign.

13.  The following terminology is necessary to understand how the FBI has
investigated these actors, attributed computer intrusions and money laundering activity to the co-
conspirators, and linked the specific accounts to be seized to the illegal activity:

a. Cookies. Based on my training and experience, I know that providers such as
Google and Yahoo use cookies and similar technologies to track users visiting
their webpages and using their products and services. Basically, a “cookie” is a
small file containing a string of characters that a website places onto a user’s
computer or device. When that computer visits again, the website will recognize
the cookie and identify the same user who visited before. This sort of
technology can be used to track users across multiple websites and online
services belonging to providers like Google and Yahoo. More sophisticated
cookie technology can be used to identify users across devices and web
browsers. From my training and experience, I know that cookies and similar
technology used by providers such as Google and Yahoo may constitute
evidence of the criminal activity under investigation. By linking various
accounts, devices, and online activity to the same user or users, cookies and
linked information can help identify who was using a Google or Yahoo account
and determine the scope of the criminal activity.

b. IP addresses. Every device that connects to the Internet must use an Internet

Protocol (IP) address. Because of this, IP address information can help to
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