
IN THE UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF ILLINOIS, 

EASTERN DIVISION 

KENNETH  DEL SIGNORE, 

Plaintiff, 

v. 

ILLINOIS STATE BOARD OF ELECTIONS (IL-SBOE), 

Defendant. 

Case No.: ________________ 

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 

I. INTRODUCTION

1. Plaintiff brings this action to safeguard the fundamental right to a secret ballot

and to ensure the integrity of Federal elections in Illinois.

2. The current Vote-by-Mail (VBM) processing sequence utilized by the IL-SBOE and

its member counties creates a structural vulnerability that allows for the

"de-anonymization" of ballots. By maintaining the sequential order of envelope

scans and ballot scans, the ballots can be de-anonymized by simply sequentially

matching the records.  Therefore  the state is failing to preserve the

confidentiality required by the Help America Vote Act (HAVA) and the U.S.

Constitution.

3. Furthermore, Plaintiffs seek discovery to investigate the potential use of

exfiltrated voter data for illicit targeted advertising and the possible padding of

ballots with ineligible registered voters.
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II. PARTIES AND STANDING 

4. Plaintiff Ken Del Signore is a registered voter in Kane County, Illinois, whose right to a 

secret ballot is directly threatened by current processing protocols. 

5. John Ellesson,  candidate for the U.S. House of Representatives representing IL-9 and 

is filing an amicus brief concurrently with the Plaintiff’s Complaint.  

6. Congressional Standing: As candidate for federal office, this individual has a unique 

and concrete interest in the legality and fairness of the election process. The threat of 

illicit micro-targeting and vote padding based on compromised ballot data constitutes a 

"particularized injury" to their campaign and the electors they seek to represent. 

 

III. JURISDICTION AND VENUE 

7. This Court has jurisdiction under 28 U.S.C. § 1331 (Federal Question) and 42 U.S.C. § 

1983 (Civil Rights). 

8. Venue is proper under 28 U.S.C. § 1391(b) as the Defendant resides in this district 

and the events giving rise to the claim occurred here. 
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IV. STATEMENT OF FACTS 

 

9. Ballot De-anonymization: In many Illinois counties, vote by mail (VBM) ballots are 

processed through (1) an envelope scanner, (2) an opener/sorter, and (3) a high-speed 

scanner1. Because ballots are often scanned in the same sequential order as the 

envelopes, each voter’s identity can be matched to their Cast Vote Record (CVR). 

 

9a.  Plaintiff  petitioned the IL-SBOE in Dec. 2025 for the relief of shuffling the ballots 

and was denied2. 

 

 

10. Security Vulnerabilities: Evidence from the Tina Peters case in CO.  suggests that 

Dominion election management servers are configured with legacy security holes, 

potentially allowing unauthorized access to both the scanned envelope  data and CVR 

records.  The purpose of this access is alleged to not be to change vote totals on 

election night3, but rather to allow a remote bad actor to access the data sometime after 

the election and download it in order to de-anonymize the ballots. 

 

3 which would be a very complex operation involving simultaneously accessing up to 2500 US 
County election servers  

2 Exhibit JJJ 

1 
https://www.kanecountyil.gov/Lists/Events/Attachments/6253/Election%20Security%20Presenta
tion.pdf pg. 11 
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11. Illicit Targeted Advertising: The use of targeted advertising is described in the 2023 

House Subcommittee report as capable of increasing targeted voter’s turnout by 10% in 

a general election4.   Plaintiff alleges that high turnout discrepancies (2:1 vote by mail 

advantage for the DNC) may be the result of "illicit micro-targeting." If bad actors obtain 

de-anonymized ballot data, they can target ads to specific individuals with knowledge of 

how they voted (or didn't vote) in previous cycles in order to increase turnout of a party’s 

base voters. 

 

12. Vote Padding: Statistical analysis is given in the appendices that indicate large 

numbers of ineligible voters are being registered to vote in Illinois through the 1993 

DMV motor voter law.     These populations of people can be grouped into a 

“never-voter” category by virtue of their never having cast a ballot in any election.    

Discrepancies in "never voter" rates  in Cook County, suggest the potential for 

large-scale ballot padding using these ineligible registered voters.   

 

V. CAUSES OF ACTION 

●​ Count I: Violation of HAVA (52 U.S.C. § 21081). Failure to preserve the 

confidentiality of the ballot. 

●​ Count II: Violation of the 14th Amendment, Deprivation of Equal Protection of 

Illinois State Constitutional right to a secret ballot. 

4 Exhibit AAA 
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●​ Count III: Violation of the 1st Amendment. Chilling of political speech through 

illicit micro-targeting and surveillance of voting behavior. 

 

VI. REQUESTED RELIEF 

Plaintiffs respectfully request that this Court: 

1.​ Mandatory Shuffling: Order the IL-SBOE to implement a mandatory "physical 

shuffle" of all VBM ballots prior to scanning to break the sequential link between 

voter identity and ballot record. 

 

2.​ Under Seal Discovery (Targeted Ads): Grant a subpoena against Meta/Facebook 

to grant token privileges to the Plaintiff in order to access to the the "Vote Yes for 

Fairness" account data5, specifically to identify user populations of targeted ads 

run in 2020, to check for precinct-level defects indicative of illicit data exfiltration. 

 

3.​ SAVE Database Access: Order the IL-SBOE to provide Plaintiff  access to the 

State of Illinois SAVE database API interface to scrub for ineligible registered 

voters in Cook County, Chicago, and collar Counties.     The results would not 

even have to be unsealed;  by demonstrating the ability to detect the illicit 

5 through the Facebook political ad database that is described in Exhibit CCC. 
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activities described herein, the bad actors should be greatly dissuaded from 

repeating the activity in future elections.  

 

4.​ Allow Plaintiff to conduct Court sanctioned discovery of ineligible registered 

voters using the National Public Database6.  This alternative discovery path is 

available and could be utilized at the Court’s prerogative.  

 

 

 

Respectfully Submitted, 

s/ Ken Del Signore, 22 July, 2026 

pro se 

 

Table of Exhibits: 

 

 

ZZZ Diagram of vote by mail ballot processing system and potential for 
de-anonymization  

AAA 2023 draft House Committee report on the End Zuckerbucks Act 
 

BBB 2020  ten percent relative increase in DNC turnout, but only in some states 
 

6 As described in Exhibit JJJ 
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CCC 2020 Kane and Lake County FOIA responses show a statistically significant  
difference in vote by mail response rates of 95% and 85%, which could be 
explained by  targeted advertising + differing percentages of precincts  
de-anonymized within each County. 
 

DDD 2020 Colorado cast vote records in one, and only one, County shows a 
temporal trend that can be explained by targeted advertising to one party's 
base. 
 

EEE 2026 imbalance between R and D voters on the USPS National Change of 
Address database in seven NE Counties in Illinois, but not elsewhere in the 
State, nor anywhere in Ohio, indicating that names could be being removed 
from the USPS NCOA list prior to publication in order to keep desired voters 
(that have moved) registered in their original jurisdiction, to which they can 
still be enticed to submit a vote by mail ballot.  
  

FFF 2020 Colorado Dominion election server, 1990s era  security flaw 
documented by the Tina Peters case. 
 

GGG Never voter rates by City, County for Illinois compared to Ohio 
 

HHH Hispanic/North American surname aggregation analysis of never-voter rates 
 

III Anomalous Chicago Board of Elections turnout data 

JJJ Use of National Public Database to scrub for ineligible registered voters 

KKK Denial from IL-SBOE of Complaint seeking shuffling of vbm ballots 
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ZZZ  
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ZZZ  Diagram of typical vote by mail ballot processing sequence.   De-anonymization is a trivial 

exercise of matching the rows between the two datasets (as shown). 
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AAA  
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AAA  The 2021 EndZuckerbuck Act did not produce a published subCommittee report, but the 

2023 version of the bill did produce a draft and a final report7.    These reports appear to have 

been written in 2021, immediately following the 2020 election.    The Majority View section gives 

a detailed list of states that had increased relative turnout on the order to 10%, as shown in 

exhibit BBB. 

  In the Minority View section of the draft report, links are given to non-profits and consulting 

firms which detail the ability to increase voter turnout by 10 % in a general election through the 

use of online targeted ads.   Why would the DNC reveal the technical details of how they had 

just won the 2020 election in a draft subcommittee report, but then remove that information from 

the final version of the report?   The Plaintiff speculates that some force caused the winning 

political party to reveal their technical secrets.​

 

 

7 draft committee report: 
https://www.congress.gov/committee-report/118th-congress/house-report/509/1?outputFormat=pdf 
final committee report with footnotes in minority view removed: 
https://www.congress.gov/committee-report/118th-congress/house-report/892/1?outputFormat=pdf  
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footnote 6 above leads to a non-profit “Center for tech. and Civil Life.  Their website leads to 

consulting firms that specialize in online targeted advertising.  Data from one such consulting 

firm,  ActiVote, shows an 11% improvement in voter turnout in presidential elections.  This data 

was online in 2023, therefore we can assume that it refers to the 2020 Presidential election.  
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BBB  
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BBB 
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CCC  
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Exhibit CCC  

 

2020 Kane and Lake County FOIA responses show a statistically significant  difference in vote 

by mail response rates of 95% and 83%, which could be explained by  targeted advertising + 

differing percentages of  precincts that have been successfully  de-anonymized within each 

County. 

 

Lake County reports 169,392 vote by mail ballots distributed and 140,723 returned, for an 83% 

response rate. 
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In Kane County, using data from  John Emmerson’s 2022 FOIA response, we have that Kane 

Coulty sent out 80K vbm ballots   and received 76K in response, for a 95% response rate: 

 

 

 

This data indicates that some factor caused vote by mail voters in Kane County to return their 

vbm ballots at a 95% rate and only 83% in Lake County.  These are out of sample sizes of 80K 

and 140K respectively.  
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Facebook political ads are archived beginning in 2019 and can be searched via an API 

interface:   

 

 

These show that an Illinois PAC was running a large number of ads to entice voters to mail in 

their vbm application, and then ballots: 
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The “Vote Yes for Fairness PAC”  was heavily advertising in the summer of 2020 to entice 

people to return their vbm application. 
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As can be seen in the figure below, Lake and Kane are collar Counties to Cook County and the 

City of Chicago.  
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The Plaintiff contends that a plausible explanation for why the vote by mail response rate was 

over 10 percent different in these two very similar collar Counties is that different amounts of 

social media targeted ads were served to each County.  The differences could be explained by 

differing percentages of precincts that have had their ballots de-anonymized. 

 

With a single subpoena to Facebook for token level access to the “Vote Yes for Fairness” ad 

campaign, the targeted lists of individuals can be extracted and cross matched to their County 

and precinct.     Due to the de-anonymization process working at the precinct level, it is likely the 

case that not all precincts were de-anonymized, and this would show up as missing precincts in 

the list of voters receiving targeted political ads.   Additionally, the targeted voter’s street 

address can be used to make a scatterplot and compared to the same scatterplot made with the 

total list of registered voters.   If precincts are missing from the targeted lists, then there will be 

outlines of the missing precinct in a scatterplot made as below. 

 

 

DDD  
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Exhibit  DDD  2020 Colorado cast vote records in one, and only one, County shows a temporal 

trend that could be explained by targeted advertising to one party's base.  In this case, Denver 

County shows a decline the the percentage of D votes over the two week mail in period for vbm 

ballots.  Colorado is a 100% vbm State.    Targeted advertising could have caused D votes to be 

more likely to return their ballot sooner, in this single County. 
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EEE  
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Exhibit EEE 

 2026 imbalance between R and D voters on the USPS National Change of Address database 

in seven NE Counties in Illinois, but not elsewhere in the State, nor anywhere in Ohio, indicating 

that names could be being removed from the USPS National Change of Address (NCOA) list 

prior to publication in order to keep desired voters (that have moved) registered in their original 

jurisdiction, to which they can still be enticed to submit a vote by mail ballot.  
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EEE 
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EEE 
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FFF  
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Exhibit FFF  2020 Mesa Co. Colorado Dominion election server contains an obvious security 

flaw  that would allow exfiltration of data.   Telnet is a remote access protocol developed in the 

1970s for Darpanet.    Telnet is known to be insecure and is not included with Microsoft Server 

16, which was the OS running the Dominion Election Management Software Suite.     This is the 

Desktop server that Tina Peters had a disk image made of.    The disk image revealed that a 

telnet server had been installed on the machine and was running with the default windows 

passwords: administrator/password.     In the media, it was reported that Tina Peters released 

Dominion’s passwords online. 

   Microsoft does make its telnet server available for download for legacy compatibility and it 

appears that Dominion installed it as part of their election software suite.  The Plaintiff contends 

that the act of installing a telnet server on a central election management server is an open 

admission of guilt. 
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GGG  
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Exhibit GGG    

Never voter rates by City for Illinois compared to Ohio.  Ohio conducts annual audits of its voter 

rolls to remove ineligible registered voters8.     The Plaintiff argues that this causes the lower 

rate of “never-voters” in Ohio versus Illinois as shown below.    The contention is that ineligible 

registered voters do not vote and produce the elevated rates, and that these rates vary by 

locality based on concentration of ineligible registered voters present. 

  It should be noted that there are many citizens that are never-voters also, therefore the 

percentages below are an admixture of the two populations for each locality. 

 

8 https://www.ohiosos.gov/office/media-center/categories/press-releases/2024-08-01 
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HHH  
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HHH   Hispanic/North American surname aggregation analysis of never-voter rates 

By aggregating all last names in the state voter history DB, we can hand select the most 

commonly occurring names by ethnicity into two group, labeled, *HISPANIC and *NAMERICA. 

 

 

 

This allows approx 10% and 5% of the names to be aggregated into the two groups as shown 

below and allows for statistical analysis of changes in registration rates over time. 
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The data below is made from Illinois voter database files from Sept 2024 to June 2026.    Each 
month’s data is filtered for registration IDs that are not present in the preceding month.  This 
allows a measure of the new registrations per month in the state of Illinois9. 
 
This data can be used to estimate that approx 1 in 3 new registrations in the *hispanic category 
below are to ineligible voters in the State of Illinois.  If we assume the increased number of new 
registrations in Oct and Nov of 2024 are dominated by eligible voters that are intending to vote 
in the 2024 Presidential election, then the true ratio of *hispanic to *namerica voters is given 
below as .59.     
    
  We then assume that all of the following months, the new registrations are dominated by DMV 
registrations and note that the ratio is .83 for these months.   This implies that for every 100 
*namerica registrations, there are 83 *hispanic registrations, where 59 would be to eligible 
voters and 24 to ineligible voters, yielding an estimate of 1 in 3.5  (24/83)  *hispanic registrations 
are to ineligible voters for the time period Dec 24-> Jun 26. 
  

 

 

 

9 Other analysis also indicates registration IDs are sometimes dropped for one or more months and then 
reappear in the data for unknown reasons.  These are observed in the tens to hundreds per month and 
would be captured in the data above based on the simple filtering algorithm.   
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III 
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Exhibit III 
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The CBOE is the only jurisdiction observed to not have a gap.    Similar distributions are seen in 

Michigan and Ohio.   The Plaintiff notes that data for Fulton County Georgia is not available on 

the County's web site and could not be examined. 

 

With Court ordered access to the SAVE database, the Plaintiff could conduct an under seal 

survey of ballots cast in previous CBOE elections to examine for the presence of ballots cast by 

ineligible state voter IDs.  
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Exhibit JJJ  
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JJJ  An alternative to the  use of the SAVE database to accomplish the proposed scrub of 

ineligible registered voters is the National Public Database.  The NPD consists of PII information 

for every person in the US over the age of 18 in 202210.  Specifically, the SSNs or TINs, as 

shown:     

 

 

 

This data is readily available on the internet, but it is prohibited to access this data, potentially 

subjecting someone to criminal prosecution for accessing PII information of others11. 

 

With the Court’s leave, the proposed under seal analysis would be to download the NPD 

database and perform the voter scrub as described herein.   There would not be 100% match 

on the names and addresses, but if there is large-scale registration of persons that are ineligible 

to vote, this could be discerned with the remaining percentage of state voter IDs that  can be 

uniquely matched12.  

  

 

 

12 which can be expected to be > 50% 

11 There is however currently a commercial website that uses this data 
https://haveibeenpwned.com/Breach/NationalPublicData 

10 https://www.troyhunt.com/inside-the-3-billion-people-national-public-data-breach/ 
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KKK 
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STATE OF ILLINOIS ) 

    ) SS 

COUNTY OF COOK  ) 

 

BEFORE THE STATE BOARD OF ELECTIONS 

OF THE STATE OF ILLINOIS 

In the Matter of: 

 

      ) 

Ken Del Signore,    ) 

  Complainant,   ) 

      ) 

v.      ) Board File#: 2025 HAVA 1 

      ) 

John Cunningham, Kane County Clerk, )      

Respondent.   ) 

 

FINAL DISMISSAL ORDER 

   

This matter was heard the 18th day of February, 2025, pursuant to 26 Ill. Adm. Code 150.30, on the 

Complaint filed by Complainant Ken Del Signore alleging violations of Title III of the Help America 

Vote Act, 52 U.S.C. § 21081 (“Title III of HAVA”) and 10 ILCS 5/17-16, 19-8, and 24A-10.  The Board 

having reviewed the Deputy General Counsel Determination Following Preliminary Review of 

Complaint Pursuant to 26 Ill. Adm. Code 150.30(a)(1), and hearing the recommendation of the Deputy 

General Counsel, and now being fully advised in the premises, 

 

THE BOARD FINDS: 

 

1. On December 19, 2025, Complainant emailed to the Board a copy of the notarized HAVA 

Complaint; 

2. The original, notarized HAVA Complaint was received at the Board’s Chicago office on or about 

December 20, 2025, with no indication of service upon Respondent; 

3. The Complaint alleges Respondent violated Title III of HAVA (52 USC 21081(a)(1)(C) and 

Sections 17-16, 19-8, and 24A-10 of the Election Code, 10 ILCS 5/17-16, 19-8, and 24A-10 

through use of vote by mail envelope processing machines in combination with a ballot 

scanner/tabulator; 

4. On February 5, 2026, the Deputy General Counsel Determination Following Preliminary Review 

of Complaint Pursuant to 26 Ill. Adm. Code 150.30(a)(1), recommending dismissal of the HAVA 

Complaint, dismissal of alleged violations of Sections 17-16, 19-8, and 24A-10, and informal 

referral of the envelope scanning and processing procedures to the Board’s Voting Systems 

Testing Division, was served upon Complainant and Respondent; and 

5. On February 19, 2026, Complainant emailed the General Counsel advising he would attend the 

February 19, 2026, Meeting of the Board; and 

6. At the Board meeting on February 19, 2026, Complainant did not appear, Respondent did not 

appear, and Complainant’s emailed statement was read into the record. 
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THE BOARD CONCLUDES: 

 

1. The findings, conclusions, and recommendations in the Deputy General Counsel 

Recommendation as expressed are adopted; 

2. The HAVA Complaint does not state sufficient facts as to constitute a cause of action under 52 

USC 21081(a)(1)(C); and 

3. The HAVA Complaint does not state sufficient facts as to constitute a cause of action under 10 

ILCS 5/17-16, 19-8, or 24A-10. 

IT IS ORDERED: 

 

1. The HAVA Complaint is dismissed;  

2. The allegations regarding 10 ILCS 5/17-16, 19-8, and 24A-10 are dismissed; 

3. A member of Board staff will discuss vote by mail processing procedures with Respondent to 

ensure the anonymity of vote by mail ballots are preserved;  

4. The effective date of this order is February 23, 2026;  

5. Pursuant to 26 Ill. Adm. Code 150.40(c), a copy of this order shall be posted on the Board’s 

website; and 

6. This is a final order subject to review under the Administrative Review Law (735 ILCS 5/3-101 

et seq.) and 26 Ill. Adm. Code 150.40. 

 

 

Dated: February 23, 2026     

             

               Laura K. Donahue 

       Chair 

Illinois State Board of Elections 
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Ken Del Signore <kendelsignore@gmail.com>

25 HAVA 001 - Notice and Recommendation
5 messages

GeneralCounsel <GeneralCounsel@elections.il.gov> Thu, Feb 5, 2026 at 3:39 PM
To: "kendelsignore@gmail.com" <kendelsignore@gmail.com>, "countyclerk@kanecountyil.gov"
<countyclerk@kanecountyil.gov>

Good Afternoon.

 

Attached please find Notice of Hearing and the Recommendation of the General Counsel regarding a complaint under
Section 402 of the Help America Vote Act, received by the State Board of Elections on December 19, 2025.  A copy of the
same has been mailed to both parties via USPS mail.

 

This matter will appear before the Board on Wednesday, February 18.  Both parties are welcome to appear before the
Board at that time.

 

Thank you.

 

Best Wishes –

 

Jordan Andrew (she/her)

Deputy General Counsel

Illinois State Board of Elections

 

 

2 attachments

25HAVA1 - Notice of Hearing.pdf
153K

GC Recommendation.25 HAVA 001.exhibits.pdf
766K

Ken Del Signore <kendelsignore@gmail.com> Fri, Feb 6, 2026 at 9:58 AM
To: GeneralCounsel <GeneralCounsel@elections.il.gov>

Hello Jordan,

   Based on your response in paragraph 10, I do not believe you have understood my allegations.   
  In particular in section IV  para B, you state that the Complainant does not identify any scenario where the ballots can be
viewed simultaneously.   I am not alleging that anything illicit  is occurring on election night or on the County premises.
  The scenario I am aledging is that sometime after each election, all of the scanned images are illicitly exported off of the
machines to an unknown server, where a bad actor can "view the envelope and ballot data simultaneously" and would be
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able to match the names on the envelope images with the ballot images.   Any reasonable juror can be made to
understand this gaping security hole in these vbm systems.

  In summary, my argument is that Kane County cannot guarantee that the raw images are not being exfiltrated from their
machine after each election and therefore an order is needed to shuffle the ballots prior to final scanning to ensure that
ballot confidentiality is maintained.
Best 
Ken Del Signore
630 346 2993
PS can I have a short call with you? It would be immensely helpful for me to understand this situation.
[Quoted text hidden]

Ken Del Signore <kendelsignore@gmail.com> Wed, Feb 18, 2026 at 8:39 AM
To: GeneralCounsel <GeneralCounsel@elections.il.gov>, Brenda Schory <bschory@shawmedia.com>
Cc: "countyclerk@kanecountyil.gov" <countyclerk@kanecountyil.gov>

Hello Good People,
   I thought that the meeting would be by zoom and did not become aware that it was not on zoom until last night.   I have
an existing hearing at 9:00 am in Kane County that I must attend.
  If the Board could simply enter my response text into the record, I think htat would suffice to convey the information I
would like the Board to base a final decision on.

  My Response:   The General Council did not reply to my allegations, but rather to some scenario that was not alleged. 
 Any reasonable juror can see that Kane County cannot guarantee that the ballot information is secure and therefore a
bad actor could exfiltrate the data and de-anonymize the ballots.

I thank the ILSBOE for their time.  Please issue a final ruling in this matter so the process can advance to a Courtroom.

Thanks
Ken Del Signore

On Thu, Feb 5, 2026 at 3:40 PM GeneralCounsel <GeneralCounsel@elections.il.gov> wrote:
[Quoted text hidden]

Ken Del Signore <kendelsignore@gmail.com> Wed, Feb 18, 2026 at 4:37 PM
To: GeneralCounsel <GeneralCounsel@elections.il.gov>

Hello,
   can you tell me whether my statement was entered into the record?  And/or what the resolution was?    I thought the
hearing was by zoom until the night before.   I would have driven in but I had a hearing in Kane County at 9:00 am.
   I will next be taking this matter to a petition to the ILSC and 7th Circuit.
Thanks
Ken D. 
[Quoted text hidden]

GeneralCounsel <GeneralCounsel@elections.il.gov> Tue, Feb 24, 2026 at 1:50 PM
To: Ken Del Signore <kendelsignore@gmail.com>, GeneralCounsel <GeneralCounsel@elections.il.gov>

Good Afternoon, Mr. Del Signore.

 

Attached please find the Order reflecting the Board’s action regarding this complaint.  A copy of the same was mailed to
you via USPS yesterday.  As you will see, your email was read into the record.

[Quoted text hidden]

25HAVA1 - Dismissal order.pdf
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