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Designation: Retained

Date Filed # Docket Text

10/17/2024 Arrest of Sanjay Kaushik (yeh0) (Entered: 10/21/2024)

10/18/2024 1 Magistrate Judge Removal of Complaint from District of Oregon Case number in the
other District 3:24−mj−226 as to Sanjay Kaushik (1). (kan) (Entered: 10/21/2024)

10/18/2024 3 WAIVER of Rule 5(c)(3)/Rule 40 Hearing by Sanjay Kaushik (yeh0) (Entered:
10/21/2024)

10/18/2024 4 COMMITMENT TO ANOTHER DISTRICT as to Sanjay Kaushik. Defendant
committed to District of Oregon. Closing Case for Defendant. Signed by Magistrate
Judge Marty Fulgueira Elfenbein on 10/18/2024. See attached document for full details.
(yeh0) (Entered: 10/21/2024)

10/21/2024 2 Minute Order for proceedings held before Magistrate Judge Marty Fulgueira Elfenbein:
Initial Appearance as to Sanjay Kaushik held on 10/21/2024. The parties stipulated to
Bond recommendation: Sanjay Kaushik (1) Pretrial Detention − STIP with the right to
revisit. Defendant ordered removed. Hindi Interpreter present. (Digital
13:36:19/14:54:19/15:09:36) Signed by Magistrate Judge Marty Fulgueira Elfenbein on
10/18/2024. (yeh0) (Entered: 10/21/2024)
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AO  442  (Rev. 11/11)  Arrest Warrant

UNITED STATES DISTRICT COURT
 for the

__________ District of __________

United States of America
)
)
)
)
)
)

v.
Case No.

Defendant

ARREST WARRANT

To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessary delay
(name of person to be arrested) ,
who is accused of an offense or violation based on the following document filed with the court:

Indictment Superseding Indictment Information Superseding Information Complaint

Probation Violation Petition Supervised Release Violation Petition Violation Notice Order of the Court

This offense is briefly described as follows:

Date:
Issuing officer’s signature

City and state:
Printed name and title

Return

This warrant was received on (date) , and the person was arrested on (date)
at (city and state) .

Date:
Arresting officer’s signature

Printed name and title

                District of Oregon

SANJAY KAUSHIK

SANJAY KAUSHIK

✔

Smuggling Goods from the United States in violation of 18 U.S.C. § 554 and Export Control Reform Act in violation of 50
U.S.C. § 4819

October 16, 2024

Portland, Oregon Honorable Youlee Yim You, U.S. Magistrate Judge

3:24-mj-226
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AO 91 (Rev. 11/11)   Criminal Complaint

UNITED STATES DISTRICT COURT
for the

__________ District of __________

United States of America )
)
)
)
)
)
)

v.
Case No.

Defendant(s)

CRIMINAL COMPLAINT

I, the complainant in this case, state that the following is true to the best of my knowledge and belief.

On or about the date(s) of in the county of in the

District of , the defendant(s) violated:

Code Section Offense Description

This criminal complaint is based on these facts: 

Continued on the attached sheet.

Complainant’s signature

Printed name and title

 

Date:
Judge’s signature

City and state:
Printed name and title

                 District of Oregon

SANJAY KAUSHIK

9/1/2023 through 10/1/2024 Washington

Oregon

18 U.S.C. § 554 and 50 U.S.C. §
4819

Smuggling Goods from the United States and Export Control Reform Act

See affidavit which is attached hereto and incorporated herein by this reference

✔

/s/ By phone pursuant to Fed. R. Crim. P. 4.1

BIS OEE Special Agent Matthew Peterson

October 16, 2024

Portland, Oregon Honorable Youlee Yim You, U.S. Magistrate Judge

6:27 
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Affidavit of Matthew Peterson Page 1 

DISTRICT OF OREGON, ss: AFFIDAVIT OF MATTHEW PETERSON 

Affidavit in Support of a Criminal Complaint and Arrest Warrant 

I, Matthew Peterson, being duly sworn, do hereby depose and state as follows: 

Introduction and Agent Background 

1. I am a Special Agent (“SA”) with the U.S. Department of Commerce, Bureau of

Industry and Security (“BIS”) assigned to the Office of Export Enforcement (“OEE”) Resident 

Office in Portland, Oregon.  I joined BIS OEE in February 2024, having previously been an SA 

with Homeland Security Investigations (“HSI") since December 2010.  Since becoming an SA in 

2010, I have specialized in criminal investigations related to the unlawful export of export-

controlled technology and associated money laundering.  I have a B.A. in Political Science and 

an M.S. in Criminal Justice.  My formal law enforcement training includes successfully 

completing the 23-week Criminal Investigations course at the Federal Law Enforcement 

Training Center in Glynco, Georgia, which included specific courses on technology, weapons 

proliferation, and money laundering investigations.  I have received advanced training in 

counterproliferation investigations and have served as a government expert trial witness related 

to technology smuggling and money laundering networks. 

2. I submit this affidavit in support of a criminal complaint and arrest warrant for

Sanjay KAUSHIK (“KAUSHIK”) for violations of 18 U.S.C. § 554 (Smuggling) and 50 U.S.C. 

§ 4819 (the Export Control Reform Act, or “ECRA”).  As set forth below, I submit there is

probable cause to believe, and I do believe, that KAUSHIK, a citizen of India scheduled to travel 

to the United States on October 17, 2024, is part of an illicit procurement network unlawfully 

obtaining aviation goods and technology from the United States for entities in Russia.   

3:24-mj-226Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 3 of 33
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Affidavit of Matthew Peterson   Page 2 

Applicable Laws 

3.   The applicable laws are provided below: 

a. 50 U.S.C. § 4819 (Export Control Reform Act or ECRA) provides, in 

pertinent part: 

(a) Unlawful acts 
 

(1) In general 
 

It shall be unlawful for a person to violate, attempt to violate, 
conspire to violate, or cause a violation of this subchapter or of any 
regulation, order, license, or other authorization issued under this 
subchapter, including any of the unlawful acts described in 
paragraph (2). 
 

(2) Specific Unlawful Acts 
 

(A) No person may engage in any conduct prohibited by or 
contrary to, or refrain from engaging in any conduct required by this 
subchapter, the Export Administration Regulations, or any order, 
license or authorization issued thereunder. 
 
(B) No person may cause or aid, abet, counsel, command, 
induce, procure, permit, or approve the doing of any act prohibited, 
or the omission of any act required by this subchapter, the Export 
Administration Regulations, or any order, license or authorization 
issued thereunder. 

 
(C) No person may solicit or attempt a violation of this 
subchapter, the Export Administration Regulations, or any order, 
license or authorization issued thereunder. 

 
(D) No person may conspire or act in concert with one or more 
other persons in any manner or for any purpose to bring about or to 
do any act that constitutes a violation of this subchapter, the Export 
Administration Regulations, or any order, license or authorization 
issued thereunder. 
 
(E) No person may order, buy, remove, conceal, store, use, sell, 
loan, dispose of, transfer, transport, finance, forward, or otherwise 
service, in whole or in part, or conduct negotiations to facilitate such 
activities for, any item exported or to be exported from the United 
States, or that is otherwise subject to the Export Administration 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 4 of 33
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Affidavit of Matthew Peterson   Page 3 

Regulations, with knowledge that a violation of this subchapter, the 
Export Administration Regulations, or any order, license or 
authorization issued thereunder, has occurred, is about to occur, or 
is intended to occur in connection with the item unless valid 
authorization is obtained therefor. 

 
(F) No person may make any false or misleading representation, 
statement, or certification, or falsify or conceal any material fact, 
either directly to the Department of Commerce, or an official of any 
other United States agency, including the Department of Homeland 
Security and the Department of Justice, or indirectly through any 
other person— 

 
b. 18 U.S.C. § 554 (Smuggling goods from the United States), provides in 

pertinent part: 

(a) In General.— 

Whoever fraudulently or knowingly exports or sends from the 
United States, or attempts to export or send from the United States, 
any merchandise, article, or object contrary to any law or regulation 
of the United States, or receives, conceals, buys, sells, or in any 
manner facilitates the transportation, concealment, or sale of such 
merchandise, article or object, prior to exportation, knowing the 
same to be intended for exportation contrary to any law or regulation 
of the United States, shall be fined under this title, imprisoned not 
more than 10 years, or both. 

 
The Export Control Reform Act and Export Administration Regulations 

4. In part, the ECRA provides permanent statutory authority for the Export 

Administration Regulations.  The ECRA provides, among its stated policy objectives, that “the 

national security and foreign policy of the United States require that the export, reexport and in-

country transfer of items, and specific activities of United States persons, wherever located, be 

controlled . . . .”  50 U.S.C. § 4811(2).  To that end, the ECRA grants the President the authority 

to control “(1) the export, reexport, and in-country transfer of items subject to the jurisdiction of 

the United States, whether by United States persons or by foreign persons; and (2) the activities 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 5 of 33
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Affidavit of Matthew Peterson   Page 4 

of United States persons, wherever located, relating to” specific categories of items and 

information.  50 U.S.C. § 4812(a).  The ECRA further grants the Secretary of Commerce the 

authority to establish the applicable regulatory framework. 

5. The Export Administration Regulations (“EAR”), 15 C.F.R. parts 730-774, were 

promulgated by BIS to regulate the export of goods, technology and software from the United 

States.  Through the EAR, BIS reviews and controls the export from the United States to foreign 

countries of certain U.S. items.  See 15 C.F.R. §§ 734.2-.3.  In particular, BIS placed restrictions 

on the export and re-export of items that it determined could make a significant contribution to 

the military potential or nuclear proliferation of other nations or that could be detrimental to the 

foreign policy or national security of the United States.  Under the EAR, such restrictions 

depended on several factors, including the technical characteristics of the item, the destination 

country, the end user and the end use of the item. 

6. The most sensitive items subject to the EAR controls are identified on the 

Commerce Control List (“CCL”) set forth in Title 15, Code of Federal Regulations, part 774, 

Supplement Number 1.  Items listed on the CCL are categorized by an Export Control 

Classification Number (“ECCN”), each of which is subject to export control requirements 

depending on destination, end use, and end user of the item. 

7. In response to Russia’s 2022 invasion of Ukraine, the Department of Commerce 

imposed new license requirements on exports to Russia.  As of February 24, 2022, any item 

classified under any ECCN in Categories 3 through 9 of the CCL required a license to be 

exported to Russia.  See 87 Fed. Reg. 12,226 (Mar. 3, 2022).  As of April 8, 2022, the license 

requirement for export to Russia was expanded to cover all items on the CCL.  See 87 Fed. Reg. 

22,130 (Apr. 14, 2022).  These rules are codified in Title 15, Code of Federal Regulations, 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 6 of 33
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Affidavit of Matthew Peterson   Page 5 

Section 746.8, which states, “a license is required, excluding deemed exports and deemed 

reexports, to export, reexport, or transfer (in-country) to or within Russia or Belarus any item 

subject to the EAR and specified in any Export Control Classification Number (ECCN) on the 

CCL.”  Any requests for licenses to export items on the CCL to Russia are reviewed under a 

policy of denial. See 15 C.F.R. § 746.8(b). 

8. The EAR further impose, pursuant to the “Entity List” published at 15 C.F.R. part 

744, Supp. No. 4, licensing and other requirements for exports to designated companies, 

businesses, research institutions, government and private organizations, individuals, and other 

types of legal persons that are subject to specific license requirements for the export, reexport, 

and/or transfer (in-country) of specific items.  If a license is required for a transaction, a U.S. 

party to the transaction must submit an export license application prior to export. 

9. Under the ECRA, it is a crime to violate, attempt to violate, conspire to violate or 

cause a violation of any regulation, order, license or authorization issued pursuant to the statute, 

including the EAR.  See 50 U.S.C. § 4819(a)(1).  Willful violations of the EAR constitute 

criminal offenses under the ECRA, and carry a 20-year maximum term of imprisonment and up 

to a $1,000,000 fine.  See 50 U.S.C. § 4819(b). 

Background on Russian Efforts to Obtain U.S. Aerospace Technology 

10. In response to enhanced export controls and sanctions directed at Russia, I have 

observed that Russian procurement agents seek willing individuals and companies in countries 

with more favorable trade relations with the United States, such as India, the United Arab 

Emirates, and certain European countries, to procure U.S. technology on their behalf.   

11. For dual-use aerospace technology—technology that has a military and civilian 

application—I have observed, through other Russia-centric counterproliferation investigations, 
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Affidavit of Matthew Peterson   Page 6 

that Russian procurement agents work with intermediaries in third countries to develop a “cover” 

story explaining the purported civilian end-use of the aerospace components.  Often, this 

explanation involves maintenance for a civilian aircraft, when in fact, evidence shows the items 

are intended for Russian defense organizations or entities that otherwise provide services to 

Russia’s defense apparatus.  

Statement of Probable Cause 

12. The United States, including OEE and HSI, is investigating a conspiracy 

involving KAUSHIK, a citizen of India and Managing Partner of AREZO AVIATION 

SERVICES LIMITED (“AREZO AVIATION”) in India, Markus KALTENEGGER 

(“KALTENEGGER”), a citizen of Austria and the owner of YORACRAFT GMBH 

(“YORACRAFT”) in Austria, and others to procure export-controlled aerospace components on 

behalf of Russian entities in violation of ECRA and U.S. smuggling statutes. 

13. OEE’s investigation began after YORACRAFT initiated the procurement of an 

export-controlled Inertial Navigation System (“INS”) aviation component from a company based 

in the District of Oregon (“U.S. COMPANY 1”).  Specifically, YORACRAFT requested from 

U.S. COMPANY 1 an LCR-100 Attitude and Heading Reference System (AHRS).  The LCR-

100 AHRS is controlled for export by the Department of Commerce under ECCN 7A103 

because of its application in missile guidance systems.  A valid export license is required to 

export the item from the United States to most countries, including Austria and India (subject to 

specified exceptions for use in civilian manned aircraft), or Russia.1 

 
1 The EAR contains an exception to the export license requirement for ECCN 7A103 items for 
the export, reexport, and in-country transfers for certain countries when “the commodities are for 
use in or for the ‘production’ of civil manned aircraft.”  15 C.F.R. § 740.15(b)(2)(ii).  This 
exception applies to export, reexport, and in-country transfers for Austria and India, but not to 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 8 of 33
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Affidavit of Matthew Peterson   Page 7 

14. I interviewed the owner of U.S. COMPANY 1 in Portland, Oregon, who informed 

me that the initial request for the export-controlled AHRS, referenced above, was received on or 

about September 6, 2023.  The owner of U.S. COMPANY 1 provided me with an email string 

reflecting this date, sent from KALTENEGGER (parts@yoracraft.com), requesting a quote for 

the AHRS.  On or about the same date, YORACRAFT negotiated a purchase order for $72,000 

for the component with the “Ship to” address reflecting AREZO AVIATION in New Delhi, 

India, as provided in the purchase invoice below.  KAUSHIK was identified as the POC for 

AREZO AVIATION. 

 

/ / / 
 

 
Russia.  See id.; 15 C.F.R. § 740, Supp. No. 1 (identifying Austria and India as being in Country 
Group A:2, to which the ECCN 7A103 license exception applies).   

Yom,erofi GmbH 
w ogmsc8 
:2443Sfoling 
Aus 
M~vs K.oreneooer 

43 &50 5053 '295 
~ orocratl.c-om 

I Nolm: E-moll Quol<> 542'7 

14.5130- l 002: LCR-100 AHRS Ou righl 
s QC 

• ~e FORM HOSPI Al 

~~~ 
-· Part Condition·· 
. ~~t'.ft. ·': • ~~ ,: ' .• ' 
,_..ti.."l. .-....u_. -"-~ -~-!i"I 

E 

CRAFT 

IPUlCHASE OltD!R f 
10013:ll 

ORDER l!):TE 
Sep/06/2023 

:$72.000,.00 $72.000.00 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 9 of 33

11

Case 1:24-mj-04212-MFE   Document 5   Entered on FLSD Docket 10/21/2024   Page 11 of 38



Affidavit of Matthew Peterson   Page 8 

15. According to an email thread regarding this purchase provided by the owner of 

U.S. COMPANY 1, the order was contingent upon the approval of an export license by the U.S. 

Department of Commerce.  As part of U.S. COMPANY 1’s compliance program, the owner 

requested that the end-user—purportedly AREZO AVIATION in India—fill out and provide a 

Russia Sanctions certification document declaring its understanding of U.S. Export 

Administration Regulations and license requirements for commercial aircraft parts for Russia.  

The document indicates that the purchaser, KAUSHIK, declared that he would “not directly or 

indirectly export, reexport, or transfer (in country) items subject to the EAR, to Russia, Ukraine, 

or Belarus in violation of the EAR or other applicable laws.”  A copy of the declaration is 

provided below, in pertinent part.  

 

Russia/Ukraine/Belarus 
Sanctions Certification 

The undersigned (i) acknowledges the recent implementation of sanctions 
against Russia by the United Kingdom, the European Union, and the 
United States, including, without limitation, restrictions imposed by the 
U.S. Office of Foreign Assets Control and the U.S. Department of 
Commerce, which has implemented new Russia license requirements and 
licensing polides for commercial aircraft components, and expanded the 
existing Russian military end use and military end user restrictions under 
the Export Administration Regulations ("EAR"), and (ii) hereby certifies on 
behalf of the Purchaser of the order identified below, that with respect to 
such order, Purchaser will not directly or indirectly export, reexport, or 
transfer (in country) items subject to the EAR, to Russia, Ukraine, or Belarus 
in violation of the EAR or other applicable laws. 

PO# ---=0=38=-------

I further certify that I am duly authorized to provide this certification. 

Print Name:. Sanj ay Kaushik 

Title: ____ M_an_a_g_in_g_ Pa_rt_ n_er __ _ 

\, 
Signature:--~-------

D Sep-07-2023 ate: ________ _ 

h Arezo Aviation Services Pure aser Company Name: _______________ _ 

Address: 5 456 Basement, opposite FORTIS HOSPITAi 
GREATER KA1LASH II 
110048 New Delhi, India 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 10 of 33
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Affidavit of Matthew Peterson   Page 9 

16. Similarly, KAUSHIK signed an end-use certificate, dated September 7, 2023, 

acknowledging that export of the item was subject to the EAR.  KAUSHIK claimed that the item 

would be used in a civilian helicopter with tail number VT-IKR and serial number 22071, as 

provided below.  

 

17. Based on the above information, U.S. COMPANY 1 applied for an export license 

from the U.S. Department of Commerce requesting authorization to export the AHRS to AREZO 

AVIATION in India.  The BIS export license, which confirmed the ECCN of 7A103, was 

initially approved.  However, BIS subsequently developed derogatory information regarding 

AREZO AVIATION.  That is, open-source trade data indicates that since July 2023, AREZO 

AVIATION has sent 53 shipments valued at over USD $6 million, in sum, to PDS AVIA LLC 

Dear Valued Customer: DATE: Sep-07-2023 

Export of these commodrties is subject to either the United States Government's Export Administration Regulations ("EAR") 
or International Traffic in Arms Regulations ("/TAR"). Please complete and return this certification so we may complete the 
review of your purchase order°' request for quotation. 

Section 1 
PO No.: I PO Date: Sep-06-2023 
Qtv I Model num""'"I) / Descriotion lal1ach additional sheet. if neoess--·1 : 

P/N 14S130- 1002, LCR- 100 AHRS 

Section 2 
Purchaser Information: 

Yoracratt GmbH 
Company. 

Address: Address: 
Weidegasse 8 S-456, 

City""""""'°' Stotzing/Burgen land 

C-Ountry/l'o$lol: India/110048 
Additional Information (if necessary): 

Ka ltenegger 

Section 3 
PleaBe "-vldo a ~=n/ete and thJtalled state,,,.,nt of tM ond UH Ind an..Ucatfon of 1M oroduc1lsl /istod above. 
S Jflc End-Use tattach addltional Shool ii l'W>OO$SOrvl: 

VT- II<,'{ MSN 22071 

Signature of Authorized Company Representative 

Name (Printed): __ S_a_n_J_.· a""y_K_a_u_s_h_i_k _______ _ 

Signature: ____ _.,)_\.:_ _________ _ 
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Affidavit of Matthew Peterson   Page 10 

(discussed in greater detail further below), based in Moscow, Russia.  The trade records show 

that the top declared item, with Harmonized Tariff Schedule code 880730, is aircraft parts or 

goods, consistent with the nature of AREZO AVIATION’s business.  Some of these exports to 

Russia appear to follow the receipt of aircraft components from the United States.  For example, 

U.S. export records show that, on or about September 15, 2023, AREZO AVIATION received a 

“shut off valve” from the U.S.  On October 17, 2023, commercial trade data indicates AREZO 

AVIATION exported a “shut off valve” to PDS AVIA LLC in Russia.  

18. Based on the concern at the time that AREZO AVIATION was transshipping U.S. 

aerospace goods and technology to Russia, OEE SAs requested that U.S. Customs and Border 

Protection Officers detain the impending export of the AHRS to India, which was successfully 

accomplished.   

Post-Shipment Verification Shows False Statements on Export License 

19. OEE requested a post-shipment verification (“PSV”) with KAUSHIK in India by 

a Department of Commerce Export Control officer (“ECO”).  I have reviewed the report 

documenting the PSV with KAUSHIK on January 17, 2024, which provided, in summary and 

pertinent part: 

• AREZO AVIATION is a reseller and trader of aircraft parts which imports approximately 
$5-$10 million in aircraft parts from the United States each year. 
 

• KAUSHIK is aware of U.S. export laws and the requirements to declare all involved 
parties during the export license process. 
 

• KAUSHIK has known Markus KALTENEGGER since 2019, when KALTENEGGER 
traveled to India regarding an aircraft transaction.  More recently, KAUSHIK approached 
KALTENEGGER to procure the export controlled AHRS. 
 

• KAUSHIK stated that all his communications with KALTENEGGER are via WhatsApp. 
 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 12 of 33
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Affidavit of Matthew Peterson Page 11 

• KALTENEGGER brokered the procurement of the AHRS from U.S. COMPANY 1.
KALTENEGGER reportedly signed the Russia sanctions certification, end-use
certificate, and the export compliance statement for KAUSHIK, with KAUSHIK’s
permission.

• KAUSHIK stated that the AHRS was being procured for ZACO AVIATION, based in
Prune, India, and acknowledged that the aircraft and end-user were different than the
information provided in the end-use documentation.  KAUSHIK added that
KALTENEGGER randomly chose the tail number provided in the end-use
documentation from an open-source aircraft registry.

20. Based on the information received from the PSV with KAUSHIK, during which

he acknowledged his understanding of U.S. export laws and  engaged in activities contrary to the 

EAR, including the knowledge that false end-user information was provided in an export license, 

BIS revoked the license authorizing the export of the AHRS to India.   

21. Moreover, email evidence shows that KAUSHIK lied to the Department of 

Commerce ECO when he said that KALTENEGGER signed the export-control documents on his 

behalf, as emails show that KALTENEGGER sent the documents to KAUSHIK, who returned 

the documents signed with the false end-user information.  During my search of 

KALTENEGGER email accounts authorized by United States Magistrate Judge Youlee Yim 

You, described in further detail below, I observed an email sent from KALTENEGGER 

(m.kaltenegger@yoracraft.com) to KAUSHIK (sanjay@arezoaviation.in) dated September 7, 

2023, with three files related to the end-use of the export-controlled AHRS and an 

acknowledgement of Russian sanctions and export regulations.  In the email, KALTENEGGER 

wrote: “Sanjay, can you please sign the attached forms for the AHRS processor.”  I reviewed the 

documents KALTENEGGER sent, which were not signed at the time.  KAUSHIK returned the 

documents, signed, via email on or about the same day.  U.S. COMPANY 1 used this 

information, including the apparent false end-user information, in the export license application 
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to the Department of Commerce.  Moreover, this email shows that KAUSHIK lied to the 

Commerce ECO when he stated that KALTENEGGER signed the end-user information on his 

behalf. 

 

Probable Cause to Believe the AHRS was Procured for, and Intended for Transshipment 
to, Clients in Russia 

22. On June 26, 2024, the Honorable Youlee Yim You, United States Magistrate 

Judge for the District of Oregon, authorized a search warrant for email accounts 

parts@yoracraft.com and m.kaltenegger@yoracraft.com, associated with YORACRAFT and 

believed to be used by KALTENEGGER (hereinafter “KALTENEGGER Email Accounts”).  

During my search of the KALTENEGGER Email Accounts, I observed emails indicating that 

aviation components procured from the United States, including the AHRS procured from U.S. 

COMPANY 1 in Oregon for $72,000, were intended for Russia-based end-users.  Moreover, I 

observed emails indicating that KALTENEGGER and KAUSHIK have been engaged in a 

conspiracy to obtain aviation goods and technology from the United States for Russian end-users 

and split the profits with apparent Russian brokers involved in the illicit procurement. 

Re: end user 

• 
Sanj_ay Kaushik <sanjay@arezoaviation.in> 
To ,_ Markus Kaltenegger 

End-Use Certificate (2) .pdf 
559 KB 

V 
Russia Sanctions Cert.pdf 
219 KB 

From: Markus Kaltenegger <m .kaltenegger@yoracraft.com> 

Date: Th ursday, 7 Septem ber 2023 at 1:57 PM 

To: Sanjay Kaushik <sanjay@arezoaviation.in> 

Subject: end user 

Sanjay, can you please sign the attached forms for the AHRS processor. 

I Q I ~ Reply <~ Reply All ➔ Forward I I~ D 
V 

Thu 9(7 / 2023 &50 AM 

Export Compliance Statement.pdf v 

294 KB 
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23. For example, as noted above, KALTENEGGER inquired with U.S. COMPANY 1

about the AHRS on or about September 6, 2023.  Emails show that U.S. COMPANY 1 quoted 

the AHRS for $72,000 on the same day.  During my search of the KALTENEGGER Email 

Accounts, I observed an email sent on the same day from KALTENEGGER to himself but 

addressed to “Evgeniy” quoting the AHRS by part number for delivery to “Moscow.”2  The 

email notes, in pertinent part (emphasis added by affiant): 

Hi Evgeniy, 

Here is an updated offer for the AHRS Processor in NE condition for the same 
price. 

I can offer 1ea AHRS Processor P/N 145130-1002 in NE condition, in stock, 
exclusive freight charges, for US $152,000.00 each. 

Freight costs for 1ea AHRS Processor P/N 145130-1002 to DAP3 Moscow are 
US $4,200.00. 

24. The quote from U.S. Company 1 in Oregon is provided again below, for

reference, which shows the same part number (145130-1002) and condition (“NE” or new) that 

KALTENEGGER quoted to Evgeniy for delivery to Moscow for over twice the purchase price.  

Based on this, combined with other evidence, described below, I believe that the AHRS was 

intended for re-export to Russia from the initiation of the procurement with U.S. COMPANY 1 

in Oregon.  Moreover, as described below, I believe that Evgeniy represents a Russian 

2 Evidence obtained from KALTENEGGER’s emails shows that he uses an encrypted 
application called “SimpleX” with certain clients to discuss suspected illicit procurement.  I 
believe that KALTENEGGER copied and pasted this language to that chat application, perhaps 
using email as a spell-check. 

3 “DAP” is a standard international trade term that means “Delivered at Place” where the seller is 
responsible for delivery of the goods, ready for unloading, at the named place of destination. 
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company, PDS AVIA LLC, which as noted above was identified in the trade data associated 

with AREZO AVIATION. 

25. Searches in the KALTENEGGER Email Accounts on “Evgeniy” revealed emails

with an individual identified as “Evgeniy BEZVERKHNIY.”  For example, in an email dated 

September 19, 2023, KALTENEGGER (m.kaltenegger@yoracraft.com) emailed en33@tuta.io 

regarding the weight and dimensions of an apparent shipment.  According to the email header 

information, en33@tota.io is associated with “Evgeniy BEZVERKHNIY, as provided below. 

Yomcrart GmbH 
Woklogos,e 8 
2ffiSJolJlng 
Austrio 

YORACRAFT 
~ 

MCltus Koltenegger 
+43 650 5053 295 
matus:Ov<:,tocrotr.com PURCHASE ORDER 

- >-----

I Noles: E-mail Quote 54297 

Shfplo: 
Alezo Avfoffon Servk:es 
S-<.56. Bosemel\1. oppo,ite FORTIS HOSl'IIAI. 
GREATER IWLASH II 
110048 New Delhi, lneiO 
son;c,y KOU$tik. •91 95998 122u 
soniOyOCJ'0lOCJviotion.in 

hi·ii·I Oescr1ptio-n INI 

l'URCHASf ORDU I 
1001320 

ORDER DATE 
5ep/06/2023 

145130--1002 LCR- IOOAHRS Qvtright 
Sieck NE $72.000.00 $72.000.00 

M Ma1kus K.altenegge, 0 
·nblte,,et19erc:!l)<ortt~1t.a,m 

o E:vge11iy Be.:verkht•'I)' < cnll@ltuta.10> 0 

weihgt and dims 

Hi Evgeniy, plea$<! see below for weihgl and dims 

Mortvs Koltenegger 
Business Own¥ 
+43 650 $053 295 

YORACRAFT 

f2}. Package details 

W[IQHT 

OIME:NSIONS 

IECES 

158 lbs/ 71.67 kgs 

57x3Sx15 1n. 

Case 1:24-mj-04212-MFE   Document 1   Filed 10/18/24   Page 16 of 33

18

Case 1:24-mj-04212-MFE   Document 5   Entered on FLSD Docket 10/21/2024   Page 18 of 38



Affidavit of Matthew Peterson   Page 15 

26. Further searches in the KALTENEGGER Email Accounts for emails involving 

en33@tota.io revealed several emails with contracts or other files indicating the sale of U.S.-

origin aircraft parts to Russia.  For example, in an email dated July 19, 2023, from en33@tota.io 

to KALTENEGGER (m.kaltenegger@yoracraft.com) and KAUSHIK (sanjay@arezoaviation.in) 

titled “Contract and specs for components paid,” BEZVERKHNIY sent three files.  One of the 

files, titled, “Supply_contract_Areza[sic]_Aviation_-_PDS Avia1-1_sign.pdf,” which I have 

reviewed, is a supply contract dated June 30, 2023, written in English and Russian, outlining the 

supply of “aviation spare parts, tools, interior items and other equipment” from AREZO 

AVIATION SERVICES in India to PDS AVIA LLC in Moscow, Russia.  The document is 

signed by Maria Nadezhina (Nadezhina Maria) on behalf of PDS AVIA LLC in Russia and 

Sanjay KAUSHIK on behalf of AREZO AVIATION SERVICES in India.  Relevant portions of 

the contract are provided below for reference.  

 

SUPPLY CONTRACT - .N"!006/2023 

New D elhi 30 June2023 

Arezo Aviation Services, a Partnership Company of the Republic ofindia, hereinafter referred 
to as the «Supplier», on the one hand, and a PDS AVIA, Limited Liability Company ("PDS 
AVlA, LLC") whose principal place ofbusiness is at 17B Butlerova str., office IB/5, Konkovo 
municipal district, M oscow 177342, Russian Federation, represented by General Dil"ector 
Nadezhina Maria Fedorovna, acting on the basis of Charter , hereinafter referred to as 
«Customer», on the other hand, concluded the present Contract on the following: 

Arezo Aviation Services, KoMnaHID1-napTHep Pecny6m1101 HH.nl-UI, HMeffYeMa.11 B 
.nanbHCHWCM «lloCTaBWHI-», C OJI.HOH CTOpOHbl, H O6m.ecu o C orpaHHqeHHOH 
OTeeTcrBeHHocrbro «n.n:c ABBA» cooo «11.n:c ABRA») , ocHoeHoe Mecro ne11TenbHoCTH 
K0T0poro H3XO.RHTCJl no a,npecy: 117342, Poccmi, r. MocKBa, BH.rep.r . MYHHUHn8JlbH.blM 
OKpyr KOHbKOBO, 6yrneposa yn. , .n. 176, TIOMem.. 16/5, s JIHUC r euepaJJbH0fO llHpeKTopa 
Hane)KHRoii Mapnn <DenopoBuLJ, .neHcTByFOm.ero Ha ocHoeaHl111 YCTaaa, 11MeHyeMoro B 
itanbHCHWCM «381Cl13'1HK», C .npyroii CT0p0H.bl, 3aJCJIIO'IIDJH HaCTOJlIUCC CornaweHHe 0 

HH)KecnelJYIOIUeM: 

1. SUBJECT OF CONTRACT. OPE.lJ:MET .n:o rOBOPA 

I. l. Supplier delivers on a commercial bas is to Customer aviation spare parts, tools, interior 
items and other equjpment, consumables used on aircraft (further - the Goods). 
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27. One of the other three files attached to the email, titled “SPECIFICATION 

No1.pdf,” is a specification of one of the aviation items related to the contract, described as “P/N 

822-2504-003 AIR DATA COMPUTER” for $150,941.00, similarly delivered to PDS-AVIA, 

LLC in Moscow, Russia.  

/ / / 

/ / / 

/ / / 

/ / / 

CUSTOMER: 

PDS A VIA, LLC 

Legal Address & Post Address: 
17B Butlerova str., office I B/S, Konkovo municipal district, Moscow 177342, Russian 
Federation 

On behalf o 

Arezo Aviation Services 

Address: S-456, Basement, Opposite Fortis Hospital, Greater Kailash II, 110048 New Delhi, 
India 
Bank Name: INDUSIND BANK LIMITED, (NEHRU PLACE BRANCH) 
SHOP NO-G5,G-6,G-7,SKIPPER HOUSE,BUILDING NO-62-63, NEHRU PLACE, NEW 
DELHI- 110019, INDIA 
BRANCH CODE. : 0370 
ACCOUNT NO.: 2599997200 14 
RTGS/ NEFT IFSC.: INDB0000370 

Sanjay Kaushik 
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28. A review of the KALTENEGGER Email Accounts revealed that he procured the 

part referenced above, 822-2504-003, from a company (hereinafter, “U.S. COMPANY 2”) based 

in Washington State in July 2023.   

29. I also observed an email sent from BEZVERKHNIY (en33@tuta.io) to 

KAUSHIK (sanjay@arezoaviation.in) and KALTENEGGER (m.kaltenegger@yoracraft.com) 

dated July 26, 2023, titled “Re: PI-21.”  Attached to the email is a file titled “N-PDS – 

PI.21.pdf.”  I reviewed the file, which appears to be an invoice for an Adaptive Flight Display, 

part number 822-2332-410, for 48,025,100.00 Indian Rupees (approximately US $572,059.34) 

from AREZO AVIATION SERVICES in India to PDS AVIA, LLC in Moscow, Russia.  I 

similarly searched this part number in the KALTENEGGER Email Accounts, and observed it 

was also procured from U.S. COMPANY 2 in Washington in July 2023. 

30. KALTENEGGER and KAUSHIK appear to split the profit from the illicit sales to 

Russia.  In an email dated September 11, 2023, from KALTENEGGER 

SPECIFICATIO .N, 01 
for the delivery of goods under Supply conlracl .N'2006/2023 

dated 30 June 2023 

New Delhi 10 July 2023 

Arezo Avi:ation Services, a Partnership Company of the Republic oflndia, hereinafter referred 

10 as the «Suppliern, on the one hand, and a PDS-A VIA Limited Liability Company (" PDS­

A VIA, LLC") whose principal place of business is al 17B Butlerova sir., office I B/5, Konkovo 
municipal district, Moscow 177342, Russian Federation acting on the basis of Charter, 

hereinafter referred to as the «Customern on the other hand, individually referred to as the 

«Party». and collectively referred to as the «Parties» concluded the present Specification .N'2 0 I 
lo Supply contract .N'2 006/2023 dated «30st June 2023 (hereinafter referred to as «Contract») 

as fo llows: 

DELIVERY CO TENT: 

I. In accordance with the Contract, the Supplier delivers, and the Customer pays for the 

Goods according to the following Specification: 

.N'2 Item/ description Qty Item Price Total Price Delivery Term 

PIN 822-2504-003 
AIR DATA 25 calendar days 
COMPUTER 
Outright 0 11 I ca $150.941,00 $ 150.941,00 from the moment 

FM8130 
of payment 

Total (amount in writing): $150.941,00 (one hundredf,jly thousand and nine 

hundred {ortv one) USD -
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(m.kaltenegger@yoracraft.com) to KAUSHIK (sanjay@arezoaviation.in) titled “Commission 

Evgeniy,” KALTEGGER wrote: “Here we go, my friend.”  Attached to the email is a file titled 

“Commission Evgeniy Summery[sic].xlsx.”  The file is a spreadsheet of the apparent 

commission related to the procurement of several items from the United States totaling over US 

$1.7 million.  As the spreadsheet outlines, KALTENEGGER and KAUSHIK appear to evenly 

split their share of the commission with BEZVERKHNIY, who, as described above, appears to 

be a broker for the Russian company PDS AVIA, LLC.  The AHRS purchased from U.S. 

COMPANY 1 in Oregon on or about September 6, 2023 is included on the commission 

spreadsheet, identified by part number 145130-1002 and described as “LCR-100 AHRS,” 

although, based on the date of this email, there was not yet a commission split between the three.  

A snippet of the spreadsheet is provided below as an example.   

 

31. Additionally, I searched iCloud accounts associated with KAUSHIK and 

KALTENEGGER pursuant to warrants authorized by Magistrate Judge You, as further described 

Mark-Up 
Freight 

Purchase Sales Pric e [to Freight inc lud ed in 
P/N Descript ion 

Price end customer] 
[exc lusiv e 

costs sa le s pric e 
Commission 

freight] 
yes/ no 

----.vrar,;:v, --,. , V £. ~ 

Evgeniy 2,250 $ 

3876280-1 UNIT, APU IGNITION 15,000$ 19,500$ 4,500 $ 2,000$ NO Sanjay 1,125$ 

Markus 1,125 $ 

A IR DATA COMPUTER 
Evgeniy 11 ,760$ 

822-2504-003 
ADC-3020 

98,000$ 121,520$ 23,520$ 4,000$ Sanjay 5,880$ 

Markus 5,880$ 

HORIS. STAB TRIM EC U 
Evgeniy 10,250$ 

C47329-0 12A 
[Exchange] 

38,000$ 58,500$ 20,500$ 4,000$ NO Sanjay 5, 125$ 

Markus 5, 125 $ 

Adaptive Flight Display Evgeniy 6,750$ 

822-1577-303 5220 (AFD 5220) 45,000$ 58,500$ 13,500$ 3,500$ NO Sanjay 4,710$ 
[Exchange] Markus 4,710$ 

DISPLAY, A DAPTIVE 
Evgeniy 30,000$ 

822-2332-4 l 0 
FLIGHT AFD-6520 

500,000$ 560,000$ 60,000$ 4,000$ NO Sanjay 15,000$ 

Markus 15,000$ 

Common Computing 
Evgeniy 

822-1991-002 
Module 5110 

64,213$ 72,560$ 8,347 $ 4,000$ NO Sanjay 4,174 $ 

Markus 4,174 $ 

Evgeniy 11 ,442$ 

424025-1 1/ A LI/E, STARTER A IR 95,349 $ 11 8,233$ 22,884 $ 3,500$ NO Sanjay 5,721$ 

Markus 5,721$ 
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below.  During my search, I observed in the iCloud accounts additional evidence related to the 

AHRS procured from U.S. COMPANY 1 in Oregon.  In KALTENEGGER’s iCloud account, I 

observed an updated spreadsheet that appears to offer more detail than I observed in the email 

accounts.  In the below spreadsheet, titled “Evgeniy Workprogress.xlsx,” KALTENEGGER 

appears to track if each party has received the funds for a particular part, and who the “leader” 

for sourcing and purchasing the price is.  The “Funds received by” column includes PDS, which, 

based on the above information and contracts, I believe is PDS AVIA LLC, based in Moscow, 

Russia, of which Evgeniy BEZVERKHNIY appears to be associated. 

32. The spreadsheet includes the AHRS purchased by U.S. COMPANY 1 in Oregon 

in September 2023, and indicates that the funds were received by PDS (AVIA), Sanjay 

(KAUSHIK), and Markus (KALTENEGGER).  In a column to the far right of the AHRS, 

identified by its full part number, 145130-1002, is a note that annotates: “hold by cu[s]toms.”4 

 

 

 

 

 

 

 

 

 
4 The AHRS appears much further down in the spreadsheet, so that snippet is added here for 
reference. 

Po s Leeder Funds received by 
Po , 0 Des~ri on Qty 

sourei g pvrc o,e PDS son·oy Morkvs 

l 00-0024-0 I AVOS NOD~ CIMS l Markus Mo s yes ye•S 

622-0044-00 l l=tiG CONTROL PANE l MO( U$ Mo s yes yes yes 

1304634-2 ?LUG. IGNTO APU 4 Mofku-s Mo s yes yes yes 

150 10520-1 3ra'e A~y l Morkv;; Mo s yes yes yes 

140-153 
!WHEEL SPEED (ANTI-SKID] 

1 So joy Mo s yes yes yes 
liRANSDUCER 

PC5!l4-1001•4 co OLLE , WINDSHIElO 
l So joy 

liEMP 
Mo s yes yes yes 

!3676260-1 IJJN . APU GN 10 l sonjoy Mo s yes yes yes 

1322-2504-003 
IAIR DATA COMP TE'R ADC-

l So joy 
13010 

Mo s yes ye.s yes 

i::'47329-012A 
-! ORIS. STAB RIM ECU l So joy 
[8'.chonge) 

Mo 5 yes yes yes 

1322-1 577--300 
Adapiive elight Display 

l Sa joy Mo s yes yes yes 5?20 lAFD 52201 [E'xchan,-el 

y&I 
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33.  The information that the money for the AHRS was received from PDS is 

consistent with screenshots found in KAUSHIK’s iCloud account showing that he received 

several credits from PDS AVIA in September 2023 in his AREZO AVIATION bank account, as 

highlighted in the below red box.  

 
 

34.  Relatedly, I observed a spreadsheet in KALTENEGGER’s iCloud account, titled 

“145130-1002 AHRS Processor.xlsx,” that appears to focus only on the AHRS purchased from 

U.S. COMPANY 1 in Oregon.  The spreadsheet notes that “$126,185.32” was received from 

“Sanjay” for the AHRS.  I searched the iCloud data for references to $126,185.32, and identified 

a bank wire receipt for a payment of $126,185.32 from AREZO AVIATION to YORACRAFT, 

dated October 25, 2023, as provided below.   

/ / / 
 
/ / / 
 
/ / / 
 
/ / / 

IHR 0370 AREZO AVIATION SERVICf.S 
ACTIVE 
1~10-2015 -IHR 6,69,27,223 S3 Cl 

INR 12,94,72,276 78 Cl 

INR 000 Cr 

·-p.,ucvlans 

Nr.!023262100_1026S1-/SAB!l00000011AIRCOMP~NV H0RfH WE 

~S-CASII @l!_NIPA'RAS-'flEREA SECTOR \~old a 

11/INOBll190905097661UOfCfAREZO AVIATIOO SEf!.VIC 

ORll03?023088.9SSO CREOCH OUTWARD C:USTOrll 'P"'iY~NT 

-GRMll370230BSa.64-C~ OUTW.!IJIO Gd!iT~""R P~VMENT 

ORII0.3ID23Jl88910S..CRtQO I 0\/nl(.ARO cusrlollER PA'(MENT 

W20.232S82207020097SABR0000001(A1F\COMP))'lJV ~ORTH WE 

Nf20232li71'8150259JISAllR006DOO)IO(IO POS /WI/\ D{l>l972 

H.1:202325102•00206/SABROOOOOO 11000 POS A~I/', INN972 

N/:20232575401-02438/SABR0000001/000 PQS rtlA !NN972 

H/20232S747◄302◄33/SABR0000001/000 POS ~VIA f1JN9 ~-

U.J'..WAQD..A.l ~ iP._A..'a.1111 

CCY 

INR 

IHR 

IHR 

INR 

INR 

INR 

UIR 

D&-1~2022 

CUSTOMER ACCOUNT 

INR 12.94.72276.78 

INR 
INR 

10,000 00 

tS,OG OGO 00 

'21,95.193 75 

31.80,999 18 

MlW 40518 
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35. The spreadsheet titled “145130-1002 AHRS Processor.xlsx” notes that “Freight 

costs for 1ea AHRS Processor P/N 145130-1002 to DAP Moscow are US $4.200,00” – a similar 

notation to what KALTENEGGER offered in the September 6, 2023, email addressed to 

“Evgeniy,” described above.  Additionally, the spreadsheet appears to offer an update on the 

profit split for this item, with Evgeniy receiving the biggest portion, provided below. 

 

36. Searches in the iCloud accounts revealed contact information for Evgeniy 

BEZVERKHNIY, which show he is associated with two phone numbers with a +7 country code.  

Based on my training, experience, and research, I know that +7 is the country code for Russia.  

According to my review of BEZVERKHNIY’s email domain website, meridian-avia.com, the 

entity, JSC MERIDIAN AIRLINES, is based in Moscow, Russia.  

/ / / 
 

/ / / 

Oberweisung 00000 
durch 

25 . l.0.23 Gutschrift 
K~ ra Emp(iin9er -----------------------• 84nk · L2 

YORACRAFT (;MBH 20111 
v-'endut1~ck WEIDECASSE 8 STOTZINC 

I USO 126. 493,50 
//I ~ V. NO. 1001321 abz g 7 .F~emdspesen 

- USO SO, 00 
-EUR 0,00 

*AUFTRAGGEBER 
AREZO AVIATION SERVICES 

USO 1 26.443,50 
OB ERWEISUNGSSPESEN 
- USO 252,89 
WAHRUNGSABH . SPESEN 
-USO 5, 29 

UNSERE REF . 201112310253AEF-PAY00516 WERT 25.10.2023 

USO --- - 126.185,32 
Konto~ r. des Autt~ooebers r. Autt~geber 

00000000000 IAREZO AVI ATION S ERVI CES 

Commission 
4 . 4( )6 . ::1. ) .f, 
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37. In other emails, KALTENEGGER and KAUSHIK conspired to ship aviation 

goods to Russia that were obtained in the United States.  I observed an email from 

KALTENEGGER (m.kaltenegger@yoracraft.com) to KAUSHIK (sanjay@arezoaviation.in) 

dated May 18, 2023, in which KALTENEGGER wrote, in pertinent part (emphasis added by 

affiant): 

Hi Sanjay, 
 
Here is the AWB 6418-6361-9442 for P/N 32156622-2, 
PRESSURE REGULATOR VALVE, S/N 1754, OH OUTRIGHT 
from [U.S. company based in California]. 
 
We should keep it together in Delhi and send it together with the 
other consolidated to DAP Moscow. 
 

38. Moreover, there is probable cause to believe KAUSHIK was aware of U.S. trade 

restrictions related to exports of aviation products to Russia.  For example, KAUSHIK appears to 

Evgeniy Bezverkhniy 

Email Addresses 

evgeniy.skv@mail. ru INTERNET 

bezverkhniy@meridian-avia.com INTERNET 

Phone Numbers 

+7 495 500 3221 WORK 

+ 7 916 215 2354 CELL 

JSC Mer ct1an AlrLines 117335. Moscow. Garibaldi Street, 15. 
tel. - , ~95 500 3221 fax· - i 495 589 9756, comrn@mer d an-avia ,o.., 
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send emails to KALTENEGGER, regarding warnings about “international restrictions” against 

Russia.  More specifically, I observed an email sent from KAUSHIK (sanjay@arezoaviation.in) 

to KALTENEGGER (m.kaltenegger@yoracraft.com) dated December 10, 2022, with a 

forwarded message that appears to outline KAUSHIK’s efforts to do business with Russian 

entities despite warnings of “international restrictions.”  The substance of the forwarded message 

from KAUSHIK reads in pertinent part (emphasis added by affiant): 

Hello Mikhail 
 
…It was nice meeting with you at MEBA Dubai.5  As discussed for 
Russian market, if you could generate business for western fleet like 
Gulfstream all series, Bombadier all series, Beechcraft all model and 
Dassault all series . We can support on these for all engines, APUs, and 
spares. 

 
“Mikhail” (Mikhail.alenkin@arcosjet.com) replied on or about December 9, 2022, in pertinent 

part (emphasis added): 

Hello Sanjay, 
 
It was nice to meet you during MEBA and discuss about your company 
and potential cooperation in case of spare part requirements.  As I told you 
we are not working in the Russian market any more due to 
international restrictions and closed our office there but I will be happy 
if I can assist you with any other business. 

 
In response, KAUSHIK responded on or about the same day, noting that he understood the 

situation, but only wanted an introduction to operators in the Russian market: 

I understand situations[sic].  My only say to introduce our company or 
give me contact no of operators there.  I hope you understand.   

 
/ / / 
 

 
5 This is likely a reference to the Middle East Business Aviation Association (MEBAA) Air 
Show, which is held in Dubai, United Arab Emirates every two years.  The MEBAA Air Show is 
known to attract aviation vendors and brokers from all over the world. 
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39. While reviewing KAUSHIK’s iCloud account, I also observed an apparent 

screenshot from KAUSHIK’s phone in which he appears to be in a video chat with an 

unidentified male.  Captured on his phone screen, provided below, is an article titled, “US 

Threatens Russian Neighbor.”  The article, dated April 25, 2023, discusses potential 

consequences for Kazakhstan in relation to helping Russia evade U.S. sanctions.  The screenshot 

is dated April 26, 2023. 

 
 

Probable Cause Regarding Additional Transshipments to Entity-Listed Russian Clients 

40. On August 23, 2024, Judge Youlee Yim You authorized a search warrant for 

iCloud accounts associated with KAUSHIK (Apple ID SANJAY2018K@ICLOUD.COM) and 

KALTENEGGER (Apple ID M.KALTENEGGER@YORACRAFT.COM).  During my review 

of information associated with these respective iCloud accounts, I observed additional evidence 

of a conspiracy between KAUSHIK, KALTENEGGER, and others to obtain U.S.-origin aviation 

goods for end-users in Russia, including transactions following KAUSHIK’s PSV in India.  For 

example, I observed in KAUSHIK’s iCloud account several contracts, payments, and other 

r 2 20. 2 1; M 

A senior Treasury official claims 
Kazakhstan is enabling "sanctions 
evasion" 
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documents associated with a Russian entity, AIRCOMPANY NORTH-WEST LLC, based in 

Saint Petersburg, Russia.   

41. AIRCOMPANY NORTH-WEST LLC was added to the U.S. Department of 

Commerce Entity List on December 7, 2023, pursuant to §744.11 of the EAR, because it was, 

according to information published in Federal Register Vol. 88, No. 234: “believed to have 

procured and transshipped U.S.-origin avionics equipment to Russia, including to governmental 

entities and military end users, both before and after Russia’s invasion of Ukraine on February 

24, 2022. . . . BIS imposes a license requirement for all items subject to the EAR and will review 

license applications under a presumption of denial.” 

42. Yet, I observed numerous documents showing that YORACRAFT and AREZO 

AVIATION had procured U.S.-origin aviation goods subject to the EAR for AIRCOMPANY 

NORTH-WEST LLC following the Entity Listing.  For example, I observed the following 

Purchase Order in KAUSHIK’s iCloud reflecting the purchase of part number 612C9500-007 for 

$291,000, described as a “PRSOV1,” for delivery to AIRCOMPANY NORTH-WEST LLC in 

Russia.  As described below, “PRSOV” is an aviation acronym for a “Pressure Regulating Shut-

Off Valve.”  The date of the purchase order, provide below, is March 27, 2024—after 

AIRCOMPANY NORTH-WEST LLC was added to the Entity List.  

/ / / 

/ / / 

/ / / 

/ / / 

/ / / 

/ / / 
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43. Searching the iCloud accounts for this part number, I found documents indicating 

that KALTENEGGER had procured the part from a U.S. company in New Jersey for $225,000 

on or about the same date, as provided below.  

 

Order rer. 2024~1030 IR0 
Shipping Regular 

Date 2.7.03.2024 

1 ncoterms DAP 

.Aircompany North-Wes1 LLC 

Konsti u sii Square 7. Buird A. o ffice 71 
196191 • Saint·P@t@rsburg 
Russian 

VAT Numb@r. 11010713.30 

s ip to Ai110omp,;i·ny North-Wert LC 

Purchase ,Qrder 

AOG 

AIREzo, AVIIATION SERVl(IES 

l<onstituts,ii Sq11ar@ 7, Bui d Offic@ 71 
96191 • Sai t-Pet@rsburg 

Russfan 

Refere e Description lotal w/OVAT 

Type P,urch-ase 

612C9SOO·OO 

AOG ireight 

PRSOV1 

d rges 

YO 
Yoracraft 
Wetdeoai.se 8. 
Slotz1ng 2443 A1istn8 

CR:AFT 

285000.00 

6000,00 

285 000.00 IUSO 

6000,00 USO 

Total w/o VAT 291 000,00 USD 

PURCHASE ORDER 
Date 

PO# 

27 Mar2024 

P0-15 

Onginal Da1e 21 Mar 26.l.:J 

BUl)'ef N.ime M\;uku:s Katlenegger 

BU)'llf Pl'looo 4 3 650 5053 29 5 

BuyM Emai p.i~@.yor~cra ,CQIII 

St,,tlPTO 

Yoraaa GmbH 
Ge()rv,;ller Wei:s5 Gmbl-l 
w.eoo strasse 26, Ramp 84185, Alrf5e-a 
Mana Lan.zeooofif 2326- Au&tri:a 

StllP !\U:littOO ACCU SHIIPPll\f•G TERMS P-OFrnoesr TER'-1S --------------------

Purchase Type: Oulrigh 

SUBTO Al S-225,000.00 
TO'lFAL 
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44. A packing list found in KALTENEGGER’s iCloud account shows that the 

component appears to have been sent to AREZO AVIATION in India in April 2024. 

 

45. Relatedly, I observed in KAUSHIK’s iCloud account Indian Customs documents 

dated April 2024, showing this same part number (612C9500-007), identified as a “Pressure 

Regulating Shut Off Valve,” also known as a PRSOV, sent from AREZO AVIATION 

SERVICES in India to AIR COMPANY NORTH-WEST LLC in Russia, as provided below.  

Based on my research, this is an accurate description of the item, which is in fact an aircraft 

PRSOV manufactured by a company based in Illinois.  While I have not received a BIS license 

determination for this item, because of its application in aircraft, as documented in the Indian 

Customs document, I believe it is subject to the EAR and accordingly, requires a license for re-

export to AIRCOMPANY NORTH-WEST LLC.  

YO RAC RAFT 
Yoracraft 
Weidegasse 8, 

Stotzing 2443 Austria 
Salesperson: Markus Kaltenegger 
Email: parts@yoracraft.com 

BILL TO 

Arezo Aviation Services 
S-456, Basement, opposite FORTIS HOSPITAL 
GREATER KAILASH II 
New Delhi 110048 India 
Terms: Payment in advance 

612C9500-007 PRSOV 
Order Type: Outright 

RP 

PACKING LIST 
Date 

SO# 

05 Apr 2024 

SO-13 

Customer PO # PO-079 

SHIP TO 

Arezo Aviation Services 
S-456, Basement, opposite FORTIS HOSPITAL 
GREATER KAILASH II 
New Delhi 110048 India 

EA $235,500.00 $235,500.00 

Subtotal $235,500.00 
Freight $0.00 
Tax Subtotal $0.00 
Total $235,500.00 
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46. Moreover, I observed in KAUSHIK’s iCloud account a spreadsheet detailing the 

status of his procurement for AIRCOMPANY NORTH-WEST LLC, which shows that the 

PRSOV with part number 612C9500-007, highlighted below, was one transaction of many 

following AIRCOMPANY NORTH-WEST LLC’s addition to the Entity List. 

 

• 
Port Code 

• 

SBDate 

INDIAN CUSTOMS EDI SYSTEM INDEL4 I 12-APR-24 

CENTRAL BOARD OF INDIRECT TAXE S AND CUSTOMS IEC/Br 2 I 0 
G STIN/TYPE 12C1Z5 GSN DEPARTMENT OF REVENUE - MINISTRY OF FINANCE 
CB CODE AAACA 1708JCH008 GOVERNMENT OF INDIA 
TYPE INV ITEM CONT 
Nos 1 I 1 I 0 

NEW CU STOM HOUSE IGI AIRPORT, NEW DELHI - 110037 PKG 1 IG.WT I KGS I 9 * 5 322130420240130 

PART - II - INVOICE DETAILS 

ct tti ~.S.Nol 2.INVOICE No. & Dt. I 3.P.O.No. & Dt . 4.LoC No. & Dt 15.Contract No.&Dq 6.AD code !7-INVTERM 

"' 1 E X-001124-25 08/0412024 I I 1!510005 F OB 
1.EXPORTER'S NAME & ADDRESS 2.BUYER'S NAME & ADDRESS 

~REZO AVIAT ION SERVICES ~IR COMPANY NORTH-WEST LLC 
z S-456 LOWER GROUND FLOOR ONSTITUTSII SQUARE 7 BUILD A. OFF 
0 '!EAR SIDE.GREATER KAILASH PART-II CE 71H SAINTPETERSBURG RUSSIA 196 .= "' uw 110048 91 

;;q~ 
z ,q 3.THIRD PARTY NAME & ADDRESS 4.BUYER AEO STATUS 
~c.. 

~ 
~ 

a:i -
.J 1.INVOICE VA LUE 2.FOB VALUE ~FREIGHTr .lNSURANCE ~DISCOUN ~.COMMISON .DEDUCT 8.P/C 9.EXCHANGE RA TE 
,q"' > ... 24982350 24982350 I 0 I 0 0 0 0 1 INR INR 1 - ~ U c INR 

~.ltemSNo I 2.HS CD 3.DESCRIPTION 4.QUANTITY 5.UQC 6.RATE 7.VALUE(F/C) 

1 I 84818090 RESSURE REGULATING SHUT OFF VALVE 612C9 1 NOS ,t,U ,tfl,t* 24982350 
00-007 /USED FOR CIVIL AVIATION AIRCRAF T\ 

IURCOMPANY NORTH-WEST LU 

SI. No PINo. Pl Date P/N Description Credit Amt. 

1 Pl-010 23.06.2023 051615-142-090 512 WPS MUL1 4776685 

2 PHJ10 23.06.2023 OK120/90 BEACON 0 

3 P/-036 06.09.2023 GT411-1700-9 PCUALIERON 9678500.00 

4 P/-036 06.09.2023 GLSll-3105-1 GCU GENERAT 14392000.00 

5 P/-044 21.09.2023 30089-006 DC Generator 38907800.00 

6 P/-044 21.09.2023 Forwarding 299950.00 

7 P/--045 21.09.2023 30089-006 DC Generator 19582450.00 

8 P/-052 18.10.2023 2704554-3 STARTER APU 7489405.00 

9 P/-052 18.10.2023 GT411-6001-9 PCU, MULTI FL 11319000.00 

Toto/ 106445790.00 

Adj usted parts 

SI. No Pl No. Pl Dote P/N Description Amount 

1 Pl-064 08.12.2023 30089-006 DC Generator 4727250.00 

2 Pl-073 19.01.2024 1288A0000-02 STEERING ACT 5439000 

3 Pl-077 09.02.2024 fan blade CUSTOM EOU. 729725.00 

4 Pl-081 16.02.2024 3205046-4 Valve 2489550.00 

I 6 Pl-090 19.03.2024 612C9500-007 PROVE (VALVI 24982350.ool 

7 Pl -014 19.07.2024 822-2332-410 DISPLAY AOAF 42503760 

8 Pl-015 19.07.2024 MP-000063-001 HYDRO LOCK 14170788 

9 Pl-016 29.07.2024 MP-000063-001 HYDRO LOCK 47236.00 

10 Pl-018 06.08.2024 FREIGHT FORWARDING CHAR GI 1290900.00 

Total 96380659.00 
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Conclusion 

47. Based on the foregoing, I respectfully submit that I have probable cause to 

believe, and I do believe, that Sanjay KAUSHIK is part of an illicit procurement network 

unlawfully obtaining export-controlled aviation goods and technology from the United States for 

entities in Russia, including sanctioned entities reportedly involved in providing aviation goods 

to the Russian Government or military.  I believe the evidence shows that KAUSHIK conspires 

with his Austria-based associate, Markus KALTENEGGER, and others to facilitate the purchase, 

shipping, and negotiation of aviation goods from the United States for re-export to Russian 

clients, splitting the profit from such illicit sales, in violation of the ECRA and smuggling 

statutes.  In summary I believe the above evidence shows that: 

• On or about September 6, 2023, KALTENEGGER purchased an export-
controlled AHRS from U.S. COMPANY 1 in Oregon, and on the same day, 
quoted the same item by part number to “Evgeniy,” later identified as Evgeniy 
BEZVERKHNIY, for delivery to “Moscow” for more than double the price. 
 

• Emails sent from BEZVERKHNIY to KALTENEGGER and KAUSHIK reflect 
contracts with PDS AVIA LLC in Moscow, Russia for U.S-origin aviation 
components. 
 

• Emails between KALTENEGGER and KAUSHIK show end-user documentation 
indicating that the AHRS purchased from U.S. COMPANY 1 in Oregon would be 
used for a helicopter in India, which KAUSHIK later stated to a U.S. Department 
of Commerce ECO that KALTENEGGER fabricated and that had signed on his 
behalf.  However, email evidence shows that KAUSHIK signed the false end-user 
information. 
 

• An email from KALTENEGGER to KAUSHIK in May 2023 discussed 
consolidating an aviation component purchased from a company in California 
with a shipment to Moscow, Russia. 
 

• An email sent from KAUSHIK to KALTENEGGER appears to show KAUSHIK 
pursuing aviation business in Russia despite warnings of “international 
restrictions.”   
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• Emails between KALTENEGGER and KAUSHIK show the shared profit 
between them and BEZVERKHNIY for aviation parts that appear to be destined 
for Russia, including the AHRS purchased from Oregon. 

 
• A spreadsheet detailing the AHRS transaction shows that funds had been received 

for the item from PDS AVIA, which evidence shows is based in Russia. 
 
• Financial information found in iCloud data associated with KAUSHIK and 

KALTENEGGER shows that KAUSHIK paid KALTENEGGER $126,185.32 
after receiving incoming financial credits from PDS AVIA, based in Russia. 

 
• KAUSHIK appears to continue to supply aviation goods and technology to 

AIRCOMPANY NORTH-WEST LLC, a Russia-based company added to the 
Department of Commerce Entity List for supplying aviation items to the Russian 
Government and military, even after he met with a Department of Commerce 
ECO in January 2024. 

 
48. Based on the above evidence, I respectfully request that the Court issue a criminal 

complaint and arrest warrant for Sanjay KAUSHIK for 18 U.S.C. § 554 (Smuggling) and 50 

U.S.C. § 4819.  On October 15, 2024, I learned from an HSI Special Agent that KAUSHIK has a 

reservation to travel to the United States, scheduled to arrive in Miami, Florida, on the morning 

of October 17, 2024. 

49. Prior to being submitted to the Court, this affidavit, the accompanying complaint 

and the arrest warrant were all reviewed by Assistant United States Attorney (AUSA) Greg 

Nyhus, and AUSA Nyhus advised me that in his opinion the affidavit and complaint are legally 

and factually sufficient to establish probable cause to support the issuance of the requested 

criminal complaint and arrest warrant.  

Request for Sealing 

50. It is respectfully requested that the Court issue an order sealing, until further order 

of the Court, all papers submitted in support of the requested criminal complaint and arrest 

warrant.  I believe that sealing these documents is necessary because the information is relevant 
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to an ongoing investigation, including into KALTENEGGER’s activities, and any disclosure of 

the information at this time may cause flight from prosecution, cause destruction of or tampering 

with evidence, or otherwise seriously jeopardize an investigation.  Premature disclosure of the 

affidavit, the criminal complaint, and the arrest warrant may adversely affect the integrity of the 

investigation. 

 By phone pursuant to Fed. R. Crim. P. 4.1 
 MATTHEW PETERSON 
 Special Agent, OEE 
 
 Sworn in accordance with the requirements of Fed. R. Crim. P. 4.1 by telephone at _____ 
 
on October 16, 2024. 
 
 
 ________________________________ 
 HONORABLE YOULEE YIM YOU 
 United States Magistrate Judge 

6:27 pm

~
 ~ l ~ ~ 
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MINUTE ORDER. Page 1 

Magistrate Judge Marty F. Elfenbein 
Atkins Building Courthouse - 5th Floor Date: 10/18/2024 Time: 1:30 p.m. 

-Defendant: Sanjay Kaushik • J#:_ 13911-506 Case#: 24-MJ-4212-ELFENBEI~ ,seAL~@~ 

. AUSA: · 5efln C.Y'OQ i (1 • . .··_ • Attorney: -. . .. 

• Violatio~RR\DIST. OF OREGON\COMPLAINT\SMUGGLING S r/Ar t D t . 10/17/2024 YOB 1967 
GOODS FROM THE u.s .. ,& EXPORTCONTROL REFORM ur res . a e. , : • ' 

Proceeding: Initial Appearance 

. Bond/PTO.Held: r Yes C No Recommended ·sand: 

CJA Appt: -_________ :____~_ 

---'-=--:-------'-----------

Bond Set at: Co-signed by: -• ------~---------- --------------,-____,. 

- [rf Surrender and/or do not obtain P.~ssports/travel .docs _ 

frj Report to PTS as directed/or x's a week/month by 
phone: ___ x'sa week/month in.person 

Random mine testing by Pretrial 

!Fl Services 
Treatment as deemed-necessary 

· h . ! Refrain from excessive use ofalcohol 

lrl Participate hmel'.)tal health assessme·nt & treatment 

ICI Maintain or seek full-time employment/education 

• IIJI No.contact with victims/~itnesses, except through counsel 

- lrl No firearms 

• . IOI Notto encumber property 

ICI May not visit transportation establishments 

Lar:iguage: Hindi 

Disposition: • 

lr.·I Home Confinement/Electronic Monitori_ng adndb/or "\.l. 
Curfew ---~pmto ___ am,pai y_____ ., \ 

: lrl Allowances: Medical needs, to.urt appearances; attorney visits, . l!,(l)..:..· :........1.--=--:.--1-_:_~~--'---=-=~=:......::..:...r\;i+~---1-

- • religious, employment . _ _ -

!f'I Travel extended to: _:___---'-----------------1 

([}Other: -
Time from today to ___ excluded 

from Speedy Trial Clock 

NEXT COURT APPEARANCE Date: Time: ,Judge: Place:. 

Report RE Cbunsel: ------'---~----~---'---~-------~-'---=-------,--~ 

PTO/Bond Hearing:----~----------------~-------'------
Prelim/Arraign or ~emoval: _____ _:_;_ ________________ __;_ __ --'---

Status Conference RE:. 
DAR. \3•.3/o: tQ ."--

1
--r4~:-5----'-q--,,-:___,1 q..-,-;'--l5-'-· -..-oq-::,'-.3-__ '2--'"-. ---,--i -T-im-e-in_C_ou,--rt-: ::-~,3_:----1-'1-=-_L-ffi.:.,_e_.-. .._._j.__r)S====-==== 

. ._ , • • s/_:_M_a_r__!{y'.__F:___._E_lf_e_n...:..be_1_n_· ___ ~-~----M_a_,,,g'-js_tr_a_te_Ju_d...::g,_e __ _ 
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT 017 FLORIDA

Case No: 24-M J-4212-ELFENBElN

Upited States of America
. 

pjaintiff,
V.

Charging District's Case No. 24-mj-226

Sanjay Kaushik,
Defendant.

. /

W AIVER OF RULE 5 & 6.1 REM OVAL/IDENTITY HEARINGS
. . ) '

I tmderstand that 1 have bçen charged in another district, the District of D regùn.

I have been informed of the charges and of my rights to:

(1) retàin colmsel or request the assignment of counsel if I am pnable to retaiq cotmsel;
(2) an identity hearing to determine whether I nm the person nn'med in the chargeb; .
3) pfoduction of the warrant, a certified copy of the warrant, 'or a reliable electronic copf of( 

.

either; '
(4) a preliminary hearing within 14 days of my first appearance if 1 nm in custbdy.and 21 days

otherwise - tmkss 1 nm indicted - to determine whether there is probable cause to believe
ttkat an offense has been comm'itted;

(5) a tzearing on any motion by the government for detention; .
(6) request transfer of the proceedings to this distdct tmder Fed. R. Crim. P. 20, to plead guilty.

I agree to waive my'rights to: (ch'eck those that àpplyl'

(-7 An identity heaiing and production of the wàrraùt.
r--l A prelimino  hearing.
I---I A detention hearing irf the Southern District of Flodda.

An identity hearing? production of the Farrant, and any preliminary or detention hearing.to

which I may be entitled to in this district. 1 request tiat those hearings be held in the

prosecuting district, at a time set by that cottrt.

1 consent.to. the issuance of an order requiring my appearance in the prosecuting dijtrict where the

charjes are pending against me. u k.ev
.& '

Date: . 10/18/2024
Defendant's Signature

N  , %

M arty 1?. fenbein
United States M agistrate Judge
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United States Distrist Court
Southerh District of Florida

Case No. 24-MJ-4212-ELFENBElN
. ' .

UNITED STATES OF AM ERICA,

Charging District's Case No. 24-1j-226

Sanjay Kaushik,
(USM?/ 13911-506)
' /

COM M ITM ENT TO ANOTHER DISTRICT

The defendant has beep ordered to appear in the District of Oregpn.

t .,u . . ., s- ,. j .y- waj4.;
Dcfendant for proceedings in this District.

appointed to represent

The defendant remains' in custody after the initial appearance in the Southern District of Florida.

IT IS ORDERED that the United States marshal must transport the defendgnt, together with a

copy of this order, to the charging district and deliver the defendant to the United States m arshal for that

distdct, or to anöther oftker authorized to receive the defendant. The marshal or offker in the charjing .

distdct should immediately notify th: United States attorney aùd the clerk of court for that district of the

defendant's arrival so that further proceedings may be promptly scheduled. The clerk pf this district mttst
. . 

'' .

promptly tranémit the papers and any bail tö thè chatging diptrict.

Ni AND ORDERRD at Minmi, Flprida on 10/18/2024.DO

t

M arty F. Elfenbein
United States Magistrate Judge ,
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