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UNITED STATES PATENT AND TRADEBfIARK OFFICE 

Corrunissioner for Patents 
United States Patent and Trademark Office 

P.0. BOX 1450 
Alexandria. VA 2231 3-1450 
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DO NOT USE IN PALM PRINTER 

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS) 
.................... ............... 

I DANIEL B. RAVICHER 
PUBLIC PATENT FOUNDATION 
1375 BROADWAY, SUITE 600 
NEW YORK, NY 10015 

MA1 LED 

JUN 3 0 2008 
CENTflAL REEXAMINATION UNIT 

EX PARTE REEXAMINATION COMMUNICATION TRANSMllTAL FORM 

REEXAMINATION CONTROL NO. 90/008,342. 

PATENT NO. 5894554. 

ART UNIT 3992. 

Enclosed is a copy of the latest communication from the'united States Patent and Trademark 
Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)). 

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a 
reply has passed, -no submission on behalf of the ex parte reexamination requester will be 
acknowledged or considered (37 CFR 1.550(g)). 
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1 -- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -- 

Control No. \ q o  e o 8 57 y 
901008*342 7 0  0 0 8  scpa 

Office Action in Ex Parte Reexamination 
MARY STEELMAN 

a(XI Responsive to the communication(s) filed on 13 Mav 2008 . b n  This action is made FINAL. 
c m  A statement under 37 CFR 1.530 has not been received from the patent owner. 

Patent Under Reexamination 
5894554 

Art Unit 
3992 

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter. 
Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parte reexamination 
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c). 
If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days 
will be considered timely. 

1 Part I THE FOLLOWING ~n-ACHMENT(S) ARE PART OF THIS ACTION: 

1. Notice of References Cited by Examiner, PTO-892. 3. Interview Summary, PTO-474. 1 2. Information Disclosure Statement, PTOlSBlO8. 4. • -. 

I Part II SUMMARY OF ACTION 

1 l a .  Claims are subject to reexamination. 

l b .  Claims are not subject to reexamination. 

2. Claims have been canceled in the present reexamination proceeding. 

3. Claims are patentable andlor confirmed. 

4. Claims 1-11 are rejected. 

5. Claims are objected to. 

6. The drawings, filed on are acceptable. 

7. The proposed drawing correction, filed on has been ( 7 a ) u  approved (7b)O disapproved. 

8. Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (9. 
a )O All b ) O  Some' c ) u  None of the certified copies have 

1 been received. 

I 2 0  not been received. 

1 3 0  been filed in Application No. . 

I 4 0  been filed in reexamination Control No. . 

5 0  been received by the International Bureau in PCT application No. . 

* See the attached detailed Office action for a list of the certified copies not received. 

9. Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal 
matters, prosecution as to the merits is closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 
11,453 O.G. 213. 

I cc: Requester (if third party requester) 
U.S. Patent and Trademark Office 

PTOL-466 (Rev. 08-06) Office Action in Ex Parte Reexamination Part of Paper No. 20080522 
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ApplicatiodControl Num 901008,342 901008,562 

Art Unit: 3992 
.L 

901008,574 

Page 2 

DETAILED ACTION 

I. Summary 

This Office Action addresses the claims for which reexamination has been requested and a 

substantial new question of patentability has been determined to exist, specifically, claims 1-1 1 

of U.S. 5,894,554 issued to Lowery et al. 

11. Notice Regarding Certain Reexamination Issues 

The patent owner is reminded of the continuing responsibility under 37 CFR 1.565(a), to apprise 

the Office of any litigation activity, or other prior or concurrent proceeding, involving Patent No. 

5,894,554 throughout the course of this reexamination proceeding. See MPEP $$2207,2282 I 
and 2286. 

Extensions of time under 37 CFR 1.136(a) will not be permitted in these proceedings because the 

provisions of 37 CFR 1.136 apply only to "a Patent Applicant" and not to parties in a 

reexamination proceeding. Add.itionally, 35 U.S.C; 305 requires that reexamination proceedings 

"will be conducted with special dispatch" (37 CFR 1.550(a)). Extension of time in exparte 

reexamination proceedings.are provided for in 37 CFR 1.550(c). 

In formation Disclosure Statement 
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Where patents, publications, and other such items of information are submitted by a party (patent 

owner or requester) in compliance with the requirements of the rules, the requisite degree of 

consideration to be given to such information will be normally limited by the degree to which the 

party filing the information citation has explained the content and relevance of the information. 

The initials of the examiner placed adjacent to the citations on the form PTO ISB 108A and 08B 

or its equivalent, without an indication to the contrary in the record, do not signify that the 

information has been considered by the examiner any further than to the extent noted above. 

Cited references lacking dates or not found in the file have been lined through. 

111. References Cited 

Rogers et al., USPN 5,701,451, file date Jun 7, 1995, issue date Dec 23, 1997 

A World Wide Web browser makes requests to web servers on a network which 

receive and fulfill requests as an agent of the browser client, organizing distributed 

sub-agents sub-agents as distributed integration solution (DIS) servers on an Intranet 

network supporting the web server which also has access agent servers accessible over 

the Internet. DIS servers execute selected capsule objects which perform 

programmable functions upon a received command from a web server control program 

agent for retrieving, from a database gateway coupled to a plurality of database 

resources upon a single request made from a Hypertext document, requested 
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information from multiple data bases located at different types of databases 

geographically dispersed, performing calculations, formatting, and other services prior 

to reporting to the web browser or to other locations, in a selected format, as in a 

display, fax, printer, and to customer installations or to TV video subscribers, with 

account tracking. (Abstract) 

Popp et al., USPN 6,249,291 B 1, file date Sep 22, 1995, issue date Jun 19, 2001 

Popp discloses a system and method that "provides the ability to develop and manage 

Internet transactions." (Col. 3, 11.34-36.) In particular, a Web client can issue a request 

for a Web page to a Web server and "[slome or all of [the] Web page can be generated 

dynamically using input ... retrieved from an external data source (e.g., database ...)." 

(See,. Abstract.) The Popp architecture is illustrated in Figure 2 of Popp (reproduced 

below). It comprises an HTTP server 206 (i.e., Web server), a CGIMessenger 210 and 

one or more applications 214 (i.e., page servers). (See generally, col. 6:32 - col. 7: 35.) 

Again, this architecture is substantially the same as the architecture described and 

claimed in the 554 patent; compare Figure 2 of Popp below to Figure 4 of the 544 

patent. 
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As described in Popp, a request from a Client Browser 202 (i.e., Web browser) is 

received by the Web server 206. If it is determined from the URL of the request that the 

request calls for the generation of dynamic content, the "HTTP server 206 initiates 

CGIMessenger 21 0." (Col. 7: 13 - 22.) That is, processing of the request by the HTTP 

server 206 is stopped, deflected or interrupted and the CGIMessenger 2 10 takes over. If 

the request identifies an application, such as application 2 14, "the CGIMessenger 2 10 

transmits the client request ... from HTTP Server 206 to application 214." (Col. 7:25- 

28.) Thus, the CGIMessenger 21 0 functions as a "dispatcher" to dispatch the request to 

the application identified in the URL of the request. (Col. 7:5-7) (the "common gateway 

interface program ... is used to route requests to applications."). Inherent in the 

i 

CGIMessenger 2 10 intercepting the request and forwarding it to application 2 14 (i.e., a 

m 

page server), the Web server 206 is released from processing that request and can 

process other requests. Indeed, "CGIMessenger 2 10 can execute on the HTTP server 
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206 or another server connected to HTTP server 206, for example." (Col. 6: 57-58) 

"Application 214 executes an interaction flow to satisfy the user request." Like the 

CGIMessenger 2 10, " [alpplication 2 14 can execute on the same or different server as 

c ~ l ~ e s s e n g e r  2 10 and/or HTTP Server 206." (Col. 7: 24-3 1 .) The application 2 14 

returns "a Web page (e.g., an HTML Web page) that is dynamically generated using 

complex queries (or other data retrieval mechanisms) to retrieve data and dynamically 

generate an HTML page using complex logic." (Col. 7: 44 - 58.) "Application 214 can 

access an external data source such as database 224. Database 224 can be resident on the 

same server as application 214 (Col. 7:3 1- 35.) In addition to the foregoing features, 

Popp also teaches that the system can be used to provide the notion of a "session" 

between a Web client and an application. Specifically, "[a] client's login password can 

be retained as state info'mation at the session level, for example." (Col. 13: 33-35.) 

"Thereafter, the client does not have to enter the password to access an application 

during that session." Col. 13, 11.35-37. Thus, Popp teaches that the processing of 

requests may include the step of logging into (using a password, for example) the data 

source that an application accesses. .Popp also teaches the use of HTML extension 

templates. The present invention provides an extension to HTML that is used on the 

HTTP server side. The HTML extension is filtered out before a Web page is sent to a .  

client browser. It is used to interpret an HTML template and to render an HTML 

document before is transmitted to the client browser." (Col. 15: 45-50.) Specifically, 

Popp "uses an extension to the standard HTML known as the.group extension. The 

group extension provides the ability to combine HTML elements or statements in a 
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single block." (Col. 15: 55-58.) "The group extension is identified by the <NSWTAG> 

and </NSWTAG> delimiters." (Col. 16: 31-32.) "[Tlhe group extension provides a link 

between an object that implements an HTML element and an object that implements a 

data item stored in a data source external to the WWW application." (Col. 15: 58 - 61 .) 

Installation and Planning Guide for Microsoft Internet Information Server, Version 1.0 

("Installation Guide") (published Aug 1995) supplemented with ODBC 'web Database Add-on 

.for Microsoft Internet Server Beta Release Notes ("ODBC Notes") (Sep 27, 1995) (Microsoft 

References) 

Both of the Microsoft References describe features of Microsoft Internet-Information 

Server (or simply "Microsoft Internet Server" or "Microsoft Web Server" or "MS 11s"). 

The Microsoft References disclose that "[wlith the Web Server and ODBC, [one] can. 

create Web pages with information contained in a database," thus enabling generation of 

dynamic Web pages. (ODBC Notes, p. 1 .) As shown in the following figure from the 

Installation Guide, Microsoft Internet Information Server with ODBC Add-on consists of 

multiple components: the Microsoft Internet Information Server with WWW Service; 

Httpodbc.dl1 (also called Database Connector), ODBC with SQL Server driver; SQL 

Server; and multiple databases. This architecture is virtually identical to the architecture 

for offloading generation of dynamic web pages disclosed and claimed in the '554 patent, 

Indeed, compare the figure below to Figure 4 of the 554 patent reproduced above. 
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As described in the Microsoft References, "Web browsers.., submit requests to the 

Internet server by using HyperText Transport Protocol (HTTP). The Internet Server 

responds: with a document formatted in HyperText Markup Language (HTML). Access 

to databases is accomplished through a component of the Internet Server called Internet 
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Database Connector, one of family of Internet Server Extensions. The Database 

Connector is a Dynamic-Link Library (DLL) file, Httpodbc.dl1, that uses ODBC to access 

databases. Httpodbc.dl1 uses two types of files to control how the database is accessed 

and how the output Web page is constructed. These files are Web Database Gateway 

(WDG) files and HTML extension (HTX) files. The WDG files contain the necessary 

information to connect to the desired ODBC data source and execute the SQL statement. 

A WDG file also contains the name and location of the HTX file. 

The HTX file is the template for the actual HTML document that will be returned to the 

Web Browser after the database information has been merged into it by Httpodbc.dl1. 

(ODBC Notes, p. 2.) "On the Internet Server, the entire process of using the Database 

Connector is performed in six steps ... Step 1" The URL is received by the Internet Server. 

The URL sent by the Web browser actually contains the name of the Database 

Connector, Httpodbc.dl1, and the name of the WDG file to be used." (ODBC Notes, p. 4.) 

"Step 2: The Internet Server loads Httpodbc.dl1 and provides it withthe remaining 

information in the URL... Step.3: Httpodbc.dl1 reads the WDG file ... Step 4: Httpodbc.dl1 

connects to the ODBC data source, and executes the SQL statement contained within the 

WDG file. The connection is made to the ODBC data source by Httpodbc.dl1, which in 

this example loads the ODBC driver for SQL server and connects to the server specified 

in the definition of the data source. Once the connection is made, the SQL Statement in 

the WDG file is sent to the SQL Sewer ODBC driver, which in turn sends it to SQL 

Server. Step 5: Httpodbc.dl1 fetches the data from the database, and'merges it into the 

HTX file. Step 6: Httpodbc.dl1 sends the merged document back to the Internet Server, 
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which returns it to the client." (ODBC Notes, pp. 3-8.) As applied to the claims of the 

'554 patent, Microsoft Internet Information Server with WWW Server is a Web Server. It 

examines an incoming request to determine whether the request was made for a. static or a 

dynamic page, and if the request is made for a dynamic page, it further determines which 

DLL file is specified (such as Httpodbc.dl1) and then interrupts its processing of the 

request. When "the Database Connector Httpodbc.dl1 is referenced in the URL," the Web 

Server will then act as a dispatcher to dispatch the request to the Database Connector 

Httpodbc.dl1, which handles generation'of dynamic Web pages. (ODBC Notes, p. 3) 

Installation Guide at pp. 21-22 discloses that Microsoft ~nternet Information Server is . 
capable of supporting multiple simultaneous connections. Typically, a single process (or 

thread) monitors TCP port 80 (the default port for Web requests) for requests. When a 

requests comes on port 80, the process that monitors the port necessarily has to spawn a 

different process. Otherwise, other requests that arrive to the Web Server on port 80 

would not be processed until that single process finishes processing the previous request, 

thus rendering simultaneous proces'sing of multiple connections impossible. Accordingly, 

to support multiple simultaneous connections releasing must necessarily occur. In Step 2 

quoted above, "The Internet Server loads Httpodbc.dl1 and provides it with the remaining 

information in the URL," thus accomplishing the step of routing said request from said 

Web server to a page server. In Step 3 quoted above, "The Connection is made to the 

ODBC data source by Httpodbc.dl1, which in this example loads the ODBC driver for 

SQL Server and connects to the server specified in the definition of the data source. Once ' . 

the connection is made, the SQL Statement in the WDG file is sent to the SQL Server 
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ODBC driver, which in turn sends it to SQL Server." SQL Server serves as a data source 

for the dynamically generated web page that Httpodbc.dl1 creates. On pp. 2 1-22, 

Installation Guide discloses that Microsoft Internet Information Server is capable of 

supporting simultaneous connections, thus it is capable of processing requests while 

ODBC driver for SQL server simultaneously processes other requests. In steps 4, 5, and 6 

quoted above, Httpodbc.dl1 retrieves data from one or more data sources and dynamically 

generates a Web page that includes the retrieved data. "After the SQL statement has been, 

executed, Httpodbc.dl1 reads the HTX file specified in Sample.wdg (Sample.htx) and 

replaces every placeholder with the actual data returned by the query." (ODBC Notes, pp. 

7-8.) While processing the request according to the six steps described above, Microsoft 

Internet Information Server with ODBC Add-on identifies a data source from which data 

is retrieved. Additionally, the Microsoft References disclose logging into data sources 

because a username is provided in a query. Microsoft Internet Information Server with 

ODBC maintains a connection cache to data sources. Specifically, Microsoft Internet 

Information Server enables logging of events into data sources. "Choose Log to 

SQLIODBC Database to log activity information to any O.DBC data source. Set the 

Datasource name, Table, and specify the username and password to use when logging to 

the database." (Installation Guide, p. 59.) Maintaining a connection cache is inherent 

because it is impracticable to open and close a connection to a data source for every log 

entry. Microsoft Internet Information Server with ODBC maintains a page cache: "By 

default, Httpodbc.dl1 caches the Web page sent to the client. If a subsequent request is 

identical, the cached page will be returned without ever accessing the database." (ODBC 
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Notes, p. 12.) The Microsoft References also disclose HTML extension templates for 

configuring Web pages. "The Sample.htx file is an HTML document that contains 

placeholders for data returned from the database." (ODBC Notes, p. 7.) Data retrieved 

from data sources is inserted into those templates. "After the SQL statement has been 

executed, Httpodbc.dl1 reads the HTX file specified in Sample.wdg (Sample.htx) and 

replaces every placeholder with the actual data returned by the query." (ODBC Notes, p. 

Oracle@ Web Server User's Guide, Release 1.0 (1 995) and Katrina Montinola, "The Oracle 

WebServer: A Technical Discussion," September 25, 1995 (collectively "the Oracle references") 

Both of the Oracle References describe Release 1.0 of Oracle's Web Server product. "The 

Oracle WebServer is an HTTP server with a tightly integrated Oracle 7 server that 

enables the creation of dynamic HTML documents from data stored in an Oracle 

database." (User's Guide, p. 1-2); see also, Montinola article, p. 2 ("the Oracle WebServer 

... facilitates the creation of dynamic HTML documents ..."). As shown in the following 

figure from the User's Guide, the Oracle WebServer product consists of multiple 

components that closely correspond to the components of the partitioned architecture 

described and claimed in the 554 patent: the Oracle Web Listener, the Oracle Web Agent 

and the Oracle 7 Server. (User's Guide, p. 1-2; Montinola article, p. 1 .) Indeed, a 

comparison of the figure below to Figure 4 of the 554 patent reproduced above reveals 

the similarities. 
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"The Oracle Web Listener is a commercial quality HTTP server that services document 

requests from any Web browser .... When the Oracle Web Listener receives a request 

from a client, it first determines whether that request is for a static document or a 

dynamic document." (User's Guide, p. 1-3; Montinola article, p. 3.) If the request is for a 

dynamic document, the Web Listener stops processing the request and invokes the Oracle 

Web Agent to process the request. Id. Thus, a request for a dynamic page is "intercepted" 

at the Web Listener and passed to the Web Agent. With reference to Fig. 4 of the 554 

.patent reproduced above, the Web Listener of the Oracle system'corresponds to the Web 

serverlinterceptor blocks of the claimed system. "The Oracle Web Agent is a CGI 

program that ... logs into the [Oracle 7 Server] database and executes stored PLISQL 

procedures that have been specified as part of the URL [of the received request]." (User's 

Guide, p. 5-2; Montinola article, p. 3.) "A PLISQL procedure extracts data from the 

Oracle 7 database and generates an HTML document .... " (User's Guide; p. 5-1; 

Montinola article, p. 4.) "The HTML output generated by a PLISQL procedure is sent 

from the Oracle 7 Server to the Oracle Web Agent." Id. "The output is then passed on to 
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the Oracle Web Listener." Id. "The Web Listener sends the generated HTML document 

back to the Web client." Id. Thus, in the context of the 554 patent the Web Agent serves 

as a "dispatcher" to dispatch a request for a dynamic Web page to the Oracle 7 Server 

which, in turn, functions as a "page server." "For maximum performance the Web 

Listener is designed to run as an asynchronous engine ... providing high performance 

under a heavy load." (User's Guide, p. 3-2.) Indeed, as mentioned above, when the Web 

Listener receives a request for a dynamic Web page, it "spawns the Web Agent." (User's 

Guide, p. 5-4; Montinola article, pp. 3-4.) Inherent in the "asynchronous" Web Listener 
- 

"spawning" the Web Agent, the Web Listener is released or freed to process other 

incoming requests. To facilitate identification of the particular data source from which to 

retrieve data from the Oracle 7 database, the Web Agent may pass a QUERY-STRING 

environment variable to a PLISQL procedure. (user's ~ u i d e ,  p. 5-4.) Specifically, "[ilf 

the PLISQL procedure requires parameters, these would have been passed to the Web 

Agent through the QUERY-STRING environment variable." Id. "The Web Agent would 

then pass these on to the PLISQL procedure." Id. For example, part of a query such as 

"person=Gretzky" may be passed to a PLISQL procedure using the QUERY-STRING 

environment variable. (User's Guide, p. 5-9.) The PLISQL procedure will then use the 

parameter at least in part to identify the data to retrieve. 

The Web Agent must "log on" to the Oracle 7 Server in order to interact with it. (User's 

Guide, p. 5-4.) In order to log on, "the Web Agent requires certain information, such as 

which server to connect to and what usernarne and password to use." Id. Specifically, the 
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Web Agent "[elxtracts the database service name embedded in the URL [of the received 

request] and logs on to the database using the userid/password defined by the service." 

(Montinola article, p. 4.) The Oracle Webserver also employs page caching to improve 

performance. Specifically, "[tlhe Oracle Web Listener allows a configurable set of 

commonly accessed files to be cached in memory. This provides very good performance 

when these files are accessed by a client." (User's Guide, p. 3-2.) The Oracle WebServer 

also provides custom HTML extension templates to facilitate dynamic Web page 

creation. Indeed, "one of the main goals of the Oracle Web Agent is to eliminate the 

PLISQL programmer's need to be intimately familiar with' world Wide Web Technology. 

To this end, the Oracle Webserver includes a Developer's Toolkit made up of several 

PLISQL packages that minimize a programmer's need to know HTML syntax .... [B]y 

using the Toolkit he or she will not need to hard'code the exact syntax of HTML tags into 

PLISQL procedures [i.e., the procedures that extract data from the database and insert the 

data into an HTML document]." (User's Guide, p. 6-1); (see also Montinola article, p. 3) 

(the "WebServer Developer's Toolkit ... ease[s] the generation of HTML tags from within 

the user's PLISQL code"). In greater detail, "[tlhe Oracle WebServer Developer's Toolkit 

includes ... Hypertext Procedures (HTP)." (User's Guide, p. 6-1 .) "A hypertext procedure 

generates a line in an HTML document that contains the HTML tag that corresponds to 

its name. For instance, the htp.anchor procedure generates an anchor tag." Id. A Web 

developer uses these Hypertext Procedures in the PLISQL code of a procedure designed 

to generate a dynamic Web page. There are a variety of Hypertext Procedures provided 

with the too1kit;including "Body Tags" that "are used in the main text of your HTML 
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page," "List Tags" that allow you to display information in lists, "Form Tags" that "are 

used to create and manipulate an HTML form," and "Table Tags" that "allow the user to 

insert tables and manipulate the size and columns of the table in a document." (User's 

Guide, pp. 6-1 to 6-3 1; also see, Montinola article, p. 3.) When a PLISQL procedure 

retrieves data from the Oracle 7 database, it inserts the data into the Web page in 

accordance with the "template" defined by one or more of the Hypertext Procedures 

provided with the toolkit. For example, the "htp.tableOpen" and "htp.tableClose" 

Hypertext Procedures are used to insert retrieved data into an HTML. table within a 

dynamic Web page. (User's Guide, pp. 6-29 to 6-30.) The above Hypertext Procedures 

constitute HTML extension templates that a Web developer can use to facilitate 

configuration of a dynamic Web page. In addition to the Hypertext Procedures provided 

as part of the toolkit, "[tlhe design of the hypertext procedure ... package[] allows you to 

use customized extensions. Therefore, as the HTML standard changes, you can add new 

functionality similar to the hypertext procedure ... package[] to reflect those changes." 

(User's Guide, p. 6-37.) 

John Gaffney, "Illustra's Web DataBlade Module, An Illustra Technical Paper," SIGMOD 

Record, Vol. 25, No. 1, March 1996 ("Illustra") 

The Illustra reference discloses "a comprehensive toolset for creating Web-enabled 

database applications that dynamically retrieve and update Illustra database content." 
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(Illustra, p. 105.) The basic components and operation of Illustra's Web architecture is 

illustrated in Figure 2, reproduced below. 

Illustra's architecture has three tiers of which the Web Browser represents the first tier, 

which corresponds to the client of the 554 patent; the Web Server is the second tier, 

which corresponds directly to the Web server of the 554 patent; and Illustra Server 

represents the third tier, corresponding to the page server of the 554 patent. In the Illustra 

architecture the Web Server offloads the processor-intensive creation of dynamic Web 

pages to the Illustra Server. The handling of a request for a dynamically generated Web 

page in the Illustra architecture is as follows. " 1. The Web browser queries the Web 

server with a form submission request or other query." (Id., p. 110.) The Web Server 

receives the request from the Web browser. "2. The Web server launches the client 

database application," such as Webdriver. (Id.) The Web Server must examine the request 
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to determine that launching of the Webdriver is required. Therefore the Web Server 

inherently intercepts the request. As shown in the figure above, after the'webdriver has 

been launched, the request is routed to it. Additionally, after routing the request to the 

webdriver, the Web Server is no longer occupied with the processing of the request and 

it is therefore released from its processing. "3. Based on a defined set of parameters, the 

driver connects to the specified database as a specified user, and then selects a specified 

Application page ..." (Id.) Not only the Webdriver identifies the database, but it also 

connects to it as a specified user, which requires logging in. "4. WebExplode parses the 

extracted pages, executes the embedded queries, and then formats the results. This is 

accomplished within the database server." (Id. p. 1 10.) The Application page is a 

template. It is stored in the database and is populated with data retrieved from database. 

(See Id., p. 108.) The embedded queries are SQL statemen'ts, which when executed 

retrieve data from the databases. As discussed above, WebExplode inserts the 

dynamically retrieved data into the Application Page. " 5 .  Based on the results of 
. . 

WebExplode, an Application page is placed in the database server memory space and 

returned to Webdriver ..." "6. Webdriver ... renders the Application Page through the Web 

server to the client browser program." The Illustra references also disclose that "the 

requests to the database are all managed and processed through these already-established 

connections."(id., p. 109.) Therefore, a connection cache is maintained. 

Carl Lagoze, Erin Shaw, James R. Davis and Dean B. Krafft, "Dienst: Implementation Reference 

Manual," pp. 1-69 (May 5, 1995) ("Lagoze" andor "Dienst") 
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Dienst discloses a protocol and server that provides distributed document libraries over 

the World Wide Web. 

The Dienst Manual describes a system and method for managing requests from a WWW 

client via a WWW server for documents ("Web pages") stored on a page server (Dienst 

Server) or other data source such as a remote server. See generally Abstract, pages 6-1 1. 

The overall configuration is shown in Figure 2, at page 10. 

Lagoze 1 Dienst iacludes a system and method for managing requests for documents 

("Web Pages") stored on page server (Dienst server) or other server from WWW clients. 

The requester indicates that Dienst discloses the requests from the client being 

intercepted at the server by a CGI (Common Gateway Interface) stub as shown via figure 

2 on page 10 of Dienst. The CGI stub dispatches the requests to a page server (Dienst 

server) which retrieves the requested dynamic content for delivery to the requesting client 

and which allows the WWW server to handle other incoming requests. 

Alexander Clausnitzer, Pave1 Vogel and Stephan Wiesener, "A WWW Interface to the 

OMNISIMyriad Literature Retrieval Engine" (1 995) ("Clausnitzer") 

Clausnitzer describes a World-Wide-Web (Web) interface to a multimedia information 

search and retrieval system called "OMNISIMyriad." The system is clientlserver-based 
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and enab1es.a user with a Web browser to search and retrieve documents and information 

about those documents from a database. As shown in Figure 5 of the reference 

(reproduced belowj, one embodiment of the system architecture includes an HTTP server 

(i.e., Web server) that receives HTTP requests containing OMNISIMyriad search 

requests from a user's Web client (i.e., Web browser), a CGI "Gateway Program," and 

one or more OMNIS servers, each'connected to a respective database of documents. ($ 

3.2.) "The CGI program passes the WWW client's requests to one of the OMNIS servers 

which translate them into OMNIS queries for the database. The query results are sent 

back to the CGI program which transforms it into a www client readable format," i.e., a 

Web page, (Id.) Because each search request may be different and will produce different 

search results, each such request from a Web client constitutes a dynamic Web page 

generation request to the Web server. 

Again, the architecture of the system described and illustrated in the Clausnitzer 

reference is virtually identical to the partitioned architecture disclosed and claimed in the 

554 patent, as a comparison of the figure above to Figure 4 of the 554 patent once again 
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demonstrates. As described in the Clausnitzer reference, when the Web server recognizes 

from the URL in an HTTP request received from the Web client that the request is an 

OMNIS query (i.e., a dynamic Web page generation request), the Web server interrupts 

its processing of the request and passes the request to the CGI Gateway Program. (See 

53.3 and description accompanying Figure 6.) Thus, the request is intercepted. The CGI 

program serves as a dispatcher, dispatching the request to one or more OMNIS servers. (5 

3.2 and Figure 5.) 

Inherent in the CGI program accepting the request and forwarding it to an OMNIS server, 

the Web server process is released from processing that request and can process other 

requests. Indeed, Clausnitzer notes,that "[wlith fast following HTTP requests the CGI 

program can be started several times by the HTTP server to run parallel," thus confirming 

that the HTTP server continues to process other requests after starting the CGI program 

for a prior request. (5 3.3.) "Each OMNIS server has a permanent connection to a single 

database," which serves as the "data source" from which the OMNIS server dynamically 

retrieves query results. (5 3.2.) The OMNIS server to which a particular request is 

dispatched will process the query and return the results. The OMNIS sewer thus 

constitutes a "page server." "The query results are sent back to the CGI program which 

transforms it into a WWW client readable format," i.e., a Web page, which is then 

transmitted back to the client. (5 3.2.) Because "[elach OMNIS server has a permanent 

connection to a single database," the connection that a given OMNIS server has to its 

data source is necessarily, maintained or cached. Also, OMNIS servers do require login 

and logout (see, 5 3.2). Thus processing an OMNIS query necessarily requires at least 
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one initial login to the OMNIS server that processes the request. In addition to the 

foregoing features, Clausnitzer also teaches the use of custom HTML extension 

templates: A major point in the realization of the OMNIS-HTTP gateway was to make it 

easy to customize the pages and forms for different types of OMNIS databases. Since 

many databases should be available via WWW the gateway application has to provide 

easy methods for the administrator to add and change database parameters. For these 

purposes a special Mask Definition Language was developed. The masks consist of the 

fixed HTML fragments [i.e., custom HTML extension templates] which are filled by the 

gateway.application and returned to the client as request results." ($ 3.3.) 

Christian Derler, "The World-Wide Web Gateway to Hyper-G: Using a Connectionless Protocol 

to Access Session-Oriented Services," Institut fur Informationsverarbeitung und 

Computergestutzte neue Medien, pp. 1 - 104 (March 1995) ("Derler") 

The Derler Thesis describes a system and method for managing requests from a WWW 

(World Wide Web) client via a WWW server (WWW Gateway) for documents or other 

information stored on a page server (Hyper-G Server) or other data source such as a 

document cache or remote server. See generally Abstract, Introduction at' pages 1-2, and 

chapter 4 describing the WWW Gateway, particularly at pp. 48-55. The WWW Gateway 

includes software features described at pages 48-55, including Master, Passing, Slave, 

and Child processes, which intercept HTTP requests from the WWW client at the WWW 

Gateway, and dispatch such requests to the page server (Slave Processes and Hyper-G 

,Server), while the WWW Gateway processes other requests 
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Bowman et al., "Harvest: A Scalable, Customizable Discovery and Access System" (March 12, 

1995) ("Harvest") 

Specifically, Harvest teaches "a system that provides an integrated set of customizable 

tools for gathering information from diverse repositories, building topic-specific content 

indexes, flexibly searching the indexes, widely replicating them, and caching objects as 

they are retrieved across the Internet. The system interoperates with WWW clients and 

with HTTP, FTP, Gopher, and NetNews information resources." (Harvest, p. 1 .) Of 

particular relevance to claim 4 of the 554 patent, Harvest teaches the use of a connection 

cache. For example, Harvest explains that "[blecause [remote data retrieval] poses so 
I 

much more load on provider-site servers, we implemented a connection caching 

mechanism, which attempts to keep connections open across individual object retrievals." ' 

(Id, at p. 10.) Harvest also teaches a'page cache as found in claim 6 of the 554 patent. 

Specifically, Harvest explains that "[iln addition to caching Gopher, HTTP, FTP, and 

NetNews objects, we maintain a cache of recent DNS name-to-address mappings to 

optimize common-case cache behavior." (Id, at p. 19.) 

Antchev et al., "AWWW Learning Environment for ~a theka t i c s "  (December 12, 
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Antchev teaches a system for providing mathematic learning experiences over the 

Internet. (Antchev, p. 1 .) To facilitate this, an "HTTP-server spawns [a] handler which is 

referred to by the URL of an incoming information request. The handler being invoked 

should return the appropriate HTML or other type of document or it should generate such 

a document on the fly." (Id. at p. 4.) Antchev, like Harvest, also teaches the use of a 

connection cache. For example, Antchev explains that because for "most of the exercises 

there might be several requests which form a session," a context tree data structure is 

used to store state information across an entire user session. Thus, Antchev maintains a 

''connection cache" across the session. 

Ashley Beitz, Renato Iannella, Andreas Vogel, Zhonghua Yang, "Integrating WWW and 

MiddlewareM(May 2, 1995) ("Beitz") 

Specifically, Beitz teaches an "architecture which enables WWW clients to access and 

invoke middleware services. In the architecture, the clients interact with the WWW, 

which in turn interacts with a range of middleware systems which provides access to the 

distributed system services." (Beitz, p. 2.) The Beitz reference is particularly relevant for 

its teaching of "logging into" a,data source, as recited in claim 5 of the 554 patent. For 

example, Beitz teaches "filling in the necessary parameters to invoke [a] selected RPC 

operation." (Id. at p. 5.) 

Ari Luotonen, and Kevin Altis, " World-Wide Web Proxies" (April 1994) ("Luotonen") 
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Specifically, Luotonen teaches a proxy server that "waits for a request from inside the 

firewall, forwards the request to [a] remote server outside the firewall, reads the response 

and then sends it back to [a] client." (Luotonen, p. 1 .) Of particular relevance to claim 6 

of the 554 patent is Luotonen's teaching of the use of a page cache. For example, 

Luotonen explains that "[a] brand new feature is [page] caching performed by the proxy, 

resulting in shorter response times after the first document fetch." (Id.) 

Richard Knudson, "Application Development with Microsoft's Internet Information Server" 

(February 2, 1996) ("Knudson") 

The Knudson reference describes Microsoft's "Internet Information Server" product that 

allows for the generation of dynamic Web pages. Knudson, p. 1. The is 

particularly relevant because it teaches the use of "custom HTML extension templates" as 

recited in claims 7 and 8 of the 554 patent. Specifically, pages 3-4 of Knudson show 

examples of custom HTML extension templates into which data retrieved by the Internet 

Information Server is inserted when generating a dynamic Web page. 

IV. Background and Overview 

USPN 5,894,554 Lowery et al. 
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The '554 Patent issued on April 13, 1999. The patent generally relates to handling Web page 

requests, managing Web sites, and dynamic Web page generation. (Abstract & Col. 2: 15-23). 

The patent distinguishes some Web pages as having a static nature that remains static until 

manually modified and other Web pages as being dynamic Web pages which contain content that 

is generated dynamically by retrieving the necessary requested data and generating the requested 

Web page dynamically. (Col. 1 :38-55). 

The patent is said to address a problem of managing numerous Web pages and Web page 

requests of Web clients at a web site (Col. 2:2-12). With reference to Figure 4, reproduced 

below, the method is performed in a system including a Web server 201, separate page servers 

404, and data sources 406,408 and 41 0. The patent includes routing a Web request from the 

Web server to a Page server. Such routing is described as being performed by the dispatcher 402 

(Col. 5 line 60 - col. 6 line 11). The routing frees the Web server to handle subsequent incoming 

requests. The Page server may then process the request, and the Web server is released to 

process other requests (Col. 2:20-35; Col. 4 5 4  - Col. 6:32). In this manner,'dynarnic Web pages 

may be generated by the Page servers. 
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' FIG. 4 &. CACHE . 

A review of the prosecution history reveals that Examiner initially rejected claims (CTNF 

0710311 997) based on USPN 5,532,838 to Barbari and "Beyond the Web: Excavating the Real 

World Via Mosaic" by Goldberg et al; Subsequent arguments persuaded Examiner to apply new 

art. A second non final office action applied USPN 5,404,527 to Irwin et al., to reject claim 

limitations. Arguments overcame claim rejections. 

An Interview (I 212911 998) resulted in claim amendments that cancelled original dependent claim 

2, independent claims 13 and 14, and dependent claim 15. Original claim 2 limitations were 

rolled up into remaining independent claims. Resulting independent claims (final claim 
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numbering: claim 1 -method claim, claim 9 - system claim, and claim 1-1 - machine readable 

medium version) recite similar limitations including: 

. . .routing said request.. .wherein said routing step further includes the steps of intercepting said 

request.. .routing said request from said ~ k b  server1 second computer to a dispatcher, and 

dispatching said request to said page server.. . 

The examiner did not indicate reasons for allowance during prosecution . of . the application which 

became the 5,894,554 patent to Lowery. It appears that the combination of limitations, as a 

whole, was not found in the prior art of record. 

At the time of the Interview (1212911998) new related patent prior art was presented on a Fonn 

892, citing USPN 5,761,673 to Bookman et al. and USPN 5,75 1,956 to Kirsch. 
I 

Bookman discloses a method and apparatus for generating dynamic Web pages. Specifically, the 

present invention claims a method and apparatus for generating dynamic Web pages on a Web 

server by invoking and executing predefined procedural packages stored in a database. The 

claimed invention receives an object request on the Web server and activates a Web agent on the 

Web server based on the object request. The Web agent invokes and executes the predefined 

procedural package to retrieve data from a data repository, and then formats the retrieved data as 

HTML output. (Abstract) . 
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While Bookman appears to be relevant prior art, Bookman fails to fairly disclose "routing said 

request from said Web server to a page server", thereby freeing up the Web server to receive 

subsequent requests. 

Kirsch discloses a Web server computer system which provides for server based controlled 

management over a client reference to a resource locator independently selected by a client 

computer system and referencing a server external Web server. The Web server system provides 

a client system with a predetermined URL reference to the Web server system encoded with 

predetermined redirection and accounting data including a reference to a second server system. 

On receipt by the first Web server system of the predetermined URL reference from the client 

system, the predetermined redirection and accounting data is decoded fiom the predetermined 

URL and processed by the Web server system to provide the client system with a redirection 

message including the reference to the second server system. The accounting data is processed 

by the Web server system and resulting data is selectively stored by the Web server system. 

(Abstract) Kirsch discloses a Web server that receives a client reference (request), tracks 

(accounting data) the client activity, and provides the client with a redirection message (col. 5: 

37), "thereby minimizing the CPU and disk intensive load on the Web server computer system 

and the resulting latency (col. 5: 50-5 1) (i.e. client system is used to redirect to second server 

system)." 

In contrast, the Lowry patent, '554, passes the client request fiom the Web server through a 

dispatcher, to a page server (second server) to minimize the CPU and disk intensive load on the 
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Web server. While Kirsch appears to be relevant prior art, Kirsch fails to fairly disclose a Web 

server that routes said request through a dispatcher, to a page server. 

Both '554 and '956 patents attempt to reduce the workload of the Web server, but do it in 

different ways. 

V. Claim Rejections - Relevant Statutes and Detailed Analysis 

35 USC 8 102 

.The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the applicant for a patent 

Claims 1-11 are rejected under 35 U.S.C. 102(a) as being anticipated by Derler. 

Claim 1. 

[a] A computer-implemented method for managing a dynamic Web page generation request to a 

Web server, said computer-implemented method comprising the steps of: 

The Derler Thesis discloses a computer-implemented method for managing dynamic Web page 

generation requests from a WWW client sent to a Web server (WWW Gateway). Introduction, 

pp. 1-2; $ 3.3.4 at p. 37, $ 4.1 at pp. 43-44; $ 4.7.2 at pp. 94-96; Figs. 4.16-4.17 at p. 95. The 

WWW Gateway manages dynamic Web page generation requests from remote WWW clients 
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and thus constitutes a Web server. Operation of the WWW Gateway is a computer-implemented 

method, see generally Chapter 4.2 2. Derler's WWW clients use Web browsers to access 

information from the Hyper-G servers, therefore the Derler system is handling dynamic "Web 

page" generation requests. See Derler at p. 4 ("WWW clients, often called 'WWW browsers"'); p. 

48; pp. 67-68 (explaining user interaction with Hyper-G systems with "WWW clients like 

Mosaic or Netscape", both of which are Web browsers). 

[bl] routing said request from said Web server to a page server, 

Derler: Web page requests are directed from the WWW Gateway (the "Web server") to the 

Hyper-G Server ("page server"). $ 4.2.2 at pp. 48-49, $ 4.2.3 at p. 50, 52, $ 4.7.2 at p. 95, Fig. 

4.17. 

As described in Section 4.2.3, and accompanying Figures 4.1 - 4.7, a request from a client is 

initially received by a "Master Process" within the Web server. When the request is received, the 

Master Process "forks" generating a child process to process the request. "The master can close 

its connection to the client immediately after forking and is then ready to accept the next 

connection." If this is the first request from the Web client, the child process becomes a "Slave 

Process" (route directly to Slave Process I Page Server) which opens a connection to, and starts a 

session with, the Hyper-G server on behalf of the Web client. The Slave Process then sends a 

standard "entry page" back to the Web client, enabling the user to begin searching the Hyper-G 

server database. Subsequent search requests from the Web client are then received by the Master 

Process, which again forks to create a child process and to release the Master Process to process 
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other requests. For these subsequent requests, the child process becomes a "Passing Process" 

(route request from Web Server to Passing Process) that looks for the previously created Slave 

Process (page server) that holds the open connection to the Hyper-G server and then passes 

(dispatches) the client request to that Slave Process. The Slave Process will then transform the 

request into a Hyper-G request and send it to the Hyper-.G server. The Hyper-G Server's response 

is transmitted back to the Slave Process. The Slave Process then transforms the response, as 

needed, and passes a Web page containing the results back to the Passing Process which relays it 

the Web client. In that respect, the Slave Process functions as a "page server," and the Hyper-G 

server functions as a data source. Thus, the system routes a client request from the Master 

Process of the Web server to a Slave Process that serves as a "page server" for handling the 

request. 

[b2] said page server receiving said request and 

As described in Derler, when the Master Process "forks" to pass a client request to a Slave or 

Passing Process, "the master can close its connection to the client immediately after forking and 

is then ready to accept the next connection." 5 4.2.3. Derler: The client request is received by 

the slave process (page server) for processing. (See Id.) . . 

[b3] releasing said Web server to process other requests, 

Case 1:06-cv-00414-SLR     Document 294-2      Filed 08/28/2008     Page 35 of 78



ApplicatiodControl Number: 901008,342 901008,562 Page 33 

Art Unit: 3992 901008,574 
, 

Derler's WWW Gateway uses parallel processing of Web page requests wherein the WWW 

Gateway is released from one request to process other requests. See § 4.2.2 at pp. 48-49; $ 4.2.3 

at p. 49 (Master process of WWW Gateway), Figs. 4.1,4.2,4.3,4.4 and 4.5 (pp. 52-55) 

illustrating process of releasing WWW Gateway to process other requests in parallel. Derler 

expressly recognizes that to avoid problems with throughput, "the process which accepts 

connections from the "outside" [i.e., from a Web. client] is not burdened with the actual 

processing of the request, but instead is allowed to accept further requests while others are still 

being processed." (9 4.2.2 -"Parallel Processing of Requests". ) 

[b4] wherein said routing step further includes the steps of intercepting said request at said Web 

server, 

Derler: tj 4.2.2 at pp. 48-49; fj 4.2.3 at pp. 49-50; Figs. 4.16-4.17 and accompanying disclosure at 

pp. 94- 95; function of Master Process executing on WWW Gateway is to intercept Web page 

requests. Forked process is intercepted by a passing Process. 

[b5] routing said request from said Web server to a dispatcher, and 

Derler: The Web Server routes the request to the Passing Process which in turn dispatches the . 

request to the Slave Process (Page Server) that holds a connection to the Hyper-G server. 

Passing Process identifies appropriate connection. fj 4.2.2 at p. 48; $ 4.2.3 at p. 50, Figs. 4.16- 

4.17 and accompanying disclosure at pp. 94-95 (depicting GET request path, including WWW 
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Gateway server to Hyper-G server); Web Server (Master) routes request to dispatcher (Passing 

Process is dispatcherldispatches to identified Slave Process I Page Server), which looks for 

session keys .to determine where to handle Web page request; 

The Passing Process then dispatches the request to the Slave Process @age server) that holds an 

open connection to the Hyper-G server for requests from that particular client. As shown in 

Figures 4.1 - 4.7, there may be many Slave Processes, and the Passing Process (dispatching the 

request to an identified slave process) must identify the appropriate one. The Passing Process 

thus functions to dispatch the request to the appropriate Slave Process. 

[b6] dispatching said request to said page sewer; 

Derler: Id.; The Passing Process then dispatches the request to the Slave Process (page server) 

that holds an open connection to the Hyper-G server for requests from that particular client. As 

shown in Figures 4.1- 4.7, there may be many Slave .Processes, and the Passing Process 

(dispatching the request to an identified slave process) must identify the appropriate one. The 

Passing Process thus functions to dispatch the request to the appropriate Slave Process. 

Figure 4.1, page server is Slave process which opens a connection to Hyper-G server (data 

source) and sends Hyper-G request to Hyper-G server. See Fig. 4.5 - 4.6, Slave A and Slave B 

process the request (page severs). 
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The Hyper-G server as stated in tj 3.5 of ~erler 'may perform a further requesting from a remote 

page server. The reference discloses a Hyper-G page server obtaining information from remote 

servers; the Hyper-G server fetches the information [from a remote server] and delivers it to the 

client, via a Slave Process (9 4.4.2) 

[c] processing said request, said processing being performed by said page server while said Web 

server concurrently processes said other requests; and 

Derler: fj 4.2.2 at pp. 48-49; $ 4.2.3 at p. 49; pp. 52-54, processing of request by Hyper-G server; 

Figs. 4.3,4.4,4.5, such processing occurs concurrently with the WWW Gateway processing 

other requests. See also $ 4.2.3 at p. 50 ("When it [a slave process on the WWW Gateway] has 

accepted a connection initiated by the passing process, it reads the request, processes it (usually 

by transforming it into a Hyper-G request for the server, receives the response from the Hyper-G 

server, transforms the response again if necessary, sends it to the passing service, closes the 

connection to the passing process.") Necessarily, since the client receives a response from the 

Hyper-G server, the Hyper-G server has processed the request. The slave process connects to 

Hyper-G server page server for processing of the request. See $4.4.2, "The class WWWSlave 

contains all data and code necessary to process requests.. . " 

As described in Derler, when the Mastei Process "forks" to pass a client request to a Slave or 

Passing Process, "the master can close its connection to the client immediately after forking and 

is then ready to accept the next connection (web server concurrently processes said other 
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requests)." €j 4.2.3. Indeed, Derler expressly recognizes that to avoid problems with throughput, 

"the process which accepts connections from the "outside" [i.e., from a Web client] is not 

burdened with the actual processing of the request, but instead is allowed to accept further 

requests while others are still being processed." $ 4.2.2 -"Parallel Processing of Requests". 

[dl] dynamically generating a Web page in response to said request, 

Derler: $ 3.3.4 at p. 37; Fig. 4.10 at p. 7 1 (depicting sample of a dynamically-generated Web 

page in response to a search request). The Slave Process receives the results of the search from 

the Hyper- G server's database and generates a responsive Web page for the client, $ 4.4.2 See, 

e.g., $ 4.5.5 & Figure 4.13 (illustrating an exemplary Web page displaying the results of a 

search). 

[d2] said Web page including data dynamically retrieved from one or more data sources. 

Derler: Id.; data source for Web page can be data from a data cache, see $ 3.3.5; see also p. 95, 

showing data retrieved from a remote data source in the form of a remote server. 

Claim 2. 

The computer-implemented method in claim 1 wherein said step of processing said request 

includes the step of identifying said one or more data sources from which to retrieve said data. 
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Derler: fj  4.7.2, Fig. 4.17 (p. 95) (Hyper-G server identifies remote server from which to retrieve 

data); see also 8 4.1 (integration of WWW databases into Hyper-G, inherently such databases 

would be identified so as to retrieve data from such WWW databases). See also 8 3.2.3 

("Supporting bidirectional links can easily be done by keeping links and anchors in a separated 

database, called the link server. This link server is an object oriented database. It holds 

information about Hyper-G "objects', which can be links, anchors, descriptions of documents, 

relations between such objects."); fj  3.5 ("should information from a remote server be needed, the 

Hyper-G server which the client is connected to fetches the information and delivers it to the 

client."). 

Claim 3. 

The computer-implemented method in claim 2 wherein said step of dynamically generating said 

Web page includes the step of dynamically retrieving said data from said one or more data 

sources. 

Derler: 5 3.3.4 at p. 37; Fig. 4.10 at p. 71 (depicting sample dynamically-generated Web pages; 

data is retrieved dynamically from one or more sources); 8 3.3.5 at p. 37 (dynam'ically retrieving 

data from document cache). 

Claim 4. 
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The computer-implemented method in claim 3 wherein said step of processing said request 

includes the step of said page server maintaining a connection cache to said one or more data 

sources. 

Derler: $ 3.5 at p. 40 (attributes and links to documents stored in data sources are stored 

separately in a database, and as such constitute a connection cache). 

Alternativeljr, a Slave Process receives a first request from a particular Web client, opens a 

connection to, and starts a session with, the Hyper-G server on behalf of the Web client. It 

maintains that connection to the Hyper-G server so that it can service all subsequent requests 

from the same client. Thus, the Slave Process caches the open connection to the Hyper-G server. 

The purpose of this is to avoid having to reestablish connections to the Hyper-G server each 

time, $ 4.2.3. 

Claim 5. 

The computer-implemented method in claim 3 wherein said step of processing said request 

includes the step of logging into said one or more data sources. 

Derler: $ 3.3.3 at pp. 35-36 (access rights dictated by username and password, inherently teaches 

"logging in" to data source; $4.5.6.1 at pp. 76-77; Figure 4.8 ("you have been logged into the 

IICM Information Server"). 
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Claim 6. 

The computer-implemented method in claim 3 wherein said step of dynamically generating said 

Web page includes the step of maintaining a page cache containing said Web page. 

Derler: 8 3.3.5 at p. 37 (caching of documents (Web pages) in a cache; step of dynamically 

generating a Web page is performed by retrieving a cached document in response to a request for 

the document). 

Claim 7. 

The computer-implemented method in claim 3 wherein said page server includes custom HTML 

extension templates for configuring said Web page. 

Derler: 8 3.3.4 at p. 37 (Hyper-G server generates HTML elements (custom extension templates) 

configuring for use search results in form of a Web page; see generally $4.5 and subsections; $8 

2.5, 2.5.4 (fill-out forms are "extensions of initial HTML specification"), $8 4.6.1 (HTML files 

provide user interface), 4.6.1.1 - 4.6.1.2; 4.6. 

Claim 8: 

The computer-implemented method in claim 7 wherein said step of processing said request 

further includes the step of inserting said dynamically retrieved data from said one or more data 

sources into said custom HTML extension templates. 
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Derler: Id., e.g., tj 4.6.1.1 ; Figure 4.13 shows data retrieved from data source inserted into HTML 

extension template defining presentation of results of search. 

With regard to the limitations of claims under reexamination, an analysis must be made under 35 

USC 1 12, sixth paragraph. 

According to MPEP 2181: 

A claim limitation will be presumed to invoke 35 U.S.C. 112, sixth paragraph, if it meets the 

following 3-prong analysis: 

(A) the claim limitations must use the phrase "means for" or "step for;" 

(B) the "means for" or "step for" must be modified by functional language; and 

(C) the phrase "means for" or "step for" must not be modified by.sufficient structure, material, 

or acts for achieving the specified function. 

Such a claim limitation is to be construed to cover the corresponding structure, described in the 

specification and equivalents thereof. 

MPEP 2183 Making a Prima Facie Case of Equivalence 

Factors that support a conclusion that the prior art element is an equivalent are: 
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(A) the prior art element performs the identical function specified in the claim in substantially 

the same way, and produces substantially the same results as the corresponding element 

disclosed in the specification. 

(B) a person of ordinary skill in the art would have recognized the interchangeability of the 

element shown in the prior art for the corresponding element disclosed in the specification. 

(C) there are insubstantial differences between the prior art element and the corresponding 

element discldsed in the specification. 

(D) the prior art element is a structural equivalent of the corresponding element disclosed in the 

specification. That is, the prior art element performs the function specified in the claim in 

substantially the same manner as the function is performed by the corresponding element 

described in the specification. 

In reference to USPN 5,894,554 to Lowery et al: 

The cited bc t i on ,  "generating said request", is linked to a corresponding structure, "means'for 

generating said requests." 

The "means for generating a request" is described as a Web client machine running a Web 

browser. (Lowery: Col. 1 94-26; Col. 2:4-7; Col. 4: 12-1 5; Col. 4:55-57; Col. 6:27-3 1 ; See Col. 

8:25-29.) The Web Client Computer (the corresponding structure), as noted in the Specification, 

having a processor which operates a Web browser, is the corresponding structure that 
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accomplishes the function of generating a request. (a processor of a computer that is, or has, a 

Web client running a Web browser" or equivalents thereof). 

The cited-function, "receiving said request from said first computer", is linked to a corresponding 

structure, the "means for receiving said request from said first computer." 

The "means for receiving said request from said first computer" is described by the Specification 

as the Web server 201 receiving requests from the Web client 200. ( Lowery: Figure 4; Figure 

5; Col. 4:54-59; See Figure 2; Col. 3:64-Col. 4:lO.) The Web server 201 is also repeatedly 

described as including Web server executable, Id. As described above, the Specification also 

establishes that that even if a Web server is software, the software module operates on a 

computer as described within the specification. The corresponding structure of the "means for 

receiving" is "a processor of a computer that is, or has, a Web server running Web server 

executable" or equivalents thereof. The corresponding structure accomplishes the function of 

"receiving said request from said first computer." 

The cited function, "processing said requests and dynamically generating a web page in response 

to said request" is linked to a corresponding structure, a "page server processing means 

processing said requests and dynamically generating a web page in response to said request." 

With regard to the function of the "processing said requests and dynamically generating a web, 

' page in response to said request", the Specification .shows that such hnction is accomplished by 
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a corresponding Page server 404(l)-(n).structure. (Lowery: Figure 4; Figure 5; Col. 5:37-Col. 

6:3 1; Col. 8:39-43.) The Page server is page generation software. The page server software is 

operated on a computer system, a processor of a computer that runs Page server software/ page- 

generating software that generates a dynamic Web page, as described by the Specification. In 

one embodiment, ~ a ~ e ' s e r v e r s  reside on a separate machine to accomplish the claimed function. 

(Lowery: Col. 5 line 49-50. ) 

Claim 9: 

[a] A networked. system for managing a dynamic Web page generating request, said system 

comprising: 

The Derler Thesis discloses a networked system for managing dynamic Web page generation 

requests from a WWW client sent to a Web server (WWW Gateway).' Introduction, pp. 1-2; 8 
i 

3.3.4 at p. 37; 5 4.1 at pp. 43-44; 4.7.2 at pp. 94-96; Figs. 4.16-4.1 7 at p. 95 (depicting 

networked system of WWW client, WWW Gateway, Hyper-G Server and remote servers (page 

servers) and document cache.(page cache)). 

[b] one or more data sources; 

Derler: See id;. Figure 4.17 (Hyper-G server, remote server and document cache are data 

sources.) 
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[c] a page server having a processing means; 

Derler: "processing means" refers to a general-purpose processor or microprocessor 102 (Figure 

1) and equivalents thereof, col. 3 lines 25 et seq. 5 4.4.2, "The class WWWSlave contains all 

data and code necessary to process requests (slave process as a page server) from a single WWW 

client.. ." Alternately, The Hyper-G server is a page server (serves pages to Slave Process) and 

as such inherently has a general-purpose processor, the same as or equivalent to the processing 

means of the '554 patent. Derler, 5 3.1 at p. 32; Figs. 4.16-4.17 and accompanying disclosure at 

pp. 94-95. 

[dl a first computer.system including means for generating said request; and 

Derler: "means for generating said request" refers to a Web client in the form of a Web browser 

and equivalents thereof. Col. 4 lines 1 1-1 7. See Derler, 5 1 at p: 1 ; 5 3.3.4 at p. 37; Figs. 4.16- 

4.17 and acqompanying disclosure at pp. 94-95 (depicting WWW Client, which is a first 

computer system which has a browser generating a Web page request). See also Derler at p. 4 

("WWW clients, often called 'WWW browsers"'); p. 48; pp. 67-68 (explaining user interaction 

with Hyper-G systems with "WWW clients like Mosaic or Netscape", both of which are Web 

[el] a second computer system including 
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Derler: WWW Gateway is the second computing system. See generally Chapter 4. 

[e2] means for receiving.said request from said first computer, 

Derler: The means for receiving request is Web server executable 201E (Figure 4) and 

equivalents thereof. Derler's Master process is a Web server executable process, same as or 

equivalent to '554 patent Web server executable. See Derler § 4.2.2 at p. 48-49; 4,.2.3 at p. 49- 

50; Figs. 4.1,4.16-4.17 and accompanying disclosure at pp. 94-95 (depicting WWW Gateway 
l 

and Master Process receives a Web page request from WWW client (first computer)). 

[e3] said second computer system also including a router, said router routing said request from 

said - second computer system to said page server, 

Derler: See Id; see also Fig. 4.2, p. 52, route to passing process, p. 49-50, (alternately) 

ChildISlave processes are a "router" within meaning of the '554 patent since they route request to 

Hyper-G page server. 

[e4] wherein said routing further includes intercepting said request at said second computer, 

Derler: 3 4.2.2 at pp. 48-49; $ 4.2.3 at pp. 49-50; Figs. 4.16-4.17 and accompanying disclosure at 

, pp. 94-95; forking process of Master indicates interception of WWW request by "Passing 

I Process". 
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[e5] routing said request from said second computer to a dispatcher, and 

.Request is routed from Master Server to Passing Process. Passing Process selects appropriate 

Slave Process and "dispatches" request to said Slave Process for processing. Derler: 5 4.2.3 at 

pp. 49-50 

[e6] dispatching said request to said page server 

Derler: See id.; Figure 4.1, page server is Hyper-G server; Passing Process dispatches a Hyper-G 

request to the Slave Process (page server), which in turn may connect to a Hyper-G server 

See also discussion of "dispatching" for element [b6] for claim 1, supra. 

[e7] said page server receiving said request and 

Derler: See 4.2.3, Slave Process receives request from Passing Process. 

[e8] releasing said second computer system to process other requests, 

Derler: tj 4.2.2 at pp. 48-49; see also, e.g., Fig 4.5 and accompanying disclosure at pp. 49-54 

(depiction of WWW Gateway processing multiple concurrent requests). > 
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[e9] said page server processing means processing said request and dynamically generating a 

Web page in response to said request, 

Derler: § 3.3.4 at p. 37; pp. 52-54 and Figs. 4.16-4.17 and accompanying disclosure at pp. 94-95 

(the general-purpose processor ("processing means") in the Hyper-G page server and/or remote 

page servers process request). See also, e.g., § 4.4.2 at p. 65; Fig. 4.10 at p. 71 (sample of a 

dynamically-generated Web page in response to request). See also 8 4.2.3 at p. 50: "When [a 

slave process (page server) on the WWW gateway] has accepted a connection initiated by the 

passing process, it reads the request, processes it (usually by transforming into a Hyper-G request 

for the server), receives the response from the Hyper-G server, transforms the response again if 

necessary, sends it to the passing process, and closes the connection to the passing process." 

Inherently, if the client receives a response from the Hyper-G server, the Hyper-G server has 

processed the request. (Content may be served from the Hyper-G server (page server), received 

and processed at the Slave process (page server), and in turn received at the Passing Process 

(page server), prior to being delivered as a request response to the client. Each of these 

processes may be involved in "serving pages".) 

[el01 said Web pag&including data dynamically retrieved from said one or more data sources. 
3 

t - 
Derler: § 3.3.4 at 'p. 37; Fig. 4.10 at p. 71 (depicting sample dynamically-generated Web pages 

from multiple sburces); data source can be data cache, see 5 3.3.5; see p. 95 Figure 4.17, data 

source can be a remote server 
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Claim 10: 

[a] The networked system in claim 9 wherein said router in said second computer system 

includes: 

Derler: $ 4.2.3 at pp. 49-50 (Master Process, Slave Process, and Passing Process interact. The 

WWW Gateway "second computer system" involves the Master Process; Figs. 4.16-4.17 and 

accompanying disclosure at pp. 94-95. 

[b] an interceptor intercepting said request at said second computer system and routing said 

request; and 

Derler: fj  4.2.2 at p. 48; fj  4.2.3 at pp. 49-50 (master and forking process comprise an interceptor I 

Passing Process) As noted above, the Passing Process "intercepts" the request, and makes a 

determination as to which Slave Process to route the request. 

[c] a dispatcher receiving said routed request from said interceptor and dispatching said request 

to said page server. 

The Passing Process dispatches the request to the appropriate Slave Process (page server). 

The Slave Process and the Hyper-G Server work together to serve pages. Derler:, $4.2.3 at pp. 

49-50; Figs. 4.1-4.4 
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Claim 1 1 : 

[a] A machine readable medium having stored thereon data representing sequences of 

instructions, which when executed by a computer system, cause said computer system to 'perform 

.the steps of: 

Derler: The Hyper-G system is a computer system executing software instructions which are 
. . 

inherently stored in a machine readable medium. $ 1 at p. 1; $ 3.3.4 at p. 37; $ 3.1 at p. 32. See 

also Fig. 4.16-4.17 at p. 95; $ 4.6.3. See also generally Chapter 4 (WWW gateway is a computer 

system which includes software). 

[bl] routing a dynamic Web page generation request from a Web server to a page server, 

Derler: $ 4.2.2 at p. 49; $ 4.2.3 at pp. 50, 52, $ 4.7.2 at p. 95; Figs. 4.16-17; Web page requests 

are dynamically routed from WWW Gateway ("Web server" 1 Master Process) to page server 

(Slave Process and Hyper- G server or a remote server work together to serve pages). 

[b2] said page server receiving said request and 

Derler: The client Web page request is received by the page server for processing. See $4.2.3. 

[b3] releasing said Web server to process other requests 
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Derler: Derler's WWW Gateway uses parallel processing of Web page requests wherein the 

WWW Gateway is released from one request to process other requests. See $ 4.2.2 at pp. 48-49; 

$ 4.2.3 at p. 49 (Master process of WWW Gateway), Figs. 4.1,4.2,4.3,4.4 and 4.5 (pp. 52-55) 

illustrating process of releasing WWW Gateway to process other requests in parallel. 

[b4] wherein said routing step further includes the steps of intercepting said request at said Web 

server, 

Derler: $ 4.2.2 at pp. 48-49; $ 4.2.3 at p. 49; Figs. 4.16-4.17 and accompanying disclosure at pp. 

94-95; forking process of Master indicates interception of WWW request by Passing Process. 

[b5] routing said request from said Web server to a dispatcher, and 

Derler: $4.2.3 at pp. 49-50, Web Server routes request to Passing Process. Passing Process 

dispatches request to appropriate Slave Process. Fig. 4.7 

[b6] dispatching said request to said page server; 

Derler: See Id; Passing Process dispatches request to appropriate Slave Process (page server), 

which in turn may dispatch request to Hyper-G server (alternate page server). 
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[c] processing said request, said processing being performed by said page server while said Web 

server concurrently processes said other requests; and 

Derler: tj 4.2.2 at pp. 48-49; $4.2.3 at p. 49, pp. 52-54, processing of request by Slave Process 

(page server); Fig. 4.7, such processing occurs concurrently with the WWW Gateway processing 

other requests. See also $ 4.2.3 at p. 50 ("When it [a Slave process on the WWW Gateway] has 

accepted a connection initiated by the passing process, it reads the request, processes it (usually 

by transforming it into a Hyper-G request for the server, receives the response from the Hyper-G 

server, transforms the response again if necessary, sends it to the passing service, closes the 

connection to the passing process.") The client receives a response from Passing Process 

(Fig.4.7), after the Slave Process (page server) and possibly with further processing by the 

Hyper-G server (alternate page server), has processed the request. 

"After accepting the connection, the Master forks generating a child process. Immediately after 

that, the master closes its connection to W3client A and is then ready to accept other connections 

(Web server concurrently processes said other requests)." 

[dl dynamically generating a Web page, said Web page including data retrieved from one or 

more data sources. 

Derler: $ 3.3.4 at p. 37; Fig. 4.10 at p. 71 (depicting sample dynamically-generated Web page 

from data from one or more sources); data cache and remote server are data sources, $ 3.3.5 and 

p. 95. 
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Claims 1-4 and 7-11 are rejected under 35 U.S.C. 102(a) as being anticipated by Dienst: 

Claim 1 : 

[a] A computer-implemented method for managing a dynamic Web page generation request to a 

Web server, said computer-implemented method comprising the steps of: 

Lagoze describes a Web-based architecture, called "Dienst," that provides access to distributed 

document libraries over the World WideWeb (Web / WWW). (See, Abstract at p. 1 .) The 

architecture comprises a Web server, a CGI stub, a Dienst server and a document database ($4.1 

at p. 9). Using a Web browser, a user can submit a search request for certain documents meeting 

the search parameters. A so-called "Dienst request" is packaged within the path portion of a 

standard HTTP request and transmitted from the user's Web client (browser) to the Web server. 

($4.1 at p. 11). "Search results are presented as a hypertext document," i.e., a Web page, which is 

transmitted back to the client as a standard HTTP response. ($ 1 at p. 6; 5 4.1 at p. 11 .) Because 

of the dynamic nature of the results, each search request constitutes a "dynamic Web page 

generation request." The Dienst Manual describes a computer-implemented method for handling 

dynamic Web page requests. (P. 6; pp. 9-1 1, Fig. 2.) Since the Web clients accessing the Dienst 

'system use "popular browsers of the World Wide Web [such] as Mosaic, Cello and Netscape" (p. 

6) ,  the information presented to the Web clients constitutes "Web pages." 

[bl] routing said request from said Web server to a page server, 
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Dienst Manual: (Pp. 10-1 1; Fig. 2); Web server is WWW server; page server is Dienst Server. 

Arrows in Figure 2 illustrate routing of request from WWW server to Dienst Server. 

($4.1 at p. 10) As described in the Lagoze reference, when the Web server detects a Dienst 

request in the path portion of an HTTP request received from a Web client, the Web server 

invokes (routes request through CGI Stub) the CGl stub. The CGI stub "is a small, simple 

executable that strips the Dienst request from the HTTP request, packages a few important 

environment variables that contain information about the request .... and sends (further routing 

said request) them via socket 110 to the Dienst server." ($ 4.1 at pp. 1 1 .) The Dienst server is a 

"page server" in that it processes the Dienst request; formulates the results of a search, and 

transmits a dynamic Web page containing the search results back to the Web client. (Id.) 

[b2] said page server receiving said request and 

Dienst Manual: The Dienst Server receives the request. (See Id.) 

[b3] releasing said Web server to process other requests, 

Dienst Manual: (P. 11 .) CGI stub strips Dienst request from HTTP request; the CGI stub is 

invoked each time the gateway Web server receives a Dienst request. Inherently, the WWW 

server is released from processing that request, and can process other requests. This is further 

apparent from nature of the Dienst system to provide for simultaneous access to documents on 
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Dienst system for distributed WWW clients. P. 1 1, The Web server serves as a front-end for 

Dienst. The Web server is set up as a gateway to a Dienst server. 

[b4] wherein said routing step further includes the steps of intercepting said request at said Web 

server, 

Dienst Manual: As described above [bl], the Web server recognizes from the path portion of the 

HTTP request that the request is a Dienst request (i.e., a dynamic Web page generation request) 

and passes the request to the CGI stub, thereby "intercepting" it. That is, the Web se,rver stops or 

interrupts its processing of the Dienst request and deflects processing of the request to the CGI 

stub. (P. 11) 

[b5] routing said request from said Web server to a dispatcher, and 

Dienst Manual: Request is passed to CGI stub (routing process) (Fig. 2; pp. 10-1 I), dispatching 

is a function of Dienst CGI stub. The CGI stub serves as a dispatcher that dispatches the request 

to one or more ~ i e n s t  servers. (8 4.1 and 4.2 at pp. 1 1 - 12.) 

[b6] dispatching said request to said page.server; 

Dienst Manual: (P. 11); Dienst CGI stub sends (dispatches) request via I10 socket to Dienst 

Server (page server). (P. 12), The Dienst Manual describes a Dienst Server which functions as a 
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user interface server which "provides a front-end for searching the collection provided by all 

inter-operating Dienst servers." See Figure 2, page 10 "Dienst Server" and "Other Dienst 

Servers". The "other Dienst servers" host a distributed collection of documents. (P. 12), "Each 

server is able to locate the indexing and repository site for a specific publisher using tables that 

are maintained by a distinguished server ... The respective user interface server then dispatches 

search requests, in parallel to the Dienst index servers that corresponds to the publisher 

selections(s) ..."( Dienst Manual, page 12,77 1, 2.) 

The CGI Stub dispatches to the Dienst Server, which may in turn "dispatch" other Dienst Servers 

or to document databases. (See Fig. 2, p. 10). 

[c] processing said request, said processing being performed by said page server while said Web 

server concurrently processes said other requests; and 

Dienst Manual: Fig. 2; pp. 10-1 1 ; function of Dienst Server is to process requests and generate 

Web pages. Because a "Dienst server is a standalone multi-threaded process" ($4.1 at p. 1 I), it 

necessarily processes the request while the Web server continues to concurrently process other 

HTTP requests. P. 11, The Web server serves as a front end for Dienst. Inherently, with the CGI 

stub program intercepting the Dienst request, the Web server process is released from processing 

that request, and can process other requests concurrently. This is further apparent from the nature 

of the Dienst system to provide for simultaneous access to documents on the Dienst system from 

distributed WWW clients. 
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[dl] dynamically generating a Web page in response to said request, 

Dienst Manual: "Search results are presented as a hypertext document," i.e., a Web page, which 

is transmitted back to the client as a standard HTTP response. (8 1 at p. 6); "responses from 

Dienst are formatted" (8 4.1 at p. 1 1); The function of Dienst server is to dynamically generate a 

Web page in response to request; (see also Figs. 4 and 5, pp. 14-1 5) (showing dynamically 

generated pages); @. 58) (describing information that can be provided on dynamically-generated 

[d2] said Web page including data dynamically retrieved from one or more data sources. . 

Dienst Manual: Pp. 6, 9-12, Fig. 2, data sources are repositories of documents on Dienst Server 

or in a document database; data is dynamically retrieved at time of processing of request. See 

also Figs. 4 and 5,pp 9-11 & 58. 

Claim 2: 

The computer-implemented method in claim 1 herein said step of said request 

includes the step of identifying5aid one or more data sources from which to retrieve said data. 

Dienst Manual: "A user of a Dienst server perceives a single logical collection [of documents], 
. . 

even though the collection is distributed over multiple servers. This is accomplished by 
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interaction between a set of Dienst servers .... " ($4.2 at p. 11 .) "Each server, in a set of 

interoperating Dienst servers, is capable of responding to a request for any document in the 

distributed collection. The respective server uses the publisher in the docid of the requested 

document and the mapping tables (processing I identifying one or more data sources) 

downloaded from the meta server to route the document request to the server that acts as the 

repository for the publisher. This routing is transparent to the user." (Id., at p. 12.) Pp. 1 1-12, 

indexing service and distributed searching function of Dienst Server inherently identifies a data 

source from which to retrieve data since that is the function of the indexing and searching 

functions. 

Claim 3: 

The computer-implemented method in claim 2 wherein said step of dynamically generating said 

Web page includes the step of dynamically retrieving said data from said one or more data 

sources. 

Dienst Manual: P. 1 1 ; Dienst server dynamically retrieves data from data source such as a 

repository of documents. (Figure 2, Document Database) P. 12, distributed document access 

feature of Dienst server. See also Figs. 4 and 5 (showing pages with dynamically retrieved data). 

Claim 4: 
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The computer-implemented method in claim '3 wherein said step of processing said request 

includes the step of said page server maintaining a connection cache to said one or more data 

sources. 

Dienst Manual: As mentioned above, in the Dienst architecture, "[a] Dienst server perceives a 

single logical collection [of documents], even though the collection is distributed over multiple 

servers. This is accomplished by interaction between a set of Dienst servers .... " (8 4.2 at p. 11.) 

Each document in the document database has an associated "docid" and "each docid .... consists 

of a publisher identifier and a name." ($ 4.2 at p. 12.), "Each server in a set of interoperating 

Dienst servers indexes and acts as a repository for documents from one or more publishers, in the 

~ current version, all the documents for a publisher must be indexed and reside on the same server. 

~ Each,server is able to locate the indexing and repository site for a specific publisher using tables 

that are maintained by a distinguished server, the meta server .... This'allows every server to 

provide the next two functions .... distributed document access - Each server, in a set of 

interoperating Dienst servers, is capable of responding to a request for any document in the 

distributed collection. The respective server uses the publisher in the docid of the requested 

document and the mapping tables downloaded from the meta server to route the document 

request to the server that acts as the repository for the publisher. This routing is transparent to the 

user." (Id. at p. 12.) Thus, the meta server serves as a "connection cache" in that it maintains 

information about which Dienst server in a set of interoperating Dienst servers is the repository 

(i.e., data source) for a given publisher's documents. (Pp. 9, 11-12); server registration process, 

andfor indexing service, is maintenance of connection cache to data source. 
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Claim 7: 

The computer-implemented method in claim 3 wherein said page server includes custoin HTML 

extension templates for configuring said Web page. 

Dienst Manual: P. 6 ,  "Search results are presented as a hypertext document. (configured Web 

page)" (Pp. 15, 17,60 and 61) HTML is used for configuring Web pages, e.g., pages containing 

data in response to queries of Dienst system; HTML image map templates of Fig. 7 (p. 17) are 

custom HTML extension templates. (See also Figures 4 and 5, pp. 14, 15.) 

The Dienst server provides a Web designer who is managing the document database with a 

variety of document format templates that can be used to provide different formats for display of 

documents retrieved from the database. These templates include "inline - a paged format that is 
5 

an image displayed inline on HTML pages"'as well as "composite - a paged format that is a 

composite of thumbnail images." (s.7 at pp. 33-35; 8 5 at p. 17.) With the composite format, 

"[each] thumbnail page is implemented using a HTML image map, allowing the user to select on 

a page and dispatch a URL to view that specific page in readable form." 5 at p. 17. 

Claim 8: 

The computer-implemented method in claim 7 wherein said step of processing said request 

further includes the step of inserting said dynamically retrieved data from said one or more data 

sources into said custom HTML extension templates. 
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Dienst Manual: P. 17, Fig. 7, disclosing HTML image map templates which are custom HTML 

extension templates; data retrieved from data sources are inserted into HTML image map 

templates. See also Figs. 4 and 5, which appear to be based on HTML templates. 

When document data is retrieved from the document database it is inserted into one of the 

document format templates supported by the Dienst server for display to the user. ( $ 7  at pp. 33- . 

Claim 9: 

[a] A networked system for managing a dynamic Web page generation request, said system 

comprising: 

Dienst Manual: (Abstract; pp. 5-6, 9-1 1); Fig. 2 -showing distributed networked system for 

managing dynamic Web page generation requests). A Web-based architecture, called "Dienst," 

that provides access to distributed document libraries over the World Wide Web (Web). (See, 

Abstract at p. 1 .) The architecture comprises a Web server, a CGI stub, a Dienst server and a 

document database. ($ 4.1 at p. 9.) Using a Web browser, a user can submit a search request for 

certain documents meeting the search parameters. A so-called "Dienst request" is packaged 

within the path portion of a standard HTTP request and transmitted from the user's Web client to 

the Web server. (Lagoze, $4.1 at p. 1 1 .) "Search results are presented as a hypertext document," 

i.e., a Web page, which is transmitted back to the client as a standard HTTP response. ($ 1 at p. 

6; $ 4.1 at p. 1 1 .) The Dienst Manual describes a computer-implemented method for handling 
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dynamic Web page requests. The Dienst system includes a WWW server which manages 

dynamic Web page requests from WWW clients, and a page server ("Dienst Server"); system is a 

computer-implemented method as indicated throughout the document. Because of the dynamic 

nature of the results, each search request constitutes a "dynamic Web page generation request." 

The Web clients accessing Dienst system use "popular browsers of the World Wide Web [such] 

as Mosaic, Cello and Netscape" (p. 6), and the information presented to the Web clients 

constitutes "Web pages". 

See comments above regarding 35 U.S.C. § 112,76. 

[b] one or more data sources; 

Dienst Manual (Pp. 6 and 9-12); Dienst servers storing documents in the Dienst system are data 

sources, as are document databases. The Dienst architecture includes a "document database" 

consisting of one or more document repositories (data sources). (9 4.1 at p. 9.) See Fig. 2, p. 10. 

[c] a page server having a processing means; 

Dienst Manual: Under fj 1 12,7 6, "processing means" refers to a general-purpose processor or 

microprocessor 102 ('554: Fig. 1) and equivalents thereof ('554": col. 3 lines 25 et seq.) See 

Dienst Manual (pp. 6 and 9- 12) and Fig. 2. ; Dienst Servers are computers which inherently 
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include general-purpose processors or equivalent thereof. The Dienst server is a "page server" 

and it necessarily includes a processing means. 

[dl a first computer system including means for generating said request; and 

Dienst Manual: Under 3 112,76, "means for generating said request" refers to a Web client in 

the form of a Web browser. ('554: Col. 4 lines 1 1 - 17.) See Dienst Manual, WWW client, Fig. 2, 

p. 6 (mentioning popular Web browsers such as Netscape) and p. 10. Using a Web browser, a 

user can submit a.search request for certain documents meeting the search parameters. The user's 

Web browser constitutes a "first computer system." 

[el] a second computer system including 

Dienst Manual: WWW server; Fig. 2; pages 10 and 1 1. The Web server of the Dienst 

architecture constitutes a "second computer system" and it is intended to receive requests from 

client Web browsers. "A Web server that serves as a front end for Dienst.. ." @. 11) 

[e2] means for receiving said request from said first computer, 

Dienst Manual: Under 1 12 7 6, the means for receiving request is Web server executable 201E 

('554: Figure 4) and equivalents thereof. Dienst WWW server includes an executable as a means 

for receiving request from WWW client. Fig. 2, pages 10 and 1 1 (CERN & NCSA servers), 3 1 
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and 32 (describing downloading1 installing NCSA or CERN Web server code (executable)). 

Executable server code on a processor provides the means for receiving a request. 

[e3] said second computer system also including a router, said router routing said request from 

.said second computer system to said page server, 

Dienst Mariual: (Fig. 2; pp. 10-1 1); Dienst CGI stub acts as a router routing request from WWW 

server to Dienst Server. As described above, when the Web server detects a Dienst request in the 

path portion of an HTTP request received from a Web client, the Web server (second computer) 

invokes the CGl stub. The CGI stub "is a small, simple executable that strips the Dienst request 

from the HTTP request, packages a few important environment variables that contain 

information about the request .... and sends (routes) them via socket 110 to the Dienst server 

(page server)." ($4.1 at pp. 1 1 .) The Dienst server is a "page server" in that it processes the 

Dienst request, formulates the results of a search, and transmits a dynamic Web page containing 

the search results back to the Web client (Id.). 

[e4] wherein said routing further includes intercepting said request at said second computer, 

Dienst Manual: As described above, the Web server (second computer) recognizes (intercepts) 

from the path portion of the HTTP request that the request is a Dienst request (i.e., a dynamic 

Web page generation request) and passes the request to the CGI stub (intercepting at second 

computer 1 Web server). 
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[e5] routing said request from said second computer to a dispatcher, and 

Dienst Manual: Pp. 10-1 1, routing request from Web server to CGI stub 1 dispatcher. P. 1 1 ; Web 

server (second computer) recognizes (intercepts) from the path portion of the HTTP request that 

the request .is a Dienst request (i.e., a dynamic Web page generation request) and passes (rpute 

from second computer to dispatcher) the request to the CGI stub (intercepting at second 

computer I Web server) ("the stub is a small, simple executable that strips the Dienst request 

from the HTTP request."). The CGI stub serves as.a dispatcher that dispatches the request to one 

or more Dienst servers. ($ 4.1 and 4.2 at pp. 1 1-1 2.) 

[e6] dispatching said request to said page server, 

Dienst Manual P. 11; CGI stub send (dispatches) request via 110 socket to Dienst Server (page 

server). The CGI stub serves as a dispatcher that dispatches the request to one or more Dienst 

servers. (8 4.1 and 4.2 at pp. 1 1-12.) See additional "dispatching" comments at claim 1 [b6], 

supra. 

[e7] said page server receiving said request and 

Dienst Manual: (Fig. 2; pp. 10 and .11); Dienst Server receives request. 
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[e8] releasing said second computer system to process other requests, 

Dienst Manual: P. 11. CGI stub strips Dienst request from HTTP request; the CGI stub is 

invoked each time the gateway Web server (second computer) receives a Dienst request. 

Inherently, the WWW server (second computer) is released from processing that request, and can 

process other requests. "A Web server that serves as a front-end for Dienst.. .", (p. 1 I). 

[e9] said page server processing means'processing said request and dynamically generating a 

Web page in response to said request, 

Dienst Manual: Fig. 2; pp. 9-12; function of general-purpose processor ("processing means"), in 

the Dienst Server is to process requests and generate Web pages. See also Figs. 4 and 5, pp. 14- 

15 (showing dynamically generated pages); p. 58 (describing information that can be provided 

on dynamically-generated pages). A Dienst server retrieves information from the document 

database that meets a user's search criteria and generates a Web page containing the results of the 

search. ($ 1 at p. 6; $ 4.1 at p. 11) ("Search results are presented as a hypertext document," i.e., a 

Web page, which is transmitted back to the client as a standard HTTP response). Because each 

search can be different, the process of responding to search requests necessarily is "dynamic." 

[el 01 said Web page including data dynamically retrieved from said one or more data sources. 
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Dienst Manual: (Pp. 6, 9-12), Fig. 2, data sources are repositories of documents on Dienst Server 

or in a document database; data is dynamically retrieved at time of processing of request. (See 

also Figs. 4 and 5, pp. 14-15) -showing dynamically generated pages); (p. 58)-describing 

information that can be provided on dynamically generated pages. 

Claim 10: 

[a] The networked system in claim 9 wherein said router in said second computer system 

includes: 

Dienst Manual: As described above, the Web server (second computer) recognizes from the path 

portion of the HTTP request that the request is a Dienst request (i.e., a dynamic Web page 

generation request) and passes (routes) the request to the CGI stub. (Pp. 10-1 1; Fig. 2); WWW 

server (second computer) functions as a router to CGI Stub. 

[b] an interceptor intercepting said request at said second computer system and routing said 

request; and. 

Dienst Manual: (Id.) - Fig. 2, WWW Server (second computer) intercepts 1 routes information to 

CGI stub for further routing to Dienst server (page server). Interception is triggered by a 

"Dienst request" (p. 11) packaged within a path portion of the HTTP request. When the HTTP 

request contains a "Dienst request" the CGI stub program is invoked. 
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[c] a dispatcher receiving said routed request fiom said interceptor and dispatching said request 

to said page server. 

Dienst: (Id.), dispatching request to a page server is a feature of CGI-stub and thus it functions as 

a "dispatcher." See also discussion of "dispatching" claim 1 [b6], supra. See Fig. 2, WWW 

Server (interceptor) routes request to CGI Stub. CGI Stub (dispatcher) dispatches request to 

Dienst Server (page server). ($ 4.1 and 4.2 at pp. 11-12.) 

Claim 1 1 : 

[a] A machine readable medium having stored thereon data representing sequences of 

instructions, which when executed by a computer system, cause said computer system to perform 

the steps of: 

Dienst: Pp. 6,9-11,30-33 (computer system comprises WWW server which includes a software 

Web server process such as CERN or NCSA Web server plus Dienst Server which is a multi- 

threaded software processes, such processes are inherently sequences of instructions stored on a 

machine- readable medium). See Fig. 2. 

[bl] routing a dynamic Web page generation request fiom a Web server to a page server, 

Dienst: Pp. 10-1 1; Fig. 2; Web page requests are routed from WWW server (Web server) to 

Dienst Server (page server), via a CGI Stub. The "Dienst request" packaged within the pat 
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portion of the HTTP request to the Web server (p. 11) triggers the routing of the dynamic Web 

page generation request (Dienst request) from a Web server to a page server (Dienst server). 

[b2] said page server receiving said request and 

Dienst: Fig. 2, pages 10 and 1 1, Dienst Server (page server) receives request. 

[b3] releasing said Web server to process other requests wherein said routing step further 

includes the steps of 

Dienst: P. 11, CGI stub strips Dienst request from HTTP request; the CGI stub is invoked each 

time the gateway Web server receives a Dienst request. Inherently, the WWW server is released 

from processing that request, and can process other requests. This is further apparent from the 

nature of the Dienst system to provide for simultaneous access to documents on the Dienst 

system for distributed WWW clients. The CGI stub accepts the request and forwards it to the 

Dienst server. Inherently, the Web server process is released from processing that request and 

can process other requests. "A Dienst server is a standalone multi-threaded process written in 

Perl." (9 4.1 at p. 1 1 .) A Web server that serves as a front-end for Dienst.. .", p. 1 1. 

[b4] intercepting said request at said Web server, 
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Dienst: See Fig. 2, The Web server recognizes1 detects a path portion of an HTTP request, . 

intercepts the request, and diverts it to a CGI stub. 

[b5] routing said request from said Web server to a dispatcher, and 

,Dienst: Fig. 2, pp. 10-1 1, The HTTP request, detected by the Web Server is routed to the CGI 

Stub. The Dienst CGI stub (dispatcher) further sends request via I10 socket to Dienst Server. 

[b6] dispatching said request to said page server; 

Dienst: P. 1 1 ; CGI-stub dispatches request to a Dienst Server (page server). ($ 4.1 and 4.2 at pp. 

11- 12.) 

[c] processing said request, said processing being performed by said page server while said Web 

server concurrently processes said other requests; and 

Dienst: Fig. 2, pp. 10-1 1 ; the function of the Dienst Server is to process requests and generate 

Web pages. Inherently, with the CGI stub program intercepting the Dienst request, the Web 

server process is released from processing that request, and can process other requests 

concurrently. The Dienst server processes the Dienst request. Because a "Dienst server is a 

standalone multi-threaded process" ($4.1 at p. 1 l), it necessarily processes the request while the 

Web server continues to concurrently process other HTTP requests. This is further apparent from 
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nature of the Dienst system to provide for simultaneous access to documents on Dienst system 

for distributed WWW clients. "A Web server that serves as a fiont-end for Dienst.. .", p. 11. 

[dl dynamically generating a Web page, said Web page including data retrieved from one or 

more data sources. 

Dienst: (Abstract; pp. 6, 9-12); Fig. 2; Dienst server dynamically generates Web page, retrieves 

data fiom data sources, such as documents on Dienst server or in a document database: See also 

Figs. 4 and 5, pp. 14-15 (showing dynamically generated pages); p. 58 (describing information 

that can be provided on dynamically-generated pages). See pages 57-61 regarding types of 

responses generated (generated Web pages) following a request. Because each search can be 

different, the process of responding to search requests necessarily is "dynamic." 

Claim Rejections - 35 USC 8 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 

(1966), that are applied for establishing a background for determining obviousness under 35 

U.S.C. 103(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 
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2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating obviousness 

or nonobviousness. 

Claims 5 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over Dienst, in 

view of Derler. 

Claim 5: 

The computer-implemented method in claim 3 wherein said step of processing said request 

includes the step of logging into said one or more data sources. 

Dienst: Fig. 2, The Dienst Server "logs into" one or more data sources (other Dienst Servers or 

Document Database) fj 8.3.1 at p. 4 1, "The basic Dienst server interoperates with a distributed 

network of other Dienst servers.. .A user may submit searches to a number of publishers, which 

are indexed by the distributed sites. A search is processed in parallel by each of these sites 

(logged into one or more data sources) and uniform search results (processed request) are 

returned to the user. The foreign server package enhances searching by allowing a Dienst server 

to interoperate with non-Dienst technical report servers (logged into one or more data sources). 

(inherent to accessing documents from foreign server is logging into the foreign server)." 

Even more explicitly, Derler discloses "logging into data sources." 

Derler: $ 3.3.3 at pp. 35-36 (access rights dictated by username and password, inherently teaches 

"logging into" one or more data sources); $ 4.5.6.1 at pp.. 76-77, ". . .user has an account.. .logged 
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in as an identified Hyper-G user, which can be verified.. .Identification extends the user's access 

rights.. ." 

Modification of the ~ i e n s t  system to include securely logging into a data source as part of 

processing of requests, as taught by Derler, would be an obvious feature to access distributed 

documents. 

Claim 6 :  

The computer-implemented method in claim 3 wherein said step of dynamically generating said 

Web page includes the step of maintaining a page cache containing said Web page. 

Dienst discloses (p. 6 & 17) thumbnail images (page cache containing said Web page). The 

thumbnails are implemented using the HTML imagemap mechanism. 

More explicitly Derler discloses caching of Web pages in a Web server to improve performance. 

Maintaining a page cache containing a Web page would be an obvious modification of the 

Dienst system. A person skilled in the art would have been motivated to add page caching in the 

Dienst server so as to provide ready access to frequently-requested documents without having to 

query foreign servers, as explained in the Derler Thesis at 3.3.5. 
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The following rejections are incorporated by reference as follows: 

Claim Rejections - 35 USC § 102 

(e) the invention was described in ( I )  an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the.applicant for patent, except that an 
international application filed under the treaty defined in section 35I(a) shall have the effects for purposes of  this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of  such treaty in the English language. 

Claims 1-11 are rejected under 35 U.S.C. 102(e) as being anticipated by USPN 5,701,451 to 

Rogers et al. See 90 I 008342, RX0SUB.R (1112712006) p. 3-7. 

Claims 1-3,5, and 7-11 are rejected under 35 U.S.C. 102(e) as being anticipated by USPN 

6,249,291 B1 to Popp et al. See 90 I 008574, RX0SUB.R (04/03/2007) p. 73-78. 

Claim Rejections - 35 USC § 102 

(a) the invention was known or used.by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the applicant for a patent 

Claims 1-5 and 7-11 are rejected under 35 U.S.C. 102(a) as being anticipated by Illustra. 

The rejections are incorporated by reference to 901008574, RX0SU.B.R (04/0312007), p. 50- 

55) 

Claims 1-5 and 7-11 are rejected under 35 U.S.C. 102(a) as being anticipated by 

Clausnitzer. The rejections are incorporated by reference to 901008574, RX0SUB.R 

(04103/2007), p. 61-66) 
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VI. Conclusion 

In order to ensure full consideration of any amendments, affidavits or declarations, or other 

documents as evidence of patentability, such documents must be submitted'in response to this 

Office action. Submissions after the next Office action, which is intended to be a final action, 

will be governed by the requirements of 37 CFR 1.1 16, after final rejection and 37 CFR 41.33 

after appeal, which will be strictly enforced. 

Any paper filed with the USPTO, i.e., any submission made, by either the Patent Owner 

or the Third Party Requester must be served on every other party in the reexamination 

proceeding, including any other third party requester that is part of the proceeding due to merger 

of the reexamination proceedings. As proof of service, the party submitting the paper to the 

Office must attach a Certificate of Service to the paper, which sets forth the name and address of 

the party served and the method of service. Papers filed without the required Certificate of 

Service may be denied consideration. See 37 CFR 1.550(f) 

Please mail any communications to: 

Attn: Mail Stop "Ex Parte Reexam" 
Central Reexamination Unit 
Commissioner for Patents 
P. 0 .  Box 1450 
Alexandria VA 223 13- 1450 

Please FAX any communications to: 
(571) 273-9900 
Central Reexamination Unit 

Please hand-deliver any communications to: 
Customer Service Window 
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Art Unit: 3992 901008,574 

Attn: Central Reexamination Unit 
Randolph Building, Lobby Level 
401 Dulany Street 
Alexandria, VA 223 14 

Any inquiry concerning this communication or earlier communications from the 

examiner, or as to the status of this proceeding, should be directed to the Central Reexamination 

Unit at telephone number (571) 272-7705. 

Mary Steelman 
Primary Examiner 

Conferees: 
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SHAMOS EXPERT REPORT ON INVALIDITY  CASE  C.A. No. 06-cv-414 (SLR) 
 

 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF DELAWARE 

 
 
ORACLE CORPORATION and 
ORACLE U.S.A. INC., 
 

Plaintiffs, 
 
          v. 
 
EPICREALM LICENSING, LLC, 
 

Defendant. 
 

  
 
 
 
 
C.A. No. 06-cv-414 (SLR) 

 
AND RELATED COUNTERCLAIMS 

  
 
 
 
 
 

 
 

REPORT OF PLAINTIFFS’ EXPERT MICHAEL I. SHAMOS, PH.D, J.D. 
CONCERNING INVALIDITY 

 
BACKGROUND & QUALIFICATIONS 

1. My name is Michael I. Shamos.  I hold the title of Distinguished Career Professor in 

the School of Computer Science at Carnegie Mellon University in Pittsburgh, Pennsylvania.  I 

was a founder and Co-Director of the Institute for eCommerce at Carnegie Mellon and I now 

direct a graduate degree program in eBusiness Technologies.   My résumé is attached as Exhibit 

2 to this report. 

2. I currently teach graduate courses at Carnegie Mellon in Electronic Commerce, 

including eCommerce Technology, Electronic Payment Systems, Electronic Voting and 

eCommerce Law and Regulation and have done so since 1999.  In Fall 2007 I taught a new 

course entitled Law of Computer Technology. 

Case 1:06-cv-00414-SLR     Document 294-3      Filed 08/28/2008     Page 2 of 4



61 
SHAMOS EXPERT REPORT ON INVALIDITY  CASE  C.A. No. 06-cv-414 (SLR) 
 

221. Reference 153 is 248 pages long.  The entire Bookman patent, including drawings, 

is only 9 pages long.  There are numerous disclosures in reference 153 that are not present in 

Bookman. Bookman, for example, makes no mention of SQL*Net, which, as seen below, is 

expressly disclosed in reference 153 as being an optional component.  SQL*Net utilizes load-

balancing dispatching, which is not taught in Bookman.  Reference 153 teaches TCP releasing, 

according to epicRealm’s contention, which in not taught in Bookman.  While concurrency is 

inherent in Bookman (simultaneous processing by the web server and page server) it is expressly 

taught in Reference 153.  Reference 153 expressly teaches multiple data sources, while Bookman 

teaches one database.  SQL*Net, available with Oracle 1.0 as described in Reference 153, used 

connection caching, which is not taught in Bookman.  Reference 153 teaches page caching; 

Bookman does not.  Bookman teaches updating a data source as part of a request inherently, 

through SQL.  Reference 153 teaches updating expressly (MAC003112).  Thus the teachings of 

Bookman and Reference 153 are considerably different. 

222. The Oracle WebServer structure is also discussed in more detail below in 

connection with ’335 claim 15.  A diagram of its overall architecture, from page MAC003053, is 

reproduced below. 

 

  

  

  

  

  

 

223. Briefly, the web server in Oracle is called the web listener, which receives requests.  

Requests for dynamic pages are intercepted and dispatched by a web agent to Oracle7 Server 

(page server), which accesses the necessary SQL databases to retrieve dynamic information used 

to configure the web page. 
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SHAMOS EXPERT REPORT ON INVALIDITY  CASE  C.A. No. 06-cv-414 (SLR) 
 

547. According to Mr. Lönnroth, upon its release on or before March 1, 1995, the WOW 

Gateway was put into use at various locations inside and outside the United States.  Lönnroth 

Aff. at ¶¶ 7-8.  After completing the code for the WOW Gateway, Joseph Pistritto and Mr. 

Lönnroth became involved in developing the Oracle WebServer, which was an enterprise-class 

package of software that was the commercial successor to the freely available WOW Gateway.  

Lönnroth Aff. at ¶ 9, Montinola Depo at 15:2-10, and ORCL01043070-091.  Other members of 

the Oracle team that developed the Oracle WebServer included Katrina Montinola, Matthew 

Bookman, Brian Zuzga, Mala Anand, Kelly Ireland, and Aileen Jaitin.  Montinola Depo at 

15:11-21.  The Oracle WebServer includes a Web Listener and a Web Agent and was designed 

to operate with the Oracle7 database server to provide access to database information in HTML 

format over the World Wide Web.  This is described in the Oracle 1.0 References. 

548. The Oracle WebServer together with the Oracle7 Database Server comprised a 

system for providing access to database information over the Web.  See, generally, Oracle 

WebServer User’s Guide (Release 1.0) at ORCL000002-224.  Like the Oracle WOW Gateway, 

the Web Agent component of the Oracle WebServer provides the connectivity between a web 

server and a database server.  Particularly, the Web Agent connects the Web Listener, a web 

server, to page generating applications residing on an Oracle7 database server.  For example, a 

request is received at the Web Listener, which is a web server capable of handling requests for 

static or dynamic web pages.  Requests for dynamic web pages are intercepted at the Web 

Listener by the Web Agent.  The Web Agent examines such a request to determine which 

application on the database server should process the request.  The Web Agent then logs into the 

Oracle7 database server and dispatches the request to the appropriate application.  The 

appropriate application (i.e., the page server) executes to query the database and dynamically 

generate an HTML web page including the information sought by the request.  This process is 

designed to operate asynchronously, so that while the application on the database server is 

processing a request, the Web Listener is free to process and respond to other requests.  Lönnroth 

Aff. at ¶ 11. 
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C H A P T E R  

Introduction to 
SQL*Net 

S QL'Net release 2.2 is Oracle Corporation's latest remote data access 
software. It enables both clientlserver and server/ server 
communications across any network. With SQL*Net, databases and their 
applications can reside on different computers and communicate as peer 
applications. Using SQL*Net release 2.2, you can take advantage of all 
the features of the Oracle Server. 

This chapter provides an overview of SQL*Net version 2.0 and later by 
discussing: 

database capabilities enabled by SQL*Net version 2 

* features that are new to this release of SQL*Net 

* the relationship of SQL*Net release 2.2 to other Oracle 
networking products 

Introduction to SQL*Net 1 - 1 
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Functions of SQL*Net Version 2 

SQL*Net version 2 provides the basis for two complementary means of 
distributed communications over a network: client/ server and 
server/ server computing. 

Distributed Processing In distributed or cooperative processing, clients and servers interact to 
resolve a single data transaction, even if the applications and databases 
are separate logical entities, even on separate physical machines. The 
transaction is distributed between the locations of the client and servers, 
and the client and servers must cooperate to complete the transaction. 

Distributed processing allows the appropriate resources to be allocated 
from the appropriate machines on the network. The client, for example, 
can run on a user-friendly graphical workstation or desktop computer 
while the server resides on a machine more suited for efficient data 
processing. Distributed processing also allows data processing to be 
centralized so that many client applications can concurrently access a 
single server. 

SQL"Net in SQLXNet is responsible for enabling communications between the 
Distributed Processing cooperating partners in a distributed transaction, either clientlserver or 

server/server. Specifically, SQLXNet enables clients and servers to 
connect to each other, send data such as SQL statements and data 
responses, initiate interrupts from the client or server, and disconnect 
when the session is complete. During the life of the connection, SQLXNet 
resolves all differences between the internal data representations and/or 
character sets of the computers being used. 

When a client or server makes a connection request, SQLXNet receives 
the request and, if more than one machine is involved, passes the 
request to its underlying layer, the transparent network substrate (TNS), 
to be transmitted over the appropriate communications protocol to the 
appropriate server. On the server, SQL*Net receives the request from 
TNS and passes it to the database as a network message with one or 
more parameters (that is, a SQL statement). 

With the exception of the initial connection, both the local and remote 
applications generate the same requests whether they run on the same 
computer or are distributed across multiple computers. The initial 
connection differs only in that the name of the remote database must be 
specified by the application or user. 

1 - 2 Understanding SQLSNet 
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Figure 1 - 1 shows a local application (on the left), contrasted with a 
clientlserver application (on the right). In each case, the application is a 
SQLeForms data entry screen. 

Local Application 

Appl~callon 

RDBMS 

I, SQL4i'ict 
Network Connection 

Figure 1 - 1 Local and Distributed Processing 

SQL*Net Functional SQL*Net V2 provides the following benefits to users of networked 

Benefits applications: 
network transparency 

protocol independence 

medial topology independence 

heterogeneous networking 

location transparency 

good diagnostic capability 

Network Transparency Oracle applications developed with a local database can be distributed 
across a network to access the same, or a similarly formatted, Oracle 
database with no changes to the application. SQL*Net is responsible for 
forwarding application requests for data from an Oracle client or server 
to a server and returning the results to the initiator of the query. From 
the application developer's or application user's perspective, all data 
interaction using SQL*Net is invisible to the user or the application. 
Additionally, it is possible to change the network structure beneath the 
application without changing the application. This quality of being 
invisible is known as network transparency. 

Introduction to SQL*Net 1 - 3 
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Protocol Independence SQL*Net provides protocol independence to its applications. An 
application using SQLSNet can run over any network protocol. Any 
application built on any computer running any protocol can be 
distributed without change to other computers running other protocols. 

MedidTopology 
Independence ' 

When SQL*Net passes control of a connection to the underlying 
protocol, all media and/or topologies supported by that network 
protocol on that platform are indirectly inherited by SQLWet. SQL*Net 
allows the network protocol to use any means of data transmission, such 
as Ethernet, Token Ring, FDDI, or SDLC, to accomplish the low-level 
data link transmission between the two computers. 

Heterogeneous Oracle's client/ server and server/server models provide the capability 
Networking for connectivity across multiple network protocols, each in a manner 

appropriate to its function. 

Client / Server With SQL*Net Version 2, the client and server can belong to different 
Configuration communities connected by one or more MultiProtocol Interchanges. (For 

information on the MultiProtocol Interchange, see the next section and 
Intchg refer to the Oracle MultiProtocol bzterchange Administrator's Guide. A 

community is a group of computers that can communicate using the 
same transport level protocol, such as TCP/IP; that is, computers that 
share a common protocol are said to be members of the same 
community. Using an Interchange as an intermediary, applications on 
the client and server machines can communicate in spite of having no 
common transport protocol. Any data exchanged in the client/server 
applications is forwarded through the Interchanges along the path. 

Figure 1 - 2 shows a connection between a client and a server running 
different protocols in adjacent communities. A MultiProtocol 
Interchange joins the two networks. SQL*Net and an Oracle Protocol 
Adapter specific to Protocol A are installed on the client while SQL*Net 
and an Oracle Protocol Adapter specific to Protocol B are installed on 
the database server. The Interchange has adapters for both Protocol A 
and Protocol B. 
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Server1 Server 
Configuration 

Client 
Application 

MultiProtocol 
Interchange 

Figure 1'- 2 Heterogeneous Networking with a ClienWServer Connection 

Database 
Server 

In a serverlserver configuration, this same heterogeneous network 
capability is extended to include database to database communications 
for distributed queries and updates in Oracle7. Two types of 
serverlserver connections are possible using SQL*Net V2: 

a direct connection between two servers in the same community 

a connetion between servers in different communities through 
one or more Interchanges 

The example in Figure 1 - 3 shows both types of connections. In this 
example, Server 1 is a member of two communities, Community A and 
Community B. A client application in Community A accesses the 
database server (Server I) in the same community. Server 1 determines 
that the transaction must be distributed further to retrieve data from 
tables in Server 2 and Server 3. Server 1 initiates a connection to Server 2 
in Community B to which Server 1 also belongs. Server 1 also initiates a 
connection to Server 3 through the Interchange installed between 
Community B and Community C. 

Introduction to SQL*Net 1 - 5 
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Tablc 1 Tablc 2 

MultiProtocol Table 3 

Interchange n 
Community C based 

on Protocol C 

Figure 1 - 3 Heterogeneous Networking in a Distributed Database Transaction 

Server 1 does not have to use an Interchange to initiate an additional 
request for data from Community B since it belongs to both Community 
A and Community B, but it has to use an Interchange to access a server 
in Community C. 

Note that using the Interchange imposes no new restrictions on a 
SQL*Net connection. If the MultiProtocol Interchange is used in a 
client/ server connection, clients have a standard peer-to-peer 
connection to the server despite the fact that they are in different 
communities. Similarly. if a server initiates a connedion with another 
server through an Interchange using a database link, the standard 
database link restrictions apply. 

Location Transparency The Oracle server provides the means to make data objects such as 
tables in remote databases look like they are in the local database to an 
application developer or user of that data object. The database link and 
synonym database features allow the database in which they are created 
to iden* a remote data object and make the location transparent. 

This location transparency removes all references to the location of the 
data from applications when the synonym is used. Should the location 
of the remote table move to another machine or database, only the . 
synonym and database link need to be updated to reference the new 
location; no applications changes are required. (Database links and 
synonyms are discussed further in NO TAC-"Heading Titlen(( on page 
NO TAG)( in Chapter NO TAG)( in chapter "Chapter TitleW)).Chapter 5, 

I 1 - 6 Understanding SQL*Net 
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"Using SQL*Netn. Also refer to Oracle7 Server Distributed Systems, 
Volume I.) 

Moreover, if the database link connection is specified as a service name 
(or symbolic name) in the configuration file (TNSNAMES.ORA), the 
database links accessing the data do not have to be changed if the 
remote database is moved; the only update required is to the 
TNSNAMES.ORA file. Similarly, if Oracle Names or an Oracle Native 
Naming Adapter is used, only the central network definition needs to be 
changed. 

The network definition, TNSNAMES.ORA, and other configuration files 
. are created using Oracle Network Manager. The configuration files are 
described in Appendix A, "Contents of the SQL*Net Configuration 
Files." For detailed instructions on creating the network definition and 

NetMan the configuration files for SQL*Net and other Oracle networking 
products, see the Oracb Network Manager Administrator's Guide 

SQL*Net Release 2.2 and Other Oracle Network Products 

SQL*Net release 2.2 is based on the Oracle Transparent Network 
Substrate (TNS) technology. It works closely with other TNS-based 
products to provide easy to administer, flexible, transparent 
communication between client and server applications. At this time, the 
following Oracle products are bundled with SQL*Net release 2.2: 

Oracle Network Manager 

Oracle Names 

Oracle Native Naming Adapters 

SNMP Support 

The following Oracle products are optional (that is, they are not bundled 
with SQL*Net release 2.2). 

* Oracle Protocol Adapters I 
* MultiProtocol Interchange I 
* Secure Network Services I 
* SQL*Net /DCE 

Please refer to Chapter 2 for more information about TNS. 

Introduction to SQL*Net 1 - 7 
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Oracle Network Manager 

Oracle Network Manager version 3.0 is a tool that enables you to create 
the configuration files needed by Oracle networking products. It 
includes a graphical user interface which enables you to view the 
network in a hierarchical, or "tree view" structure, so you can see the 
relationships among the network services, or in a map view which 
shows the network services as they relate to the user's actual network. 
Also provided is a context-sensitive online help system and an online 
walkthrough that takes you through the basic steps of configuring a 
network. 

Oracle Network Manager enables you to validate the network so you 
can ensure that the resulting configuration files are free of common 
syntax errors and contain all required information. It includes utilities to 
assist in converting the configuration files of previous versions of 
SQL*Net to be compatible with the current version. For further 
information about Oracle Network Manager, including detailed 
instructions on how to use it to build a network, consult the Oracle m Network hhnager Administrator's Guide. Oracle Network Manager should 

NetMan be used only by network administrators, not individual users. 

Oracle Names 

Oracle Names is Oracle Corporation's transparent naming software. 
Oracle Names provides central storage of network names and addresses 
so that network components can contact one another easily without 

ONames regard to their physical locations or specific configurations on the 
network Access to the central storage is through Names servers on the 
network Oracle Names is described in detail in the Oracle Names 
Administrator's Guide. However, because it works so closely with 
SQL*Net Version 2.2, it is discussed in this manual as well. You 
configure Oracle Names servers by using Oracle Network Manager. 

Oracle Native Naming Adapters 

Oracle Native Naming Adapters enable network administrators to store 
Oracle service names in a native naming service already in use in their 
network environment. Services include Neiyork Information Services 
(NIS), Distributed Computing Environment's Cell Directory Service 
(DCE's CDS), Banyan's StreetTalk, and Novell's NetWare Directory 
Services (NDS). Using an Oracle Native Naming Adapter enables you to 
continue to use familiar utilities to maintain names of Oracle services. 
Network administrators can configure each client to use Oracle Names, 

1 - 8 Understanding SQL*Net 
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TNSNAMES.ORA, or one of the native naming adapters such as NISI to 
resolve Oracle service names to addresses. 

For information on installing and configuring Oracle Native Naming 
Adapters, refer to your Oracle platform-specific documentation. 

SNMP Support 

Oracle SNMP support is provided in SQL*Net release 2.2 (and later) for 
the listener, Oracle7 Server, Oracle Names, and MultiProtocol 
Interchange. SNMP support allows a database to be remotely 
monitored by any SNMP-capable management software in a TCPIIP 
network. SNMP (the Simple Network Management Protocol) is a de- 
facto standard undeclying many popular network management systems 
such as Hewlett Packard's Openview, Novell's Network Management 
System, IBM's NetView16000, and SunComectfs SunNet Manager. It 
enables Oracle products such as the SQL*Net network listener, Oracle7 
Server, MultiProtocol Interchange, and Oracle Names to be located, 
identified, and monitored by a management station running at one or 
more centrally-located nodes. 

For information on configuring SNMP support for the listener, Oracle7 
Server, Oracle Names, and MultiProtocol Interchange, see the Oracle 
Network Manager Adminisfrator's Guide and to your Oracle 
platform-specific documentation. Also see Chapter 6, "SNMP 
Support", in this guide for a general overview of configuring SNMP 
support for Oracle services. For detailed information about SNMP 
Support and the information it provides, see the Oracle SNMP Supporf 
Reference Guide 

Oracle Protocol Adapters 

Oracle Protocol Adapters enable SQL*Net to establish connections over 
specific protocols or networks. Each machine on a network requires at 
least one protocol adapter, and additional adapters may be required if 
you use multiple protocols in your network. For example, a machine 
connecting a TCP/IP network and an SPX/IPX network would require a 
protocol adapter for each network Also, the same machine would likely 
be running a MultiProtocol Interchange to enable communication 
between the dissimilar networks. 

On some platforms, a single Oracle Protocol Adapter can operate on 
hundreds of' different network interface boards, which means that you 
can deploy applications in any networkkg environment, including 
Ethernet, Token-Ring, FDDI (Fiber Distributed Data Interface), ATM 
(Asynchronous Transfer Mode), wireless and others. 
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MultiProtocol Interchange 

The Oracle MultiProtocol Interchange works with SQL*Net Version 2 to 
provide transparent communication between disparate communities. 
The product is described in detail in the MultiProtocol Inkchange 

ITltChg Administrator's Guide. However, because it works so closely with 
SQL*Net Version 2, it is mentioned frequently in this manual as well. 
The MultiProtocol Interchange is configured using the Oracle Network 
Manager. 

Secure Network Services' 

Oracle Secure Network Sercices is an optional product that works with 
SQL*Net release 2.1.4 and later. It enables SQL*Net and related products 
to use network data encryption and checksumming so that data cannot 
be read or altered. It protects data from unauthorized viewing by using 
the RSA Data Security RC4" encryption algorithm. To ensure that data 
has not been modified, deleted, or replayed during transmission, Secure 
Network Services optionally generates a cryptographically secure 
message digest and includes it with each packet sent across the network. 

Secure Network Services is supported by the MultiProtocol Interchange 
which means that clients and servers using different protocols can 
securely transfer data across network protocol boundaries. For example, 
clients using LAN protocols such as NetWare (SPXIIPX), can securely 
share data with large servers using different protocols such as LU6.2, 
TCPIP, or DECnet. 

Release 1.1 provides a standard, highly optimized 56-bit key DES 
encryption algorithm. For customers outside the USA and Canada, 
release 1.1 also offers DES40, which combines the standard DES 
encryption algorithm with the international availability of a 40-bit key. 
Secure Network Services version 1.0 includes the RC4 encryption 
algorithm and DES40. 

These services are available to most products that sit on top of SQL*Net, 
including the Oracle7 Server, the CDS tools, and any other Oracle or 
third-party product that supports SQL*Net. 

Future releases of Secure Network Services will include authentication 
services such as Kerberos, Smart Cards, and biometic authentication 
methods. These authentication services enhance OracleTs existing 
security facilities such as access control logon, roles, and auditing by 
providing reliable user identification. No changes to applications are 
required, and SNS works over all protocols, operating systems, or name 
services. 
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SQL*Net/DCE is an optional product that works with Oracle 7.1.6 (or 
later) and SQL*Net 2.1.6 (or later). It enables users to transparently use 
Oracle tools and applications to access Oracle7 servers in a DCE 
environment. It provides authenticated RPC (Remote Procedure Call) as 
the transport mechanism, which enables multi-vendor interoperability 
The DCE Security service enables a user logged onto DCE to securely 
access any Oracle application without having to specify a username or 
password. This is sometimes referred to as "external authentication," 
formerly referred to as "OPS$ support". 

SQLSNet/DCE also provides DCE CellDirectory Service (CDS), which 
allows Oracle7 services to be transparently accessed throughout the 
DCE environment. Users can connect to Oracle database servers in a 
DCE environment using familiar Oracle service names. Oracle service 
names can be managed from a central location with standard DCE tools. 
For information on configuring SQL*Net/DCE see the SQLSNetIDCE 
Administrator's Guide and your Oracle platform-specific documentation. 

SQL"Net's New Features 

This version of SQLSNet provides several enhancements over previous 
versions. 

New Since SQL"Net Version 1 

Support for the MultiProtocol Interchange 

The MultiProtocol Interchange and SQL*Net allow 
communication between applications over different protocols. For 
example, a client in an SPX/IPX community can communicate 
with a server in a TCP/IP community. 

* Support for the Oracle7 multi-threaded server 

SQL*Net provides support for the Oracle multi-threaded server. 
This feature of the Oracle7 server enables multiple calls to access 
the server using a shared dispatcher. For more information about 
the multi-threaded server, see Oracle7 Saver Concepts , the Oracle7 
Server Administrator's Guide and Oracle7 Server Distributed Systems, 
Volume I. 

Improved diagnostic capabilities 

Introduction to SQLSNet 1 - 11 
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SQL*Net version 2 provides tracing and logging abilities that let 
you record the behavior of each network component and to 
troubleshoot problems when they occur. For detailed information 
about tracing and logging, see Chapter 2 in the Oracle Network 
Products Messages Manual. 

New Since SQLWNet Version 2.0 

I Use with Oracle Names 

As described in the preceding section, Oracle Names provides 
central storage of network names and addresses so that network 
components can contact one another easily without regard to 
their physical locations on the network. Oracle Names also 
enables central storage of global database links created 
automatically in Network Manager for each database defined. 
Although SQL*Net does not require Oracle Names to provide 
transparent access across a network (TNSNAMES.ORA can be 
used), Oracle Names makes administration and maintenance of a 
SQL*Net network easier. - GUI-based Network Manager tool 

Administrators create and modify the configuration files required 
by the Oracle networking produds by using the Oracle Network 
Manager. This tool provides a graphical user interface and 
extensive validation features to make configuring the network 
relatively simple. Not only is using the Network Manager faster, 
easier, and more accurate than creating the files by hand, but 
Oracle wiU only support files that can be created using the 
Network Manager (except for SQLNET.ORA, which contains 
parameters that can be included only through manual editing: 
and PROTOCOL.ORA which must be created manually.) 

Enhanced migration utilities 

Moving from SQL*Net version 1 to version 2.0 is made easier by 
Oracle Network Manager. Oracle Network Manager can import a 
file of version 1 connect strings and aliases into a 
TNSNAMES.ORA file (or Oracle Names or a Native Naming 
Service such as NIS) so that users can use them to connect to 
network destinations after SQL*Net version 2 is installed. Oracle 
Network Manager also provides an easy way to create a service 
name for a SQL*Net version 1 conned string that does not already 
have an alias mapped to it. 

Oracle Network Manager also includes a utility called NETCONV 
which converts a SQL*Net version 2.0 network definition created 
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by the version 2.0 configuration tool into a release 2.1 network 
definition that can be stored and edited by the Network Manager. 
Network definitions created in Network Manager release 2.1 are 
automatically converted when you open them in Network 
Manager version 3.0. 

Use of encrypted passwords 

The Listener Control Utility and the Names Server provide for 
optional passwords to allow only authorized personnel to 
perform certain administration tasks. Oracle Network Manager 
provides the option to encrypt these passwords within the 
configuration files for enhanced security. These passwords and 
SQL*Net logon passwords are also encrypted over the network. 

Support for prespawned processes 

Prespawned dedicated server processes provide faster 
connections to databases by eliminating the time required to 
spawn a process for each connection request. See the section 
"Prestarted Dedicated Server Processes" in Chapter 2 for further 
information. 

Support for'dead connection detection (Keep Alive or Dead 
Man's Handle) 

Dead connection detection is a feature that allows SQL*Net to 
identify connections that have been left hanging by the abnormal 
termination of a client. When this feature is activated, SQL*Net 
sends periodic probes to check for broken connections. When one 
is found, SQL*Net returns an error and the server process exits. 
This feature minimizes the waste of resources by connections that 
are no longer valid. It also automatically forces a database 
rollback of uncommitted transactions and locks held by the user 
of the broken connection. 

New Since SQLaNet Version 2.1 

* Graphical display of network configuration in Network Manager 
version 3.0 

Network Manager version 3.0, which runs on Windows, allows 
administrators to view the network in a "tree view" or a "map 
view". The tree view shows the network's hierarchical structure, 
indicating the relationships among the network services, whereas 
the map view shows the networkin a spatial layout connecting 
the network services as they relate to the actual user's network 
Also provided is point and click and drag and drop capability to 
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make creating network objects quick and easy. A 
context-sensitive online help system gives you quick information 
when you need it. An online walk-through takes you step by step 
through the basic tasks of configuring a network. 

* Graphical control tools for listener, Names, and MultiProtocol 
Interchange 

Through Network Manager version 3.0 you now have the ability 
to use some Listener Control Utility (LSNRCTL), Interchange 
Control Utility (INTCTL), and Oracle Names Control Utility 
(NAMESCTL) commands. For example, you can now reload a 
Names server and check its status from NetworkManager. 

Direct access to the Server Manager from Network Manager 
version 3.0 

Oracle Server Manager, an administration tool that lets you set 
startup parameters for the database, can be invoked from within 
Network Manager version 3.0. 

Added configuration support for new network services 

Network Manager version 3.0 lets network administrators 
configure the enhanced encryption, checksumming, and 
authentication support included with Secure Network Services. 

Configuration support for native naming adapters for Network 
Information SeMces (NIS), Distributing Computing 
Environment's CellDirectory Service (DCE's CDS), Banyan's 
StreetTalk, and Novell's NetWare Directory Services (NDS) will 
be provided within the timeframe of SQL*Net release 2.2. 

Configuration support for Simple Network Management Protocol 
(SNMP) is provided. Oracle SNMP Support lets DBAs and 
network administrators monitor the Oracle environment and 
query status of network services and Oracle7 databases. For 
example, it can monitor any number of Oracle7 databases in a 
network, detect when they start or stop, or monitor current user 
activity. It can also monitor the Oracle network listener, 
MultiProtocol Interchange, and Oracle Names for current user 
activity, and to identdy potential problems and bring them to the 
immediate attention of a DBA or network administrator. 

Oracle Gateways can now be configured in Network Manager 
version 3.0. 

SQLeNet/DCE enables Oracle applications and tools to access 
Oracle7 servers in a DCE environment. It provides authenticated 
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RPC (Remote Procedure Calls) as the transport mechanism. Also 
provided is the DCE security service which enables a user logged 
onto DCE to securely access any Oracle application without 
having to specify a username or password. Cell Directory Service 
(CDS) registers Oracle7 services so that users can connect to 
Oracle servers in a DCE environment using familiar service 
names. 

0racle'~ative Naming Adapters 

Oracle Native Naming Adapters let administrators integrate 
Oracle into their native network environments by storing Oracle 
service names in native name services such as NIS or DCE's CDS. 
Native Naming Adapters released with SQLXNet 2.2 include 
Network Information Services (NIS), Distributed Computing 
Environment's Cell Directory Service (DCE's CDS). Banyan's 
StreetTalk and Novell's NetWare Directory Services (NDS) will be 
released within the timeframe of SQLXNet release 2.2. 

Secure Network Services release 1.1 

Secure Network Services enables SQL*Net and products based on 
it to use network data encryption and checksumming so that data 
cannot be read or altered. Future releases of Secure Network 
Services will include network authentication adapters such as 
Kerberos, smart cards, and retinal scanners which will let users 
who are logged onto an NOS ("network operating system") or in 
possession of the appropriate credentials to be able to 
automatically and securely access any Oracle application without 
speclfymg a user name or password. See the Secure Network 
Services Administrator's Guide for more information. 

Client-side load balancing for use with MultiProtocol 
Interchanges improves clientlserver performance. When routes to 
a server through different Interchanges exist, SQLXNet release 2.2 
determines for the client which route to the server is the most 
effiaent and establishes the connection accordingly. 

SQLXNet error logging now displays the banners for only those 
protocols that are loaded and linked into SQLXNet configuration. 

Listener Control Utility STATUS command now shows address 
on which it is listening. 

* Listener Control Utility STATUS command now indicates 
whether a SQL*Net listener can be queried by any SNMP-based 
network management system. 

Introduction to SQL*Net 1 - 15 
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* TNSPING Utility enables you to determine whether an Oracle 
service such as an Oracle database, Oracle Names server, 
MultiProtocol Interchange or any TNS-based service can be 
successfully reached. If TNSPING can connect, it displays an 
estimate of the round trip time (in milliseconds) it takes to reach 
the Oracle service. It it cannot connect successfully, it displays a 
message, which lets you see the network error that is occuning 
without the overhead of a database connection. 

Understanding SQL*Net 
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C H A P T E R  

SQL*Net Version 2 
Architecture 

S QL'Net version 2 uses the Transparent Network Substrate (TNS) 
and industry-standard network protocols to connect a client to a server 
and establish an Oracle session. 

The next few setions provide a discussion of SQL*Net and the roIe it 
plays in distributed systems. The following architectural concepts are 
discussed: 

Transparent Network Substrate 

SQL*Netfs communication role 

distributed processing with SQL*Net 

* SQL*Net operations 

SQL*Net and the network listener 
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Transparent Network Forming the basis for Oracle networking products, the Transparent 
Substrate (TNS) Network Substrate (TNS) enables Oracle to provide a network of 

applications above all existing networks of computers. With TNS, 
peer-to-peer application connectivity is possible where no direct 
machine-level connectivity exists. Pee-to-peel- is an architecture in 
which two or more nodes can communicate with each other directly 
without the need for any intermediary devices. In a peer-to-peer 
system, a node can be both a client and a server. 

TNS provides two key features to a TNS-based network product and, in 
turn, any application built using TNS: 

I * a single, common interface to all industry-standard protocols 

* the ability to conned to applications in physically separate 
networks through one or more MultiProtocol Interchanges 

TNS is the foundation component of all current and planned network 
products from Oracle. Today TNS networks connect Oracle clients and 
servers through SQL*Net version 2. In the future, Oracle Corporation 
will provide additional TNS-based application connectivity tools. 

SQL*Net1s Communication between client and server proceeds in a stack-like 
Communication Role fashion with corresponding levels communicating in a peer relationship. 

The logical exchange unit at each layer of the stack conveys the level of 
generalization employed at that level. The Oracle client and server 
exchange SQL statements and data rows. At the UP11 OPI (User/ Oracle 
Program Interface) layers, these exchanges translate into series of calls to 
SQL routines such as logon, parse, execute, and fetch. In a distributed 
transaction, SQL*Net is responsible for sending information across 
various networks on behalf of a client application or database server. In 
such a configuration, there are commonly two types of computers acting 
as the client and server. 

Two-Task Common (on page 2 - 4) ensures that all differences between 
clients and servers, such as internal datatype representations or NLS 
character sets, are resolved, allowing the client and server to 
communicate transparently. SQL*Net relays all communication tasks to 
TNS through its common entry points. SQL*Net is unaffected by the 
specific communication mechanism used underneath TNS (for example, 
TCPIIP, DECnet, shared memory, and so on). The SQL*Net layer 
handles these calls as a series of Oracle sendlreceive messages, and TNS 
in turn processes the packets over the network The network protocol, 
not provided by Oracle (typically provided with each particular 
platform by its vendor), supplies a reliable means of communication 
between the two tasks. 

2 - 2 Understanding SQL*Net 
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Client 
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Oracle Protocol Oracle Protocol 

Figure 2 - 1 Oracle Client-Server Components 

SQL*Net in SQL*Net is responsible for enabling communications between the 
Distributed Processing cooperating partners in a distributed transaction, either client-server or 

server-to-server. Specifically, SQL*Net enables clients and servers to 
connect to each other, send data such as SQL statements and data 
responses, initiate interrupts, and disconnect when the session is 
complete. During the life of the connection, SQL*Net resolves all 
differences between the internal data representations and/ or character 
sets of the computers being used. 

When a client or server makes a connection request, SQL*Net receives ' 

the request. If more than one machine is involved, SQL*Net passes the 
request to its underlying layer, the transparent network substrate (TNS), 
to be transnhtted over the appropriate communications protocol to the 
appropriate server. On the server, SQL*Net receives the request from 
TNS and passes it to the database as a network message with one or 
more parameters (that is, a SQL statement). 

Except for the initial connection, the local and remote applications 
generate the same requests whether they run on the same computer or 
are distributed across multiple computers. The initial connection differs 
only in that the name of the remote database must be specified by the 
application or user. 

SQL*Net Version 2 Architecture 2 - 3 
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Components Involved 
in Distributed 
Processing 

Client Side Interaction 

Client Application 

User Program Interface 
(UPI) 

Two-Task Common 

Several software components are involved in completing a distributed 
transaction, whether it is a client-server or server-server transaction. 
Figure 2 - 1 shows the components of a client-server session. These 
components are described in the following sections. 

The following paragraphs discuss the components of the client-server 
transaction process, beginning with the client application and 
concluding with the Oracle Server. 

The client application provides all user-oriented activities, such as 
character or graphical user display, screen control, data presentation, 
application flow, and other application specifics. The application 
identifies any SQL database operations to send to the server database 
and passes them through the User Program Interface (UPI). 

The UP1 code contains all information required to initiate a SQL 
dialogue betweenthe client and the server. It defines calls to the server 
to: 

parse SQL statements for syntax validation 

open a cursor for the SQL statement 

bind client application variables into the server shared memory 

describe the contents of the fields being returned based on the 
values in the server's data dictionary 

execute SQL statements within the cursor memory space 

fetch one or more rows of data into the client application 

close the cursor 

The client application uses some combination of these calls to request 
activity within the server. Often, all UP1 calls can be combined into a 
single message to the server, or they may be processed one at a time 
through multiple messages to the server, depending on the nature of the 
client application. Oracle products attempt to minimize the number of 
messages sent to the server by combining many UP1 calls into a single 
message to the server. When a call is performed, control is passed to 
'SQL*Net to establish the connetion or transmit the request to the server. 

Two-Task Common provides character set and data type conversion 
between different character sets or formats between client and server. 
This layer is optimized to perform conversion only when required on a 
per connection basis. 

2 - 4 Understanding SQL*Net 
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At the time of initial connection, SQL*Net version 2 is responsible for 
evaluating cWerences in internal data and character set representations 
and determining whether conversions are required for the two 
computers to communicate. 

SQL*Net The role of SQL*Net is to establish and maintain a connection between 
the client application and the server and exchange messages between 
them. The network listener receives connection requests for a particular 
database and passes control to the server. 

Transparent Network TNS receives requests from network applications, in this case SQL*Net, 
Substrate (TNS) and settles all generic machine-level connectivity issues, such as: 

'. the location of the server or destination (open, close functions) 

whether one or more MultiProtocol Interchanges will be involved 
in the connection jopen, close functions) 

how to handle interrupts between client and server based on the 
capabilities of each (send, receive functions) 

The generic set of TNS functions (open, close, send, receive) passes 
control to an Oracle Protocol Adapter to make a protocol-specific call. 

Additionally, TNS optionally provides encryption and sequenced 
cryptographic message digests to protect data in transit. See thesecure 
Network Services, Release 1.1 for more information. 

Oracle Protocol Adapter The Oracle Protocol Adapters are responsible for mapping TNS 
functionality to industry-standard protocols used in the client-server 
connection. Each adapter is responsible for mapping the equivalent 
functions between TNS and a specific protocol. 

Network-Specific All Oracle software in the client-server connection process requires an 
Protocols existing network protocol stack to make the machine-level connection 

between the two machines. The network protocol is responsible only for 
getting the data from the client machine to the server machine, at which 
point the data is passed to the server-side Oracle Protocol Adapter. 

Server-Side Interaction Going up the process stack on the server side is the reverse of what 
occurred on the way down the client side. See the right side of 
Figure 2 - 1. 

The one operation unique to the server side is the act of receiving the 
initial connection. The server has a process (the network listener) that 
regularly checks for incoming connections and evaluates 
their destination. 

SQL*Net Version 2 Architecture 2 - 5 
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The network listener is a process on a server that listens for connection 
requests for one or more databases on one or more protocols. It is 
discussed in "SQL*Net and the Network Listener" on page 2 - 10. Based 
on the Oracle Server ID (SD) specified, the connection is passed to the 
Oracle Server. 

The components above SQL*Net, the OPI and the Oracle Server, are 
different from those on the client side. 

Oracle Program Interface The OPI has a complementary function to that of the UPI. It is 
(OPI) responsible for responding to each of the possible messages sent by the 

UPI. For example, a UP1 request to fetch 25 rows would have an OPI 
response to return the 25 rows once they have been fetched. 

Oracle Server The Oracle Server side of the connection is responsible for receiving 
dialog requests from the client UP1 code and resolving SQL statements 
on behalf of the client application. Once received, a request is processed 
and the resulting data is passed to the OPI for responses to be formatted 
and returned to the client application. 

Server-to-Server When two servers are communicating to complete a distributed 
Interaction transaction, the process and dialogues are the same as in the 

client-server scenario, except that there is no client application. See 
Chapter 5, "Distributed Updates" in Oracle7 Server Distributed Systems, 
Volume I for more information. The server has its own version of UPI, 
called NPI. The NPI interface can perform all of the functions that the 
UP1 does for clients, allowing a coordinating server to construct SQL 
requests for additional servers. Figure 2-2 shows a server-to-server 
connection and all associated layers. 
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Figure 2 - 2 Oracle Server-Server Components 

SQL*Net Operations 

SQL*Net provides functions, described in the following sections, that 
belong to the following classifications: 

conned operations 

data operations 

exception operations 

All the functions work with tools and databases that use SQL*Net for 
distributed processing, although none of them is visible to the user. 

Note: The information contained in the following summary is 
for the benefit of the network administrator, who needs to 
understand what role SQL*Net version 2 plays within 
the network. 

Conned Operations SQL*Net supports two basic connect operations: 

* connect to server (open) 

disconnect from server (close) 

SQLINet Version 2 Architecture 2 - 7 
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Connecting to Servers 

Disconnecting from 
Servers 

The connect operation is initiated during any standard database login 
between the client application and the server, with information such as 
the client machine name and user name being passed to the remote 
machine. This information is required to support externally- 
identified logins. 

A client application initiates a request for a connection to a remote 
database (or other network service) by providing a short name for its 
desired destination. That short name, called a snvice name, is mapped to 
a network address contained in a connect descriptol- stored in the network 
configuration file TNSNAMES.ORA, in a database for use by Oracle 
Names, or in native naming service such as NIS or DCE's CDS. 

Note: If the network includes Oracle Names, the service names 
and associated connect descriptors are stored in a database that 
is accessed by the Names servers, and the TNSNAMES.ORA file 
is not needed. Similarly, if an Oracle Native Naming Adapter 
such as NIS or DCE's CDS is being used, this information will 
be stored and retrieved from that native name service. 

Requests to disconnect from the server can be initiated in the 
following ways: 

user-initiated disconnect 

additional connection request 

abnormal connection termination 

timer initiated disconnect 

User-Initiated Disconnect A user can request a disconnection from the 
server when a client-server transaction completes. A server can also 
disconnect from a second server when all server-server data transfers 
have been completed, and no need for the link remains (the 
simplest case). 

Additional Connection Request If a client application is connected to a 
server and requires access to another user account on the same server or 
on another server, most Oracle tools will first disconnect the application 
from the server to which it is currently connected. Once the 
disconnection is completed, a connection request to the new user 
account on the appropriate server is initiated. 

Abnormal Connection Termination Occasionally, one of the 
components below SQL*Net wil l  be disconnected or will abort 
communications and SQL*Net will not be immediately informed. 
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Data Operations 

During the next SQL*Net data operation, the TNS module will recognize 
the failure and give SQL*Net a notice to clean up client and server 
operations, effectively disconnecting the current operation. 

Timer Initiated Disconnect or Dead Connection Detection (SQL*Net 
release 2.1 and later only). Dead connection detection is a feature that 
allows SQL*Net to identify connections that have been left hanging by 
the abnonnal termination of a client. On a connection with Dead 
Connection Detection enabled, a small probe packet is sent from server 
to client at a user-defined interval (usually several minutes). If the 
connection is invalid (usually due to the client process or machine being 
unreachable), the connection will be closed when an error is generated 
by the send operation, and the server process will exit. 

This feature minimizes the waste of resources by connections that are no 
longer valid. It also automatically forces a database rollback of 
uncommitted transactions and locks held by the user of the 
broken connection. 

SQL*Net supports four sets of client-server data operations: 

send data synchronously 

receive data synchronously 

send data asynchronously 

receive data asynchronously 

The concept of sending and receiving data between client and server on 
behalf of the UP1 and OPI is relatively straightforward. A SQL dialogue 
request is forwarded from the UP1 using a send request in SQL*Net. On 
the server side, SQL*Net processes a receive request and passes the data 
to the database. The opposite occurs in the return trip from the server. 

The basic send and receive requests are synchronous. That is, when the 
client initiates a request, it waits for the server to respond with the 
answer. It can then issue an additional request. 

SQL*Net version 2 adds the capability to send and receive data requests 
asynchronously. This capability was added to support the Oracle7 
multi-threaded server, which requires asynchronous calls to service 
incoming requests from multiple clients. 
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I Exception Operations SQL*Net supports three exception operations: 

I initiate a break over the TNS connection 

I reset a connection for synchronization after a break 

I + test the condition of the connection for incoming break 

Of these three operations, only the initiation of a break can be controlled 
by the user. When the user presses the Intermpt key (Ctrl-c on some 
machines), the application calls this function. Additionally the database 
can initiate a break to the client if an abnormal operation occurs, such as 
during an attempt to load a row of invalid data using SQLZoader. 

The other two exception operations are internal to some products using 
SQL*Net to resolve network timing issues. SQL*Net can initiate a test of 
the communication channel, for example, to see if new data has arrived. 
The reset function is used to resolve abnormal states, such as gettjng the 
connection back in synchronization after a break operation has occurred. 

SQLWNet and  the TNS includes a protocol independent application listener that receives 
Network Listener connections on behalf of any TNS application, over any underlying 

protocol. Referred to as a network listener, it runs as a single process or 
task and can service the needs of all TNS applications over all protocols 
available on a machine. 

SQL*Net version 2, as a TNS-based product, uses the network listener 
on a server to receive incoming connections from SQL*Net clients. The 
network listener listens for SQL*Net connections on a specific port or 
socket, which is defined in the ADDRESS portion of the 
connect descriptor. 

Network Listener and The network listener is available for all standard transport protocols 
Native Listeners supported by TNS. In addition, there are protocols that have application 

generic listeners or connection acceptance methods, such as DECnet and 
APPC/LU6.2, that may receive TNS connections. 

Additional Information: For information on SQL*Net version 2 
connections with a native connection acceptance method, see 

0s  DOC the Oracle operating system-specific documentation for that 
protocol and platform. 

Prestarted Dedicated SQL*Net release 2.1 and later provides the option of automatically 
Server Processes creating dedicated server processes. With this option, when the listener 

starts, it creates Oracle server processes which are then available to 
service incoming connection requests. These processes may last for the 
life of the listener, and they can be reused by subsequent 
connection requests. 

2 - 10 Understanding SQL*Net 
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Note: Prespawned dedicated servers require SQL*Net release 
2.1 or later, and require Oracle7 Server release 7.1 or later. 

Prestarted dedicated server processes reduce connect time by 
eliminating the need to create a dedicated server process for each new 
connection request as it comes to the listener. They also provide better 
use of allocated memory and system resources by recycling server 
processes for use by other connections without having to shut down and 
recreate a server. The use of prestarted dedicated server processes is 
particularly useful in systems where the Oracle7 multi-threaded server 
is unsupported, or where the creation of a new server process is slow 
and resource-intensive. 

Figure 2 - 3 shows the role of the network listener in.a SQL*Net 
connection to a server connected to two communities. 

Shared n 
Dedicated Prespawned 

Dedicated 

p a  @ 
Process and Existing Process 
Connect 

Network 
Listener 

Network Listener 
""st@ 1 

1 Transparent Network Substrate 1 

I Adapter for Protocol A I Adapter for Protocol B I 

Community A 
(Protocol A) 

Connection request from any cornmunay 

. Figure 2 - 3 Network Listener in SQL*Net Connection 
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The steps involved in establishing a connection (as shown in 
Figure 2 - 3) are: 

Step 1. A connection request is made by any client in the TNS network 
and arrives through one of the communities to which the 
listener is attached. 

Step 2. The network listener identifies that a connection request has 
arrived in one of its communities. 

Step 3. a. The network listener spawns a dedicated server process and 
passes control of the incoming connection to it, or, 
b. the address of a shared dispatcher process (multi-threaded 
server) is provided, and the incoming connection is directed to 
it, or, 
c. the incoming connection is redirected to one of the 
prespawned dedicated server processes. 

At the completion of a connection, the network listener continues to 
listen for additional inco&g connections. 

How SQLeNet Establishes Connections to a Prespawned Dedicated Server 

Prestarted (commonly referred to as "prespawned) Oracle7 Servers are 
server processes that are pre-started by the listener before any incoming 
connection request. They improve the time it takes to establish a 
connection on servers where the multi-threaded server is not used or 
not supported on a given machine. Their use in a heavily loaded 
distributed system can be beneficial. 

Set the following parameters using Oracle Network Manager. They 
control how the server is pre-spawned. 

PRESPAWKMAX The maximum number of prespawned 
servers the listener creates. This value 
should be a large number and at least the 
sum of the POOL-SIZE for each protocol. 

2 - 12 Understanding SQL*Net 
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POOL-SIZE The number of unused prespawned server 
processes for the listener to maintain on the 
selected protocol. The number must be 
greater than zero, but no larger than the 
PRESPAWN-MAX value. Set this value to 
the average expected number of 
connections at any given time. 

TIMEOUT The time that an inactive server process 
should wait for the next connection before 
it shuts down. This parameter is used to 
prevent server processes from being 
immediately shut down after a client 
disconnects. For greatest efficiency, provide 
a short time value for this parameter. 

You can set specific prespawned server parameters for each SID. Thus, 
systems with heavy use can be tailored to accommodate the larger 
number of connection requests by setting PRESPAWNED-MAX and 
POOL SIZE to large values. Similarly when systems require mostly 
sharedconnections, the number of prestarted servers can be set to a low 
value. 

Following is the sequence of events that occur when you are using 
prestarted servers to service client connection requests. 

1. The listener is started and listens on the addresses pre-configured in 
LISTENER.ORA, created by the network administrator using 
Network Manager. 

2, The listener then spawns a series of server processes until it reaches 
the POOL-SIZE for each SID defined in LISTENER.ORA. 

3. Each spawned server process performs a wildcard listen and 
provides the listener with the wildcard address that it is listening 
on. The listener initially marks all pre-started servers as idle. 

4. The client calls the pre-configured well-known address of 
the listener. 

5. The listener receives the connection request, performs the 
connection handshake and determines if the client is allowed to 
connect. If not, the listener refuses the connection and then resumes 
at step 9. 

6. The listener issues a redirect message to the client containing one of 
the wildcard listen addresses of the pre-spawned servers. The 
listener then logs that server as active. 

SQLSNet Version 2 Architecture 2 - 13 
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7. The client dissolves the connection to the listener and then 
establishes a connection to the pre-spawned server using the 
address provided in the redirect message. 

8. The listener spawned another server to replace the active 
pre-spawned server (provided the PRESPAWN-MAX value is 
.greater than the number of pre-spawned server processes active 
and idle). 

I 9. The listener continues listening for incoming connections. 

The above sequence of events continues until the PRESPAWN-MAX is 
reached, at which point the listener will cease spawning new servers. 

When clients disconnect, the prespawned server associated with the 
client is returned to the idle pool. If then waits the length of time defined 
in the TIMEOUT parameter to be assigned to another client. If no client 
is handed to the pre-spawned server before TIMEOUT expires, the 
pre-spawned server shuts itself down. 

See the Oracle Network Manager Administrator's Guide for more 
information on configuring this feature. 

How SQL*Net Establishes Connections to a Multi-Threaded Server 

The multi-threaded sewer enables many clients to connect to the same 
server without the need for dedicated server processes for each client. 
Using the multi-threaded server enables you to minimize the memory 
and processing resources needed on the server side as the number of 
connections to the database increases. 

The sequence of events that occurs with the Oracle7 multi-threaded 
server is as follows: 

The listener and the multi-threaded server start up. 

Clients connect to the Oracle7 multi-threaded server. 

What Happens When an During initial startup of the Oracle7 multi-threaded server and the 
MTS and Listener Are listener, the following sequence OCCUrS: 
Started 1. The listener starts and listens for the addresses pre-configured in 

the LISTENER.ORA file. (The network administrator creates this file 
with Network Manager.) 
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2. The DBA starts the Oracle7 database. Dispatchers start according to 
the configuration parameters in the initialization parameter file. 
Dispatchers each use one particular protocol. There may be many, 
on assorted protocols. Each dispatcher performs a wildcard listen 
for the protocol assigned to it. 

Note: A wildcal-d listen is where the server process listens, but 
informs the underlying protocol stack (or operating system in 
the case of the IPC Protocol Adapter) that it has no preference as 
to what address it Listens for other than specifpg the protocol 
on which it wishes to perform the operation. As a result, many 
operating systems will choose a free listening address and 
automatically assign this to the requesting server process. 

3. Each dispatcher calls the listener using the protocol it is assigned, at 
the address defined in the MTS-LISTEN-ADDRESS in the 
initialization parameter file. 

Note: If step 2 is performed before step 1, the dispatchers will 
be unable to contact the listener in step 3. If this occurs, each 
dispatcher loops and attempts to reconnect to the listener every 
60 seconds. Meanwhile, incoming connection requests will be 
handled through other means (prespawned dedicated or 
newly-spawned dedicated server processes). * 

The listener and the Oracle7 multi-threaded server should be ready for 
incoming connections at this point. You can check which dispatchers 
have registered with the listener by typing 

lsnrctl services listener-name 

How a Multi-Threaded The following is how a multi-threaded server connection 
Serverconnection request is handled: 
Request Is Handled 1. The client calls the preconfigured well-known address of 

the listener. 

2. The listener receives thk connection request, performs the 

. . connection handshake and determines if the client is allowed to 
conned (by checking the list of SIDs it listens for), at which point it 
continues with step 6. If not, the Listener refuses the connection and 
then resumes at step 6.  

3. The listener issues a redirect message back to the client containing 
the address of the least-called dispatcher that is listening on the 
protocol used by the client. 

4. The client closes the connection to the listener and then establishes a 
new connection to the dispatcher, using the address provided by the 
listener in the redirect message. 

SQL*Net Version 2 Architecture 2 - 15 
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5. The listener and dispatcher perform a short handshake to update 
each other of the presence of a new connection. This is so that the 
listener can load balance connections between dispatchers running 
on the same protocol. 

6. The listener resumes listening for incoming connections. 

When an Oracle7 Server has been configured as a multi-threaded server, 
incoming connections are always routed to the dispatcher unless the 
connection request specifically requests a dedicated server (by having 
SERVER=DEDICATED in the CONNECT-DATA portion of the connect 
descriptor) or no dispatchers are available. To create this parameter, 
create an alias for the database using Network Manager. (An alias is an 
alternative name that is mapped to a service name.) Use Network 
Manager to make that alias a dedicated server. See Chapter 5 in the 
Oracle Network Manager Administrato~'s Guide for more information. 

2 - 16 Understanding SQLWet 
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n\r THE UNITED STATES PATENT A N D  TRADEMARK OFFICE 

In re Application of: Keith Lowery, ct al. 

Serial No: 091234,048 

E111ng Date: January 19,1999 

Group Art Unit: 2182 

Examiner: 

Title: 

Rehana Perveen 

SYSTEM AND METIIOD FOR MANAGING 
DYNAMIC WEB PAGE GENERATION REQUESTS 

BOX: Patent Application 
Honorable Assistant Commissioner 

of Patents 
Washington, D.C. 2023 1 

Dear Sir: 

RESPONSE TO OFFICE ACTION 

In response to the Office Action mailed Febniary 23, 2001, Applicants respectfully 

request the Examiner to reconsider the rejection of the claims in view of the following 

comments as set forth below. The Claims have not been amended. 

IN THE SPECIFICATlON 

In the Title, please delete "SYSTEM AND METHOD FOR MANAGING DYNAMIC 

WEB PAGE GENERATION REQUESTS" and replace with -- SYSTEM AND METHOD FOR 

RESPONDING TO REQUESTS ASSOCIATED WITH DYNAMIC WEB PAGE 

GENERATION 
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IN THE CLAIMS 

For the convenience of the Examiner, all pending claims of the Application are 

reproduced below. 

Claims 1-16 have previously been cancelled. i 
I 17. A computer-implemented method for managing a dynamic Web page generation 
i 
i 

request to a Web server, said comiuter-implemented mcthod comprising the steps of 

routing a request from a k e b  server to a page server, said page server receiving said i 
request and releasing said Web skrver to process other requests wherein said routing step further 

i 
includes the steps oC J 

intercepting said requesf at said Web server and routing said request to said page server; 
i 
i 

processing said requesti said processing being performed by said page server while said 

Web server concurrently processes said other requests; and 
i 

dynamically a Web page in response to said request, said Web page including 
, 

data dynamically retrievcd frbm one or more data sources. 

18. The conlputQ-implemented method in Claim 17 wherein said step of routing 

1 

said request Includes the stgps of: 

routing said request from said Web server to a dispatcher; and 
I 

dispatching said rediuest to said page server. 

19. The computer-implemented method in Claim 17 wherein said step of processing 

said request includes the step of identifying said one or more data sources from which to 

retrieve said data. 
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20. The computer-implemented in Claim 17 wherein said step of 

1 
dynamically generating said Web page step of dynanlically retrieving said data 

i 

from said one or more data sources. 
1 
/ 

i 
21. The computer-implemented methid in Claim 17 wherein said step of processing 

said iyuest  includes the step of said page servdr maintaining a connection cache to said one or 

more data sources. 

22. The computer-implemented dethod in Claim 17 wherein said step of processing 

said request includes the step of logging int d said one or more data sources. 
1 

23. The computer-impleinen d method in Claim 17 wherein said step of P 
dynamically generating said Web page i cludes the step of maintaining a page cache containing 

said Web page. 

i 
i 

I 24. The computer-implemented method in Claim 17 wherein said page server 

includes tag-based text templates for onfiguring said Web page. 1 
I 25. The computer-imple ented method in Claim 24 wherein said step of processing 7' 

said request further includes the ste of inserting said dynamically retrieved data from said one 1 
l or more data sources into said tag-based text templates. 

26. The computer-implemented method in Claim 24 wherein at least one of said tag- 

based text templates drives a format of the data dynamically retrieved from said one or more 

data sources in response to said request. 
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27. The computer-imple~~~ented method in klaim 24 wherein said tag-based text 

templates include HTML templates. 

1 .  28. Thc computer-implemented method ip Claim 17 wherein said step of processing 
I 

said rcqucst further includes the step of dynamic/lly updating data at said one or more data 

sources. 

29. The computer-implemented mepod in Claim 17 wherein said step of processing 
, 

said request hrther includes the step of procedsing an object handling extension. 

i 
30. The computer-implemente method in Claim 29 wherein said object handling 

extension is an OLE extension. 

DALO 1 :604935.1 
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5 ,  

3 1. A cornputer-implemented method omprising the steps of: 

transferring a recluest fiom an HTTP-com liant device to a page server, said page server I receiving said request and releasing said HTTP,-compliant device to process other requests 

I 
wherein said transferring step further includes the /steps oC 

intercepting said request at said ~ ~ 1 ' ~ - c o ; n ~ l i a n t  device and transferring said request to 

said page server; 

processing said request, said processing ;being performed by said page sewer while said 
i 

HTTP-compliant device concurrently processed said other requests; and 

I 
dynamically generating a page in resbonse to said request, said page including data 

f 

dynamically retrieved from one or more data iources. 

8 
? 

32. The computer-implemented wethod in Claim 31 wherein said step of transferring 
1 

said rcquest includes the steps of 

transferring said request from said +-compliant device to a dispatcher; and 

dispatching said request to said pag& server. 
I 
; 

i 
33. The computer-implemented method in Claim 31 wherein said step of processing 

I 
said request includes the step of identitying s a ~ d  one or more data sources from which to 

J 
retrieve said data. i 

i 
, 

34. The computer-impleme ted method in Claim 31 wherein said step of i 
dynamically generating said page the step of dynamically retrieving said data from said 

onc or more data sources. 
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i 35. The computer-implemented me, hod in Claim 31 wherein said step of processing 
I 
I said request includes the step of said page se er maintaining a connection cache to said one or 7" 

I 
more data sources. 1 

/ 

i 36. The computer-implemented rrethod in Claim 31 wherein said step of processing 
I 
i 

said request includes the step of logging intb said one or more data sources. 

37. The computer-implementc/d method in Claim 31 wherein said step of 

i dynamically generating said page include, the step of maintaining a page cache containing said 
i 

38. The computer-implenle ted method in Claim 31 wherein said page server + 
includes tag-based text templates for c nfiguring said page. .i 

I 

39. The computer-implem k. , ted method in Claim 38 wherein said step of processing 

said request further includes the step f inserting said dynamically retrieved data from said one P 
or more data sourccs mnto said tag-ba+d text templates. 

I 40. The computer-implemented method in Claim 38 wherein at least one of said tag- 
I 

based text templates drives a formal of the data dynamically retrieved from said one or more 

I 
data sources in response to said requpst. 

I 41. The computer-imple ented method in Claim 38 wherein said tag-based text P 
templates include HTML templates. \ 
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I 

42. The computer-implemented m Claim 3 1 wherein said step of processing 

said request lurther includes the step of d amically updating data at said one or more data 4 
sources. 

I 
43. The computer-implemented pethod in Claim 3 1 wherein said step of processing 

said request further includes the step of essing an object handling extension. 

44. The method in Claim 43 wherein said object handling 

extension is an OLE extension. 

i 
I 
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45. A computer-implemented 6ethod comprising the steps of: 
I 

transferring a request from an ~ ~ ~ k ~ - c o m ~ l i a n t  device to a dispatcher; 

I 

maintaining dynamic informatidn regarding data sources a given page server may 

access; i 
I 

I dispatching said request to an appropriate page server based on said request and based 

I 
on said dynamic information, said pagc server receiving said request and releasing said HTTP- 

i 
compliant device to process other reqpests; 

1 

processing said request, saidbrocessing being performed by said page server while said 

HTTP-compliant device concurre processes said other requests; and 

dyna~nically generating a in response to said request, said page including data 

dynamically retrieved from one o 

DALOI :604935.1 
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REMARKS 

This Application has been carefully reviewed in light of the Office Action mailed 

February 23, 2001. At the time of the Office Action, Claims 17-45 were pending in this patent 

application. The Examiner rejected Claims 17-45. Thus, Claims 17-45 are now pending in the 

Application. Applicants rcspectfully request reconsideration and favorable action in this case. 

IN THE TITLE 

The Examiner has rejected the title of the invention as being non-descriptive of the 

invention to which the claims are directed. Applicants respectfully traverse this rejection, but in 

the interest of advancing prosecution have amended the title to read "SYSTEM AND METHOD 

FOR RESPONDING Fro REQUESTS ASSOCIATED WITH DYNAMIC WEB PAGE 

GENERATION". Applicants respectfully submit that the title as amended is descriptive of the 

invention to which the claims are directed. 

IN THE DRAWINGS 

Applicants respectfully request that submission of formal drawings be deferred until 

prior to issuance. 

DOUBLE PATENTING 

The Examiner has rejected claims 17-45 under the judicially created doctrine of 

obviousness-type double patenting as being unpatentable over Claims 1-1 1 of Lowery et a]., 

U. S. Pat. No. 5,894,554, ("Lowery"). Applicants have included a Terminal Disclaimer with 

respect to the double patenting rejection. Applicants respectfully request withdrawal of this 

rejection. 

SECTION 102 REJECTlON 

Claims 17-45 stand rejected under U.S.C. 4 102(e) as being anticipated by Leaf, U.S. 

Pat. No. 5,754,772 ("Leaf'). Applicants respectfully traverse this rcjcction for at least the 

following reasons. 

Claim 17 reciles, in part, "intercepting said request at said Web server and routing said 

request to said page server". Leaf does not teach or suggest "intercepting said request". 
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Instead, Leaf teaches that the web server routes the request directly to the transaction gateway 

client. Leaf, col. 4, lines 55-57. Leaf does not teach or suggest "intercepting said request at 

said Web server" because merely routing a request from a web server to the transaction gateway 

does not involve interception. 

Therefore, for at least this reason, Claim 17 is patentable over Leaf. Thus, Applicants 

respectfully request allowance of Claim 17. 

Dependent Claims 18-30 depend from independent Claim 17, shown above to be 

allowable. Claims 18-30 are allowable as depending from an allowable base claim and as 

defining further distinctions over the cited reference. 

In particular, Claim 21 recites, in part, "maintaining a connection cache to said one or 

more data sources" and Claim 23 recites, in part, "maintaining a page cache containing said 

Web page". Thc Examiner states that the elements of Claims 21 and 23 are inherent in Leaf. 

Office Action, p. 4. Leaf does not involve either a connection cache or a page cache. 

Applicants respectfully submit that neither a connection cache nor a page cache are inherent in 

Leaf. Applicants respectfully request that the Examiner indicate some teaching or suggestion of 

Leaf with respect to a page cache and a connection cache. Therefore, Claims 21 and 23 are 

patentable over Leaf. Thus, Applicants respectfully request allowance of Claims 21 and 23. 

Also, Claim 24 recites "wherein said page server includes tag-based text templates for 

configuring said Web page." Applicants respectfully submit that Leaf does not teach or suggest 

this element of Claim 24. In contrast to the Examiner's assertion, Leaf merely teaches that the 

Transaction Gateway Client may format the data into an HTML document. Leaf, col. 4, lines 

63-67; See also Leaf, col. 4, lines 25-27. Mere formatting of data into an HTML document 

does not teach or suggest a "tag-based text template for configuring said Web page". Therefore, 

Claim 24 is patentable over Leaf. Thus, Applicants respectfully request allowance of Claim 24. 
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Independent Claim 31 is also allowable at least for the reasons discussed above. In 

particular, Claim 31 recites "intercepting said request at said HTTP-compliant device and 

transferring said request to said page server". Accordingly, Applicants respectfully request that 

Claim 3 1 be allowed. 

Dependent Claims 32-44 depend from independent Claim 31, shown above to be 

allowable. Claims 32-44 are allowable as depending from an allowable base claim and as 

defining further distinctions over the cited reference. In particular, Claim 35 recites "wherein 

said step of processing said request includes the step of said page server maintaining a 

connection cache to said one or more data sources." Claim 37 recites "wherein said step of 

dynamically generating said page includes the step of maintaining a page cache containing said 

page." Claim 38 recites "wherein said page server includes tag-based text templates for 

configuring said page." Thus, Applicants respectfully request allowance of Claims 32-44. 

Independent Claim 45 recites, in part, "maintaining dynamic information regarding data 

sources a given page server may access". Applicants respectfully submit that Leaf does not 

teach or suggest this element of Claim 45. Leaf provides no teaching or suggestion of 

"maintaining dynamic information regarding data sources". Indeed, Leaf notes that "each 

transaction gateway client pre-establishes a static connection with the n-line transaction 

processing system." Leaf, col. 2, lines 37-40. Leafs suggestion of static connections teaches 

away from "dynamic" information. Therefore, for at least this reason, Claim 45 is patentable 

over Leaf. Thus, Applicants respectfully request allowance of Claim 45. 
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Oracle Webserver 2.0 

h i s  ?khnical hjote is one of a series of publications from Oracle internet Server 

.?roducts, a product group within the Server &chnologies Division of Oracle 

Corporation. This document is written for web softlvare develapers and other 

audiences familiar with basic Web technology. spccificall): no introduction to the 

Internet or \/bb wi l l  be given here. By reading this dacument, you w i l l  gain a 

technical understanding of how Oracle I&bSefver 2.0 is designed, and how you 

can use i t  to write high performance applications for the w b .  fijany acronyms and 

t~chnical terms are used in this document. For your convenience, we have included 

a glossary in appendix A. 

Overview 

Orac le  Webserver  2.0 lets y o u  p u b l i s h  hypermed ia  documents  a n d  dep loy  

med ia - r i ch  appl icat ions o n  t h e  W o r l d  V\lide W e b  a n d  corporate in t rane ts  u s i n g  

t h e  i n d u s t r y  standard HTT!' p ro toco l .  U n l i k e  mere HTTP servers, Orac le  

Webserver  2.0 offers a f u l l y  in tegra ted  p l a t f o r m  for app l i ca t ion  deve lopment ,  

mass-storage, and  system and s i te-management ,  a l l  u s i n g  f u l l y  in tegra ted  

state-of-the-art re lat ional  database techno logy  and establ ished i n d u s t r y  

standards such as HTTP, SSL, a n d  HTML. Orac le  Webserver  2.0 offers an  

open,  extensib le app l i ca t ion  deve lopment  p l a t f o r m  fo r  t h e  W e b ,  e n a b l i n g  

sof tware developers t o  safely a n d  easi ly a d d  h igh-speed,  c u s t o m  server 

extensions t o  take  f u l l  advantage o f  any a n d  a l l  m o d e r n  technologies such  

as Java, d i s t r i b u t e d  objects a n d  v i r tc la l  rea l i t y  t o  name a few, w i t h o u t  h a v i n g  

t o  resort t o  t h e  low- level  n e t w o r k  interfaces emp loyed  b y  m o s t  o ther  HTTP 
servers today. 

An Application Platform for the Web 

Orac le  VVebServer 2.0 provides a n  open  p l a t f o r i n  for deve lop ing  w e b  

appl icat ions.  For  customers w i t h  heavy investments in t h e  Oracle7 RDBMS, 
w e  offer t h e  in tegra ted  PLlSQL Agent ,  a n  extension t o  Orac le  Webserver  2.0, 
w h i c h  a l lows  y o u  t o  develop cornplete w e b  appl icat ions u s i n g  Oracle7 stored 

procedures. For  customers w h o  w i s h  t o  use Java, w e  offer a f u l l y  in tegra ted  

Java Interpreter, e n a b l i n g  y o u  t o  develop comple te  w e b  appl icat ions u s i n g  

server-side Java classes. T h e  Java Interpreter  inc ludes classes fo r  n a t i v e  Orac le7  

access v ia  PLiSQL a n d  dynamic  creat ion o f  HTML documents.  For  customers 

w h o  w i s h  t o  e m p l o y  t h e i r  o w n  p r o g r a m m i n g  language o f  choice, Orac le  

V\/ebServer 2.0 offers an  easy-to-use API a l l o w i n g  y o u  t o  b u i l d  y o u r  o w n  

Case 1:06-cv-00414-SLR     Document 294-10      Filed 08/28/2008     Page 3 of 22



server-side p l u g i n s  r a n g i n g  f r o m  ex is t ing  legacy appl icat ions w r i t t e n  i n  

COBOL t o  m o d e r n  CORBA or COiVi/OLE based ob jec t -o r ien ted  systems 

w r i t t e n  in fo r  instance C t +  o r  Smal l ta l k .  Orac le  Webserver  2.0 a l l o w s  

developers t o  easi ly in tegrate t h e i r  back-end appl icat ions u s i n g  o u r  o p e n  

k P I  t o  t h e  Oracle W e b  Requesi Broker .  

Architecture 

F r o m  a w e b  browsers p o i n t  o f  view, o r a c l e  V\!ebServer 2.0 l o o k s j u s t  l i k e  any 

otner  w e b  server. T h e  i n d u s t r y  standard HTTP 1.0 pro toco l  w i t h  o p t i o n a l  

SSL based da ta -encryp t ion  is used t o  establ ish a s h o r t - t e r m  c o n n e c t i o n  a n d  

request an  ob jec t  f r o m  t h e  server. W h e n  t h e  object  i s  received by t h e  c l ient ,  

t h e  MliflE t y p e  o f  t h e  ob jec t  determines h o w  it is handled:  e i the r  processed 

na t i ve ly  b y  t h e  c l ien t ,  o r  handed o f f  t o  a he lper  app l i ca t ion  o r  c l i en t -s ide  

p l u g i n  (extension) fo r  fu r the r  processing. T h i s  defines a c o m p l e t e  HTTP 
transact ion a n d  is  m o s t  o f t e n  ( b u t  cer ta in ly  n o t  l i m i t e d  to )  a reques t  for  

and  del ivery o f  an  HTML page, w h i c h  i s  d isp layed in t h e  browsers m a i n  

v i e w i n g  area. 

Undernea th  t h e  covers o f  t h e  Oracle Webserver's HTTP server component ,  t h e  

Oracle \web Listener, i n te res t ing  t h i n g s  happen  t o  f u l f i l l  a request  f r o m  a w e b  

browser. T h e  f o l l o \ ~ i n g  sections prov ides a n  i n - d e p t h  descr ip t ion  o f  t h e  th ree  

m a j o r  components  o f  Orac le  Webserver  2.0: t h e  Web Listener, ~njeb ~ e ~ u e s t  

Broker and the b'bbscrver SDK. 

Oracle Web Listener 

T h e  W e b  Listener i s  responsible fo r  de l i ve r ing  i n c o m i n g  requests t o  t h e  W e b  

Request Broker ,  where  t h e y  are processed o r  d ispatched t o  services built l ~ i t h  

t h e  bvebserver  SDK. 

Oracle Webserver 2.0 Architecture 
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Oracle's HTTP Server is  designed t o  be  a ve ry  scalable, h igh -per fo rmance  

n e t w o r k  daemon.  It is  i m p l e m e n t e d  as a mu l t i - th readed ,  single-process 

asynchronous engine, a l l o w i n g  m u l t i p l e  concur ren t  requests t o  be  processed 

a t  t h e  same t i m e  u s i n g  standard HTTP o r  HTTP over SSL. T h e  HTTP 
Server is  t h e  n e t w o r k  layer c o m p o n e n t  of t h e  Oracle Webserver .  I t  l istens for  

i n c o m i n g  HTTP requests, del ivers s tat ic  files and runs  s i m p l e  CGI programs,  

a n d  hands o f f  e v e r y t h i n g  else t o  t h e  W e b  Request  Broker  (WRB), where  a 

request is h a n d l e d  b y  a server extension.  T h e  f i rs t  generat ion o f  websites o n  t h e  

In te rne t  s i m p l y  offered stat ic  HTI14L fi les t o  t h e i r  visi tors. T o  enable d y n a m i c  

content ,  \ ~ e b  designers are m a i n l y  u s i n g  CGI t o  extend t h e  capabi l i t ies o f  t h e ~ r  

w e b  server. A l t h o u g h  easy t o  use, CG I has some serious l im i ta t ions ,  p r i m a r i l y  

t h e  h i g h  overhead o f  s p a w n i n g  a n e w  process for each i n c o m i n g  request, w h i c h  

causes severe degrada t ion  in scalabi l i ty  and  t h r o u g h p u t .  

Today, several webservers have de f ined  an API for  i m p l e m e n t i n g  extensions t o  

t h e  basic HTTP engine.  T h e  t y p i c a l  HTTP API enables a c u s t o m  extension t o  

b e  l i n k e d  i n t o  t h e  HTTP server process and  a l lows it t o  in te rcep t  and f u l f i l l  a 

c l i e n t  request. Examples o f  such A P l s  are Netscape NSAPI, Spyglass ADI, a n d  

[\/licrosoft IS-API. These A P l s  are b e c o m i n g  increasingly  popu la r  because the)! 

address t h e  serious shortcomings o f  t h e  o r ig ina l  CGi protocol .  

T t i e  p r o b l e m  w i t h  t h e  HTTP API approach is t h a t  a l l  extensions are l i n k e d  

i n t o  t h e  same executable and  t h u s  share t h e  same memory ,  process, a n d  s ignal  

h a n d l i n g  space, Extensions are free t o  c lobber each other, and  a poor l y  designed 

extension can b r i n g  t h e  en t i re  system d o w n .  Fur thermore,  technical  s u p p o r t  

i m m e d i a t e l y  becomes a n i g h t m a r e :  w h o  are y o u  g o i n g  t o  cal l  w h e n  y o u  have 

l i n k e d  toge ther  components  f r o m  5 di f ferent  vendors?  W h a t  i f  t h e  extension 

f r o m  vendor  A is  mu l t i - th readed ,  a n d  t h e  extension f r o m  vendor  6 isn't  

thread-safe ? 

Typical HTTP server extended through API 
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Integrating with any HTTP server 

Oracle's answer t o  these issues is a n e w  a n d  i m p r o v e d  archi tecture f o r  t h e  

server, v ~ h i c h  ef fect ive ly  layers Oracle Webserver  2.0 i n t o  t w o  f u n d a m e n t a l  

components:  a HTTP eng ine  (the Oracle W e b  Listener) and a h igh-speed  

d ispatch mec i ian ism ( the  W e b  Request Broker)  w h i c h  routes requests t o  server 

extensions running in separate processes. 

Being t h e  i n d u s t r y  leader in server and  n e t w o r k i n g  technology, Orac le  f u l l y  

understands h o w  t o  o p t i m i z e  performance a n d  t h r o u g h p u t  in a n  e n v i r o n m e n t  

l i k e  t h e  Vdor ld W i d e  W e b .  Our experience w i t h  p roduc ts  l i k e  S Q L " N e t  and 

Oracle7 s h o w  t h a t  n e t w o r k  service daemons and i n f o r m a t i o n  servers bene f i t  

f r o m  d i f fe ren t  in te rna l  architectures. !\/lost impor tan t ,  since t h e  n e t w o r k  i tse l f  

is t h e  largest bot t le-neck,  t h e  n e t w o r k  l istener m u s t  be  lean a n d  fast, a n d  n o t  

carry any extra overhead t o  i t s  m a i n  func t ion .  

Today, several h u n d r e d  w e b  server imp lementa t ions  are in use o n  t h e  Internet .  

Rang ing  f r o m  a f e w  l ines o f  Per1 code t o  f u l l - b l o w n  commerc ia l  p r o d u c t s  o n  

j u s t  a b o u t  every i m a g i n a b l e  operat ing system, t h i s  abundance o f  avai lab le 

HTTP servers demonstrates t w o  th ings :  f irst,  t h a t  it is re la t i ve ly  easy t o  b u i l d  

a HTTP server, a n d  second, t h a t  they  w i l l  become a c o m m o d i t y  ve ry  soon. 

Oracle expects HTTP t o  become an in tegra l  pa r t  o f  a11 n e w  o p e r a t i n g  system 

releases, m u c h  l i k e  standard FTP or  TEL/\IET daemons. 

Oracle's m i s s i o n  is  t o  p r o v i d e  an opera t ing  system independent  deve lopment  

and r u n t i m e  e n v i r o n m e n t  for  business appl icat ions.  A s  a d i rec t  consequence of 

t h i s  objective, w e  i n t e n d  t o  p rov ide  suppor t  for an  increasing n u m b e r  o f  HTTP 
engines. In i t ia l ly ,  w e  w i l l  p rov ide  WRB adapters f o r  t h e  ve ry  p o p u l a r  Apache 

and NCSA servers, but also fo r  o ther  servers such as t h e  Netscape C o m m e r c e  

Server and  O p e n  Marke t ' s  Webserver. N o c e  t h a t  these adapters are n o t  

p rov ided  in t h e  i n i t i a l  release o f  w e b s e r v e r  2.0, w h i c h  o n l y  s u p p o r t s  t h e  

Oracle W e b  Listener. 

C?recie ':'ieoScr-,er 2.0-Technical Note /v!arih 1 B 6  

Case 1:06-cv-00414-SLR     Document 294-10      Filed 08/28/2008     Page 6 of 22



The Web Request Broker 

w e b  c l ients connect  t o  Oracle Webserver  2 . 0  u s i n g  H T T P j u s t  l i k e  any  o ther  

!Neb server. A request is  del ivered in t h e  f o r m  of  a URL, w h i c h  conceptual ly  is  

a n  iden t i f i e r  fo r  a w e b  object  (no rma l l y  a n  HTML page). T h e  HTTP eng ine  

does n o t  m a k e  any a t t e m p t  a t  i n t e r p r e t i n g  t h e  URL, instead it is i m m e d i a t e l y  

handed  o f f  t o  t h e  W e b  Request Broker  for fu r the r  processing. 

The Web Request Broker 

wRB API 

The WRB Dispatcher (WRBD) 

T h e  WRB dispatcher  m u s t  decide w h a t  t y p e  o f  object  is b e i n g  requested. 

T o  d o  this, it examines t h e  WRB conf igu ra t ion  file, w h i c h  maps  v i r t u a l  

d i rector ies t o  WRB Services. For  instance, t h e  \ d e b  Request B r o k e r  m a y  

be  con f igu red  t o  d ispa tch  a l l  URL requests b e g i n n i n g  w i t h  /java t o  t h e  

in tegra ted  Java Interpreter. However,  i f  n o  sui table VdRB Service is  found ,  

t h e  request is  passed back  t o  t h e  W e b  Listener a n d  standard processing 

cont inues.  T h e  WRB Dispatcher per fo rms d y n a m i c  load ba lanc ing  between 

m u l t i p l e  instances o f  a WRB Service, a n d  t h e  webmaster  can con f igu re  each 

VdRB Service t o  have a minimum a n d  m a x i m u m  n u m b e r  o f  instances. An 
instance corresponds t o  a process in a UN 1 X env i ronment .  

AII inter-process c o m r n u n ~ c a t i o n  is  hand led  b y  t h e  t ranspor t  i ndependent  

W R B  protocol .  Webserver  2.0 supports  s tandard IPC mechanisms, a n d  

f u t u r e  releases will also suppor t  o ther  mechanisms, such as f o r  instance OMX, 
Oracle's CORBA 2.0 c o m p l i a n t  O b j e c t  Request  Broker .  T h e  advantage o f  t h i s  

IS clear: WRB Services m a y  b e  i m p l e m e n t e d  as i n d u s t r y  s tandard d i s t r i b u t e d  

objects, e n a b l i n g  t r u e  d i s t r i b u t i o n  and  scalabi l i ty  across m u l t i p l e  nodes. 

The WRB Execution Engine (WRBX) 

Each WRB Service consists o f  a c o m m o n  WRB Execu t ion  Engine (WRBX) 
and  a shared l ibrary, w h i c h  is  dynamica l l y  loaded a t  r u n t i m e .  By p r o v i d i n g  

a n  open  API t o  WRBX, Orac le  is  encourag ing  par tners and customers t o  

in tegrate t h e i r  o w n  extensions. In tegra t ion  is done  a t  a m u c h  h i g h e r  level  t h a n  

CGI o r  various HTTP server A P l s .  
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The WRB API 

T h e  WRB APi al lows a developer t o  register th ree  basic ca l lback  f u n c t i o n s  

w i t h  WRBX: a n  i n i t i a l i z a t i o n  func t ion ,  a request handler, and  a s h u t d o w n  

func t ion .  T h e  WR6 A!'! also conta ins numerous u t i l i t y  f u n c t i o n s  w h i c h  may  

be  i n v o k e d  d i r e c t l y  f r o m  t h e  three basic cal l  backs. 

T h e  WRB API is b e i n g  developed in cooperat ion with Orac le  par tners  a n d  

customers, and  w e  are u s i n g  t h e i r  feedback t o  f ina l ize t h e  speci f icat ion a n d  

p rov ide  m a x i m u m  openness a n d  in ter-operabi l i ty  between Orac le  W e b S e ~ e r  

and t h i r d - p a r t y  appl icat ions.  

Building a Cart r idge 

T h i s  sect ion w i l l  t a k e  y o u  t h r o u g h  t h e  steps needed t o  build y o u r  o w n  cus tom 

cartr idge, o r  extension, t o  Orac le  Webserver  2.0. Keep  in mind t h a t  t h i s  

app l i ca t ion  deve lopment  p l a t f o r m  is  language independent-so y o u  car? use 

any p r o g r a m m i n g  language t h a t  y o u r  operat ing system supports, as l o n g  as 

your  l i n k e r  can bui Id a shared Ii b ra ry  f r o m  t h e  c o m p i l e d  code. T h i s  is a very 

power fu l  capabi l i ty ,  w h i c h  a l lows  y o u  t o  in tegrate e x i s t i n g  legacy appl icat ions 

l ~ r i t t e n  in for instance COBOL, as w e l l  as develop n e w  car t r idges u s i n g  

C or  C++. T h e  steps i n v o l v e d  in creat ing a n e w  car t r idge  are as fo l lows:  

1. Create th ree  funct ions:  one  t o  in i t i a l i ze  t h e  car t r idge,  o n e  t o  s h u t d o w n ,  and 

one t o  hand le  a request. 

2 .  Create a n  e n t r y  p o i n t  f u n c t i o n  w h i c h  takes one parameter  o f  t y p e  p o i n t e r  t o  

a i..lRSCallbacks structure.  F i l l  in t h e  W R B C a ~ i b a c k s  s t ruc tu re  w i t h  y o u r  

th ree  funct ions.  

3. Link y o u r  ca r t r idge  w i t h  t h e  WRB I ib ra ry  t o  p roduce  a shared l i b r a r y  

(dynamic link library). 

4. Register y o u r  l i b ra ry  a n d  e n t r y  p o i n t  func t ion  in t h e  bVRB c o n f i g u r a t i o n  

f i l e  u s i n g  t h e  Webserver  Manager. 

5. Def ine  one o r  m o r e  v i r t u a l  d i rec to ry  mapp ings  fo r  y o u r  ca r t r idge .  

T h e  full speci f icat ion o f  t h e  WRB API is avai lable as p a r t  o f  t h e  d i s t r i b u t i o n .  

Please rev iew it carefu l ly  before y o u  a t t e m p t  t o  build y o u r  f i r s t  ca r t r idge .  

Oracle Vdebserver 2.0 ships w i t h  a sample ca r t r idge  cal led " H e l l o  W o r l d ! " .  

On UNlX system, y o u  c a n  f i n d  t h e  source code in t h e  ows2/sample/wrbsdk 

directory. T h e  f i l e  he1lo.c defines t h e  three mandato ry  func t ions  as fo l lows:  

Oracle WcbS~.ivcr 2.0-Tcc11n1cs1 Note  lihrch 1996 
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WRBF.ez:rr.Ccde res t  - exec( ;I'IIECL:.:, clientc:<p I 

V C I ~  .:jR2.Ct:~:; 

~ ~ 1 3  ":lFfn:cxp; 

I 

...- n..~Cli~r.t+:z:-e;'r:RECt:i, "Canter.?-zype: ~e~t . 'h=xi '~,r . : r . i?eL~o Xc:l";.r.", 4 9 ) ;  

:e>r~. :>:R3 : . > : I : ;  ; - 

T h e  f i r s t  funct ion,  testwinit(), w i l l  be  o u r  in i t i a l i za t ion  funct ion,  w h i c h  is  

ca l led once w h e n  t h e  car t r idge  is  started. T h e  t h i r d  funct ion,  test-shut(), 

is t h e  s h u t d o w n  func t ion ,  w h i c h  is  ca l led o n c e j u s t  before t h e  ca r t r idge  is 

s topped.  T h e  f ina l  func t ion ,  test-axec0, is  t h e  gu ts  of  t h e  car t r idge.  It is 

i n v o k e d  each t i m e  an  i n c o m i n g  request  is d ispatched t o  t h i s  car t r idge.  A s  y o u  

have p robab ly  already guessed, t h i s  is a ve ry  s i m p l e  car t r idge:  n o t h i n g  i s  done  

i n  t h e  i n i t i a l i z a t i o n  o r  s h u t d o w n  funct ions,  a n d  t h e  exec f u n c t i o n  s i m p l y  p r i n t s  

a i\AIME header for  an  HTML docurnen t  fo l l owed b y  t h e  words  " H e l l o  W o r l d " ,  

T h e  n e x t  step i s  t o  regis ter  these th ree  func t ions  as cal lback f u n c t i o n  w i t h  

t h e  \.NRB Execu t ion  E n g i n e  (WRBX), w h i c h  is t h e  p r o g r a m  t h a t  ac tua l l y  

dynamica l l y  loads y o u r  cartridge a t  r u n t i m e .  T h i s  is done in t h e  f u n c t i o n  

testentry 0 : 

!.:1BCalls->inlt - X~rellbac!.:  = tc-st-illit; 

>:.?ECalls->e:rer - XRECallbac): test-exec: 

XRE%lls->siut - W3BCa:lDack ; tesr  - slluz; 

Final ly, y o u  m u s t  c o m p i l e  and  l i n k  y o u r  p r o g r a m  t o  produce a shared l i b r a r y  

w h i c h  can  be loaded b y  t h e  WRBX at  r u n t i m e  t o  instant ia te y o u r  car t r idge.  

T h e  f o l l o w i n g  shows h o w  t h e  shared l i b ra ry  is built o n  Sun Solaris 2.4, but it 

bvi l l  d i f fe r  o n  j u s t  a b o u t  every opera t ing  system: 
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Please use t h e  M a k e f i l e  i n c l u d e d  in t h e  hello directory as a t e m p l a t e  fo r  y o u r  

operat ing system. O n c e  t h e  shared l i b ra ry  has been successfully built, t h e  n e x t  

step is t o  register t h e  ca r t r idge  with t h e  \web Request Broker .  Y o u  c a n  d o  t h i s  

w i t h  t h e  Webserver  Manager HTML user interface. T h e  c o n f i g u r a t i o n  f i l e  in 

t h e  d i s t r i b u t i o n  already has t h e  H e l l o  \ N o r ~ d  car t r idge  regis tered as f o l l o l ~ s  

(note tha: /ora/7.3.2/ w i  II b e  replaced b y  whatever  y o u r  O R A C L E - H O ~  is): 

i .;.pps j 

; hi? C ~ ) € C :  Fz th  Lnzr;. ?cFr.t !.'in :+=.: 
. - - - - - - - - -- - - - , --- ----------- ========== == === 

?... . / ? r a / ?  . 3 . Z l w , : s i / l i b l 1 i t n ~ ~ . i . c a B s c  x h s 2 a d i r . i ~  0 1 0 0  

55: / 3 ~ ~ i 7 . . 3 . ~ / w . . : ~ ~ / ~ i b ~ r . c i . ~ ~ ~ ? s i . s ~  7dh:29sinit C ICC 

.::. !era;?. 3.i/oi:si!ll'r/;ib3e.ia.sc o ; s d i n i t  0 ICC 

W O  /ora/7.3.2/0~~2/samolehrbscik/ hellouorld.so testentry 0 100 

i.:pp?ro:ec? i nc :  

i - w a  - di-a;o:.:a Rs?ic (Acinln Serve-r) 
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Each l i n e  in t h e  [Apps] section is  used t o  de f ine  one car t r idge.  T h e  

c o l u m n s  are: 

Car t r idge  name. A u n i q u e  n a m e  assigned t o  t h e  car t r idge.  

Shared l i b ra ry  name. T h e  f u l l  p a t h  t o  y o u r  appl icat ion.  

* Entry-point .  T h e  n a m e  o f  t h e  f u n c t i o n  t h a t  t h e  \ N R B X  w i l l  ca l l  t o  regis ter  

y o u r  cal lbacks. 

T h e  last t w o  c o l u m n s  con ta in  t h e  minimum and m a x i m u m  n u m b e r  o f  

ca r t r idge  instances (threads o r  processes) t h a t  t h e  w e b  Request  Broker  

j ~ i l l  start.  

Each l i n e  in t h e  [AppDirsl sect ion defines a t ~ i r t u a l  director-, p a t h  and  a 

w o r k i n g  d i rec to ry  for t h e  cartridge.' T h e  colurnns are: 

V i r t u a l  directory. W h e n  t h e  W e b  Request Broker  sees a HTTP request f o r  

an  ob jec t  in t h i s  d i rec to ry  path,  t h e  request w i l l  be  d ispatched 

asynchronously t o  t h e  corresponding car t r idge  (next  co lumn).  N o t e  t h a t  

m u l t i p l e  paths m a y  b e  def ined for  t h e  same car t r idge.  

Cart r idge name. T i i i s  m u s t  correspond t o  one  o f  t h e  car t r idges de f ined  in 

t h e  [Pppsl section. 

* W o r k i n g  d i rec to ry  fo r  t h e  car t r idge.  

Each car t r idge  m a y  op t iona l l y  have i t s  o w n  sect ion con ta in ing  parameters, 

w h i c h  are accessible t h r o u g h  t h e  WRB API. F o r  instance, t h e  Java Interpreter  

uses t h e  CLASSPATH var iable t o  de te rmine  where  t o  look  f o r  Java classes. 

That 's  a l l  there is  t o  it. T h i s  is  t h e  w a y  Oracle prov ides car t r idges t o  ex tend  

t h e  base f u n c t i o n a l i t y  o f  Oracle Webserver  2.0, and t h i s  is  t h e  w a y  t h a t  

3 r d  part ies and  customers can d o  t h e  same. Y o u  w i l l  no t i ce  t h a t  t h e  Java 

Interpreter, PLISQL A g e n t ,  and  L i v e H T M L  are i m p l e m e n t e d  t h i s  way. T h u s  

n o t h i n g  prevents y o u  f r o m  i n t e g r a t i n g  any i n f o r m a t i o n  management  system, 

b e  it re lat ional  databases o r  legacy systems r u n n i n g  o n  mainf rames.  I f  it can  

b e  accessed t h r o u g h  a n y  p r o g r a m m i n g  language o n  t h e  w e b s e r v e r  node, it can 

b e  f u l l y  in tegrated t h r o u g h  a c u s t o m  car t r idge  a n d  run as a WRB Service. 

Webserver SDK 

Orac le  Webserver  2.0 inc ludes t w o  types o f  cartr idges: system car t r idges 

t h a t  p e r f o r m  a w e l l  def ined func t ion ,  a n d  p r o g r a m m a b l e  car t r idges t h a t  act as 

in terpreters or r u n t i m e  env i ronments  fo r  appl icat ions.  An example  o f  a system 

car t r idge  is  t h e  Ver i fone  VPOS ( V i r t u a l  P o i n t  O f  Sale) car t r idge,  w h i c h  a l lows  

w e b  appl icat ions t o  per fo rm elect ronic  payment  transactions u s i n g  a vast  

n u m b e r  o f  p a y m e n t  protocols  over t h e  In te rne t  (No te :  t h e  VPOS car t r idge  is  

n o t  i n c l u d e d  w i t h  Oracle Webserver  2.0, but y o u  can g e t  m o r e  i n f o r m a t i o n  

a b o u t  it a t  http://www.verifone.com). Examples o f  p r o g r a m m a b l e  car t r idges 

are t h e  PLISQL Agent ,  Java in terpreter ,  a n d  L i v e H T M L ,  vdhich are a l l  covered 

in t h e  f o l l o w i n g  section. 
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The PL/SQL Agent  

T h e  PL/SQL Agent  enables vrreb appl icat ions t o  be  developed u s i n g  Oracle7 

stored procedures w r i t t e n  in PLISQL. T h i s  is a t remendous  advantage i f  y o u  are 

b u i l d i n g  a data-dr iven app l i ca t ion  and  y o u r  data happens t o  be  s to red  in an  

Oracle7 database. I n t e r a c t i n g  with database objects is m u c h  easier in PLlSQL 
t h a n  any  other  language. I t  also has t h e  bene f i t  o f  b e i n g  very  scalable and  

comple te ly  por tab le  between a l l  opera t ing  systems suppor ted  b y  Oracle.  

F r o m  a developer's perspective, t h e  PLISQL Agent  is  n o  d i f fe ren t  t h a n  t h e  

popu la r  " W e b  Agentu,  j ~ h i c h  shipped w i t h  Oracle w e b s e r v e r  1.0. B o t h  enable 

developers t o  build data-dr iven,  dynamic  HTML pages with personal ized 

con ten t  u s i n g  Oracle7 stored procedures. D u e  t o  t h e  n e w  arch i tec tu re  i n  

Oracle \Nebserver 2.0 w i t h  t h e  w e b  Request Broker ,  t h e  PLISQL A g e n t  is 

r o u g h l y  an  order  o f  m a g n i t u d e  faster t h a n  t h e  prev ious version. T h i s  is  m a i n l y  

d u e  t o  t h e  fact t h a t  each instance o f  t h e  PLISQL Agent  stays connected t o  

Oracle7 between requests, a n d  t h u s  does n o t  need t o  establ ish a n e w  database 

connect ion each t i m e  a stored procedure needs t o  be  executed. N o t e  t h a t  t h e  

w e b  Agen t  i m p l e m e n t e d  t h r o u g h  CGI is s t i l l  b u n d l e d  w i t h  Webserver  2.0 for 

backwards c o m p a t i b i l i t y  purposes, b u t  i t s  use i s  n o t  r e c o ~ ~ m c n d c d  s ince t h e  

new archi tecture is so m u c h  faster. 

T h e  PLlSQL A g e n t  per fo rms t w o  m a j o r  tasks w h i c h  enable a s tored procedure 

t o  generate a d y n a m i c  HTML page. T h e  f i r s t  is  t o  launch  t h e  procedure and  

pass in any  parameters t h a t  were  par t  o f  t h e  HTTP request. T h e  t rans la t ion  o f  

a HTTP request t o  PLISQL is  n o t  obvious, and  vrre w i l l  therefore exp lo re  t h i s  in 

greater de ta i l  in a m o m e n t .  T h e  second task per fo rmed b y  t h e  PLISQL A g e n t  

is  t o  p rov ide  a m e t h o d  fo r  a n y  stored procedure t o  actual ly  de l i ve r  "ou tpu t " .  I n  

a d d i t i o n  t o  p e r f o r m i n g  these tasks, t h e  PUSQL A g e n t  inc ludes t h e  PUSQL 
W e b  T o o l k i t :  a co l lec t ion  o f  packaged procedures, funct ions,  and  u t i l i t i e s  t o  

enhance p r o d u c t i v i t y  a n d  ensure v a l i d  HTfVIL o u t p u t .  

Launching a Procedure 

For  a request t o  b e  handed  o f f  t o  t h e  PL!SQL Agent, t h e  lead ing  d i r e c t o r y  p a t h  

m u s t  b e  f o u n d  in t h e  WRB conf igu ra t ion  f i le. W h e n  y o u  ins ta l l  \webserver 

2.0, t h e  f o l l o w i n g  d i rec to ry  m a p p i n g s  are pre-defined: 

So any request s t a r t i n g  with fo r  instance t h e  d i rec to ry  p a t h  / t r / o w a  wil l  be 

recognized and  handed  o f f  t o  t h e  PLISQL agent. Lets l o o k  a t  a samp le  URL: 

http: //h---~'. oracle. corn/ t r . s p l a s h  

T h i s  URL consists o f  t h r e e  d i f fe ren t  parts: t h e  f i r s t  p a r t  is  s i m p l y  a po in te r  t o  

t h e  webserver (http: //wrw.oracle.eom). T h e  second p a r t  i s  t h e  d i r e c t o r y  p a t h  

( / t r /owa) w h i c h  has a n  e n t r y  in t h e  WRB conf igu ra t ion  f i le .  At t h i s  p o i n t  w e  

k n o w  t h a t  w e  w i l l  be  h a n d i n g  o f f  t h e  request t o  t h e  PLISQL Agent .  W h a t  

follobvs after t h e  d i rec to ry  p a t h  ( / t r . s p l a s h )  is in terpreted as t h e  n a m e  o f  a 

Oracle \ft/cbSzn*cr 2.0-Technrcsl N o t e  March 1936 
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stored procedure ( the lead ing  slash is  ignored), so i n  t h i s  example t h e  PLiSQL 
A g e n t  w i l l  a t t e m p t  t o  run a procedure n a m e d  tr.splash. T h e  actual procedure 

IS n a m e d  splash a n d  is p a r t  o f  t h e  p u b l i c  interface t o  a package n a m e d  t r ,  

hence t h e  do t -no ta t ion .  

Connecting to the Database 

T h e  Orac le7  server has a h i g h e r  level o f  secur i ty  t h a n  f la t  f i les managed b y  a n  

o p e r a t i n g  system. Users are authent icated u s i n g  a w i d e  range o f  mechanisms 

r a n g i n g  f r o m  s i m p l e  passwords t o  f i n g e r p r i n t  scanners, smart-cards, a n d  

d i s t r i b u t e d  protocols  such as DCE a n d  I<erberos. T h e  PUSQL A g e n t  also needs 

t o  au then t i ca te  i tse l f  t o  g a i n  access t o  a d i s t i n c t  schema o f  objects a n d  storage 

space within t h e  database. It also needs t o  have access t o  a l l  t h e  deta i ls  requ i red  

t o  ac tua l l y  establ ish a permanent  connect ion:  t y p i c a l l y  a set o f  e n v i r o n m e n t  

variables (ORAC~-HOXE a n d  O R ~ c ~ - S I D  for UNIX systems) and  perhaps a 

SQL 'Net  connec t  descriptor. AII o f  t h i s  i n f o r m a t i o n  is referred t o  as a DCD 
(Database Connec t ion  Descriptor), and  a l l  o f  t h e  D C D s  k n o w n  t o  t h e  PL/SQL 
A g e n t  are stored in a con f igu ra t ion  f i l e  named owa.cfg ( D C D s  where  k n o w n  as 

W e b  A g e n t  Services in Webserver  1.0). Care shou ld  be taken  t o  p reven t  

u n a u t h o r i z e d  access t o  t h i s  f i le ,  since it con ta ins  suf f ic ient  i n f o r m a t i o n  t o  g a i n  

access t o  t h e  database. D C D s  are def ined in t h e  PLISQL Agent's c o n f i g u r a t i o n  

file, but t h e y  are act ivated by creat ing a d i rec to ry  m a p p i n g  in t h e  W e b  

Request  Broker's c o n f i g u r a t i o n  f i le. 

A t  t h e  lowes t  level, Oracle; i n te rna l  API a l lows  us t o  establ ish a connec t ion  t o  

an  Orac le7  Server u s i n g  SQL'Net in one step, a n d  actual ly  l o g g i n g  o n  t o  t h e  

database in a separate step. Since each HTTP request  needs a n e w  session, w e  

are techn ica l l y  l o g g i n g  o n  a n d  o f f  be tween requests, b u t  t h i s  is s t i l l  ex t reme ly  

fast s ince t h e  Oracle7 Server connec t ion  is  m a i n t a i n e d  between requests. 

T h e  t o k e n  i m m e d i a t e l y  p reced ing  t h e  k e y w o r d  owa in t h e  d i rec to ry  p a t h  is  

in te rp re ted  as t h e  n a m e  o f  a DCD. F o r  instance, /tr/owa w o u l d  cause t h e  

PUSQL A g e n t  t o  l o o k  f o r  a DCD named tr. I f  such a DCD does n o t  exist, a n  

a t t e m p t  is  m a d e  t o  use t h e  de fau l t  DCD. I f  n o  procedure is  f o u n d  o r  i f  t h e  

d e f a u l t  DCD has n o t  been created, t h e  request w i l l  fai l .  

In Orac le  Webserver  2.0 one o r  m o r e  instances o f  t h e  PLISQL A g e n t  will b e  

running fo r  each act ive DCD. I n c o m i n g  requests w i l l  share t h e  same DCD i f  

t h e y  are u s i n g  t h e  same d i rec to ry  path,  a n d  au then t i ca t ion  o f  t h e  user w i l l  b e  

h a n d l e d  a t  t h e  HTTP level  by t h e  Orac le  W e b  Listener. Y o u  wil l  t y p i c a l l y  

c o n f i g u r e  t h e  Orac le  Webserver  t o  have a t  least one p u b l i c  DCD a n d  several 

p ro tec ted  D C D s  r e q u i r i n g  user authent icat ion.  \/hen a user has au then t i ca ted  

w i t h  a username a n d  password, t h e  username is  avai lable t o  t h e  stored 

procedure b e i n g  run ,  but it is up t o  t h e  app l i ca t ion  developer t o  i m p l e m e n t  

security. 

F A a i ~ t ,  i556 Oracle WebServ~r 2.0-Technical Note 
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Passing Parameters 

T h e  HTTP pro toco l  supports  several methods  o f  passing i n f o r m a t i o n  f r o m  t h e  

c l i e n t  t o  t h e  server a l o n g  with a request, T h e  POST m e t h o d  passes parameiers 

i n  a s t ream (standard input) d i rec t l y  t o  t h e  Vqeb Request  B r o k e r  (or  a CGI 
program). T h e  GET m e t h o d  tags  parameters o n t o  t h e  e n d  of  a request. For  

instance, if t w o  parameters where  t o  b e  passed t o  t h e  tr.splash procedure, 

t h e  comp le te  URL w o u l d  l o o k  l i k e  th is :  

T h e  parameters are encoded a n d  passed as name/value pai rs  w i t h  & as a 

de l im i te r .  I f  y o u  were  deve lop ing  a w e b  app l i ca t ion  f r o m  scratch, y o u  w o u l d  

have t o  parse t h i s  "query s t r i n g "  and decode t h e  parameters yoursel f .  

Fortunately, t h e  Vveb Request Broker  does t h i s  au tomat i ca l l y  for a l l  cartr idges, 

and  t h e  PL/SQL A g e n t  conver ts  t h e  parameters t o  PLISQL procedure 

parameters. Fur thermore ,  y o u  don' t  have t o  care abou t  w h a t  m e t h o d  is  used t o  

pass t h e  parameters, t h e y  are s i m p l y  del ivered as parameters t o  y o u r  procedure. 

T o  comple te  t h i s  example,  t h e  URL above with t h e  t ! ~ o  parameters w o u l d  be 

translated i n t o  a PLISQL procedure cal l  l i k e  th is :  

end; 

T h i s  parameter passing n o t a t i o n  m a y  n o t  be  fami l i a r  t o  y o u  even i f  y o u  are an  

experienced PUSQL developer, but n a m i n g  each parameter t h i s  w a y  essential ly 

enables u s  t o  n o t  w o r r y  a b o u t  t h e  order  they  appear in. For  instance, t h i s  

procedure c o u l d  ac tua l l y  have been def ined l i k e  th i s :  

c r e a t e  pac>age rr a s  

procedure s p l a s h  : r.me2 ir. varchar: :- r.illl, canel  ir. -archer:: := nu:?); 

end; 

N o t e  t h a t  a l l  parameters have defaul t  values (null). T h i s  ensures t h a t  t h e  

procedure w i l l  b e  f o u n d  even if one o r  m o r e  parameters are m iss ing .  O n e  

add i t i ona l  feature is w o r t h  m e n t i o n i n g :  if y o u  have a large o r  va r iab le  n u m b e r  

o f  parameters, t h e  PLISQL A g e n t  a l lows y o u  t o  use PLISQL tables o f  varchar2 

as i n p u t  parameters. Consider  an  electronic storefront. T h e  user w i l l  f i r s t  search 

t h r o u g h  t h e  p r o d u c t  ca ta log  "putting'r i tems i n t o  an  e lect ronic  s h o p p i n g  cart. 

W h e n  t h e  order  is ready t o  b e  processed, a n  HTML purchase f o r m  with a 

variable n u m b e r  o f  l ine - i tems needs t o  be  s u b m i t t e d  f r o m  t h e  browser. If t h e  

input f ie lds fo r  each l i n e - i t e m  have ident ica l  names in t h e  HTML f o r m  (e.g. 

re -occur r ing  itexqartno a n d  item-quantity), t h e  f o l l o w i n g  p rocedure  c o u l d  

hand le  t h e  request: 

crrn-f packace 5 . m ~  a s  

t l ~ t  v c i a r r  is ti.Sle o: varcn;rr?(255: i ndex  i;y hii8erv . - i r i teger;  

prc,c;dt:re hcy ( iten-partco i:. vc2arr, i te--cpznti t ) ,  t n  v c i a r r ) ;  

erd; 
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W e  have n o w  covered t h e  basics o f  h o w  an  Oracle7 stored procedure is 

launched b y  t h e  PLISQL A g e n t  a n d  h o w  i n p u t  parameters are passed f r o m  

t h e  c l i e n t  browser t o  t h e  procedure. T h e  n e x t  sect ion expla ins h o w  t o  generate 

t h e  r e s u l t i n g  d y n a m i c  HTML u s i n g  t h e  PLISQL W e b  Too lk i t .  

Generating HTML with the PL/SQL Web Toolkit 

T h e  t o o l k ~ t  consists o f  a n u m b e r  o f  packages t h a t  are insta l led i n t o  each 

schema corresponding t o  a DCD w h e n  t h e  DCD f i rs t  is created. T h e  t w o  

packages named HW and HTF (HyperText  Procedures and  HyperText  Funct ions)  

m a k e  up t h e  core o f  t h e  PLISQL W e b  T o o l k i t  a n d  p rov ide  a low- level  one-to- 

one m a p p i n g  between HTR/IL 2.0 a n d  PLISQL procedures and  func t ion .  At 
t h e  lowest  level, t h e  procedure htp.print plays a central role, in t h a t  it is 

u l t i m a t e l y  used e i the r  d i r e c t l y  by t h e  developer o r  i n d i r e c t l y  b y  a h igher- level  

procedure o r  f u n c t i o n  t o  put s o m e t h i n g  i n t o  t h e  result, w h i c h  is  t r a n s m i t t e d  

back t o  t h e  c l ien t .  A l t h o u g h  t h e  resu l t  w i l l  usual ly  be  a HTf\/IL d o c u m e n t ,  any  

MII\/IE t y p e  is supported,  i n c l u d i n g  user-defined types. H e r e  is an  example  o f  a 

s i m p l e  procedure: 

c r e s r e  rr.zoccd~rc h r l l o  is 

begin 

htp.prir . t  i 'Sellc i.:crld' ! i 

errc; 

T h e  htp.print procedure s i m p l y  p u t s  whatever  parameter y o u  pass t o  it o n  a 

page. A shor tcu t  procedure is avai lable w i t h  t h e  name htp.p. Y o u  can o f  course 

a d d  HTML tags manual ly ,  o r  y o u  can  use t h e  func t ions  a n d  procedures in t h e  

PLISQL v ~ e b  t o o l k i t  t h a t  encapsulate HTML for  you. T h e  f o l l o w i n g  t w o  

procedures generate t h e  exact same resul t ,  hello1 s i m p l y  p r i n t s  t h e  resu l t  

exact ly  as desired, whereas hello2 uses t h e  t o o l k i t  procedures a n d  funct ions:  

crca tc  proc;.dGra hello: 1s 

D c g i n  

hrp.?;  '<ii:?e>llrlio Sanp l e< / r i r l r> ' !  ; 

tza.oi . . '<hi>Helic Sam?:e</k:> ' )  : 

t rp .?( 'Hel lo  Xorld, :his is < r>easy< / j> ' ) ;  

?.t?.? < '<i:X> ' )  ; 

t tp .p i '<z  r.rff="t??p:,'/~..:~~~:.a:acie.ccaa'>~!i~ii Orsc?e on the  S=&!<ia;':; 

end; 

creaza prcccct.~re hello2 i s  

k s g i n  

h:p.hritle: 'Helio Saniple' ) ; 

ht9.p: 'liel:o b;or;d, t h i s  1s  ' . i :htf . b i d :  I- - -"'  SLI-: . ! ) ;  

kt?. li!ie; 

bcp.anchcr( 'r'.trp://?.?..:.i.crscli-.cox', 'Visit Oraclc 02 the Ieb!' : ; 

end; 

T h e  second example  demonstrates a power fu l  w a y  o f  bundling m u l t i p l e  HTML 
tags  i n t o  widgets.  T h e  htp.htitle procedure generates b o t h  a t i t l e  and  a 

header t a g .  T h i s  concept  can  easily be  expanded t o  h i g h e r  levels, so y o u  c o u l d  

March 1996 Orscle WebServer 2 0-Tcchnacal Note 
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for instance def ine a c o m m o n  procedure t o  set y o u r  d o c u m e n t  t i t l e  a n d  header, 

background  b i tmap,  t e x t  a n d  link colors, and  nav iga t ion  toolbar. In a d d i t i o n  

t o  increasing p roduc t i v i t y ,  t h i s  techn ique  au tomat i ca l l y  b r i n g s  a cons is ten t  

look  a n d  feel t o  y o u r  appl icat ions.  

Java Interpreter 

For a general i n t r o d u c t i o n  t o  Java, please v i s i t  http://java.sun.com. T h i s  

section assun?es general k n o w l e d g e  o f  Java as a technology, a l t h o u g h  a ve ry  

b r i e i  i n t r o d u c t i o n  fo l lows.  Java i s  an  object ive-or iented language s t r o n g l y  

resembl ing  C++ but with a f e w  restr ic t ions t h a t  s t rong ly  i m p r o v e  app l i ca t ion  

robustness, t h e  m o s t  i m p o r t a n t  b e i n g  n o  exp l i c i t  po in te r  m a n i p u l a t i o n  and  n o  

m u l t i p l e  class-inheritance. 

Java a l lows y o u  t o  deve lop  th ree  types o f  classes: n o r m a l  Java classes w h i c h  

are used as b u i l d i n g  b l o c k s  o r  abstract classes, runnab le  classes, k n o w n  as Java 

applets, w h i c h  can b e  down loaded  by a Java-enabled V ~ e b  browser, a n d  Java 

applications, w h i c h  are standalone programs.  Oracle Webserver  2.0 allovds you  

t o  in tegrate t h e  last t ype ,  s tandalone applications, i n t o  y o u r  webs i te  u s i n g  t h e  

Orac!e Java Interpreter .  Orac le  \.webserver 2.0 (and 1.0 fo r  t h a t  m a t t e r )  can 

also act as a reposi tory fo r  Java applets t o  be  downloaded t o  c l ients,  but t h a t  is 

a d i f i e ren t  t o p i c  n o t  covered here. 

T h e  d i s t i n g u i s h i n g  a t t r i b u t e  o f  a Java appl icat ion compared t o  a n  a p p l e t  o r  

other  class, is t h a t  it con ta ins  a p u b l i c  m e t h o d  ( funct ion)  ca l led main. T h i s  

m e t h o d  acts as t h e  e n t r y - p o i n t  t o  t h e  appl icat ion.  Oracle Webserver  2.0 ships 

w i t h  a f e w  sample Java appl icat ions,  o f  w h i c h  t h e  s imp les t  l ooks  l i k e  th i s :  

c l a s s  Kelloi.:orld 

z 2 b l i c  s r ~ t i c  \:aid na ic  (Sr r ing  2 f g ~ [  1 ;  i 

S?s t in .out  .:cr:2rln("C3nreilt-f>~&: :ex:,!P.?nl',r.\r."; : 

Systea.c.:t . ~ r i n r l r ? i " H e l l o  ';:orld!"' ; 

SYStSn.oZC . ~ : % n ~ l r ?  ("Hello : S ~ r l d l " )  ; 

A n y t h i n g  p r i n t e d  t o  t h e  s tandard  o u t p u t  stream f r o m  a Java a p p l i c a t i o n  is 

s i m p l y  del ivered back t o  t h e  c l ien t .  

Extending Java 

Oracle Webserver  also con ta ins  t h e  Oracle Java W e b  T o o l k i t ,  t h r e e  Java 

packages t o  ex tend  t h e  capab i l i t i es  o f  t h e  standard Java in terpreter .  These 

are oracle.hko.l.*, w h i c h  con ta ins  objects fo r  d y n a m i c  HTML generat ion,  

oracle.rdbms. *, w h i c h  con ta ins  objects f o r  database access, a n d  

oracle.plsql. *, w h i c h  con ta ins  objects fo r  PL/SQL access. These packages 

m u s t  be e x p l i c i t l y  i m p o r t e d  b y  any  app l i ca t ion  t h a t  in tends  t o  use t h e m .  
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Executing PLISQL from Java 

The Java Interpreter interfaces to the Oracle7 Server by running PLISQL 
packages or standalone PLISQL procedures and functions. Each package or 

procedure must have a Java package wrapper. which is a Java class containing 

methods to call that package's procedures and functions. Standalone procedures 

and functions are all wrapped in a single wrapper. Once you have identified 

or created the PLISQL packages your applications needs, you can create the 

package wrappers automatically by running the pl2java ut i l~ ty  as follows: 

This utility creates a Java wrapper class for each package or procedure given 

as an argument to the command. When your application is run, it creates an 

instance of this class to interface to the package. The following is a summary 

of steps required to write a Java application which interacts with an Oracle7 

Server through PLISQL: 

1. Create an object of type Session to handle the database connection. All of 

the operations performed during this session must be called from within 

this object. 

2 .  For each PLISQL package used in the application, you must create one 

instance of the packagewrapper subtype created for that PUSQL package by 

the p12java utility. 

3. For each parameter of a PLISQL package, you must create an instance of the 

Java variable that matches that parameter. 

The follov~ing example uses a packaged function named 

uoployee.count_employees to get a tally of people in a given department. For 

the sake of simplicity, all error and exception handling has been left out. 

7.iclic class EnplcyfeReport i 

public c:aric r o i a  ir3x (Szrlng era; l 1 ; i 

in: get--count( SLrir ,?  d2pr:izrre ; I 

Srssioc sessrcn; 

*essicn = net.: Cs.s:sn:"s.>cx", "titer.', ").:P.-Cy); 

FAWCII 1996 Drccte \\/sbSeru€r 2.0-Technjwl N o t e  
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i! iD3: C a l i  3.jrFic:iee ?acXaqe r? :fun: t h e  2 ~ 7 5 e r  o f  

! /  &.--. .%.=- . , -...ye- / -=s i n  :he de;ar:7.%3: 

sZr,~::yieCount = %xgi;oyee.ccur.: szslogees(pCepri : iTf) ;  - 
r e tu r r .  (in:l;Eir.jr~1a:ieeZ2m .cc~blsViL. 'e i i  ; 

Generating HTML from Java 

A Java app l i ca t ion  can  generate a d y n a m i c  HTML page. Essentially, a n y t h i n g  

w r i t t e n  t o  s tandard o u t p u t  b y  a Java app l i ca t ion  run b y  t h e  Java Interpreter  

w i l l  b e  re tu rned  t o  t h e  c l i e n t  browser.  T h e  " H e l l o  \/VorldU example  descr ibed 

earlier demonstrates th i s .  S i m i l a r  t o  t h e  PLISQL \Il/eb Too lk i t ,  t h e  O r a c l e  Java 

VVeb T o o l k i t  a l lows y o u  t o  generate HTML w i t h o u t  h a v i n g  t o  hardcode  t h e  

actual HTML tags. 

T o  generate d y n a m i c  HTML f r o m  within Java, y o u  create var ious ob jec ts  

t h a t  use t h e  interface I H M I t e m .  A l l  classes t h a t  generate d y n a m i c  HTML 
i m p l e m e n t  t h i s  interface, w h i c h  has t w o  s imp le  methods:  t o e a a  a n d  

pr in t .  B o t h  o f  these m e t h o d s  p roduce  t h e  con ten t  o f  t h e  object  as HTML, 
b u t  to!iI;fG re tu rns  it as a s t r ing ,  whereas prizt sends it t o  system o u t p u t .  
- 

1 herefore, y o u  use t o e m  w h e n  y o u  w a n t  t h e  resu l t i ng  HTML t o  b e  f u r t h e r  

processed b y  another  m e t h o d  a n d  use p r i n t  w h e n  y o u  w a n t  t o  o u t p u t  it. In 
effect, y o u  build y o u r  W e b  page in a buf fer  w i t h  t o H N  and f l u s h  t h e  bu f fe r  

with pr in t .  

T h e  oracle.html package prov ides a standard set o f  classes based o n  HTML2, 
HTML3, a n d  popu la r  browser-specif ic extensions. Y o u  are n o t  l i m i t e d  t o  

these, however. Y o u  c a n  easi ly create y o u r  o w n  customizable HTML classes by 

der i v ing  t h e m  f r o m  t h e  Compoun~ten or  Container classes. T h e  oracle.html 

package also has t h e  in te l l i gence  t o  generate o u t p u t  t h a t  is o p t i m i z e d  f o r  t h e  

browser a t  hand.  For  example,  a browser t h a t  does n o t  suppor t  tab les w i l l  ge t  

tab le  data in t h e  f o r m  o f  p re - fo rmat ted  st r ings.  H e r e  is  a s i m p l e  example:  

, / Creazf  a? i i tnlecdy 5n:sct 

ilzniPc2g bd = new i i t i r lsoly I) ; 

0 ,  
: r  Pr:1: w: :he zcnte:: o f  z t i s  Page 

!',?.Qr:z:::; 
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LiveHTML 

O n e  o f  t h e  m o s t  popu la r  features o f  t h e  W e b  i s  k n o w n  as Server Side lnciudes 

(SSI). C e r t a i n  documents  can be  parsed b y  a w e b  server before sending t h e m  

back  t o  t h e  c l ien t ,  and  they  m a y  c o n t a i n  " inc lude"  d i rect ives i n s t r u c t i n g  t h e  

w e b  server t o  inser t  i n f o r m a t i o n  i n t o  t h e  d o c u m e n t , o n  t h e  fly. Examples o f  

use are p a g e - h i t  counters, t imestamps,  etc. Server Side Inc ludes l i t e ra l l y  bring 

o therw ise  stat ic  HTML pages t o  l i fe, hence t h e  n a m e  L i v e H T M L .  Oracle 

W e b s e r v e r  2.0 supports  SSIi-, a c o m m o n  extension t o  NCSA's o r ig ina l  

speci f icat ion.  

L i v e H T M L  code  is fo rmat ted  as SGML comments,  so t h a t  it is ignored  shou ld  

t h e  f i l e  ever f i n d  i t s  w a y  t o  t h e  browser unparsed. T h e  f o r m a t  fo r  L i v e H T M L  

codes, therefore, is t h e  f o l l o w i n g :  

T h e  tags are a rguments  t o  t h e  commands ,  m o s t  o f  w h i c h  actual ly  o n l y  accept 

one o f  t h e  possib le tags. T h e  possible c o m m a n d s  a n d  t h e i r  associated tags are 

as fo l l ows :  

config. T h i s  c o m m a n d  sets parameters fo r  h o w  t h e  f i l e  or sc r ip t  is  t o  b e  parsed 

a n d  therefore i s  n o r m a l l y  t h e  f i r s t  L i v e H T M L  c o m m a n d  in a f i le .  T h e  possible 

tags  are: 

errmsg. T h i s  specifies t h e  error  message t h a t  is  sent  t o  t h e  c l i e n t  i f  an  error  

occurs w h i l e  pars ing  t h i s  document .  H e r e  is  an  example: 

<!--:iconfig err~.3g="h parse =.rror occurred i n  t.52 Hozi-e:; - fazs fFleS'--> 

* timefmt. T h i s  specifies a da te  format ,  L i v e H T M L  f i les f requen t l y  inc lude  

t imes tamps .  T h e  convent ions f o l l o w  t h e  s t r f t i m e  l i b ra ry  ca l l  suppor ted  in 

m o s t  versions o f  U n i x ,  even i f  t h e  Webserver  is  n o t  running o n  a U n i x  

p l a t f o r m ,  

sizefint. T h i s  specifies t h e  f o r m a t  used w h e n  d i s p l a y i n g  a f i l e  size. T h e  

poss ib i l i t i es  are bytes, w h i c h  g ives t h e  absolute size in bytes, a n d  abbrev, 

w h i c h  g ives t h e  size in k i loby tes  o r  megabytes as appropr iate.  

cmdecho. T h i s  specifies whe ther  n o n - C G I  scr ip ts  subsequent ly  executed 

have t h e i r  o u t p u t  incorporated i n t o  t h i s  HTML page. T h e  possible values 

are ON a n d  OFF. ON specifies t h a t  t h e  o u t p u t  i s  inc luded.  T h e  de fau l t  is 

OFF. 

cmdprefix. Specifies a s t r i n g  t h a t  w i l l  be  prepended t o  each l i n e  o f  t h e  

s c r i p t  o u t p u t .  

andpostfix. Specifies a s t r i n g  t h a t  w i l l  be  appended t o  each l i n e  o f  t h e  

s c r i p t  o u t p u t .  

include. T h i s  c o m m a n d  specifies t h a t  a f i l e  is t o  be  inc luded  in t h e  generated 

HTML page a t  t h i s  p o i n t .  T h e  f i l e  can any  o f  t h e  f o l l o w i n g :  

* another  L i v e H T M L  f i l e  l i k e  t h e  cu r ren t  one. 
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a regular  HTML f i le .  

* an  ASCII f i l e ,  w h i c h  o f  these it is determined,  as usual, b y  t h e  ex tens ion  

T h e  possible rags are: 

virtual. T h i s  g ives a v i r t u a l  p a t h  t o  t h e  f i le. T h e  d i rec to ry  m a p p i n g s  fo r  

v i r tua l  paths are set by t h e  WIebServer admin is t ra to r  u s i n g  W e b s e r v e r  

Manager. 

f i l e .  T h i s  g ives a pa thname re lat ive t o  t h e  cu r ren t  directory. References t o  

parent  d i rector ies o r  uses o f  absolute pathnames are forb idden.  

- 
echo. T h i s  g ives t h e  value o f  a n  e n v i r o n m e n t  variable. I h is  var iable is  e i the r  

one o f  t h e  standard CGI e n v i r o n m e n t  variables o r  one of t h e  L i v e H T i V i L  

variables. extensions, w h i c h  c u r r e n t l y  are a l l  standard Server Side Includ, 

There is o n l y  one tag,  var, a n d  it m u s t  be  present. It prov ides t h e  n a m e  o f  

t h e  variable. T h e  L i v e H T M L  e n v i r o n m e n t  variables are as fo l lows:  

n - m .  T h e  c u r r e n t  f i lename. 

n-~. T h e  v i r t u a l  p a t h  t o  t h i s  f i le .  

QUERY~~TRIXG~UNESC~LPED. I f  t h e  c l i e n t  sent a query  s t r ing ,  t h i s  is  a n  

unescaped vers ion o f  it, w i t h  a l l  shell-special characters escaped with \. 
DATE-LOCAL T h e  c u r r e n t  da te  and  local t i m e  zone in t h e  f o r m a t  specif ied 

by t h e  m o s t  recent  c o n f i g  t i m e f m t  command.  

DATE:-(2n:. Same as t h e  above, but in Greenwich  mean t i m e .  

%ST-MODIFIED. T h e  last m o d i f i c a t i o n  date o f  t h e  f i le ,  g i v e n  i n  t h e  f o r m a t  

specif ied in t h e  last c o n f i g  t i m e f m t  command.  

£size. T h i s  produces t h e  size o f  t h e  f i l e  in t h e  f o r m a t  specif ied in t h e  m o s t  

recent c o n f i g  f i lesize c o m m a n d .  Tags are t h e  same as for  inc lude.  

* £lastmod. T h i s  produces t h e  last m o d i f i c a t i o n  date o f  t h e  f i l e  in t h e  f o r m a t  

specif ied in t h e  m o s t  recent  c o n f i g  t i m e f m t  command.  Tags are t h e  same as 

for  inc lude.  

exec. T h i s  is  t h e  c o m m a n d  t o  execute a script.  T h e  tags specify w h e t h e r  o r  

n o t  t h e  s c r i p t  i s  CGI. 

cmd. T h i s  specifies a n o n - C G I  scr ip t .  Execu t ion  is  passed t o  t h e  Opera t ing  

System, a n d  t h e  g i v e n  s t r i n g  is  parsed as t h o u g h  it were entered a t  a 

c o m m a n d - l i n e  interface. T h e  f u l l  p a t h  o f  t h e  sc r ip t  m u s t  be  g iven .  T h e  

n o n - C G  I e n v i r o n m e n t  var iables specif ied under  echo above can  b e  

referenced. W h e t h e r  t h e  o u t p u t  o f  t h e  sc r ip t  is i nc luded  in t h e  HTML 
page t h a t  t h e  parser ou tpu ts ,  is  de te rmined  b y  t h e  m o s t  recent ly  executed 

c o n f i g  cmdecho.  

* cgi. T h i s  specifies a CGI sc r ip t .  T h e  value g i v e n  w i l l  be  t h e  v i r t u a l  p a t h  o f  

t h e  scr ip t .  URL locat ions are au tomat i ca l l y  conver ted i n t o  HTML anchors. 
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Summary 

F i r s t  generat ion webservers have fundamenta l  shor tcomings  in t h e  areas o f  

sca lab~ l i t y ,  management ,  a n d  extensib i l i ty .  Orac le  is  leveraging i t s  core 

competency  in these areas t o  del iver  a next-generat ion p r o d u c t  capable o f  

addressing these issues a n d  m a k i n g  ex t reme ly  large websites with hundreds  o f  

thousands o f  users a n d  terabytes of i n f o r m a t i o n  a real i ty. Oracle \A/ebServer 2.0 
lays t h e  f o u n d a t i o n  a n d  prov ides a f i r s t  g l i m p s e  o f  n e w  e m e r g i n g  technology, 

w h i c h  w i l l  be  f u l l y  developed i n  f o r t h c o m i n g  releases. A f t e r  al l ,  t h i s  is  In te rne t  

Technology, a n d  w e  are f i n d i n g  o u r  p r o d u c t  l i fe-cycles b e i n g  reduced f r o m  

years t o  m o n t h s .  

Orac le  \Nebserver  3.0 is  scheduled for  release in late 1996, and  w e  expect  

t h e  W e b  Request B r o k e r  API t o  be  f u l l y  developed b y  t h a t  t i m e .  Orac le  is  

act ive ly  w o r k i n g  w i t h  par tners a n d  developers t o  p rov ide  a so l id  p l a t f o r m  fo r  

app l i ca t ion  deve lopment .  O t h e r  p lans for  W e b s e w e r  3.0 inc lude  m a k i n g  

extensive use o f  Oracle7 for  websi te con f igu ra t ion  management ,  i n c l u d i n g  

user au then t i ca t ion ,  op t iona l l y  s t o r i n g  con ten t  w i t h  au tomat i c  rep l i ca t ion  t o  

m u l t i p l e  sites, m o r e  cartr idges, in ter-car t r idge processing, and f u l l  suppor t  fo r  

a l l  m a j o r  HTT? listeners. It i s  g o i n g  t o  b e  a n  e x c i t i n g  year-be sure t o  keep 

an  eye o n  o u r  p u b l i c  website, http: //h~.oracle.com, f o r  u p c o m i n g  news, 

releases, and  events. 

Magnus Lonnrot~~ 

Senior Product l\Aanager 

Oracle lnrernet Server produm 

P.laict~ 1996 Onzilc \j!ebSer\ftr 2.0-Tc-chniwl N o t e  

ORCL000780 
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Terminology and Acronyms 

Apache 

API 

CGI 

daemon 

/ FTP 

HTML 1 HTTP 

Java 

' 
JDBC 

LiveHTML 

MIME 

NCSA 

NSAPl 

PLISQL 

I SNMP 

I SQL 

SQL' Net 

SSI 

SSL 

TELNET 

URL 

VRML 

Vd3C 

WRB 

WRB API 

WRBD 

WRBX 

An increasingly popular HTTP server on the lnternet 

App l~cat~on Programming Interface 

Common Gateway Interface 

Detached process waiting for incoming service-requests over the 
neD~0rk  

File Transfer Protocol 

HyperText Markup Language 

HyperText Transfer Protocol 

An object-oriented language for the Web 

A language developed by Netscape for use in  the Netscape 
Navigator and the Netscape Commerce Server through NSAPl 

ODBC for Java 

Currently same as Server Side Includes. 

Multi-purpose lnternet Mail Extensions 

National Center for Super-computing Applications 

Netscape Server API 

Oracle's procedural language for stored procedures 

Simple Network Management Protocol 

Structured Query Language 

Oracle's network protocol which runs on top of most networks 

Server Side Includes 

Secure Sockets Layer 

Terminal Emulation Program 

Uniform Resource Location 

Virtual Reality Markup Language 

World Wide Web Consortium 

Web Request Broker 

An API for developing custom cartridges 

Web Request Broker Dispatcher 

Web Request Broker Execution Engine 
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Dienst : Implement at ion Reference Manual 

Carl Lagoze* Erin Shawt James R. Davis$ Dean B. Kraffts 

May 5, 1995 

Abstract 

We describe the architecture and implementation of Dienst: a protocol and server that pro- 
vides distributed document libraries over the World Wide Web. Dienst is based on a document 
model that incorporates unique document names, multiple document formats, and multiple 
document decompositions. Interoperability among Dienst servers provides the user with a sin- 
gle logical document collection, even though the actual collection is distributed across multiple 
servers. The Dienst protocol uses HTTP (the protocol of the World Wide Web) as a transport 
layer, making Dienst servers accessible from any W W W  client. Dienst is currently used as the 
infrastructure for a distributed computer science technical report library by a number of U.S. 
universities. This document is intended as a guide for Dienst site administrators and implemen- 
tors of other digital library systems. It  describes the architecture of an individual server and 
network of Dienst servers and includes the server installation instructions. Appendices describe 
copyright issues and retrospective conversion of the Cornell technical report collection. 

'Computer Science Department, Cornell University, Ithaca, NY 14853, lagoze@cs.cornell.edu 
+computer Science Department, Cornell University, Ithaca, NY 14853, shaw@cs.cornell.edu 
: ~ e r o x  Corporation, Design Research Institute, Cornell University, Ithaca, NY 14853, davis@dri.cornell.edu 
§ ~ o m ~ u t e r  Science Department, Cornell Univeristy, Ithaca, NY 14853, dean@cs.cornell.edu 
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server registration - As described earlier, each docid that identifies a document in a Dienst 
collection consists of a publisher identifier and a name. Each server in a set of interoperating 
Dienst servers indexes and acts as a repository for documents from one or more publishers. 
In the current version, all the documents for a publisher must be indexed and reside on the 
same server. Each server is able to  locate the indexing and repository site for a specific 
publisher using tables that are maintained by a distinguished server, the meta server, and 
periodically downloaded by the individual server. This allows every server to  provide the next 
two functions. 

distributed searching - Each Dienst user interface server provides a front-end for searching the 
collection provided by all inter-operating Dienst servers. The user specifies in the search form 
which publishers should be searched. The respective user interface server then dispatches 
search requests, in parallel, to  the Dienst index servers that correspond to  the publisher 
selection(s). The user interface server then parses and combines the results from the requested 
servers to  present a coordinated "hit list" to  the user. 

distributed document access - Each server, in a set of interoperating Dienst servers, is capable 
of responding to  a request for any document in the distributed collection. The respective 
server uses the publisher in the docid of the requested document and the mapping tables 
downloaded from the meta server to  route the document request to  the server that acts as 
the repository for the publisher. This routing is transparent to  the user. 

5 Dienst user interface features 

Each Dienst server allows the user to  search, browse, and view the collection using any Web client. 
Several of the features of the user interface are described in this section. Not all Dienst servers 
provide all the features described in this section, nor are the features available for all documents. 

A number of features are optional (e.g. full-text searching) and may not be installed at  the 
respective server. 

A number of features are dependent on the format(s) in which the respective document is 
available. For example, in-line page viewing is only available if the document is stored in GIF 
format. 

Forms-based distributed searching - An HTML form allows a user to  specify criteria for a 
search. These criteria are publisher name(s) (at least one must be selected), document name, 
and bibliographic keywords (title, author, abstract). The search form allows the user to  specify 
and or or boolean operators between the bibliographic keyword fields. In addition, the user 
may user boolean operators and precedence symbols (parentheses) within bibliographic fields. 
An example search form is shown in figure 3. 

Unified hypertext hit list - The results of a search (that may have been dispatched to  several 
servers) are presented to  the user as a combined list of hyperlinks sorted by publisher and 
docid. Each hit is link to  the document summary page for the respective document. If any 
of the servers needed for a search (as specified in the publisher list in the search form) are 
not available, this information is printed at  the top of the results form. An example hit list 
is shown in figure 4. 
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Search the Collection 

or 1 search all publishers 

Document Identifier: 

Bibliographic keywords ( * AND keyword fields v OR keyword fields) 

Author 

I subrarnan~an o r  s a l t z  o r  weir 

Title 

Abstract 

1 submit search to -technical report indexes 

start search1 clear tieldsl 

Figure 3: The Dienst search form allows users to  enter search criteria for bibliographic fields. 
Boolean expressions may be used within and/or between fields. 
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Your search was for 

publishers selected: 

Cornell 
Stanford 
U Maryland College Park CS 

Bibliographic keywords ("and"ed together) 

author = subramanian or saltz or wei 
abstract = parallel algorithm 

Search results 

G-Q F.!! E L & - ~ ~ ~ ~ r ~ > r j 1 2 2 9 ~ 4 ~ 4 4  ;iiz~i'<lc7r -liiiy! T ~ n ~ f p ~ ~ f l t ~ ~ ~  F Y ~ E  ~ p r e  
&ng$ori Ayi~!w;S.i'~~~.iugr !vg<rig gs, WeiL i and Keshav F inq al i . 
CORNELLCS:TR94-1469 COMPILING FORNCr2ii.iA PAIWUEL 
M.4 C H l ~ W .  \lie i L i . 
STAN :CS-TR-89- 1275 A n w  approach to stable matchirax probler~as. Ayhok 
Subr arnarliarl, 
ST,W:CS-TR-89-1278 The complexity of circuit ia6ue arad raentork stability. 
Ermt W. M a y  and Ashok Subramanian. 
IJMCF-CSI3:CS-TR-3425 Pamllel Monte Carlo Simribotiora 01 
Three-Dimensioraal F b w  over0 Flaf P la fe .  Robert P. Nance, H. A. Haysan, 
Richard G. ',,Vilmoth, Eongki Moon and Joel Saltz. 
U MCP-CSD :CS-TR-3447 Ilaterpr~c~mitral Compilation of l r r e ~ l a r  
Applications for Distribul'c~~ fifemory fi.i;zchirzes . Gag an Agravral and &eJ 

Figure 4: Dienst search results are displayed in a hypertext list, sorted by publisher and docid. 
Each hit is a link to  the summary page for the respective document. 
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Document summary page - The document summary page serves two purposes. First, it dis- 
plays the metadata associated with an individual document (e.g. author, title, publication 
date, abstract). If the search criteria for a document included abstract words, the appropriate 
abstract words are highlighted in the document summary page. Second, it presents to  the 
user the formats in which the document is available. These are divided into four groups: 

page thumbnails for browsing. 

a structural overview of the document. 

formats for which physical page decompositions are available; the user may choose the 
appropriate page to  display. 

formats for which decompositions are not available; selection of one of these formats will 
effect a download of the entire document in the respective format. 

a link to  the printing and downloading form. 

Only those formats available for the specific document will be shown on that document's 
summary page. An example document summary form is shown in figure 5. 

A Singular Loop Transformation Framework 
Based on Non-Singular Matrices 

CORNELLCS TR92-1294 

rb'ri L I and I i r ~ h a ~  Pi-;dl1 
July 1992 

In this paper, we discuss a loop transformation framework that is based on integer 
non-singular matrices. The transformatiow included in this framework are called 
$\Lambda$-transformatio~x and include permutation, skewing and reversal, as 
well as atransformation called loop scaling. This framework is more general than 
the existing ones; however, it 1s also more difficult to generate code inour 
framework This paper shows how integer lattice theory can be used to generate 
efficient code. An added advantage of our frameworkover existing ones is that 
there is asimple completion algorithm which, given apartial transformation 
matrix, produces a full transformation matrix that satisfies all dependences. This 
completion procedure has applications in parallelization and in the generation of 
code for NUMA machines. 

How to view this document 

iiispldf u1 o.ierolek* ?i I t i ~ r ~ i b r h i l  pages 

Display aselected page in one of the following formats (document has 24 
pages) 

b Display the whole document inone of the following formats. 
0 OZK tex: (produced by OCR, may have errors) 39910 bytes 
0 Po;t?.crlpt 90795 bytes 

Figure 5: The document summary page displays the metadata associated with the respective 
document and the formats in which the document is available. The user can use the links on this 
page to  display the document in the chosen format. 

Structural overview - A structural overview allows the user to  view the major structural features 
of a document, such as chapters, sections, and the like. An example structural overview is 
shown in figure 6. 
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Tools for Monitoring and Cantrolling Distributed Applications . 
Keith NI azulli, and M ark I2 . 'Wood 
January 1991 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 
. . . . . . . . . . . . . . . . . . . . . . . .  3 

2 The Meta Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4 
. . . . . . . . . . . . . . . . . . . . . . . . . .  3 Application Instrumentation 5 

3:1 Access t.o Base Values . . . . . . . . . . . . . . . . . . . . . . . . . . .  6 
3:2 Functional Composition . . . . . . . . . . . . . . . . . . . . . . . . . .  7 
3 : 3  Alqlqreqates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 
3:4 Fault-Tolerance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 

4 Contrc31 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8 
. . . . . . . . . . . . . . . . . . .  8 

4:2 Atomic Guarded Commands . . . . . . . . . . . . . . . . . . . . . . . . .  9 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10 

12 . . . . . . . . . . . . . . . . . . .  
5:1 Related tiiork . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5:3 Status 13 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5:4 Directic~ns 14 

Figure 6: The structural overview allows the user to  see the hierarchical structure of the document. 
revealing features such as chapters and sections . Each structural item is a link to  the page on which 
the item begins . 
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Page browsing via thumbnail images - Page thumbnails allow users to  quickly browse the 
body of a document and discover and locate structural objects such as tables, graphs, and 
the like. Each thumbnail page is implemented using a HTML imagemap, allowing the user to  
select on a page and dispatch a URL to view that specific page in readable form. An example 
thumbnail page is shown in figure 7. 

A Singular Loop Transformation Framework Based 
on Non-Singular Matrices 

Wei L I and F:eshx,? Pingali 
July 1992 
Section 1 of 1. Click within apage rectangle to display aiull size page 

Figure 7: Page thumbnails are a tool for quick browsing of a document for formatting features (e.g., 
tables). The thumbnails are implemented using the HTML imagemap mechanism, which allows a 
user t o  select a page and view that page in full. 

Inline page image - Inline page images are displayed in a resolution sufficient for on-screen read- 
ing of the document. At Cornell we have found that 72 dpi, four-bit deep GIFs have the 
proper combination of resolution and size for most monitors. The page image display also 
includes several other user interface objects: 

hyperlinks that allow the user to  go the next or previous page of the document, or to  
the document summary page. 

two radio buttons that control the operation that is performed when the user selects 
a point within the document page. The two operations are zoom and full-text search, 
both of which are described below. 

An example page-image page is shown in figure 8. 

Page level zooming - The user can zoom in on a section of a page image by selecting the zoom 
radio button and clicking within the page image in the page-image display. If the document 
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Click w ~ t h  the mouse to select aparagraphor sectlonof the page 
Full-text search on aparagraph v Zoom-in on asectlon 

[c) The o r ~ d  trnstroo rpaue (4) Phr r w I  ire?aiou apan 

1s *has pnpv m mU fowa om risndwmatiw that rrrn be m p m t c d  h9 I m t ? l i  unellr 
me map- fmol the xtetar*ou s y u e  oi the miircs ~ogtur M the ttaciios spru: ot the 
lare ~ogtw Tbrr J- oi t d m r t u a s  ~rnc lmh p e t # - ,  &wily md mwma.4, 
m d l  u a mr trmliaorr on did + Fxamphks th- irao$onytloar ur d u w n  

* 

Figure 8: Pages are displayed in 72dpi GIF format with 4-bit deep gray scaling for maximum screen 
readability. The page display includes links to  move back and forth through the document and 
controls for the zoom and click-to-search full-text search feature. 
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is available in a high-resolution format (e.g. scanned TIFF), a zoomed section of this format 
will be displayed to  the user. An example zoom page is shown in figure 9. 

for u = -2, 10 step 2 

step 9 
A[u+3, v] = (u t. 2u)/6; 

(b) The target code 

Left U p  I) o~hri Zoom Orit 

Figure 9: Page level zooming allows the user to  see fine detail on a document page. 

Click-to-search full-text search - The user can perform a full-text search based on text in the 
document by selecting the full-text radio button (the default) and clicking within the page 
image in the page-image display. The server will use the contents of the paragraph in the 
proximity of the user selection as the source for the search. Mapping from the selection 
point to  the ASCII text is done by an analysis of the OCR output using paragraph delin- 
eation heuristics (based on line spacing). A full description of the implementation of full-text 
searching is in section 8.1. A full-text search returns two sets of results: document level in 
ranked order and paragraph level in ranked order. The results are presented as hyperlinks so 
the user may then dispatch a request for the specific document. Note that full-text search in 
the current release of Dienst only searches the collection on the server to  which the search has 
been submitted. This is because no all servers implement full-text serach, and the ranking of 
distributed full-text searches is problematic. An example result page from a full-text search 
is shown in figure 10. 

Printing and downloading - Users may choose to  print or download all or selected pages from 
a document. The site administrator decides at  server installation times the net domains from 
which a client request must originate for printing to  be available to  that client. In addition the 
administrator decides which printers are available to  specific client domains. Clients outside 
the "printable" domains receive only a form that allows them to download all or selected pages 
of the document. In the current implementation printing is allowed for documents that are in 
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Full Text Search Results 

S a c h  Text 

Figure I .  The workin* enample2 2 Loop ?ansformations In this paper, we w ~ l l  focus on " .  . . . . 
transformations that can Be represented $ iinear, one-to one mappings from the iteration 
space of the sourceprogram to the iteration space of the t &  program This ciass of 
transformations mcludespermutatlon, skmlng and reversal, as well as a new 
transformat~on called sca l ln~  Enam~les o f  these transformations are shown in F1pure2 " . ,  
These transformations are standard e ~ e p t  for scaling which corresponds to replacing a loop 
iteration wriabie $ an integer mufitpie of it 

Search Options Selected 

show document l m h  
show paragraph links 

NOTE: For most TRs. full text 1s generated by runniq OCR on the scanned Image 
Depending on the quality of the original, this may result in some errors m the paragraph 
text and may also affect the results of the search 

Full documents in relevance order 

045 CfiZ'XST I CS TR32-1:Gd 
A Sinplar  Loop Transformation Framawrk Based on Non-S~ngular Matrrces 
Li and k:?sl~a~~F.~~gail - 

031 C'YRN3LLL'Y:'TR4~1-ld?~ 
On Program Trunsjbrmat~ons .3of,oklis G Efrrm~dis 

0 31 T!CRNXLLCS:TR.93-1339 
An Aigorithm for Processing Program Transformations "fokils C, ifri-r?ldis and 
Davlil Grlis. 

0 30 7C<"1'1 I C3.TFSS 9?? 
Compaction-Bard Parallelizut~on, hleaaiide; ii:ke:i 

0 28 :;n?~l5LLCS:l'k32-12~i 
Access Normaiization: Loop Restructuring f M A  Compilers \riei and 
F.eskw~ Fingali. 

0 26 CCRWZLLCS.TR85-f73 
Percolat~on S c h d l ~ n g  A Parallel Compilat~on Techn~que Aiex.x~c:c I\Jvoi.3:1 

0 26 CfiP?lFl i CS'TRgh 'P,? 

A Fine-Grain Paralieiizing Compiier Ale:!aticlril t:imlar.. 

Figure 10: The click-to-search feature allows a user to select a paragraph on a page image as the 
input for a full-text search. Both document-level and paragraph-level results are returned from a 
full-text search. 
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Postscript or TIFF format. Documents in TIFF format are translated to  ASCII85-encoded 
images embedded in a level 2 Postscript document. 

6 Installing a basic Dienst system 

This section5 of the Dienst installation instructions describes how to install a minimal Dienst server. 
This is a server that only indexes a collection of bibliographic files, and does not provide access 
to  the body of documents. All directory names, except when noted otherwise, are relative to  the 
d iens t  directory that you create when you download the Dienst server. 

6.1 Considering copyright issues 

Before you make your documents available on the Internet, we strongly recommend that you think 
about the copyright issues. Appendix B describes our approach to  copyrights and document avail- 
ability over the Internet. 

6.2 Obtaining publisher IDS for your site 

Dienst requires that each document in the entire (distributed) collection have a unique location- 
independent name, known as a document identifier, or docid. A docid consists of a publisher name 
followed by a colon and document name. For example, the Cornell docid CORNELLCS:TR94-1418, 
consists of a publisher, CORNELLCS (the Cornell Computer Science department), and a document 
name, TR94-1418. 

The publisher name uniquely identifies a set of documents. What defines a set of documents 
is up to  you. You may wish to  specify a single publisher for all of your documents and then use 
some portion of the document name, such as a series, to  define subsets within that publisher. Or, 
you may wish to  specify multiple publishers. Your server may provide access to  the documents of 
one or more publishers. To propose and secure a publisher name, or names, for your site, please 
contact Rebecca Lasher, r lasher@f orsythe . stanf  ord. edu. Your proposal should include a short, 
one word canonical name (e.g., CORNELLCS) for the publisher(s) and a longer multi-word user 
friendly name (e.g. Cornell Computer Science) for each canonical name. 

A document name uniquely identifies each document within its respective publisher. It is your 
responsibility to  ensure that all of your documents have unique names. The format of the document 
name is up to  you. A document name may have additional structure. For example, at Cornell the 
document name has three logical parts: a series identifier (e.g. TR), a year (e.g. 94), and a serial 
number (e.g. 1418). 

6.3 Creating your document database 

A document database resides on your file system and consists of a directory structure to  house your 
documents in multiple formats. We will describe one format here, the bibliography format. Other 
formats are described in section 7. 

5Note: Sections 6, 7, 8, 9, and 10 are copies of the installation instructions that are available on-line at: 
http: //cs-tr. cs. cornell. edu/dienstinstall/installation. html. Use the on-line copy for the most up-to-date 
version. 
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One Source. One Search. One Solution. 

Providing Permanent, Easy ~ c c e s s  
to U.S. Gowmrnment infomation 

The National Technical Information Service is the 
Nation's largest repository and disseminator of 
government-initiated scientific, technical, engineering, 
and related business information. The NTfS collection 
includes almost 3 million information products in a 
variety of formats: electronic download, online 
access, DVD, CD-ROM, magnetic tape, diskette, 
multimedia, microfiche and paper. 

Search the NTIS Databarn from 1990 farward 
More than 600,000 government research information products have been added 
to the NTlS collection since 1990. All bibliographic entries for those products are 
searchable on the NTlS Web site at www.ntis.gov. 

Oowrload Publieatiens (1997 - Prrrrssnt) 
NTIS provides the full text of many reports received since 1997 as downloadable 
PDF files, When an agency stops maintaining a report on its Web site, NTIS still 
offers a downloadable version. There is a fee for each download of most 
publications. 

For more information visit our website: 

www.nt is.gov 

U.S. DEPARTMENT OF COMMERCE 
Technoiogy Administration 
National Technical Information Service 
Springfield, VA 221 61 

ORCLO1818176 
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DISCLAIMER 

4+ This document has been reproduced from the very best copy that 
was furnished by the Source Agency. it is being released in order 
to make available as much information as possible. 
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Implementing Distributed Server Groups for the 
World Wide Web 

Michael Garland, Sebastian Crassia, Robert Monroe, Siddhartha Puri 

25 January 1995 
CMU-CS-95- 1 14 

School of Computer Science 
Carnegie Mellon University 

Pittsburgh, Pennsylvania 15213-3890 

Abstract 
, .. 

The World Wide Web (WWW) has recently become a very popular facility for the dissemination of 
infomation. As a result of this popularity, it is experiencing rapidly increasing traffic load. Single 
machine servers cannot keep pace with the ever greater load being placed upon them. To alleviate this 
problem, we have implemented a distributed Web server group. The server group can effectively bal- 
ance request load amongst its members (within about 10% of optimal), and client response time is no 
worse than in the single server case. Client response time was not improved because the measured cli- 
ent traffic consumed all available network throughput. The distributed operation of the server groups is 
completely transparent to standard Web clients. 

This research is sponsored in part by the Wright Laboratory, AeronautieaI SystemsCenter, Air Force Materiel Command, USAE 
and the Advanced Research Projects Agency (ARPA) under grant F33615-93- 1-1330. The US Govemment is authorized to repro- 
duce and distribute reprints for Govemment puwses, notwithstanding any copyright notation thereon. Support also came from the 
Air Force Materiel Command under contract number F1%28-93-C-0171. Views and conclusions contained in this document are 
those of the authors and should not be interpreted as representing the official palicies, either expressed or implied, of Wright L a b  ------ 
ratory or the United Slates Government. 
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1. Introduction 

As the exponential growth of the World Wide Web continues with no near-term end in sight, the load placed on pop- 
ular Web servers is often too great for a single server machine to handle. When the volume of requests to a server 
becomes prohibitively high the server tends to drop requests and eventually crashes. The service provider needs more 
computing power to meet the demands of the clients requesting the service. One solution is to simply buy a bigger 
machine that can handle the large load of service requests. This solution is, however, unacceptable; it provides only 
temporary relief from server overload. If server usage continues to grow rapidly, even the more powerful server will 
eventually be overwhelmed. This problem is likely to become more significant over the next few years as the number 
of commercial service providers and the size of the data objects being exchanged are likely to increase dramatically. 

A fairly obvious solution to this problem is to implement a distributed Web server which will spread incoming 
request toad among several machines. There is, however, a significant problem with this approach. The HyperText 
Transfer Protocol (HTTPIl .O) used by Web clients and servers identifies a resource on the Web using a valid host- 
name. Consequently, a distributed server needs to present a single hostname to maintain compatibility with existing 
Web clients. We can alleviate this problem by extending the concept of distributed process groups to the Web server 
level. A distributed server group exports a single logical name and address to the outside world, From the viewpoint 
of a client sending an HTTP request, the server group is a single server that will handle the HTTP request in the same 
way that any other Web server would. Once the server group receives a request it transparently allocates it to an 
appropriate member of the group for processing. 

By supporting distributed Web server groups, we can provide a mechanism for smoothly scaling the server capacity 
of Web service providers. The use of server groups can reduce the latency of servicing a request provided there is suf- 
ficient available network bandwidth to accommodate higher request throughput. Our Web server group implementa- 
tion can effectively balance request load, and is transparent to Web clients which support the HTTPIl .O protocol. 

2. The World Wide Web 

2.1. The NTTP Protocol 

The fundamental mechanism underlying the Web is the HlTP protocol. The protocol is stateless, object-oriented, and 
textual. A complete description of the current protocol can be found on-line at [CEXN]. For our purposes, we are only 
interested in the basic structure of the protocol. 

WTTP is an RPC-like protocol; clients make requests of servers and receive responses. The general format of a 
request is: 

GET /doc.html HTTP/l.O <CrLf> 

Figure 1: HTTP request format. Figure: 2: Example request. 

This figure needs some explanation. A URL is simply a name for an object; typically, the hierarchical naming scheme 
of the Unix file system is used. The merhod given in the request is a method to be invoked on the object named by the 
given URL. The CrLf tag represent the pair of characters carriage return and line feed. The optiorzal header irrfornta- 
rion is a series of MIME headers which can be used to specify a variety of things including client name, user name, 
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encoding type, date, authorization information, etc, The body of the request is interpreted by the method which is 
invoked; it is in essence the argument list for the method. 

Once the server receives a request from a client, it processes the request and returns a response. A reply from the 
server has the foilowing structure: 

HTTP/1.0 200 OK <CrLf> 
Server: NCSA/1.3 
Content-type: text/html <CrLf> 
HTKL document 
<end> 

Figure 3: HTTP response format. Figure 4: Example HTTP response. 

The status code indicates the result of the request; the reason field provides a human-readable textual explanation of 
the status code. The rest of the fieIds of the response fulfill similar roles to their counterparts in the request. 

In current patterns of Web use, the GET method is by far the most frequently used. In fact, Web sessions typically 
consist exclusively of GEB.  This reflects the fact that the Web is currently used primarily as a means of fetching files, 
albeit in many formats, including hypertext. 

2.2. Web Servers and Clients 

Servers and ctients use the H?TP protocol described above to exchange information. The general model of the Web 
currently in use is this: servers expon a hierarchical file space to clients. This file space is populated by "documents" 
of various types. The primary function of Web clients is to acquire documents from this file space in response to user 
actions. The client and server must also negotiate a document format which is acceptable to them both. Web servers 
and clients communicate with each other over TCP/IP streams. The general model of an transaction is: 

* The client opens a TCP/IP connection to the server, 
* The client sends its request over this stream, 
* The server sends its response back, 
* And the connection is closed. 

In the case of the most widely used Web server (NCSA's httpd), the server forks a new process for each connection. 
That process receives the request from the client, pracesses it, sends back a response, and exits. 

3. A Distributed Web Server Group 

Since it's inception, the Web has experienced very rapid growth in usage and amount of data being provided. The I 
growth of the user community has generated increasing demand for data, and the raw amount of data has also 
increased due to the proliferation of large multimedia resources. The result has been continually increasing stress on 
Web servers. 

A natural solution is to group several server machines into a singfe server group. The server group would provide a 
single logical service but would physically share incoming requests amongst its member machines. The need for this 
is indeed real; NCSA has implemented a similar scheme for their server after a single server machine was no longer 
able to cope with the heavy load [KBM94]. 

In order for a Web server group to be useful it must operate transparently within the existing Web. In other words, it 
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load 
infarm 

, 

Figure 5: Architecture and Yrotocol for the Uistributed Web Server Group, (1) Client sends an H'l"l'r 
request, (2) Wispateher calculates least-loaded server and sends forwarding address. (3) Client resends 
HTTP request to forwarding address (member server). (4) Member server satisfies request. 

must be implemented within the framework of the HTTP protocol and it must be completely compatible with existing 
Web clients. The server group implementation is also constrained by the current URL specification. A server group 
must be identified by a unique Internet address. In addition to all this, we also want the server group to perform well: 
it must balance request load effectively and introduce as little new overhead as possible. 

3.1. System Architecture 

We have chosen the following general architecture for our Web server groups: 

There is a special server (the dispatcher) which coordinates and controls the server group. Requests 
intended for the server group are received by the dispatcher. 

Attached to the dispatcher is a collection of member servers. These servers are the actual repository of 
data and fulfill requests made of the group. 

The dispatcher is the single entity representing the group to the outside world. Incoming requests arc received by the 
dispatcher, and they are redirected to one of the member servers for actual processing. It is also the task of the dis- 
patcher to balance the load placed upon the various members under its control. In essence, it tries to always dispatch 
incoming requests to the least loaded member. Each member exports an identical copy of some data repository. In our 
case, this data is shared via a common AFS directory. Figure 5 diagrams both the system architecture and communi- 
cation protocol. 

We have implemented our new servers as extensions to the NCSA Web server (httpd). This server has several 
attractive properties: it is well supported, it is in wide use, and it is quite portable. One major consequence of this 
choice has affected our design; since the httpd server forks a new process for every connection, a process handling 
an  incoming request cannot modify the global server state. 

Wc have decided that the dispatcher should not fork on connection like the standard httpd server; it only forks when 
sending messages to its members. This lowers the latency of request dispatching and allows the global server state to 

1 

be modified during request processing. Throughout the design process we felt that the dispatcher was likely to be a 
bottleneck, since it is a single point through which all requests flow. Processing each request serially before accepting 
the next connection introduced an even greater danger of creating a bottleneck. Therefore we have tried to keep the 
amount of processing performed by the dispatcher to a minimum. Fortunately, in our experience the load on the dis- 
patcher never reached a critical point. It remained only marginally loaded. 
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3.2. Interfacing to Web Clients 

In order to make the server group work, there needs to be some mechanism for the dispatcher to redirect a client's 
request to another server. Fortunately, such a mechanism already exists and is supported by all major Web clients 
(including Mosaic, Lynx, and W3). 

Recall that every response from a server to a client includes a status code, The status code of particular interest to us 
is: Found ( 3 02 1 .  It instructs a client that the requested object has been found on another server, whose address is 
included in the body of the response. The client is expected to re-request that object from the given alternative server. 
This process of redirection is completely invisible to the user. 

< 

3.3. Protocol Extensions 

To support server groups, we needed some means for communication between the dispatcher and its members. One 
possibility would be to build a dedicated protocol for this purpose, possibly using ilDP instead of TCR However, we 
decided to implement this communication through extensions to the HTTP protocol. As a result, the intragroup com- 
munication fits smoothly within the overall structure of the server. This has a number of advantages; the chief advan- 
tage being that our code should be easily portable to future server versions as well as other servers. 

The extensions we have made to the H'ITP protocol are fairly minor. Most of these changes involve simply adding 
new methods, and they only affect the dialog between the dispatcher and its members. These extensions are com- 
pletely invisible to clients. The first set of extensions involves adding methods for administering server groups. In 
these cases, the dispatcher is acting as a server and a member is communicating with it in the role of a client. The new 
methods are as follows: 

Method: GROUP-ADD 
Body: URL of a member server 
This method adds the specified member server to the server group administered by the dispatcher. 

Method: GROUP-EXIT 
Body: URL of a member server 
This method removes the specified member server from the dispatcher's server group. 

Method: GROUP-QUERY 
Body: None 
Returns status information about the server group and its members. Currently this is meant only for 
debugging purposes. A real system might choose to ignore this request. 

The next extension actually diverges from the H?TP specification. It is implemented as a message rather than as a 
request. A response is neither required nor expected. The format of the message is: 

Method: LOAD-INFORM 
Body: Load value and time stamp 
This message communicates load infomation from a member to the dispatcher. This information is then 
used by the dispatcher in its load balancing decisions. 

Our final extension is also a message rather than a request. 

Method: LOAD-QUERY 
Body: None 
This message is used by the dispatcher to query ioad infomation from a member. The member is expected 
to respond later with a L O A D - M O M  message. 

Case 1:06-cv-00414-SLR     Document 294-13      Filed 08/28/2008     Page 11 of 21



This last requirement may seem slightly strange; the member is required to respond to a LOAD-QUERY message 
with another message rather than a direct response. The reason for this is related to the structure of the dispatcher. 
Since the dispatcher forks when sending messages, any response would be unable to affect the global state. To get 
around this difficulty, we require the member to send a LOAD-INFORN back to the parent process. 

3.4. Load Balancing 

I The task of the dispatcher is to distribute incoming requests to members of the server group. However, simply doing 
this without making informed decisions about where to send requests would not be very desirable. We want the dis- 

I patcher to distribute requests in such a way as to balance the load placed on the various member servers. This requires 
two things: the dispatcher must have some knowledge of the load on members, and there must be some scheduling 
policy used to select which member to dispatch the next request to. 

The first issue that needs to be addressed is how to measure the load on a member server. At first glance, you might 
suspect that the dispatcher should have enough information to compute the load on a member. After all, every request 
that arrives at a member was directed there by the dispatcher. In reality, this is not true. When examining actual 

documents it becomes evident that many Iinks are either relative to the current server or point to a remote 
server. This has the following consequence: when first contacting a server group, a client will be dispatched to a par- 
ticular member. Subsequently, all relative links will be resolved by going directly to that member. This property actu- 
ally has the desirable effect of helping to balance the load [CKE91]. En addition, since each client connection is for a 
single request, there is no way of predicting how long a particular client will continue making requests of the server. 
The dispatcher cannot know the load on a member, so it must be informed of the member's load (using the LOAD- 
INFORM message described above). 

A good load measure for the members should account for two sources of load: the traffic of requests and the general 
load on the machine. Obviously, request traffic is an important source of load. Including the load on the machine as 
well is necessary because there might easily be other active processes on the same machine. In particular, there might 
be muitiple members per machine. The formula we use to compute the load on a member is Load = 10 ( r +  m) 
where r is the number of requests per second being received by the member and rn is the machine load as measured 
by the number of pracesses in the run queue. The scaling factor of 10 is used to allow the load to be represented as an 
integer, for faster processing. Note that with our servers, there is a direct correlation between requests being pro- 
cessed and number of processes. This load information is transmitted periodically to the dispatcher (every I5 sec. in 
our experimental configuration). 

The dispatcher uses a simple scheduling policy. It keeps all the members in a doubly-linked priority queue, sorted by 
increasing load. Thus, dispatching a request simply involves looking at the head of the queue and returning that mem- 
ber address to the requesting client. The dispatcher also attempts to estimate the change of member load over time by 
adding a constant factor to the load every time a request is dispatched to that member. If the dispatcher does not 
receive a LOAD-INFORM query from a member after some long amount of time, it will send a LOAD-QUERY mes- 
sage to it. If this fails for some reason, the member is assumed to have failed and is removed from the server pool. 

4. Performance Analysis 

4.1. Experimental Overview: 

The most appropriate test for our distributed Web server would involve observing its performance in a heavily 
accessed location over a period of months. However, practical considerations obviously preclude this type of testing 
from the scope of this project. Instead, we have attempted to simulate heavy (localized) load on the servers and 
observe how they perform under a variety of file access patterns. We have attempted to use file access patterns which 
we feel are fairly representative of common Web usage patterns. Our testing has focused on the latency for satisfying 
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Figure 6: Total Load Balance (2 servers) Figure 7: Instantaneous Load Balance 

a request (from the user's perspective), and on the balancing of load amongst the group members. These metrics 
reflect the perception of a user browsing the Web, and server hardware utilization, respectively. 

4.2. Experimental Procedure: 

We developed a test suite of 125 tests to observe how the server groups performed as various aspects of the system 
were stressed. As a control test, we performed each of the test series on a vanilla h t  tpd server. To measure server 
performance, the member servers were instrumented to periodically dump their load information into log files. 

To measure request latency as seen by clients, we constructed a programmable client (using Tcl) that measured 
the time required to satisfy an HTTP request. The phases timed by the client were: connection to the dispatcher, redi- 
recting to the member server, and finally receiving the requested data. All timing measurements were made in C code 
to avoid Tcl overhead, and the data read by the client was not interpreted in any way. Many machines were required to 
test system performance; the final test suite was performed in Carnegie Mellon's computing labs early in the morning 
over Thanksgiving break, 1994. The campus network was very lightly loaded. We used 10 Sun Sparc-5 machines as 
clients and 5 SGI Indigo2 machines as servers. The entire test suite took about five hours to complete. External load 
on the network remained consistently negligible, but present, throughout the duration of the test. 

4.3. Test Cases: 

The three parameters which were varied during our tests were: the number of member servers, the number of concur- 
rent clients, and the file access pattern. Specifically, we looked at 1 vanilla h t  tpd server, 1.2, and 4 member servers, 
1,5, and 10 clients, and ten different file access patterns. The file access patterns were designed to simulate common 
Web access patterns. Ail of the file access patterns were some combination of small (4KB), medium (lWKB), and 
large (2MB) files. These file sizes were designed to represent a small home page, a medium JPEG image, and 
a short MPEG video dip, respectively. We ran test cases for each possible combination of server count, client count, 
and file access pattern. 

4.4. Experimental Results 
b 

Sewer Perlornrance Observations: The long term load balancing performance of the servers is dispfayed in Fig- 
ures6 and 8. As you can see, the dispatcher was able to maintain reasonable load balancing among the member serv- 
ers. The dashed line on each graph indicates the optimal case. As the graphs show, the actual load observed was 
within 7% of optimal with 2 servers and within 9% of optimal with 4 servers. We consider this performance to be 
quite acceptable. Figure7 shows a more fine grained load balancing analysis over ten consecutive test cases with 2 
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Figure 8: Total Load Balance (4 servers) Figure 9: Dispatch time with increasing client load. 
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Figure 10: Time to access 10 4K files, Figure 11: Time ta access 5 2Mb files. 

servers. As you can see, the instantaneous load balance varies somewhat. This could be improved by reducing the 
granularity of LQAD-WORM messages from the members, but this would probably lower total throughput. It is 
practically impossible to ensure optimal load balancing. Once a client has a member's address, it can contact that 
member any number of times; these accesses cannot possibly be accurately predicted by the servers. 

User Perfomance PercepNon: Unfortunately, the performance witnessed by the clients was not as promising as the 
load balancing results. While conducting the tests it became rapidly apparent that the bandwidth of the Ethernet was 
insufficient to keep up with even a small number of clients and servers, let alone a barrage from four servers and ten 
clients. Throughout the tests, it was not uncommon for the number of Ethernet collisions in the server pool to exceed 
the number of successful outgoing packets. As a result, the client latency figures are fairly erratic, and show only a 
slight improvement as servers are added. Figures10 and 11 show request latency for very small and very large file 
access patterns. The curves arc somewhat erratic. Adding servers to the group did not generally improve request 
latency, but it was also generally no worse than that of the stand-alone vanilla server. It would certainly seem that in 
our experimental setup, the network, and not the server machines, was the chief limiting factor on performance. 

Dispatcher Server Performance: One of the promising results of our experiments was the perfomance of the dis- 
patcher. We had anticipated that the dispatcher would be the primary bottleneck in our experiments; however, it 
turned out to be remarkably fast and scalable. We attempted to determine where the dispatcher would break by having 
1 to 10 clients send a barrage of requests to the dispatcher, the forwarding responses were merely discarded. the 
same 10 client and 4 server configuration that rapidly saturated the Ethernet when data was actually transferred, we 
were unable to force the dispatcher to refuse any connections or dramatically increase the time required to process a 
request. As Figure 8 shows, the time required to process a request stays fairly constant at around 30 milliseconds, 
even as the number of clients is increased from 1 to 10, This was a surprising result. With the 10 client and 4 server 
machines we had at our disposal, we were unable to significantly degrade the dispatcher's gerfomance. Furthermore, 
the 30 msec. overhead induced by the redirection is small enough to be imperceptible to a human user. Obviously, the 
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30 msec. delay is very sensitive to network distance travelled, but the results paint a very encouraging picture of the 
general cost of dispatching. 

5. Related W r k  

Distributed process groups have been explored in the ISIS system [BIR91] and the V system [CHE85]. These two 
systems implement slightly different forms of process groups, neither of which are sufficient to completely solve our 
problem. However, they do establish the basic concepts of distributed process groups, and hence distributed sewer 
groups. 

Load balancing methods can be broken down into two main categories: those based on cammunication and those 
based on dispatching patterns [HSU86]. In the first category, a group of equal servers dispatches jobs to its members, 
trying to optimize (or at least improve) some performance criteria. This requires that each server be kept informed of 
the load on every other server. The second approach views the problem as one of routing, where a central dispatcher 
routes all jobs to servers based on a routing policy which may involve optimization. The critical difference for our 
purposes is that in this scheme the servers whose loads we are trying to balance need to communicate only with the 
dispatcher. Schemes for dynamically scheduling requests to balance load have proven successful in several appiica- 
tion areas similar to our own EAL.087, WIK91, KSU86, PAR921. 

The NCSA has also implemented a distributed Web server mechanism [NCSA]. Their server, which is probably the 
most heavily loaded server on the Web, was beginning to experience actual system faiiures due to extreme load. They 
report that the system was incapable of handling more than 20 requests per second without crashing. To solve this 
problem, they extended the BIND name resolution server at their site. It now allows them to specify multiple physical 
machines for the same logical name. When HTTP connections are requested on the logical name, the BIND server 
resolves that name to one of the physical machines. Machines are scheduled in a purely round-robin fashion. They 
report that load was not very well balanced ( I  of their 4 machines consistently got 50% of the load), but it did solve 
their problem of server failure. 

6. Future Directions 

There are several ways in which our work could be extended in the future. To support active use in the Web at large, 
there are a few features which would make our servers more complete. As with most experimental systems, our code 
is not in a state acceptable for widespread use, There are also areas in which our servers could be extended or altered 
to improve functionality and perfclrmance. 

As they are currently implemented, our servers implement the basic server group functionality. However, there are 
several extensions that could be made. The GROUP-ADD and GROUP-EXIT requests could be extended to allow 
multiple servers to be added/removed in a single request. We could also extend the dispatcher to support anonymous 
members. It is conceivable that some servers might not want to advertise their location to the rest of the world. In this 
case, the dispatcher could serve as an intermediary between the client and the anonymous server. A request for ano- 
nymity would be made in the GROUP-ADD request. Currently, every member exports identical data. It would be 
nice to allow specific members to export data objects unique to themselves. This would complicate the dispatcher in 
that it would have to actually interpret the URLs handed to it, look them up in  a table, and determine whether they 
had a special location or could be dispatched to anyone. With the current, non-forking, architecture of the dispatcher, 
one would need to carefully consider whether this name msoIution would add unacceptable overhead. . 
This point highlights what is probably the most important improvement which should be made to our servers, and 
indeed to all Web servers. They should be muItithreaded. Servers currently pay a high price for accepting a connec- 
tion, a price particularly noticeable during small requests. In addition, the server process interacting with the client 
cannot modify the global server state. A multithrtaderl server should perform significantly better, and obviate the 
contortions one must go through to maintain server global state, 
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! 
I An important area of inquiry which was beyond the scope of our current project, but which could be very informative, 

is the long term measurement of server group performance under actual use. Although we have tried to examine "rea- i sonable" server usage, our experiments have used inherently artificial access patterns. It is nontrivial to predict just 
i how our measured perfsrmance would translate into actual performance. With our fairly limited time and perfor- 

I rnance data, we were unable to seriousIy explore variations in the actual dispatching policy. Such inquiry might lead 
to significant performance improvements. 

Our tests show that the constraints of network bandwidth overshadow the constraints of CPU load for our distributed 
server. This suggests that we could incorporate more intelligent request processing into our servers, and the added 
computation would not impair performance. We could also allow each server to accept a higher CPU load by provid- 
ing more intensive services such as numerical computation or database lookup, instead of simply sending files. In this 

I case we would expect our distributed servers to provide a significant performance enhancement. 

The most obvious way to avoid a network bottleneck is to distribute the servers geographically so that they reside on 
separate networks. The dispatcher would then take network load and proximity into account when deciding which 
server to transfer a client to. This gives rise to the paradigm of "transparent mirrors," which could be seen as extend- 
ing the current practice of geographically distributed mirror sites by providing a transparent centralized directory ser- 
vice. The most difficult problem that this approach raises is determining proximity. While some way of calculating 
geographical distance may be a good heuristic, what we would really like is a distance metric based on network topol- 
ogy. Finding a good way for the dispatcher to dynamically keep track of the topology of the internet and the probable 
available bandwidth at each link is wide open for further study. 

7. Conclusion 

The increasing load placed upon Web servers is clearly a serious problem. The NCSA has already become so over- 
loaded that they were forced to deploy a distributed server mechanism. While their method works, it is not particu- 
larly clean, and it does not balance request load very well. Server groups provide a much nicer abstraction for 
distributed Web servers, and they support a wider range of possible uses. With our current architecture, server groups 
could also be deployed without any changes to system software as required by the NCSA approach. 

Our implementation demonstrates that server groups are both feasible and effective. Server group hnctionality can be 
added to existing HTllP servers without modifying the overall structure of the servers. Our servers have also proven 
capable of distributing request load fairly amongst group members. For all this, the server group does nor incur any 
significant cost in client response time. 
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