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January 6 , 2021

UnitedStates Senate

Select Committeeon Intelligence

Washington, DC20510-6475

RE: SSCI# 2020-3029

Dear Acting Chairman Rubio and Vice ChairmanWarner,

(U) This letter responds to your letter to me of October 29, 2020, asking for an independent
review of possible instances of politicizationof intelligence. The letter transmits my findings,
which are laid out more fully in the attached report. I am prepared to provide a classified briefing
to discuss the findings in more detail.

(U) The UnitedStates is in a hyperpartisanstate, unlike any in recent memory. The country is
divided along political, ideological, andraciallines to the pointwhere civil discourse has become

difficult ifnot impossible. The polarized atmosphere has threatened to undermine the
foundations of our Republic, penetratingeven into the IntelligenceCommunity. Though, as
intelligenceprofessionals, we havethe ethical responsibilityto remainunbiasedand objective in
our work, we are human beings and can still feel the pressures from society and our political
leaders. Pressures from our political leaders have sometimes placed demands on us that have
translated into what mightseem like biasor a loss of objectivity. Inmost cases, what we see is
the entire system respondingto and resistingpressures from outside, rather than attempts to
politicize intelligenceby our leadersor analysts.

(U) In this environment, characterizedby unintentional loss ofobjectivity, there have been a few

incidents where we documentedwhere individuals, or groups of individuals, taking willful
actions that whatever their motivations had the effect of politicizingintelligence, hindering

objective analysis, or injectingbias intothe intelligenceprocess. This report lays out the
evidence for these instances.

(U The bottom - line-up - front answers to your questions are:

(U) Have ODNI-published products adhered to Analytic Standards ? YES, within the scope
ofthe tradecraft review explainedbelow.

(U) Have ODNI officials politicized or attempted to politicize intelligence, exercised or
attempted to exercise undue influence on the analysis , production, or

dissemination process of ODNI-published intelligence products related to

election security ? YES , in some cases as documented below .

(U Have definitions or analytic tradecraft been altered, misapplied, or applied

inconsistently on these products? YES, in some cases as documented below.

(U) Has ODNI followed standardprocedure for the drafting, editing, approval, and
disseminationofanalyticproductsrelatedto electioninterference? NO, not in
all cases, as documentedbelow.
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(U ) By taking on boardthis report, the IntelligenceCommunity recognizeswhere we have not

met our responsibilitiesfor objectiveintelligence. By taking up the recommendationsdetailedin
Appendix I the IntelligenceCommunityshows that it is already taking steps to correct where we

lost our focus on objectivityin the past and will work to ensure that it does not happenagain.

Sincerely,

Dr.BarryA.Zulauf,

ICAnalytic Ombudsman,

Office of the Directorof NationalIntelligence

2 Analytic Ombudsman
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( U ) Independent IC Analytic Ombudsman's on Politicization of Intelligence

( U Authorities

(U ) As the Intelligence Community (IC) Analytic Ombudsman , IRTPA Section 1020 grants me
the authority to counsel , conduct arbitration , offer recommendations , and, as appropriate , initiate

inquiries into real or perceived problems of analytic tradecraft or politicization , biased reporting,

or lack of objectivity in intelligence analysis . For definitions of these standards , see Annex II. In

his appointment letter to me, DNI Ratcliffe conveyed his personal commitment to the

Ombudsman's obligation to provide an independent avenue for analysts to pursue unbiased

analysis . Even the perception that intelligence is being politicized can undermine the trust that

the American people have placed in the work of the Intelligence Community . Accordingly , what

follows is my independent review and recommendations as the IC Ombudsman .

(U ) Altered , Misapplied or Inconsistent Analytic Tradecraft or Definitions

(U ) My review , conducted in response to ICcomplaints regarding the election threat issue ,
surfaced a number of examples of altered tradecraft and misapplied or inconsistent definitions.
Due to varying collection and insight into hostile state actors ' leadership intentions and domestic
election influence campaigns , the definitional use of the terms influence” and “ interference”

and associated confidence levels are applied differently by the China and Russia analytic
communities . A formal definition document , Lexiconfor Russian Influence Efforts ( U //FOUO ),
was published by the NIC in June 2017, however there is no parallel document for China, and it
seems that the Russia document is not widely known across IC agencies at least not outside the

election threat community . The terms were applied inconsistently across the analytic community .
Failing to explain properly these definitions is inconsistent with Tradecraft Standards 1, 2, and 6 .

(U ) Given analytic differences in the way Russia and China analysts examined their targets,
China analysts appeared hesitant to assess Chinese actions as undue influence or interference

These analysts appeared reluctant to have their analysis on China brought forward because they
tended to disagree with the Administration's policies, saying in effect, I don't want our
intelligence used to support those policies . This behavior would constitute a violation of
Analytic Standard B : Independent of Political Considerations ( IRTPA Section 1019) . On the
other hand, Russia analysts assessed that there was clear and credible evidence of Russian
election influence activities . They said IC management slowing down or not wanting to take
their analysis to customers, claiming that it was not well received, frustrated them . Analysts saw
this as suppression of intelligence, bordering on politicization of intelligence from above. At a
minimum, it is a violation of the Analytic Standard for Timeliness . ODNI leaders were focusing
on presenting intelligence as part of a story arc , highlighting significant trends in a way the
customers could consume, rather than reporting each individual item. The incongruity between
leaders' and analysts' perceptions might not have occurred ifthere had been more consistent and
transparent communication about analytic differences.

3 Ombudsman
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(U ) ODNI officials engaging with policymakers said that these customers did notice the result,

particularly differences in the volume , frequency, and confidence levels of the intelligence
coming from the China and Russia analytic communities on activities that, from their
perspective, were very similar in their potential effects. These differences were not intentional ,

but a result ofdifferent collection and analysis rhythms and interpretations by analysts that do
not cross -pollinate between regional issues . Subtle differences in analytic concepts, and their
inconsistent application did , therefore , make a difference in how customers consumed the
intelligence. Some customers were able to perceive differences in tradecraft and definitions: they
asked hard questions , leading to greater scrutiny within the IC as leaders suggested changes in an
attempt to make the intelligence more consistent and, in some cases , more palatable to
customers . IC leaders were not consistently transparent with the workforce about some of these
probably justified changes.

(U ) According to interviews with NIC officials, policymakers were probably not aware of the
behind-the -scenes machinations of the production and dissemination processes . These
foundational analytic shortcomings contributed to instances of, and led to other instances of, at
least the perceived politicization of intelligence , needlessly long review times, and differences
between analytic conclusions in public statements on the one hand and established IC positions

on the other. None of this happened in a vacuum, but the dispute appears to have largely begun
with misapplied or inconsistent analytic definitions .

(U ) [ Ombudsman Comment : Classified details on this issue can be provided at the request of the

committee. ]

( U ) Dissonance between Public Statements and IC Coordinated Assessments

(U ) After conducting a thorough review I found several incidents where there were attempts to
politicize intelligence. The most egregious example is the talking points provided alongside the
written introductory statement delivered by, but not written by, National Counterintelligence and

Security Center (NCSC) Director Bill Evanina on 10 March 2020. Evanina also issued a 24 July
ODNI public statement on foreign election interference/ influence, and a 7 August press release
[ for both of which, the intelligence information came from the NIC] . Analysts also referred to
statements by the DNI in an 8 October article published in TheHill.These statements left the

impression that “ the IC thinks..." when in fact what was stated was actually, according to
analysts, a “ gross misrepresentation of established IC views . According to the Director of
NCSC, when asked about the IC assessments shared in his March statement and August press
release , he said that he assumed they represented coordinated IC views, because NIC and other
ODNI officials gave them to him and portrayed them as such. They in fact did not represent fully
coordinated IC views, as discussed below.

(U ) The March 10 Talking Points were drafted presumably by ODNI staff, however I was not
able to find one individual who admitted to writing them . Most officials say in the passive
voice ) “ they were drawn from ” existing reporting, albeit selectively , and were “ shaped by other
ODNI officials and the Ambassador meaning A /DNI Grenell . The main drafters were not

analysts, which was probably a major contributing factor to the perceived difference between the
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talking points and the established IC view . Analysts point out that there were substantive
differences between the Talking Points and what the IC actually thought . Emails show that those

who drew up the talking points did partially coordinate them and were informed of analysts '
concerns with them , but did not completely consider the concerns in the final version. There was
widespread reluctance among intelligence professionals to deliver them. This reluctance on the

part of seasoned IC officers should have been a red flag, but did not stop the statement from

being issued

(U ) [Ombudsman Comment Classifieddetails on this issue can be provided at the request of the
committee.

( U ) NotFollowingStandard Procedurefor Drafting, Editing, Approval, andDissemination

(U) Followingthe March Talking Points, I have identified a long story arc of at the very least -
perceived politicizationof intelligence. Guidelines on special review procedures relating to

election security products were promulgatedby ODNI and CIA leadership, but according to
interviews it appears not all analysts and managers were aware of them. Interviewees
commented, ifthere are such guidelines they are not well promulgated. They may be known to
other analysts. Three different NIC products demonstrate the overall pattern of perceived
politicizationstemming from the inconsistent applicationofdefinitions as outlined above. There
was a neglect or refusal to re-coordinate changes, adopt alternative analyses, and include dissent
language, as well as leadership’s failure to communicate clearly and directly to analysts the

reasoning for those changes on a consistent basis.

(U ) A NIC Memo (NICM) published in May 2020 suffered from a severe slowdown and major

changes to coordinated assessments in the drafting, review, and approval process .CIA analysts
noted that they and a wide range of IC analysts participated fully in the early analytic work
leading up to this NICM, including inthe analytic line review . They feel that the first draftsof
the NICMfollowed the general agreement of the community. Then a revised draft came back
from NIC review as substantiallychanged, leading with intelligence gaps that seemed to
undermine the threat assessment. The draft led with intelligence gaps and “buried the lead”
regarding what the IC does know about election security threats. The then-NIC Chair,

immediately before becoming the PrincipalExecutive, crafted this language. In a follow -up
interview, the PE stated that hedid this because it was good tradecraft to lay out the analytic
environment, including what is not known.

(U Subsequently, the draft was held up by A /DNIGrenell for weeks before publication, and
underwent what appears to be politicallymotivatedediting. Analysts recounted that the NIC and
DNI'schanges were not fully re-coordinated with the community. The resultwas a final product
whose delayed publicationmeant it diverged sharply from the up-to-date IC view communicated

in other product lines. I have e-mail exchanges to document this delay, allusions to political
repercussions, and frustration from intelligence professionals with the delay. These actions
constitute a violation of the Analytic Standard for Timeliness, andTradecraft Standard 7.

(U) Accordingto interviews, the established practice does not includethe DNIactively

participating in the review chain for NIC Memos or Assessments. As a political appointee, there
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is a potential conflict of interest. As DNIRatcliffe has stated, on the other hand, just because it is

unusual to have DNI involvement in the review ofthese products does not mean it is necessarily
wrong to do so . According to tradecraft standards, the DNIlikeany IC employee, has the right to
an analytic conclusion, and provided it is supported by the intelligence. The DNIshould also,

when speaking publicly, adhere to good tradecraft and clearly delineate when they are sharing
their own personal views versus when they are communicating a coordinated intelligence

community assessment. To do otherwise wouldbe a violation of Tradecraft Standard 3 .

(U) [Ombudsman Comment: I have not interviewedA /DNIGrenell or his staffwho have
departed ODNI. They are no longer under my purview as Analytic Ombudsman.]

(U) In the August NICA, there were analytic lines from the Annual Threat Assessment (ATA
originally drafted in early 2020) which were technically accurate but not as current as what the
IC hadpublished over the previous six months in other product lines. Instead of allowing the
most current IC-coordinated NICA language to drive this alignment, previously IC-coordinated
ATA languagewas used without a re -coordination, at the instruction of the A /NIC Chair.

Analysts claim that NIC leadership consistently watered down conclusions during a drawn-out
review process, boosting the threat from China and making the threat from Russia sound “ not too
controversial.”

(U ) NIC officials pointed to ODNI senior officials as intervening in the changes to conclusions,
saying that they were overly sensitive to politicalcustomers who saw the dissonance between
China and Russia reporting and the inconsistent application of definitions. DNI Ratcliffe just
disagreed with the established analytic line on China, insisting 'we are missing China's influence
in the US and that Chinese actions ARE intended to affect the election. DNI Ratcliffe wrote as

much inhis Wall Street Journal op-ed. Ultimately the DNI insisted in putting material on China
in, and was aware sts disagreed and probably still disagree. As a result, the final published
NICA, analysts felt, was an outrageous misrepresentation of their analysis. DNIRatcliffe states ,
“ I know my conclusions are right, based on the intelligence that I see.” As the DNI states , “Many

analysts think I am going off the script . They don't realize that I did it based on the intelligence. ”

(U ) Two NIOs wrote a NIC Alternative Analysis Memo (NIC AOA Memo) in October 2020,
which expressed alternative views on potential Chinese election influence activities. These

alternative views met with considerable organizational counter pressure, which we will address
later in this report. ODNI has to ensure that alternative views are expressed, even when they

differ from the majority. A healthy challenge culture in the IC can foster differences of analytic
views and ensure that they are shared in intelligence products, consistent with IRTPA Section
1017. In my discussions with him DNI Ratcliffe agreed with the concerns expressed in the
Alternative Analysis Memo, and was aware that most analysts did not hold that view. Not to
include all intelligence would also be a violation of the IRTPA Analytic Standard D , to be
“ Based on All Available Sources of Intelligence.

(U ) Ombudsmen from CIA, NSA, and ODNI report the widely shared perspective among IC
analysts that analysis on foreign election interference was delayed, distorted, or obstructed out of

concern over policymaker reactions or for political reasons, which in their view constitutes
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politicization. These Ombudsmen agree, whether through application of highly stringent
coordinationand review practicesor deliberate temporizing, there is a discerniblepatternof

delay on ICanalytic productiononelection threat reporting. There is an inherentdanger even
the perception that intelligence products were changed for politicalpurposes. The perceptionof

politicizationunderminedanalysts willingness to come forwardwith alternatives. This is a
violation of Tradecraft Standard4 and IRTPASection 1017.

(U ) [ Ombudsman Comment : Classified details on this issue can be provided at the request of the

committee .]

(U ) Undue Influenceon Analysis, Production, and Dissemination

(U) There were strong efforts to suppress analysis of alternatives (AOA) in the August NICA,
and associated IC products, which is a violation ofTradecraft Standard 4 andIRTPASection
1017. NIC officials reportedthat CIA officials rejected NIC coordinationcomments and tried to
downplay analysis of alternatives intheir own productionduring the drafting ofthe NICA.
According to NIOs and Directors, CIA management contacted the A /NIC Chair and NIOs
suppress the NIC from caveating analytic judgments that were downplayed due to concerns
about policy. As a result, these NIC officials felt the only avenue to express alternative views
was via the NIC AOA Memo they authored in October 2020. During the drafting of the NIC
AOA Memo, CIA management again contacted the A /NIC Chair and other NIOs on joint duty

assignment from CIA (who would eventually haveto return to their home agency), pressuring

them to withdraw their supportof the NIC AOA Memo in an attempt to suppress it. This was
seen by NIOs as politicization from below, just as the A /DNI's push to bring forward evidence
of what the Chinese are or were doing without apparently being supported by intelligence
available to all analysts must be politicizationfrom above ” according to an ODNIofficial.
Politicizationmay be in the eye ofthe beholder, but my objective and independent view is that
there was politicizationfrom above and below.

(U) The NIOs and Directors faced opposition getting their views on election interference across.
It isdifficult to have a healthy analytic conversation in a confrontationalenvironment. ODNIand
the IC agencies involved in analysis of election interferenceat first failed in allowing for a

challenge culture where analysis of alternatives is required and dissents are encouraged as
healthy analytic tradecraft. Such actions amount to exercise, or at least the attempt to exercise,
undue influence on intelligence, which is a violation of Tradecraft Standard 4. ODNI and the
NIC did, to their credit, ensure that the analysis of alternatives piece and other related
intelligence was published.

(U) [Ombudsman Comment: Classifieddetails on this issue can be providedat the requestofthe
committee.]

(U ) Tradecraft Review

(U) Pursuant to your letter , I asked for products produced between January and October 2020 to

be evaluated for compliance with Analytic Tradecraft Standards by the Analytic

Integrity and Standards Division ( AIS ) in exactly the same manner as any other product would
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be evaluated pursuant to IRTPA Section 1019. We found no evidence of lack of objectivity or

politicization of intelligence. Indications ofpoliticization would out in the inquiry focused
on the editing, review, and coordination behind the scenes of the final products.

( U ) HistoricalContext

(U ) Recent history gives an example of how politicization of intelligence can undermine the
intelligence analysis process. Politicization ofelection security intelligence this year echoes the

events surrounding the writing of Secretary of State Colin Powells UN Speech to make the case
to go to war with Iraq in 2003. In this historic example, politicians and political appointees had
also made up their mind about an issue and spent considerable time pressuring analysts and

managers to prove their thesis to the American public, with little regard for analytic tradecraft.

(U ) The difference this time the accusations of politicization of intelligence in 2020 -- is
that analysts remember what happened in 2003. Intelligence based on bias and subjected to
undue influence led to a war. In this case, analysts have reacted strongly to what they see as

history repeating itself. Analysts may have lost their own objectivity because they felt they had
to fight to ensure the intelligence information they provided was not misconstrued, misused, or
ignored. Analysts should not be put in this position. The DNI and other ODNI senior officials
must stay above the fray and protect the integrity, timeliness and objectivity of intelligence by

fostering a challenge culture in which differences of analytic opinion are shared without
organizational suppression or fear of retribution. The IC must produce objective intelligence and
communicate it clearly to customers ; however customers might use or mis-use it for policy
purposes with which analysts or IC leaders may or may not agree.

( U ) Conclusion

(U ) Looking back over the past year , it is evident that what began as mischaracterization of IC

analytic assessments by ODNI officials escalated into an ongoing widespread perception in the

workforce about politicization and loss of analytic objectivity throughout the community on the
topics of Russian and Chinese election influence and interference . Politicization need not be

overt to be felt . This report documents the reality of both attempts to politicize and perception of

politicization of intelligence .

(U ) No ODNI official has stated that reviews or edits of election threat intelligence were phrased
in a way that was explicitly political in nature . Rather, from the ODNI leadership perspective ,

officials were seeking a way to deliver intelligence in a way that the Trump Administration

would consume it. Top ODNI officials faced enormous pressure to balance between IC
assessments and customers ' demands . This pressure filtered back down the chain and analysts

perceived their work as being politicized , in contravention to the Analytic Standards for
Objectivity and avoiding political considerations , in order to make intelligence more palatable to

senior customers . Their response to the perceived sometimes real attempts at

politicization reflected a loss of analytic objectivity . When analysts face perceived politicization ,
they have recourse to report their concerns to the Ombudsman just as they have the obligation to
continue to produce timely , accurate , objective intelligence with no regard for political
considerations .
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(U) Ifour political leaders in the White Houseand Congress believe we are withholding
intelligence because of organizational turf wars or political considerations, the legitimacy of the
IntelligenceCommunity's work is lost. Intelligence officers, even those at the highest levels,
cannot allow political considerations to influence analysis, and must stand as a bulwark against

all political pressures, even if the cost is that senior customers do not like what the intelligence
community assesses. As PE Neil Wiley has stated (and I paraphrase), intelligence is the only
great function ofstate that does not come to top decision makers with an agenda, wanting

something. The purpose of intelligence is to provide objective, unbiased, andpolicy -neutral
assessments. We are, perhaps, most important to decision makers when we bring to them the bad

news, or what they don't want to hear. This is anethicalchallenge to intelligenceprofessionals,
and sometimes demands moralcourage to carry out. Other institutions are inherentlypolitical
and are much less likely to bringbad news. Ifwe lose that objectivity, or even are perceived to
have lost it, we have endangered the entire reasonfor us to exist.

(U) Finally, IC officials, whether politically appointedor not, must not make statements that,
implied or directly attributed, communicate the IC's analytic views when they are in fact not
representative of the IC's analytic line of argument. There must be a clear distinction between
the actual intelligence, the IC's analytic assessments and judgments, and personal or political
opinions. DNI Ratcliffe pointed out that “objectivity needs to be on both sides of the debate.
When senior leaders ask questions about analytic products that does not mean that is
politicization.” The IC needs to foster a stronger challenge culture to allow for alternative views
and make the IC better at what it does.

(U) This report has presented the findings of my independent Ombudsman review, in response to
your letter. I have appended a set of recommendations at Annex I, based on those findings,

pursuant to my authority under IRTPA Section 1020, which I have given to ODNI management
to take for action. I have provided definitions in Annex IIand a scope note in Annex III.
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ANNEXI

(U ) Recommendations

(U) ODNI recognizes the analytic tradecraft deficiencies related to intelligenceproducts on
election interference. These recommendationshavebeen accepted by the DNI, and ODNI

already taking steps and is prepared to take further steps to remedy the process, communication,
and education failures that led to this ombudsman complaint.

• (U ) Reinforce through direct leadership communications from ODNI to the workforce as a
whole and from agency heads to all IC agencie ,s the importance of protecting analytic

integrity and a renewed commitment to analytic objectivity and avoiding politicization in
both policy and practice . Reinforce adherence to analytic tradecraft as spelled out in IRTPA
Section 1019 .

(U ) This issue has created across the workforce , in several agencies , skepticism and mistrust

among analysts and line managers directed at agency and IC leaders . Take steps to rebuild
trust through more direct leadership communication and transparency . When departing from

established practices, ensure consistency in decision making that adheres to established
analytic tradecraft standards , best practices, and guidelines for production and dissemination

on this topic . Avoid verbal instructions , such as, “ ODNI says to do it this way .” Adhere to
clear and defensible written instructions , and provide timely , direct , and specific feedback .

Help the analytic workforce understand the balance between discretion required for this topic
and the need to warn . Ensure that these guidelines and practices are written , widely

disseminated , and understood . Analysts may assume that changes must be politically
motivated . Better leadership communications will clarify when changes are being made NOT

for political or policy reasons.
(U ) Foster a collaboration culture across the IC analytic community that expressly supports
analyses of alternatives and encourages dissent when appropriate as required in IRTPA ,
Section 1017. Publish a memo to IC and ODNI senior leaders , managers , and analysts
reminding them that when fundamental disagreements to analytic judgments exist across

agencies or analytic units , the solution is to write a product that clearly articulates those

disagreements , to include dissenting language and analysis of alternatives . Backchannel
intimidation tactics between analysts , managers , and/or senior leadership to suppress
dissenting views must be expressly forbidden.

• (U ) Use the Analytic Ombudsman to sponsor dialogues between analytic elements and

leadership where needed to facilitate direct communication and transparency . The
Ombudsman's statutory role in IRTPA Section 1020 is to help resolve differences before
they become problems.

(U ) Mandate analyst exchanges between regional election security units within agencies

(e.g., Russian election security analysts spend time working with China election security
analysts and vice versa ) in order to facilitate the exchange of methodologies and analytic
practice with the aim of providing more consistent analytic definitions across topics at the
strategic level. These analytic exchanges can clarify what has been seen as inconsistent

application of definitions and analytic models .
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(U) Redouble analytic objectivity and tradecraft standards training efforts for three customer
categories : new analyst training, refresher training for managers and analysts , and executive
level training . 1) Analysis 101 was once mandatory, but agencies resisted in favor of their
own training . Clearly , the training going on now has been insufficient to inculcate good
tradecraft – leading to this issue. This course already exists , and is overseen by the Analytic
Ombudsman; 2) require an analytic standards and objectivity course prerequisite as part of
completing the IC Advanced Analyst Program (ICAAP). Such a requirement will provide in
service training on analytic standards for senior analyst and managers of analysts, to better
enable them to recognize and mitigate problems with objectivity and politicization. Courses
already exist, that just have to be recognized within and overseen by ICAAP; 3 ) Provide for
one expert on analytic tradecraft and objectivity to create and oversee an executive training
course on analytic objectivity and tradecraft standards .

(U) Hold IC agencies to account for improving tradecraft issues found by ODNI's
assessments of analytic tradecraft conducted by AIS – and where possible by agencies own
tradecraft evaluation efforts. ODNI will work through the National Intelligence Analysis
Board (NIAB to improve analytic tradecraft across the IC.
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ANNEXII:

(U ) Definitions: What wemean when we say

(U ) Mandatedby Section 1019 of the IntelligenceReformand Terrorism PreventionAct

( IRTPA), the IC Analytic Standards guide analytic production, speak directly to the integrity of
the analyticprocessthat lies behind the disseminatedanalytic product, and to the value of that

product to the consumer. Below are IntelligenceCommunity Directive203 definitions of these
terms; my comments add context for this case.

a) (U ) Objective: Analysts must perform their functions with objectivity and with
awarenessof theirown assumptionsand reasoning. They must employreasoning
techniquesand practicalmechanismsthat revealand mitigatebias. Analystsshouldbe

alert to influencebyexistinganalytic positions orjudgments and must consider
alternativeperspectivesand contrary information. Analysisshouldnot be unduly
constrainedby previousjudgmentswhen new developmentsindicatea modificationis

necessary. OmbudsmanComment: In this letterI refer to thisstandardand violations

thereofin terms ofanalyticobjectivityandbias.

(U ) Bias: Accordingto the late Dick Heuer in Psychologyof Intelligence

Analysis, bias in intelligenceis a fundamentallimitationof humanmental
processes. These limitationscause people to employ various simplifyingstrategies

and rules of thumb to ease the burdenof mentallyprocessing informationto make

judgments and decisions. Inordinary life, these simplerules ofthumb are often

useful in helpingus deal with complexityand ambiguity. In intelligenceanalysis,
however, bias lead to predictablyfaulty analyticjudgments and the inability to

provide objective analysis to consumers of intelligence.

b) (U ) Independent of political consideration: Analytic assessments must not be distorted
by, nor shaped for, advocacy of a particularaudience, agenda, or policy viewpoint.

Analyticjudgments must not be influencedby the force of preference for a particular

policy. OmbudsmanComment: In this letter I refer to this standardand violationsthereof

in terms ofpoliticizationanddistortion.
c) (U) Timely: Analysis must be disseminated in time for it to be actionableby customers.

Analytic elements have the responsibilityto be continually aware of events of
intelligence interest, of customer activities and schedules, and of intelligence

requirements and priorities, in order to provide useful analysis at the right time.
Ombudsman Comment: Inthis letter I refer to this standardand violations thereofin

terms ofexcessively delayed review times.
d) (U ) Based on allavailablesources of intelligence information: Analysis should be

informed by all relevant information available. Analytic elements should identify and

address critical information gaps and work with collection activities and data providers to
develop access and collection strategies. Ombudsman Comment: In this letter I refer to

standard and violations thereof in terms ofanalytic tradecraft.
e) (U Implements and Exhibits Analytic Tradecraft Standards: The nine standards as

further spelled out in ICD 203, are -
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1. Properly Describesthe Qualityand Credibilityof UnderlyingSources, Data, and

Methodologies
2. Properly Expresses and Explains Uncertainties Associated With Major Analytic

Judgments
3. Properly Distinguishes Between Underlying Intelligence Information and

Analysts' Assumptionsand Judgments

4. IncorporatesAnalysisof Alternatives

5. DemonstratesCustomerRelevanceand AddressesImplications
6. Uses Clear and LogicalArgumentation

7. ExplainsChangeto or ConsistencyofAnalyticJudgments
8. MakesAccurateJudgmentsand Assessments

9. IncorporatesEffectiveVisual InformationWhere Appropriate

13 Analytic Ombudsman

Case 1:23-cr-00257-TSC   Document 167-5   Filed 11/27/23   Page 14 of 21



UNCLASSIFIED

ANNEXIII

( U ) Scope Note

(U) I completed a comprehensive review and ascertained accusations and documentation of

attempts to alter a range of analytic products for reasons that do not follow good tradecraft. Prior

to receipt of the letter, I already had begun a review based on perceived problems with
politicization and violations of analytic tradecraft that were brought to my attention by
Ombudsmen in three IC agencies .

(U ) While Ombudsmen from other agencies do not report to me in my statutory role as ODNI
Ombudsman, several of us met and conferred on these complaints and agree that aspects of these
concerns fall within the IC definition of politicization. The concerns conveyed to us represent
widely heldviews among IC officers engaged on the election threat issue and point to broadly
perceived, and probably some actual instances of, politicized intelligence relating to foreign
interference in US elections .

(U ) I conducted listening sessions with the analysts and managers from CIA, NSA, other

agencies, NIC, PDB, and ODNI leadership to obtain information surrounding the complaints
filed. Some interview subjects requested anonymity, which I granted, as a condition for their
sharing documentation or comments. Others asked to be identified. I also conducted confidential
interviews with a number of senior IC leaders connected with this issue. I have not interviewed
individualsoutside the IC.
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DIRECTOROFNATIONALINTELLIGENCE

WASHINGTON, DC

SUBJECT: Views on Intelligence Community Election Security Analysis

REFERENCE: IntelligenceCommunityAssessment: ForeignThreats to the 2020 U.S.
Elections

From my unique vantage point as the individual who consumes all of the U.S.
government's most sensitive intelligence on the People's Republic of China, I do not believe the
majority view expressed by Intelligence Community (IC) analysts fully and accurately reflects
the scope of the Chinese government's efforts to influence the 2020 U.S. federal elections .

The IC's Analytic Ombudsman issued a report, which I will reference several times
below, that includes concerning revelations about the politicization of China election influence
reporting and of undue pressure being brought to bear on analysts who offered an alternative
view based on the intelligence. The Ombudsman's report, which is being transmitted to
Congress concurrently with this Intelligence Community Assessment ( ICA), also delves into a

wider range of election security intelligence issues that I will not focus on here. However, the
specific issues outlined below with regard to China reporting are illustrative of broader concerns.
It is important for all IC leaders to foster a culture within the Community that encourages
dissenting views thatare supported by the intelligence. Therefore, I believe it is incumbent upon
me inmy role as the Director ofNational Intelligence to lead by example and offer my analytic
assessment, alongside the majority and minority views. This letter was prepared in consultation
with the Ombudsman to ensure that I am accurately articulating his findings and presenting them
in their proper context.

Themajorityview expressedinthis ICA withregardto China'sactions to influencethe
electionfall shortofthe mark for severalspecific reasons.

Analytic Standard B requires the IC to maintain independence of political
considerations. This is particularly important during times when the country is, as the
Ombudsman wrote, “ in hyper partisan state . , the Ombudsman found that :

China analysts were hesitant to assess Chinese actions as undue influence or

interference. These analysts appeared reluctant to have their analysis on China brought
forward because they tend to disagree with the administration's policies, saying ineffect,

I don't want our intelligence used to support those policies . This behavior would
constitute a violation of Analytic Standard Independence ofPolitical Considerations

( IRTPA Section 1019) .

Furthermore, alternative viewpoints on China's election influence efforts have not been
appropriately tolerated, much less encouraged. Infact, the Ombudsman found that:

UNCLASSIFIED
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SUBJECT: Views on Intelligence Community Election Security Analysis

“There were strong efforts to suppress analysis of alternatives (AOA ) in the August
[National intelligence Council Assessment on foreign election influence , and associated
IC products, which is a violation of Tradecraft Standard 4 and IRTPA Section 1017.
National IntelligenceCouncil (NIC ) officials reported that Central IntelligenceAgency
( CIA) officials rejected NIC coordination comments and tried to downplay alternative
analyses in their ownproductionduringthe drafting of the NICA .

Additionally , the Ombudsman found that CIA Management took actions pressuring
[ withdraw their support” from the alternative viewpoint on China “ in an attempt to
suppress it. This was seen by National Intelligence Officers ( NIO ) as politicization, I agree.
For example, this ICA gives the false impression that the NIO Cyber is the only analyst who
holds the minority view on China. He is not a fact that the Ombudsman found during his
research and interviews with stakeholders. Placing the NIO Cyber on a metaphorical island by
attaching his name alone to the minority view is a testament to both his courage and to the
effectiveness of the institutional pressures that have been brought to bear on others who agree
with him .

Intelligence Reformand Terrorism PreventionAct ( IRTPA Analytic Standard D requires
that coordinatedanalytic productsbe “ basedon all available sources of intelligence.” However,
because ofthe highly compartmentednature ofsome ofthe relevant intelligence, some analysts'
judgements reflected inthe majorityview are notbasedon the full bodyofreporting. Therefore
the majority view falls short of IRTPA Analytic Standard D.

Tradecraft Standard 1 requires the analytic community to be consistent in the definitions

applied to certain terminology , and to ensure that the definitions are properly explained. Having
consumed election influence intelligence across various analytic communities, it is clear to me

that different groups ofanalysts who focus on election threats from different countries are using

different terminology to communicate the same malign actions. Specifically, definitional use of
the terms " influence " and " interference are different between the China and Russia analytic
communities. The Analytic Ombudsman found that:

" Terms were applied inconsistently across the analytic community ... Given analytic
differences in the way Russia and China analysts examined their targets, China analysts
appeared hesitant to assess Chinese actions as undue influence or interference . "

As a result, similar actions by Russia and China are assessed and communicated to
policymakers differently , potentially leading to the false impression that Russia sought to
influence the election but China did not. This is inconsistent with Tradecraft Standard 1.

In the Ombudsman's report, he accurately acknowledged my commitment provide an
independent avenue for analysts to pursue unbiased analysis.” My approach here is not without
precedent. In 1962 , a National Intelligence Estimate stated that the Soviet Union was unlikely to
place missiles in Cuba . Then-CIA Director John McCone forcefully disagreed with the analysts,

2
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SUBJECT : Views on Intelligence Community Election Security Analysis

and laterorderedthe U-2 reconnaissanceflights that discoveredthat missileshad in fact been
deployed

Inthat samespirit, I amaddingmyvoice insupportofthe stated minorityview-- based
on all availablesourcesofintelligence, with definitionsconsistentlyapplied, and reached
independentofpolitical considerationsor unduepressure-- that the People'sRepublicof China
sought to influencethe 2020 U.S. federalelections, and raisingthe needfor the Intelligence
Communityto address the underlyingissueswith China reportingoutlinedabove.

7,
John Ratcliffe Date
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE

DIRECTOR OF THE NATIONAL COUNTERINTELLIGENCE AND SECURITY CENTER
WASHINGTON, DC

NCSC-

January 7 , 2021

The Honorable Marco Rubio

Acting Chairman
Select Committee on Intelligence
United States Senate

Washington, DC 20510

The Honorable Mark Warner
Vice Chairman

Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear ActingChairmanRubioand Vice ChairmanWarner:

I amwritingto informyouthat I am appalledby the findingscontained inthe January 6,
2021 letter to youfromIntelligenceCommunity (IC) Analytic OmbudsmanDr.Barry Zulauf

regardingpossiblepoliticizationofintelligencein connectionwith the 2020 U.S.elections.

I was appointedto my currentrole inJune 2014 by DirectorofNationalIntelligence

(DNI) James Clapper underthe ObamaAdministration. In2017, I was askedto remainin this

positionbyDNIDanCoats underthe TrumpAdministration. I was laternominatedandbecame
the first Senate-confirmedDirectorofthe NationalCounterintelligenceand Security Center

(NCSC ). I amhumbledby and proudofthe bipartisansupportI receivedduringmy
confirmationprocess.

As a 24 -year career law enforcement and intelligence officer who was assigned to
oversee the IC's election security threat briefings inMay 2020, itwas vital for myself and other

IC leaders to have complete trust and confidence in the intelligence we received so we could

convey it objectively and without fear or favor to policymakers and the public. Itis

disheartening to hear that I may have beenprovided intelligence that was disputed by some when

I was communicating with Congress and the American public about threats to the 2020 elections.

Going forward, we must ensure without fail that IC leaders can have complete faith inthe

intelligencethey deliver to policymakers. We must also ensure that analysts are afforded the

space and independence necessary to provide unbiased and objective assessments to IC leaders.

I will yield to the incoming IC leadership and analytical leaders inthe community to make the

necessary modifications and cultural changes requiredto achieve this state .

For context, I feel obligated to set forth the facts surrounding some of the assertions in

Dr. Zulauf's January 6 , 2021 letter to you. Specifically, Dr. Zulauf alleged: “After conducting a

thorough review, I found several incidents where there were attempts to politicize intelligence.

The most egregious example is the talking points provided alongside the written introductory

statement delivered by, but not written by, National Counterintelligence and Security Center
(NCSC ) Director Bill Evanina on 10 March 2020.
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The facts ofthis matter are as follows:

On Tuesday , March 10, 2020, Acting DNI Richard Grenell was scheduled to testify on

election security at classified all - Senate and all -House briefings . Senior ODNI officials

had been preparing testimony, Q& A and related talking points for Acting DNI Grenell
for several days before the hearing.

Less than 24 hours before the scheduled hearings, I was informed by Deputy DNI Beth

Sanner that I would be testifying at the briefings, not Acting DNI Grenell. This came as

a surprise me because IC election security issues, at the time, were primarily the
purview of the ODNI Election Threats Executive , not the NCSC . Nevertheless , I agreed

to testify and was provided a written script to read for the classified briefings.

The script was provided to me by the ODNI Election Threats Executive and other senior

ODNI officials. I used these materials in the classified Senate and House briefings,
trusting and believing they reflected the coordinated views of the IC because they had

been provided to me by the DNI's top intelligence advisor, ODNI's top election threat
executive and senior career intelligence officials.

After the hearing, the ODNIpostedonitspublicwebsitea “ Handouton ForeignThreats

to U.S. Electionsfor CongressionalMembers” onMarch10, 2020. I had absolutelyno
role in craftingthesepublic talkingpoints, norwerethey issuedundermy name.

The IC Analytic Ombudsmanfurther asserted inhis letter that public statements on

election security I issued on July 24, 2020 andAugust 7, 2020, were, accordingto some analysts,
a misrepresentation establishedIC views. The facts of this matter are as follows:

After I was assignedinMay 2020 to overseethe IC'selectionsecurity threat briefings, I

issuedtwo formal, writtenstatementsto the public. Inbothmy July 24, 2020 andAugust

7, 2020 publicstatements, I describedforeignthreats to the U.S. electionbased

exclusivelyon languageandthreat informationprovidedto me byDeputyDNISanner,
the ODNIElectionThreatExecutive, the Chairofthe NationalIntelligenceCouncil, and

other career intelligenceofficialsrepresentingthe spectrumofICagencies.

Furthermore, the underlyingthreat languageofboth statementswas drawn directly from
the draft IC AnnualThreat Assessment, which representedthe coordinatedviewsofthe

IC. Inaddition, the threat languagewas coordinatedwith and agreedto by senior

officialsat CIAand other ICagenciesbeforeits publicrelease.

Throughout the election security briefing process, which included more than 20 briefings

to members of Congress , the Trump and Biden campaigns, as well as the RNC and DNC, I
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trusted and reliedon upon the foreign threat languageprovidedto meby senior intelligence
experts from acrossthe IC. I ensuredthese briefingswere consistentand uniformregardlessof

the audience, and I accuratelyconveyedwhat I believedto be the establishedIC analytic lines at
the time my statementswere issued.

Throughout my career at FBI, CIA and NCSC, I have spoken truth to power, no matter

the consequences and without regard to politics. I have never politicized intelligence during my

career and any suggestion I would is a personal affront to me. Despite the Congressional and

public criticism that came with the job of leading the IC's election security threat briefings and

informing Americans of threats to their elections ina hyper-partisan environment, I have proudly

maintained my integrity throughout the entire process.

Notwithstanding the findings of the IC Analytic Ombudsman, I am proud of the work of

the IC and all our federal, state and local partners in keeping foreign adversaries from interfering
in the 2020 U.S. elections. It is critical that the IC maintain a significant role in future efforts to

secure U.S. elections against foreign threats . The integrity of the analytic process and product
must be the bedrock of these efforts.

Sincerely ,

William R.Evanina
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