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U.S. Department of Justice

Matthew M. Graves
United States Attorney

District of Columbia

Patrick Henry Building
601 D Street, N.W.
Washington, D.C. 20530

January 2, 2024

Mark E. Schamel

Ana L. Jara

Counsel for Shane Lamond
mescahmel@venable.com
aljara@venable.com

Re: United States v. Shane Lamond (Case No. 23-cr-177)
Dear Counsel:

The government hereby provides notice of intent to offer the testimony of Jennifer
Kathryn Cain, Senior Digital Forensic Examiner for the Federal Bureau of Investigation (“FBI”).
The government does not assert that the testimony of Examiner Cain constitutes expert witness
testimony pursuant to Federal Rules of Evidence 702, 703, and 705. Out of an abundance of
caution, however, and to the extent Examiner Cain’s testimony may be construed by the Court as
requiring expert testimony under those Rules, the government hereby gives notice of expert
witness testimony pursuant to Federal Rule of Criminal Procedure 16(a)(1)(G).!

Attached to this letter are descriptions of the qualifications and anticipated testimony of
Examiner Cain. Specifically, Attachment A is a description of Examiner Cain’s anticipated
testimony. As noted, Examiner Cain’s anticipated testimony will be about digital evidence
collected from a cell phone belonging to Mr. Lamond and a cellphone belonging to Enrique

!'If a law enforcement witness testifies to what files he or she found on a digital device or account,
his or her testimony is not expert testimony. See United States v. Berry, 318 Fed. Appx. 569, 570
(9th Cir. 2009) (agent’s testimony was not expert testimony because the agent “simply testified
to what he found on the [defendant’s] hard drive..., without expressing an opinion that required
specialized knowledge or offering insight beyond common understanding”) (citing Fed. R. Evid.
702). Thus, much of the anticipated testimony we lay out in Attachment A falls into this category,
and does not require expert notice.
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Tarrio. The evidence related to these devices has been provided to you through discovery,
including discovery productions made on May 24, 2023, June 15, 2023, and June 23, 2023.

Attachment B is Examiner Cain’s curriculum vitae. For your convenience, in Attachment
C, the government is providing transcripts from Examiner Cain’s prior expert testimony. The
government reserves the right to: (1) supplement this notice with additional expert testimony; (2)
provide you with any future expert reports prepared; and (3) provide you with any supplemental
information.

Accordingly, this letter, and the incorporated attachments, constitute the government’s
expert notice disclosure, pursuant to Federal Rule of Criminal Procedure 16(a)(1)(G), of witnesses
who may be called as experts during trial in this matter to testify regarding the topics listed in the
attached.

Pursuant to Rule 16(b)(1)(C) of the Federal Rules of Criminal Procedure, the government
requests immediate reciprocal disclosure from the defense of any evidence that defendant intends
to introduce at trial under Rules 702, 703, and/or 705 of the Federal Rules of Evidence

Sincerely,

MATTHEW M. GRAVES
UNITED STATES ATTORNEY
D.C. Bar Number 481052

/s/ Rebecca G. Ross

Rebecca G. Ross

Joshua S. Rothstein

Assistant United States Attorneys

601 D Street, N.W.

Washington, D.C. 2053

Office: 202-252-7164 (JSR), 202-252-6937 (RR)
Rebecca.Ross2@usdoj.gov
Joshua.Rothstein@usdoj.gov
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ATTACHMENT A

I.  FBI Senior Digital Forensic Examiner Jennifer Kathryn Cain

Examiner Cain has been with the Federal Bureau of Investigation (“FBI”) for over ten years
and has served as a digital forensic examiner for approximately six years, earning the “senior
examiner” certification in 2021. Her expert qualifications are further detailed in her curriculum
vitae, which is attached as Attachment B.

The government seized a significant amount of evidence in the form of photographs,
videos, and messages extracted from the digital devices of the defendants and co-conspirator,
Enrique Tarrio (“Tarrio”). That electronic evidence seized from digital devices will be admissible
through lay/fact witness testimony by FBI special agents or Examiner Cain who extracted, located,
and/or reviewed this evidence. !

The government may qualify Examiner Cain as an expert in the field of digital forensic
analysis and have Examiner Cain offer some background testimony about how data is extracted,
processed, and analyzed from digital devices, and then to offer testimony about conclusions she
drew about a limited subset of the electronic evidence in this case.

Specifically, Examiner Cain’s testimony will be about digital evidence collected from the
following two devices:

Device Belonging | Description
to:

Shane Lamond One (1) iPhone XR [iPhonel1,8 N841AP] running i0OS 14.6 with S/N:
DX3CJ7BMKXKN; IMETI: 356450107630375; MSISDN:
(Referred herein as | 12024370434; and UUID: 00008020-000948 AC3COBO002E.

“Lamond’s Device”)

Enrique Tarrio One (1) iPhone 11 Pro Max (iPhone 23,5 D431Ap) running iOS 14.2
with S/N: F2MZKPPGN70G; IMEIL: 353891104722470; MSIDN:
(Referred herein as | 1786916789, and UUID: 00008020-000948 AC3COB002E

“Tarrios’s Device”)

! Law enforcement witness is not expert testimony if it is simply about what files he or she found
on a digital device or account. See United States v. Berry, 318 Fed. Appx. 569, 570 (9th Cir. 2009)
(agent’s testimony was not expert testimony because the agent “simply testified to what he found
on the [defendant’s] hard drive..., without expressing an opinion that required specialized
knowledge or offering insight beyond common understanding”) (citing Fed. R. Evid. 702). Please
let us know immediately if you disagree with this position so that we can raise this issue with the
Court well in advance of trial.
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General Topics

Examiner Cain will provide a basic overview of how data is extracted from
cellular telephones and similar digital devices and then processed and examined,
including certain specific steps that need to be taken to extract data from certain
messaging platforms, including Telegram, from certain devices.

Examiner Cain will provide testimony about what the Telegram application is and
how it works. Examiner Cain will testify that Telegram is an end-to-end encrypted
communications application, available for use on mobile devices and computers.
Examiner Cain will explain that end-to-end encryption is a method of secure
communication that prevents third parties from accessing data while it is
transferred from one end system or device to another. In end-to-end encryption,
the data is encrypted on the sender’s system or device, and only the intended
recipient can decrypt it. As it travels to its destination, the message cannot be read
or tampered with by an internet service provider (“ISP”), application service
provider, hacker, or any other entity or service. Examiner Cain will explain that
this technology makes it harder for providers to share user information from their
services with law enforcement authorities.

Examiner Cain will testify about how group chats are set up and administered on
the Telegram application and will walk the jury through what group chats look
like and how to read them. Examiner Cain will explain that, if one joins a
Telegram group chat after it was created, one will not see the prior chats and will
only be able to see the chats from the point that person joined, going forward.
Examiner Cain will explain how chats can be deleted on Telegram group chats
and by whom. She will testify that the version of the Telegram app may affect
how chats can be deleted on Telegram group chats and by whom.

Examiner Cain will also testify what the WhatsApp application is and how it
works.

Examiner Cain will provide testimony about Google Voice and explain that
Google Voice is a free telephone application that provides calling, text messaging,
and voicemail. Examiner Cain will testify that Users must provide a valid phone
number during registration. Once setup is complete, users are assigned a dedicated
Google Voice number, which they can select from a variety of area codes.

Examiner Cain will explain that, by convention, many cellular telephone service
providers, cellular telephone manufacturers, and social media and e-mail
providers save their records and data using a twenty-four hour clock similar to
“military” time and based on the 0° longitude meridian, also known as the
“Greenwich meridian.” Universal Coordinated Time (“UTC” or “UTC+0”) refers
to the time on that zero or Greenwich meridian. To convert UTC+0 time into local
time here in the United States, one needs to subtract a certain number of hours
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from UTC depending on how many time zones away one is from Greenwich,
England. Examiner Cain will explain that for the period of November 2020
through January 2021, Eastern Standard Time was five hours behind UTC+0 and
referred to as UTC-5; Central Standard Time was six hours behind and referred to
as UTC-6; Mountain Standard Time was seven hours behind and referred to as
UTC-7; and Pacific Standard Time was eight hours behind and referred to as UTC-
8.

Examiner Cain will offer some background testimony on how, generally, a
forensic examiner can determine if and when data was deleted from a device or
account.

III.  Forensic Imaging/Data Extraction for the Relevant Devices and Online Accounts:

a.

b.

Examiner Cain will testify about, among other things, the forensic images and/or
data extractions that he (or other law enforcement personnel) created of the
electronic devices described above; methods used to confirm that the images were
reliable copies of the original devices (for example by comparing hash values,
where appropriate); the extractions of data from and searches of those images; and
the tools and techniques used. For example, we anticipate she will testify that she
and her colleagues used, among other tools, Cellebrite and Magnet. She will also
testify about the difference between a logical versus a physical copy and the ability
to recover and identify deleted files.

Examiner Cain will also explain the extraction reports that were generated for the
cellphone extractions.

IV.  Analysis and Verification of Data From the Relevant Devices

a.

Examiner Cain will also testify about how she analyzed or reviewed the data
extractions that she (or others law enforcement personnel) created, and identified
specific files that had been recovered from the various devices. This will include
specific files he observed on these devices such as e-mail messages, e-mail and e-
mail headers, text messages (to include iMessages, WhatsApp, and Telegram
messages), voice messages, photographs, videos, and phone logs. She will also
testify about the tools and techniques she used. For example, we anticipate that,
for the cell phone extractions and analyses, she will testify that his colleagues and
he used, among other tools, Cellebrite and Magnet hardware/software. These files
have been produced to you in discovery, and copies of the data extractions and
forensic images have also been produced to you in discovery.

V. Lamond’s Device

a.

Examiner Cain will testify that Lamond’s device contains Telegram user account:
‘BikNBil’ (869476955). This account contains two Telegram contacts with the
display name ‘Enrique Tarrio’: username ‘bannern****’ with phone number



Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 8 of 365

17869616789 and Telegram ID 1150826464; and username ‘NobleLead’ with
phone number 13057668213 and Telegram ID 581632416.

b. Examiner Cain will testify that ‘BikNBil’ is a member of the group chat ‘Christian
Nationalists’ (formerly ‘PROUD GOYS’), iOS group ID(s) 9928549958 and
1338615366. This chat contains thirty-three (32) messages from ‘Enrique Tarrio’
(581632416) and one (1) message from ‘Enrique Tarrio’ (1150826464), all posted
on 11/09/2020. There are two secret chats between BikNBil’ and ‘Enrique Tarrio’
(581632416). The first chat begins on 12/18/2020 and contains remnants of
deleted chat ID 14483375238. The contents of the nineteen (19) recovered
messages are identical to the messages found in the secret chat on Tarrio’s device.
The attachment secret-file-5156987684941463853-1 is an audio file from Tarrio
in this chat, however the corresponding message record could not be recovered.
Examiner Cain will testify as to reasons why certain records could not be
recovered.

c. Examiner Cain will testify that the second secret chat, ID 14667027830, contains
messages from 01/07/2021 to 01/27/2021. The final messageID for ‘Enrique
Tarrio’ is 28 and the final messageID for ‘BikNBil’’ is 36, indicating that the
secret chat contains a minimum of sixty-four (64) messages. Of these messages,
only fifty-eight (58) messages were fully recovered. The attachment secret-file-
4902515399548993725-1 is an audio file from Tarrio in this chat, however the
corresponding message record could not be recovered. Examiner Cain will testify
as to reasons why certain records could not be recovered.

d. Examiner Cain will testify there is one incoming Telegram call on 01/09/2021
lasting approximately twenty five (25) minutes. Examiner Cain will testify as to
why the call was likely initiated through the secret chat and why it was - by design
- assigned a message ID in the private cloud chat.

VI. Tarrio’s Device

a. Examiner Cain will testify that Tarrio’s device contains two Telegram user
account(s): ‘DeathFromAbove’ (1150826464) and ‘NOBLE LEAD’
(581632416). Both accounts contain Telegram contact ‘Shane FBI Police’ with
phone number 2024370434 and Telegram ID 869476955.

b. Examiner Cain will testify that the ‘DeathFromAbove’ account shows that ‘Shane
FBI Police’ joined group ‘Christian Nationalists’ (formerly ‘PROUD GOVS’),
108 group ID 9928549958, on 11/9/2020 21:44:02 (EST/EDT).

c. Examiner Cain will testify the ‘NOBLE LEAD’ account contains two chat threads
with ‘Shane FBI Police’. The first chat is a private cloud chat containing seventy-
nine (79) messages, ranging from 07/03/2020 through 12/17/2020. The second
chat thread is a secret chat (E2E encryption) beginning 12/18/2020 and ending
01/04/2021. The final messagelD for ‘NOBLE LEAD’ is 52 and the final
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messagelD for ‘Shane FBI Police’ is 93, indicating that the secret chat contains a
minimum of one hundred and forty-five (145) messages. Of these messages, only
forty-four (44) messages were fully recovered. Examiner Cain will testify as to
reasons why certain records could not be recovered.

d. Examiner Cain will further testify that there are two Telegram calls on 12/20/2020
and 12/30/2020 lasting approximately seven (7) minutes and fourteen (14)
minutes, respectively. Examiner Cain will testify as to why the call was likely
initiated through the secret chat and why it was - by design - assigned a message
ID in the private cloud chat.

e. Examiner Cain will provide testimony that Tarrio’s Device contains Google Voice
phone number 3057668213 and shows activity from January 2020 to January
2021. All calls are configured to forward to 7869616789, which matches the
phone number for Tarrio’s Device. Forensic Examiner Cain will testify that
between 02/10/2020 and 07/04/2020, there are fifty-six [56] messages and five [5]
calls between 3057668213 and 2024370434.

VII. A list of cases in which, during the previous four years, the witness has testified as
an expert at trial or by deposition:

a. United States v. Ethan Nordean, et al.
b. United States v. Christopher Worrell
c. United States v. Elmer Stewart Rhodes 111, et al.

Transcripts of Examiner Cain’s testimony have been provided for your convenience in
Attachment C.

VIII. Bases and Reasons in Support of Testimony

a. The bases and reasons for Examiner Cain’s anticipated testimony is her training
and experience, education, and review of the facts and evidence provided in
discovery in this case, including, but not limited to:

i.  Law enforcement reports produced in this case;
ii.  Cellebrite and similar forensic reports produced in this case;
iii.  Data extractions of electronic devices.

I had read and approve of the above statement:

Jennifer Kathryn Cain
Federal Bureau of Investigation, Senior Digital Forensic Examiner
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JENNIFER KATHRYN CAIN

SENIOR DIGITAL FORENSIC EXAMINER, FEDERAL BUREAU OF INVESTIGATION
1501 DoweLL SPRINGS BLvp. Knoxvitte, TN 37909 | 813 Il I ' I @FB!.GOV

EDUCATION

UNIVERSITY OF SOUTH FLORIDA
Tampa. FL | 2017

MS in Cybersecurity

Concentration in Digital Forensics

UNIVERSITY OF NORTH CAROLINA
Chapel Hill, NC | 2003

BS in Business Administration
Kenan-Flagler Business School

CERTIFICATIONS

GIAC Adv Smartphone Forensics (2023)
FBI Senior Forensic Examiner (2022)
GIAC Battlefield Forensics (2020)

FBI Forensic Examiner (2019)

CompTIA A+ (2019)

GIAC Forensic Examiner (2018)
AccessData Forensic Examiner (2018)
FBI Digital Extraction Technician (2017)
FBI CART Technician (2017)

VENDOR TRAINING

SANS Advanced Smartphone Forensics
Magnet Forensics: Advanced iOS Exams
Magnet Forensics: MacOS Exams
Magnet Advanced Computer Forensics
Magnet Axiom Forensic Fundamentals
Magnet Axiom Examinations

SANS Battlefield Forensics & Acquisition
SANS Mac & iOS Forensic Analysis & IR
SANS Windows Forensics Analysis
BlackBag Essential Forensic Techniques
AccessData Intermediate OS Artifacts
AccessData Web Artifacts

AccessData Windows Forensics & Tools

FBI TRAINING

CART Senior Moot Court

Analog Forensics

Enhancing Your Forensic Skills
CART Moot Court

Digital Forensic Examiner Capstone
Cyber BootCamp

Mobile Forensics

Linux Command Line Interface

File Systems Basics

FBI INSTRUCTOR

Incident Response, Acquisition, & Analysis
Digital Forensic Field Operations

PROFESSIONAL EXPERIENCE

SENIOR DIGITAL FORENSIC EXAMINER | FEDERAL BUREAU OF INVESTIGATION

Knoxville, TN | July 2017 — Present
Conduct forensic examinations of digital evidence for the Computer Analysis
Response Team (CART). Participate in search and seizure operations, identifying,
diagnosing, and correcting problem conditions to aid in the retrieval of data in
complex situations. Perform technical analysis on digital evidence and prepare
authoritative oral and written reports to investigative team. Complete routine
application testing and validation on vendor software.

STAFF OPERATIONS SPECIALIST | FEDERAL BUREAU OF INVESTIGATION

Tampa, FL | Feb 2013 —July 2017
Performed tactical analysis for the Field Intelligence Group, specializing in violent
crime and organized criminal activity threats. Conducted operational research
and performed data exploitation and analysis to support analytic and
investigative strategies. Collected, analyzed, and integrated raw data into
comprehensive intelligence packages. Awarded 2017 Intelligence Professional of
the Year.

SYSTEMS ANALYST | JOHNS HOPKINS MEDICINE ALL CHILDREN’S HOSPITAL
St. Petersburg, FL | Nov 2010 — Feb 2013
Served as a database administrator. Conducted system analysis projects including
requirements definition, design, development, and implementation per the
system life cycle methodologies and standards. Created and executed system test
plans by defining test conditions, scenarios, and expected results. Participated in
installation of software updates to ensure completion of expected results.

SYSTEMS ADMINISTRATOR / BUSINESS ANALYST | PMSI

Tampa, FL | Jun 2009 — Nov 2010
Maintained, troubleshot and provided technical support for database
applications. Performed User Acceptance Testing (UAT) and Quality Assurance
(QA), and refined processes inside the system to automate process and functions.
Designed database for the Centers for Medicare & Medicaid Services (CMS).
Developed dashboards and reporting within the business intelligence portal.

OPERATIONS MANAGER | Focus INC

Tampa, FL | Feb 2007 — Jun 2009
Managed all product development activities for direct response marketing.
Designed and managed database to track media planning and buying activities;
and created automated reporting functions to show past purchase trends, detail
historical performance behavior and predict future results.

JD POWER SYSTEMS ANALYST | LENNAR HOMES

Tampa, FL | Oct 2005 — Sep 2007
Designed and managed database to track all construction management activities
including operational workflow, completion timelines, purchasing, and scheduling.

TRIAL EXPERIENCE
Expert Witness | District of Columbia
United States v. Christopher Worrell | Apr 2023
United States v. Ethan Nordean et al. | Feb 2023
United States v. EImer Stewart Rhodes, Ill et al | Nov 2022
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ATTACHMENT C
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9243
KATHRYN CAIN, WITNESS FOR THE DEFENDANT, SWORN
DIRECT EXAMINATION

BY MR. CRISP:

Q Good morning, ma'am.

A Good morning.

Q If you could please state your full name and city
and state of residence?

A Jennifer Kathryn Cain and Knoxville, Tennessee.

Q And by whom are you employed?

A The Federal Bureau of Investigation.

Q And what do you do for them?

A I am a senior digital forensic examiner.

Q Is there a nickname for that?

A We go by FE for forensic examiner. And we work on

the Computer Analysis Response team, which is commonly
referred to as CART.

Q And, ma'am, I'm going to anticipate, if you can
adjust the mic a little bit or slide up a little bit, I'm
having a little hard time hearing you. I don't know if the
rest of them are. And I apologize.

So, thank you.
What do you do? I understand the title, but what

exactly do you do so we understand specifically how you
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operate?
A Sure.

I handle all aspects of digital evidence,
including the identification and collection of it, the
acquisition and extraction of digital evidence, processing
those extractions into meaningful formats, and then
analyzing the data and preparing reports.

Q And what type of training, education did you
receive in order to obtain the position you hold?

A To become a forensic examiner, it takes roughly
two years and about 400 hours of formal training.

We go through all type of technical and computer
examination and mobile forensic work to include file systems
and learning how to extract and process data.

From there, we roughly complete about 100 hours of

advanced formal training each year after that.

Q And do you have a bachelor's degree?

A I do.

Q In what?

A Business administration.

0 Any advanced degrees?

A I have a master's in cybersecurity with a

concentration in digital forensics.
Q Have you testified in court before?

A I have not.
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Q All right.
And you would label your area of expertise in
digital forensic extractions?
A In digital forensic extractions and processing and

analysis.

MR. CRISP: Okay.

Your Honor, I don't believe the government has an
objection, but I will move to admit her as an expert in this
area.

MS. RAKOCZY: No objection to qualifying her in
the area of forensic cell phone examination and digital
evidence examination.

THE COURT: Okay.

So Ms. Cain will be so qualified as an expert in
those areas.

BY MR. CRISP:
Q So, ma'am, I want to direct your attention to this
case.

You conducted certain extractions from phones in
this case?

A Some extractions and some I processed.
Q Okay.

And, again, so the jury understands, the

distinction between an extraction and a processing, what

comes first?
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9246

A First we extract the phone, which means to make a
copy of the data that is contained on that device.

The second component is processing that data into
a meaningful and useable format for our investigative teams
to review.

Q What are the various programs that you would use
to do that?

A For extracting, the most popular programs and the
ones used in the case today were Grayshift's GrayKey and
Cellebrite.

0 Is there also another one that was used in a few
of them such as Axiom?

A That was used to process the devices. The second
component to turn those extractions into meaningful data,
yes.

Q So the extraction, if I can make an analogy, and
if I am inaccurate please correct me, is pulling the data

out of the phone in a way that you can view it in a readable

format?
A That is correct.
Q Okay.

And then the processing of it would be putting it
in a format that is actually readable to someone such as me?
A Yes, you could, similar to drawing blood —-

someone's blood and then using that blood sample to read the
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9247
certain indicators inside of it.

Q The first extraction program that you referenced
GrayKey, 1s that used more specifically for a different —-
for certain types of operating systems?

A Typically, we use it for iPhone extractions.

Q And why is that?

A It does an excellent job of obtaining an image of
that device.

Q And is it also usable for android devices?

A It is in certain cases, yes.

Q Okay.

And I believe you said you have done digital
extractions. Does that also include computer hard drives?

A It does.

Q All right. And there's a difference in extracting
information from a computer hard drive from a cell phone;
is that fair to say?

A That is fair.

Q And what are those differences?

A Well, when you look at a computer, we can actually

remove the hard drive from those and keep everything powered

off and make an actual bit-for-bit copy of that hard drive.
When we interact with mobile devices, the device

has to be on and connected to one of our machines so that

the data —— so that the tool used to extract the device is
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9248

actually interacting with that phone in order to get the
extraction of the phone.

Q So specifically as to some of the phones you've
looking at, did you —-- and I'll list a number of defendants
here, individuals here, I should say, in this case. Did you
look at Mr. Harrelson's phone, Ms. Watkins' phone,

Mr. Caldwell's, Mr. Rhodes', Mr. Greene's, Ms. SoRelle's?

A Yes, all of those.

Q Okay.

And for clarity's sake, you either processed and
extracted or —— I'm sorry, extracted and then processed —-
or simply processed someone else's extraction?

A Yes, that is correct.

Q Okay.

Is it normal to rely in your line of work upon the
extraction of another individual and then process that?

A Yes, it is.

Q Okay.

And you all use the same standards and systems?

A Yes, we do, we have the same standard operating
procedure.
Q Now, I want to talk would you —— and if we can

pull up what's been admitted into evidence as Government
Exhibit 6740.

Ma'am, do you need some water while testifying?
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9249
A I'm good. Thank you.
Q Okay.
While we're waiting for that, I'll jump around
here a little bit.
During the course of your work on this case,
did you compile what's called an amalgamated report?
A I did.
Q Okay.
And an amalgamated report is what?
A I took —— for a specific requested chat, I took

that chat and found it across several different devices and
put that in one report so that it was all easily accessible
in one location.
Q All right. Ma'am, what are we looking at here on

what's been marked as Government Exhibit 6740.

MR. CRISP: And if we can —— do you know if this
has been entered so we don't have issues with publishing it?

MS. RAKOCZY: I don't have an objection to
publishing, Your Honor, but could we just briefly chat on
the phone.

(Bench conference)

MS. RAKOCZY: Your Honor, my apologies. I am not
certain that this witness has an ability to opine about call
detail records, which the exhibit that we're looking at

right now is about, so I'm just —-—- I'm not sure that a
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9250

proper foundation has been laid for her to opine about call
detail records which come from cell phone companies and are
normally interpreted by an expert from the FBI CAST
department or their cell site cell phone record experts.
MR. CRISP: Judge, I'll lay the foundation.
I discussed this with her, so I can certainly lay a
foundation as to how and why she's able to do that.
THE COURT: Okay.
(Open court)
BY MR. CRISP:
Q So, ma'am, I want to talk about something called

CDRs. Are you familiar with them?

A Yes, I am.

Q Okay. And what does CDR stand for?

A Call detail record.

0 And what 1is 1it?

A They are essentially exactly what they sound like,

call detail records provided by any given cell phone

provider.
Q Okay.
And during the course of your work when you'd
conduct an extraction and then process it, are you —-- what

do you pull from there? And if I may lead a little bit Jjust
to try and speed this along.

Do you pull things like voice detail records, text
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records, things —-—- or text messages, things like that?

A We do pull call logs and text messages from the
extractions, yes.

Q All right.

So when you get call logs and you —— let's say,
for example, you were to compare a call log from an
individual A's phone versus individual B's phone and one
shows a communication between one phone and the other, that
doesn't —— it doesn't show up on the second phone. Do you
use things like CDRs to reconcile those differences?

A Potentially as requested by the investigative
team.
Q Okay.

So are CDRs things upon which you have relied on
at times in the course of your work in conducting your
extractions and processing?

A I have seen them.

Q And are you familiar with them and have you looked
at CDRs in this particular case?

A I have looked at some of them.

Q Okay.

And have you looked at the CDRs for both Ms. —-
I'm sorry, Ms. Watkins and Mr. Caldwell?

A I have.

MR. CRISP: Okay.
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And, Your Honor, at that point I believe that
based on that, I've laid a sufficient foundation and would
submit that she can speak to this document.

MS. RAKOCZY: No objection to talking about this
document, but I'm not —— I may have an objection when we go
further.

THE COURT: Okay. See where it goes.

MR. CRISP: Thank you, Your Honor.

BY MR. CRISP:

Q So, ma'am, do you see what's on the screen marked
as 67407

A I do.

Q Okay.

And what are we looking at, to your understanding?

A It looks like a summary of call detail records.

Q Is this something that you have seen before?

A I have.

Q All right. Fair to say you and I have gone over
this?

A We did.
Q All right.
And I want to direct your attention to the
discussions on the bottom block which lists Caldwell,
Watkins, Donovan Crowl, Paul Stamey, specifically if we

can —— starting at the second column —-- I'm sorry, second
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row, sorry, I'm not terribly accurate here.
At 1/6 at 5:04, there's a call between Caldwell
and Watkins. Do you see that?

A I do.

Q All right. And then I'll have you go down to the
row here at 2:08, I want to focus on those series of phone
calls.

Now, did you find evidence of those phone records
in the extraction from Ms. Watkins' phones?

A I did.

Q Okay. Which ones?

A The call at 5:04, the call at 5:43, 6:49, and

Q Okay.
So I'm clear, you did not find any evidence of a
call at 10:04, 10:44, and 10:54 correct?
A Correct. 1In Eastern Standard Time.
Q Right.
And just so we're clear, when you conduct an

extraction, you always perform that extraction in UTC?

A I do, yes.
0 Why?
A It is a —— 1t 1s the universal standard and almost

are data is stored in UTC, so it's simply easier to keep

that standard, especially when you're comparing multiple
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devices going across multiple time zones.
Q Okay.
Now, in Mr. Caldwell's CDR —-- did you review his
CDR?
A I did.
Q Did you find evidence of the calls listed at

10:04, 10:44, and 10:54 in his CDR?

MS. RAKOCZY: Objection.

THE COURT: Basis?

MS. RAKOCZY: Foundation.

(Bench conference)

MS. RAKOCZY: Your Honor, my only concern with
this is that I know that she says she sometimes looks at
CDRs but she is not an expert in CDRs. She does not have
the familiarity with how the different cell phone providers
keep their records, et cetera.

So I think it's a little bit unfair to show this
witness some records without having her be an expert or
having her had done the actual work that a CAST analyst
would do, to ask her what call detail records show to try to
seek her —-- you know, put the imprimatur of an expert
witness on examining call detail records when she's not been
qualified as an expert as such.

MR. CRISP: It sounds like weight versus

admissibility to me, Judge. I think I could ask her that.
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She's looked at it. She can speak quite intelligently to a
lot of these CDRs and has with me. I think the government
can explore that on cross—-examination.

THE COURT: If it's something she uses in her work
and has used in her work, I don't know whether —-- did she
compile this report or no?

MS. RAKOCZY: No, Your Honor.

THE COURT: Okay.

In any event, she's testified she's looked at them
as part of her work, and so I think she can testify.

Ms. Rakoczy, if on cross—-examination you want to make clear
she's not an expert and doesn't have specific knowledge,
that's fine, and obviously, Mr. Crisp, you can do that in
direct examination if you want to as well.

MR. CRISP: Thank you, Judge.

(Open court)

THE COURT: The objection will be overruled.

BY MR. CRISP:
Q So, ma'am, I believe I asked you did you find
evidence of those calls in Mr. Caldwell's CDR?
A I can't recall in his CDR. I know I found records
of them in his phone extraction.
Q Okay.
In his phone extraction or her phone extraction?

A Both.
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Q Okay.
So when you say —— you're talking about the 10:04
or the 5:047?
A Well, since this has been standardized to Eastern

Standard Time, in Eastern Standard Time records of 10:04 ——
sorry, 5:04 Eastern Standard Time.

Q All right.

And would seeing Mr. Watkins —-- I'm sorry,

Mr. Caldwell's CDR help refresh your memory as to that, or
are you clear that there were no records in Eastern Standard
Time of a 10:04 call from Caldwell to Watkins?

A I believe his CDR matched exactly what was in his
phone extraction.

Q Okay.

And that was what, the four calls we referred?

A The four calls we've referenced.
Q Okay.
A None in the 10:00 a.m. Eastern Standard Time.

Q All right.
And then I want to talk a little bit about —--
Again, his CDR only had four calls between the two
of them, is that fair to say?
A It included at least those four calls, yes.
Q On the date, time in question, so between the

hours of 5:00 a.m. and 2:08 p.m., Eastern Standard Time,
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fair to say there were only four calls that you saw records
of in the extraction?
A Yes, there was actually one more that is not
listed on this exhibit.
Q Okay.
And what was that?
A I believe it was also in the 5:00 a.m. time frame,
either slightly before or slightly after 5:43 a.m.
Q Okay.
So nothing in the 10:00 time frame, correct?
A Correct.
Q All right.
And when you conducted an extraction of
Ms. Watkins' phone, did you see evidence of calls in the
10:00 time frame Eastern Standard Time?
A No, I did not.
Q All right.
When you looked at her CDR, did you see evidence
of something in her CDR that would have implied a 10:00
call?
A There were line items for a 10:00 call.
Q Okay. Now, to be clear, while you rely on these
CDRs, it's not something that you would put yourself out as
an expert, correct?

A That is correct, I am not an expert in CDRs.
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Q You use them to reconcile differences, however,
correct?
A Yes, to validate the data in my extractions.
Q Now, when I brought this to your attention, was

this the first time you had seen this discrepancy as to the
respective CDRs and extractions?

A Yes.

Q Did you take time to review the CDRs and attempt

to reconcile for your expertise why that would have

occurred?

A I did.

Q Was there a phone number listed as —-—- on the 10:00
ones?

And if we can pull up Watkins 52 for the witness
only, please.

Are you able to see that, ma'am?

A Yes, sir.
Q Can you go to 3 of 13, please.
And back to page —- yeah, there you go. 13.

In looking at this document, ma'am, what anomalies
did you note as to why there may have been confusion as to
whether or not there were calls in the 10:00 Eastern Time
frame?

THE COURT: Mr. Fischer, I'm sorry -- I'm sorry,

Mr. Crisp, could you just orient the jurors as to what this
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is.
MR. CRISP: Sure. I'm sorry.

BY MR. CRISP:

Q Ma'am, what are we looking at?

A These are the call detail records for Ms. Watkins'
phone.

Q Okay.

And as it pertains to the issue of the anomaly as
to the 10:00 phone calls, what did you discover?

A There are three calls in the 10:00 a.m. range that
have a different number in the dialed digits column.

Q Now, in your experience, what does that mean?

A It could be that the call was routed through some
kind of provider number.

Q Okay. And why would that happen?

A I honestly —— I don't know why calls are routed.

Q All right. You talked about historically, certain
providers and cell phone providers had done this in the
past, is that accurate?

A I have —-- yes, I have seen that in the past.

Q Okay. And why have they done that —-- why was it
done in the past?

A The way cell phone technology used to work is that
it would send a call through your home tower before it would

hit the local tower near where you were.
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It's been several years since I've looked at that.

I'm not well-versed in it nowadays.

Q All right. So the phone number that you think may
be a routing number, what is that number?

A (937) 727-9469.

Q Did you see evidence of that number in any of the
extraction that you conducted in Ms. Watkins' phone?

A I did not.

Q Did you see any evidence of that number in

Mr. Caldwell's CDR?

A I did not.
Q His phone extraction?
A I did not.
THE COURT: Sorry —-— Mr. Crisp, I'm sorry, what

was that number again?

MR. CRISP: It is (937)727-9469.

THE COURT: All right. Thank you.

MR. CRISP: And to be clear —-- Your Honor, at the
point I'm going to move to admit Watkins 52.

MS. RAKOCZY: No objection.

THE COURT: All right. Watkins 52 will be
admitted.

(Defendant Watkins Exhibit 52

received into evidence.)

MR. CRISP: If we can publish that to the jury.
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Thank you.
BY MR. CRISP:

Q So can an individual go in and delete a phone call
from their phone?

A Yes, they can.

Q And if you delete a phone call from a phone, would
it show up on an extraction?

A Potentially.

Q If T delete a phone call from my phone and you get

a CDR of my phone, would that deleted phone call show up on

the CDR?
A Yes.
Q Am I able, as a user, to go and delete records

from the cell phone provider?

A No, you're not.

Q So regardless of what I do with my phone, a phone
call is still going to show up on a CDR if it was made, is
that fair to say?

A That's fair.

Q Okay.

And to be clear, all but one of these calls, as I
see it, was made from Mr. Caldwell's phone to Ms. Watkins'
phone?

A That is correct.

Q Okay.
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And based on your expertise and knowledge and the
extraction you conducted as far as both of these phones, is
it fair to say you would indicate to a reasonable degree of
forensic certainty that there were no phone calls made in
the 10:00 time frame between these two phones?

A In comparing to the extractions, I would say that,
yes.
Q Okay.

Any question about that?

A No.
Q Okay.
All right. I want to also, before we move on from

that, I want to talk about the final call that was made at

2:00, around about 2:08, 2:07. What can you tell me about

that call?

A It was noted in the extraction as being a missed
call.

Q As a what, ma'am?

A As being a missed call.

Q Okay.

And how was an extraction able to say whether it's
missed or not?
A If it actually has device connectivity and the
user answers the call.

Q Okay.
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So a missed call is, without being too redundant
or obvious, is one that you call me, it rings, it rings, it
rings, I never pick it up-?

A That is correct.
Q And I want to pull up Watkins 13, please.

Just for the witness.

THE COURT: Mr. Crisp, how long do you anticipate
direct examination will be?

MR. CRISP: 1I'm sorry, Judge.

THE COURT: How much longer for your direct?

MR. CRISP: If you want take a break now, we can.

THE COURT: That's what I'm trying to figure out.

MR. CRISP: Another 15, 20 minutes.

THE COURT: Why don't we take a quick break.

I know our court reporter has been working since 8.

MR. CRISP: Roger that.

THE COURT: Let's take our morning break. 1It's
10:30. We will resume at 10:45. Thank you very much.

COURTROOM DEPUTY: All rise.

(Jury exited the courtroom.)

THE COURT: Ms. Cain, you can step down. I'll ask
you not to discuss your testimony with anyone during the
break. Thank you.

MR. FISCHER: Your Honor, could I, for the

record —--
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THE COURT: Ms. Cain, you can be excused.

Be seated, everyone.

MR. FISCHER: For the record, now that
Mr. Caldwell, we have rested, can I make a Rule 29 motion
and for all the previous reasons or —-—

THE COURT: Sure.

MR. FISCHER: That are on the record and it's
preserved, I just want to be clear.

THE COURT: Okay.

MR. FISCHER: Thank you, Your Honor.

THE COURT: Thank you, Mr. Fischer.

All right. Thanks, everybody. See you in 15
minutes.

(Recess from 10:31 a.m. to 10:46 a.m.)

THE COURT: Please be seated, everyone.
Thank you, all.

Ms. Cain, come on back up. Thank you.

(Pause)

COURTROOM DEPUTY: Jury panel.

(Jury entered the courtroom.)

THE COURT: All right. Please have a seat,
everyone.

Okay. Welcome back, everybody.

Mr. Crisp.

MR. CRISP: Thank you, Your Honor.




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 35 of 365

9265

BY MR. CRISP:
Q Ma'am, are you able to see what is on the screen?
A I am.

MR. CRISP: And, Your Honor, for the record, this
has been marked as Watkins 13. And I move for its admission
at this time, please.

MS. RAKOCZY: No objection.

THE COURT: Watkins 13 will be admitted.

(Defendant Watkins Exhibit 13
received into evidence.)
BY MR. CRISP:
Q So, ma'am, is this a compilation of the call logs
we discussed?
A It is, from the extraction.
Q Okay.

And I believe earlier you said that there are
approximately five calls that you think occurred between
those two individuals?

A Correct.
Q And does this accurately reflect the five calls
that occurred?
A It does.
Q Okay.
So if I can shift a little bit, just for the

witness, please, if we can have Watkins 5.
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And, Your Honor, I do not intend to admit this
report. This is just for edification.
Now, the amalgamated report that we discussed,

what did you do and how did you compile that?

A I'm sorry, are we speaking about the Signal
report?

Q Yes, ma'am.

A Okay.

I was requested for one specific chat, to look on
all of the devices that I examined and find where that chat
appeared across the devices.

And then on every device it appeared on, I
combined that into one report so that the entire chat was in
one location.

Q All right.

And so my understanding is that there were
approximately four phones with which you did this, right?

A I did.

Q And it would have been in Kellye SoRelle's
Stewart Rhodes', Michael Greene's, and Mr. Harrelson's,
who's first name is escaping me right now, I apologize,
but —-

A That is correct.

Q And there were no records as it relates to

Mr. Harrelson's phone.
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A No. The group chat was on his device but there
was not content.
Q Okay.
I apologize.
So there were no input from him on the chat?
A Yes, his membership —— listed his membership on

that chat in his phone.
Q And is that why, as far as this amalgamated
report, you really only see three participants.
A That is correct.
Q And what I would like to do now is show you
Watkins 8, please.
Now on the screen is Watkins 8.
MR. CRISP: And, Your Honor, for —-
THE COURT: Mr. Crisp, I'm sorry to interrupt.
I don't think I heard her identify which Signal
chat she did this for. Did she —-
MR. CRISP: Which chat group?

THE COURT: Yes.

MR. CRISP: Fair enough, Your Honor. Thank you.

THE COURT: Could you just ——
BY MR. CRISP:
Q Ma'am, let's clarify that. Which group did you
this amalgamated report for?

A I believe it was called "D.C. Op Jan. 6, 21."

do
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Q Thank you.

Now, in looking at what's on —-

MR. CRISP: Your Honor, I'm going to move for the
admission of Watkins 8, 9, and 11. This is 8, so if I can
do that upfront.

MS. RAKOCZY: No objection.

THE COURT: All right. 8, 9, and 11 will be
admitted.

(Defendant Watkins Exhibits 8, 9 and 11

received into evidence.)

BY MR. CRISP:

Q Do you recognize Watkins 8?
A I do.
Q And is this essentially an extraction from what we

looked at earlier of Watkins 57?
A Yes, it is.
Q Okay.
So essentially we've cut and pasted sections of
that entire report for efficiency purposes?
A That is correct.
Q All right. If this is not published to the IJjury,
if we could please do so.
I want to go over what the columns are marked as.
So "source" column means what?

A That is the device owner of the phone that this
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line item was taken from.
Q Okay.

So the first one says "source," and there you have

"Greene." Is this Mr. Greene's phone?
A That's correct.
Q And the second one, so that would have been

Rhodes' phone and SoRelle's phone, right?

A Yes, sir.

Q Let's jump over to "remote party name." What does
that connote?

A That corresponds with the remote party column and
that is the sender of any particular message on here.

Q All right.

Let's talk about some distinctions between and the

application Signal. You're familiar with that?

A I am.
Q And how are you familiar with that?
A I routinely see it as on all of my ——- on many of

my cell phone extractions that I do.

Q When it's on an Apple phone versus an Android
phone, are there differences in how you're able to —— how
you extract that information, how you compile that
information and so on?

A There are differences.

Q Can you tell the jury what those are, please, and
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A The main difference is the database that actually
houses the information corresponding to these Signal
messages in an iPhone, the generic date field is the date
the message was sent.

In an Android database for Signal, the generic

date field is the date the message was received.

Q So did Mr. Rhodes and Ms. SoRelle have an iPhone?
A They did.

0 Did Mr. Greene have an Android or iPhone?

A He had an Android.

Q So as to the point you discussed earlier, if you

have a person from an Android phone sending to an Apple
phone and you do an extraction, and in the Signal app, let's
assume it's all through Signal, at 1:00, when would the

Android sender show the sent time?

A 1:00.

Q When would the Apple recipient show the receipt
time?

A 1:00.

Q Now, do we know, based on how this is done,
whether or not the Android phone —-- I'm sorry, the Apple

phone actually received it at 1:007?
A No, we don't. This is just the sent time of the

message.
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Q Let's turn it around.
Apple sender at 1:00, Android recipient.

The sent time for Apple sender would be 1:00,

right?
A That is correct.
Q What time would the Android recipient show in

receipt time?

A The actual time that that message was received.
Q Okay.
So Android -- and as to how this is —-- these

extractions are done through Signal with Androids, you can
show with greater specificity, shall we say, in using an
Android phone in terms of send and receive times?

A Assuming that you have the sent time from another
location, yes, from another source.

Q All right.

So i1f the Android recipient didn't receive it
until 1:10, that would actually show up on this kind of
extraction as 1:107

A That is correct.
Q Okay.

And in this particular case, do you see any
discrepancies between send receipt times between the
receivers and senders?

A I do not.




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 42 of 365

9272

Q Okay.
And as to Mr. Greene, we indicated he is an
Android user so it's fair to say that when Mr. Rhodes sent
the message, "Correction. That's C Street," so on at 11:35,

and this is all in Eastern Standard Time?

A This is, yes.
Q Did you convert that from UTC to Eastern Standard?
A My report was in UTC, but I confirmed that what

you have shown me here was correctly converted into Eastern

Standard Time.

Q So simultaneous send/receipts fair to say?
A Yes.
Q We can have —— I'm sorry.

One moment, Judge.
Watkins 9, please.
Now, have you seen this exhibit as well?
A I have.
Q And same thing here, these are copies of or cut
and pastes from your report?
A Yes, with the timestamp converted to Eastern
Standard Time.
Q Roger.
Okay.
Now, let's go with the first one with Greene, it's

from Rhodes, so it's Stewart —— I'm sorry, it is
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Michael Greene's phone with the sender being Stewart Rhodes

in the first row, yes?

A Yes.
Q And here you have "Pence is doing nothing as I
predicted.”

The receipt time for Mr. Greene is reported as

1:36, is that accurate?

A Yes, it is.
0 Do we know when Mr. Rhodes sent that?
A If you look further down on Rhodes' —-- where

Rhodes is the sourced device, that same message is on the
first line and it's 1:25:41 p.m.

Q And Ms. SoRelle has the receipt date as 1:25 as
well, right?

A Her time stamp date, that is the date that —-
because she has an iPhone that is also the date the message

was sent.

Q We don't know if she actually received it at 1:257?
A Not on this report, no.
Q Is there a way of actually making a determination

as to when she would have received it?

A At this time, none of the tools available to us
parse any other date other than these generic time stamps.
It is possible that we could have created a custom-coded

solution to potentially pull those dates out if they were




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 44 of 365

9274

available in the database. I do not know if they are.
Q Okay.

Now, can you tell me why there would have been an
approximately 11 minutes and few odd seconds delay between
the send/receipt between Mr. Rhodes and Mr. Greene?

A There are a couple of different potential reasons.
The first reason being if the phone was powered off or in
airplane mode and it wasn't connected to any network, then
the application obviously couldn't receive any messages at
that time.

The second explanation is if his phone was powered
on but say perhaps he had turned off the ability for the app
to refresh in the background so, which means that if the app
is not actively open, it isn't actively reaching up to the
server and pulling down those messages.

And then in that case, you would need to actually
open the Signal app in order for it to sync and bring down
those messages.

The third is that potentially the notifications
were turned off on the device and that device refresh was
off, and so those two kind of align in that the messages
would not be received until the user opened the Signal app
on their device.

Q Is network delay also a possible reason?

A It is, yes.




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 45 of 365

9275

Q As we sit here right now, there's at least four

reasons why there would have been a delay in the receipt

from —— to Mr. Greene?
A That is correct.
Q In all of those instances, however, just so I'm

clear, what we can definitively say from this is that you
can say Mr. Greene would not have seen that message in the
first row until 1:36 Eastern?

A That is correct.

Q Now, these discrepancies that are listed later in
the rest of the remaining phone conversations are also
consistent with your report?

A They are.

Q Okay.

Now, let's go down to the third one that's from
Whiplash, it says, at 2:14, "They have taken ground at the
Capitol." That is his send date because he's sending the

message, correct?

A That is correct.
Q And Mr. Rhodes has that time receipt as what time?
A Well, he has his generic time stamp, which on the

iPhone is time sent as the same time, which is 2:14:43 p.m.
Q And that is because that's going to reflect, as we
said earlier, sent date, not necessarily receipt date?

A Correct.
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Q All right.

If we can go to Watkins 11.

Now, Watkins 11, as you'll see here in a moment,
ma'am, is the report that we discussed earlier that deals
with a large chunk of messages that have a two plus hour
delay.

And we'll probably have to blow that up a little
bit so if we can do that.

So what we're looking at here are the first party
here, the sending party —— or the source phone is going to
be Mr. Rhodes on the first block, is that fair?

A That's correct.
Q And then if we can scroll down to the bottom
block, please, and this is going to be Mr. Greene.

So i1f we can scroll back up to Mr. Rhodes'
messages, here you have messages that he is showing having

been sent in the 2:41 through 3:31 time frame. Is that

correct?

A That is correct.

Q If we can scroll down to Mr. Greene's phone,
please.

And these are the same messages but these are
showing a receipt date of approximately anywhere from two
plus hours upwards of three hours' difference?

A That is correct.
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Q Correct? Okay.
Now, in your review of Mr. Greene's phone, if we

could scroll back up to Mr. Rhodes' time frame, you
recall —— do you recall seeing messages that Mr. Greene was
either sending or receiving from other parties in the 2:40,
2:41, 2:45 time frame?

A I do.

Q And he was, to your recollection, receiving

messages from others intermittently in that same time

window.
A He was.
Q So what does that tell you?
A The most likely explanation is that the Signal app

was open during that time.

THE COURT: I'm sorry, was what? I didn't hear
her.

THE WITNESS: Was open during that time.

BY MR. CRISP:

Q And he was using it, right?
A And he was using it.
Q So the likely explanation as to why he's not

receiving these messages from Mr. Rhodes would either be a
send delay from Mr. Rhodes or just a network busy issue
overall?

A That is correct.
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Q Okay.
MR. CRISP: The Court's indulgence one moment,
Your Honor.
BY MR. CRISP:
Q Ma'am, I'm sorry, I was reminded I forgot to ask

something on Watkins 9.

If we can pull that up real quickly.

All right, ma'am, I want to direct your attention
to —— if we can go to Mr. Rhodes as a source phone and it's
going to be the one —-- third row, this is where Mr. Rhodes
is asking Whip, "What's your location, I'm trying to get to

you," and that was from him, right?

A That was from Mr. Rhodes, yes.

Q And it was sent then to, do we know who?

A The entire group of the "D.C. Op Jan. 6, 21."

0 When can we tell when Mr. Greene received that
message?

A According to his device, Mr. Greene received that

message at it 2:24:21 p.m.

Q All right. So we're talking a difference of about
18 minutes or so, yes, before Mr. Greene actually saw that
message?

A Yes.

Q All right.

MR. CRISP: Ma'am, I don't have any additional
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questions.

just have

no.

Thank you, Judge.

THE COURT: Thank you, Mr. Crisp.

MR. CRISP: I believe government counsel does.

THE COURT: All right.

MS. HALLER: With the Court's indulgence, we would
a few questions on direct. Just one moment.

THE COURT: Any objection?

MS. RAKOCZY: In light of expediency, Your Honor,

THE COURT: Ms. Haller, do you have questions?

MS. HALLER: Yes, Your Honor.
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DIRECT EXAMINATION
BY MS. HALLER:
Q Good morning.
A Good morning.
Q I'm Juli Haller, and I represent Kelly Meggs in

this case, and I'm sorry I've lost my voice a little bit so
just bear with me.

(Pause)

Forgive me.

If we can just go over some of the chats. You
said that you helped doing the analyzing data based off of
the cell phones.

As for the chats, did you review the
"Old Leadership" chat as one of the chats in this case?

A I did extract data containing that for the
"0Old Leadership" chat. I'm not too familiar with the
content inside that chat.

Q Okay.

But when you extracted data, do you recall whether
or not you checked for when various defendants sent their
last message?

A I did prepare a report that said certain key
individuals and certain group chats, when they did have the

first and last message, yes.
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Q Okay.

I'm going to show what I think that report might
be.

A Okay.

Q And you tell me -—-

Just for the witness if that's —-

So this did have a Government's Exhibit number,
but we're going to call it KM79 at this time.

And just to show it to the witness.

Ms. Cain, would you be able to identify this
document where it's about defendants' entry to and exit from
key Signal chats?

A Yes, this is my report.

MS. HALLER: At the time, we would like to move in
Exhibit 1 —— or KM79, please. And publish it to the jury.

MS. RAKOCZY: No objection, Your Honor.

THE COURT: KM79 will be admitted.

(Defendant Exhibit KM79
received into evidence.)
BY MS. HALLER:

Q Going down to the pink section where it says
Kelly Meggs, would it be correct to say that the last
message from Kelly Meggs in what's called the "0Old
leadership" chat is 12/18/20207

A That is correct.
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Q Okay.
And as for his other chats, looking at the
"D.C. Op Jan. 6", what time or what's the date of his last
known message?
A January 8th, 2021.
Q And —-- thank you.
Looking at the "OK FL D.C. Op Jan. 6" chat, what
does it say for the date or what did you determine to be the

date of his last known message-?

A His last known message was January 7th, 2021.
0 And looking at the —-- sorry, I can't see what
the —- the OK FL hang out, what did you determine to be the

last date of his message?
A January 7th, 2021.
Q Thank you.
And the last one "Vetted OK FL hangout" chat, what
did you determine to be his last message?
A January 20th, 2021.
Q Okay. Thank you.
And then the only —--

Okay. So now looking at what we would, Jjust for

the witness, show —— what we would mark as KM80. And if we
can just show the witness —-- thank you.
Looking at this excerpt from a cell phone —- can

we make it a little bigger —-- I'm not sure —-
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Would you be familiar with what these individuals

called themselves, their monikers?

A I know that Mr. Meggs is OK Gator 1.
Q Okay.
And I'm showing you an excerpt from —-- would you

be able to identify from the visual whether it's an iPhone
or Android?
A Not from this wvisual, no.
Q Okay.
Did you review Isaac's phone as a way to extract a

chat which was the "OK FL D.C. Op Jan. 6" chat?

A I did not review Mr. Isaacs' phone.

Q Oh, okay. So you didn't extract?

A I did not.

Q Okay. And then you will not —-—- you wouldn't be

familiar with Isaac' phone at all?
A That is correct.
Q Okay.
MS. HALLER: Then that is all I have. Thank you
for your time.
THE COURT: All right, Ms. Rakoczy.
MS. HALLER: Thank you, Your Honor.

THE COURT: Thank you, Ms. Haller.

CROSS—-EXAMINATION
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BY MS. RAKOCZY:
Q Good morning, Examiner Cain. How are you?
A Great. Thank you.
Q I just have a few questions for you this morning.

I'd like ask you a couple of questions about what
Mr. Crisp asked you about with respect to call detail
records that you looked at.

Could you just explain the difference between call
record data that you see on a phone versus call record data
that you get from cell phone providers?

A Sure.

When we look at a phone extraction, all of the
messages that are -- that come to that phone, either sent or
received or missed and that you can visibly see on the
interface of that device, that would be something that would
be available in a phone extraction.

Call detail records come from a phone provider and
they detail any call that actually goes through one of the
cell towers on their system.

So, for instance, if I say I called someone and
they look at their phone and they do not see that call,
maybe they're in airplane mode, maybe for some other reason,
and they can't see that on their actual phone, then that
call would be not be reflected on the extraction but it

could be on the provider's records.
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Q Okay.
Now, when you're looking at the data on someone's
actual phone or device, is it possible for the user of the

device to delete the record of a phone call from their

phone?
A It is.
Q Is it possible for them to delete it from the

records that the phone companies keep?

A To my knowledge, it is not.

Q Okay.

Let's talk about Signal, the Signal app. Can you

make calls through the Signal app-?

A You can.

Q And could that data —- would that data be stored
by a person's phone?

A It would.

Q Could the user of the phone delete a record of a
Signal call that had been made on their phone?

A They could, yes.

Q Now, would the cell phone companies keep a record
of a call made through the Signal app?

A No, they would not.

Q So is it fair to say if you and I had a Signal
call and I deleted the record of that from my phone, there

wouldn't also be a record of that that the cell phone




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 56 of 365

9286

providers would have, correct?

A There would not be a record.

0 There would be no record of that call, correct?

A Correct.

Q How about with are there other apps on people's
cell phones that people can use to make calls?

A There are.

Q And can people go into their phones then and
delete the record of those communications?

A Yes, you can.

Q And would the cell phone providers have any record

of those communications through apps?

A No, they would not.

Q If we could talk a little bit now about the
questions you were asked about the analysis you performed of
this "D.C. Op Jan. 6" Signal chat, you were talking a little
bit about the difference between the way that Android phones
store the timestamp on messages versus iPhone messages.

Can you remind us again just what it means when
you say that an Android phone has received a message?

A Sure.

It is the time that the message actually leaves
the Signal server and hits that device.
It could be, like we said earlier, dependent on

several factors as to when it hits the device, but it's when
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that device receives it and is notified that there is a
message.
Q Okay.

And you testified on direct examination that there
were some differences between the time that certain messages
were sent by, say, Stewart Rhodes' phone and when they were
marked as having been fully received by the Michael Greene

phone. Do you remember that?

A That is correct.
Q Could we bring up the screen Watkins Exhibit 8,
please.

Do you see Exhibit Watkins 8 on the screen now?
A I do.
Q Now, these were two messages that were originally
sent by the Stewart Rhodes phone; is that correct?
A That is correct.
Q Okay.
And is it fair to say that these two messages that
Mr. Rhodes sent were both received by Mr. Greene's phone at
the same time they were sent?
A Yes, it is, that is correct.
Q Okay.
So no delay at all on these two messages?
A Correct.

Q That's including a message that Mr. Rhodes sent at
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2:43 p.m. saying, "Come to the south side. Just left of

dome"?
A That is correct.
Q Okay.

If we could take that down, please. Thank you.

Could we bring up Watkins Exhibit 9.

Now, these are a few messages that were sent by
both Mr. Rhodes and Mr. Greene's phone in the period of
roughly 1:25 to 2:15 p.m. or 2:24 p.m.; is that right?

A That is correct.
Q Okay.
So the first message I think that we're talking

about is "Pence is doing nothing as I predicted"; is that

right?

A Yes, it is.

Q And that was a message that Mr. Rhodes' phone
sent?

A Yes, it is.

Q And Mr. Rhodes' phone suggests that he sent that

message at 1:25 p.m., is that right?

A That is correct.

0 And this exhibit is in Eastern Time, right?

A It is.

Q And you triple-checked that and made sure that it

really was 1:25 p.m. Eastern Time?
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A I did.
Q Okay.
And that message was received by Mr. Greene's
phone at 1:36 p.m., correct?
A That is correct.
Q And so just a nine-minute delay; is that right?
A Yes, ma'am.
Q And the fact that we have that timestamp of

1:36 p.m., that means that the phone got it at that point,

right?
A Yes, ma'am.
Q Okay.

And then the next message we're talking about was

sent by Mr. Rhodes' phone at 1:38 p.m.; is that right?

A That is correct.

Q And that was the message "All I see Trump doing is
complaining. I see no intent by him to do anything. So the
patriots are taking it into their own hands. They've had
enough"?

A Correct.

Q Okay.

And that was also sent at 1:38 p.m. Eastern,
right?
A Yes, ma'am.

Q Okay.
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And that was received by Mr. Greene's phone,
according to the records at the top, just four minutes
later, right?
A That is correct.
Q Okay.
And then Mr. Greene's phone is the next one,
I think, to send messages, at about 2:14 and 2:15 p.m.;
is that right?
A That's correct.
Q And you told us on direct that the fact that we're

seeing these red received times on Mr. Greene's phone
relatively close in time to when they were sent, Mr. Rhodes'
messages, that means that it appears as though Mr. Greene

has the app open and is using it, right?

A That's correct.
0 And so then at 2:14 and 2:15 p.m., Mr. Greene's
phone says, "They've taken —-- they have taken ground at the

Capitol. We need to regroup any members who are not on
mission," correct?

A Yes, ma'am.

0 And we can't really tell exactly when Mr. Rhodes
and Ms. SoRelle's phone received that because they're
Androids, right?

A IPhones, yes.

Q Or iPhones, sorry. Thank you for correcting me.
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The last message in this is then the message that
Mr. Rhodes sends at 2:15 p.m.; is that right?

A Yes, ma'am.

Q And that's when he says, "I'm on the Supreme Court
side of the Capitol. Whip or Landon, where are you," right?

A Yes.

Q And Mr. Greene's phone, it looks like he gets that
no later than nine minutes later, is that fair?

A That's correct. That is correct.

MS. RAKOCZY: Ms. Rohde, we can take that one
down.

Can we bring up Watkins 11, please.
BY MS. RAKOCZY:

Q Now, these are a series of messages that were sent
by Mr. Rhodes entirely, right, are these messages sent by
Mr. Rhodes' phone?

A Yes.

Q Okay.

And these were sent, it looks like between 2:41
p.m. Eastern time and 3:30 p.m. Eastern Time, fair to say?

A Yes, ma'am.

Q And you checked these as well and these are all
the correct Eastern Time timestamp that Mr. Rhodes' phone
sent these messages?

A Yes, ma'am.
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Q Okay.
Now, we see that Mr. Greene's phone doesn't show a
received time for these messages until like the 5:30, 5:45
p.m. time frame; is that correct?
A That's correct.
Q But we do not have those corresponding messages
that Mr. Greene is sending in this time period, right?
A Not on this report, no.
Q Okay. So you can't say one way or the other —-—
well, let me ask you this.
Isn't it true that it could be the case that
Mr. Greene had his app closed and that's why he's not
getting these messages?
A It could be, yes.
Q Okay.
So we don't know that there was some kind of a
delay causing these messages to be —— to show a 5:00 p.m.
receipt date, right?
A Correct, we do not know the reason for the delay.
Q Okay. So we can't really tell anything about why
Mr. Greene's phone is getting these messages later, correct?
A Correct.
Q Okay.
Thank you, Ms. Rohde. 1If we could take that down.

We then were —-—- you then were in the looking at,
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when Ms. Haller was asking you questions about an exhibit
that you made that I think was Watkins or Mr. Meggs' 79.

Do you remember that?

A Is that the Signal membership chart?
Q When people came and left chats?

A Yes, ma'am.

Q Okay.

Could I have the Court's indulgence one minute.

MS. RAKOCZY: If we could bring up on the screen
and publish, I believe we're now looking at the exhibit that
Ms. Haller was just showing. I think it's KM79.

BY MS. RAKOCZY:

Q Do you see this chart, Ms. Cain?
A Yes, ma'am.
Q Okay.

And this is something you prepared; is that right?
A It is.
Q Okay.
If we could just zoom in on the peach or pink
colored series of rows that say "Kelly Meggs."
Okay. So these are some chats that defendant
Kelly Meggs was a participant in; is that right?
A That is correct.
Q And it's the "0Old Leadership" chat,

"D.C. Op Jan. 6, 21, "OK FL "D.C. Op Jan. 6," "OK FL
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Hangout," and "Vetted OK Hangout:; is that right?

A That's correct.

Q Okay.

Now, you have at first the first row is —-- says

"joined chat," is that right?

A That is correct.

Q What does that mean?

A When you become a member of a Signal group, Signal

stores a membership list of that group on their server.

When your device connects to that group, it sends
down a realtime version of that membership list.

So 1f I create a group at 1:00 and there are five
members on it and then another member joins at 2:00, there
would be a refresh of that membership group, both at 1:00
and 2:00. So it is continually refreshing its membership
list when you open that app.

Q And then I see you also noted when you saw or when
the first known message was sent by Mr. Meggs in each of
these chats, is that right?

A That's correct.

Q And so sometimes I see, like in the third column
for the "OK FL D.C. Op Jan. 6" chat, I noticed that you put
an "unknown" for the join-chat date. Why did you put that
there, if you remember?

A I was not able, across any of the devices, to find
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an incoming membership list that noted when he entered that
chat, which just shows that it was —-—- he likely entered it
before any of my extractions also joined that chat.

Q Okay.

But you did note that the first message that you
saw Mr. Meggs' phone sending to this chat was on January 2nd
of 2021; is that correct?

A That's correct.
Q Okay.

So now can you explain to us the last two rows,

the last known message versus the last known membership?
A Yes.

The last known message is exactly what it sounds
like, the last message that Mr. Meggs sent in participation
with that group. It's the last message that he posted in
that group chat.

The last known membership is based on those
membership lists.

So, for instance, that same chat that you were
talking about, OK Florida D.C. Op January 6th, in that third
column, it says down there that Mr. Meggs is still a member
at the time of the Stone extraction.

So Mr. Stone's device was extracted in December of
2021. He still had that Signal group present on his device

and was still receiving regular membership updates to that
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group list at that time.
Mr. Meggs was still showing up in his member list
as a member of that group at that time.

Q If you don't have someone's phone, can it be
challenging to say with certainty when for sure they left a
Signal group chat?

A It can be, yes.

Q And if you have someone's device but they've
deleted Signal content or some Signal content from their
phone, can that make it challenging to know when they left
or whether they left a Signal group chat?

A It can make it challenging, yes.

Q Did you look at the data from Kelly Meggs'
cell phone?

A I did.

MS. HALLER: Obijection, Your Honor; outside the
scope.

THE COURT: 1It's overruled.
BY MS. RAKOCZY:

Q I'm sorry, what did you say about whether you
looked at his phone?

A I did look at Mr. Meggs' data.

Q Okay.

And did you notice whether there was any Signal

data on that phone?
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A The Signal application was installed on his
device, and there were messages; however, they were very
limited, there was not many of them at all, and they were
much later in the course of 2021.

Q And do you recall that you found that the Signal
data, in fact, had sort of —-- did not exist prior to some
date in January of 20217

A That 1is correct, there was not data from January

2021.

MS. RAKOCZY: Thank you, Your Honor. I have no
further questions.

THE COURT: Okay. Mr. Crisp, any redirect?

MR. CRISP: I do, Your Honor. If I may have the

Court's indulgence real quick, please.

REDIRECT EXAMINATION
BY MR. CRISP:

Q Ma'am, I'm going to throw a little bit of
curveball here because I didn't expect to have to go down
this road here, but I am going to show you what's been
marked as —-

Sorry, I'm getting different marching orders at
the moment.
Let's start with 6740, please.

And then have Watkins 13 in conjunction with that,
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please.

So, ma'am, what I want to make sure about is, you
see the two exhibits?

A I do.

Q All right. On your left, this is published —-
these are already admitted so they should be published -- on
the left is going to be what is Government 6740, on the
right is going to be Watkins 13. 1Is that correct?

A That's correct.

Q Okay.

Now, what I want to make sure we're clear about
here is when you're looking at the CDRs, okay, you had
testified earlier both on direct and on cross, that an
individual cannot delete phone calls from a CDR?

A That is correct.

Q All right.

And when you looked at Mr. Caldwell's CDR, did you
see any call to that 937 number that you kind of referred to
as a ghost number?

A I did not.

0 And Mr. Caldwell had Signal on his phone, right?

A I do not recall if he had Signal on his device.
Q Did you look at his extraction?
A I did.

Q All right. So you have no reason to believe that
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when we talked about whether or not you had ever seen that

phone number, that you had ever seen that on Mr. Caldwell's

phone?
A I had never seen that phone number on his phone.
Q Okay.
Did you ever see that phone number that you
referenced as a ghost number —-—- and when I saw ghost, that's

essentially a routing number, right?

A Well, it was a number that it was not identifiable
to me, I don't know the source of that number.

Q To your understanding based on the CDR and based
on the extractions, do you have any reason to believe that
it was actually a legit number that was ever dialed?

A It would not appear so, no.

Q Okay.

So the likelihood that it was a number that was
either in a Signal app based on your review of all the
records in this case is extremely row?

A It is. Signal records do not appear on call
detail records.

Q But Signal, if you have it on your phone, is still
visible, right?

A It is still visible.

Q And if you have it on your phone and it hasn't

been removed, you're still going to see the numbers that
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have been called?
A That is correct.
Q Okay.

And I want to just, there's one final thing as to
Government's 6740, at the phone call that took place at
approximately 2:08:25. I'd like to compare that to Watkins
13.

The actual length of that call was approximately
what, do you know?

A According to the extraction, it was a missed call
so the length was zero.
Q Okay.

So it wouldn't have been a 26-second phone call,
would it?

A No, it would not have.
Q Okay. Thank you.

So, ma'am, we're going to have to go through this
somewhat methodically, but I'm going to show you what's been
marked as Watkins 10 alpha through 10 Charlie, so 10A, B, C.

Let's start with 10 alpha, please.

Now, again these are extractions or these are
copies of the extractions in similar format as the earlier
exhibits?

A Yes.

0 All right.
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And do you remember discussing with me yesterday
the issue of how we could determine whether or not an
individual was able to receive messages during a time period

if you can cross-reference it from send receipts from other

parties?
A I believe so.
Q Okay.

And if my question is unclear, I'm kind of winging
it here, so I apologize, if you don't understand, I'll try
and rephrase it.

So, for example, there's a question about whether
or not Mr. Greene had his phone open or on or the app open
in that two to three-hour window that a glut of messages was
received at the 1730 or 5:30 p.m. time frame, right?

A Yes.

Q If the individual is receiving messages from other
parties at 2:41, 2:42, 2:43, what would that tell you?

A It would indicate that the app was most likely
open.

Q Okay.

If we can go down to, I believe it is 10 Charlie.

Yeah, I think we're just going to have to stick
with one at a time, please.

But I don't believe the government objects to its

admission?
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MS. RAKOCZY: No objection.
THE COURT: 10 -- Watkins 10A, B and C will be
admitted.
(Defendant Watkins Exhibit 10A, B and C
received into evidence.)
BY MR. CRISP:
Q Again, we are looking at essentially the same

format, extraction from the amalgamated report you

conducted?
A Yes.
Q Okay.

Do you remember me going over some of these
messages from third parties to Mr. Greene's phone?
A Yes.
Q Do you remember seeing these messages from —-—- and

again, so third column is listed as remote party?

A That is correct.

Q Which means what?

A That is the person sending the message.
Q Okay.

And first column is, we know this is Mr. Greene's
phone because that's the source phone, right?
A That's correct.
Q All right.

And what are you able to tell me from this report?
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A That his device was receiving messages between the
first and last timestamp, 2:58 and 3:12 p.m.

Q Okay.

So can we say whether or not his phone was on?

A His phone was on.

Q Can we say whether or not he had the
notifications —— well, whether the app was open?

A Um ——

0 During this time period?

A It is likely that he had the app open, however, he

could have had the app closed and had the background refresh
happening even if the app was closed down.
Q In that event, would the messages that came in at

17:30 would also have hit in this time period, too, correct?

A One would think so.

0 And barring a network delay?
A Correct.

Q Okay.

But if he's receiving messages from some other
parties and it's refreshing in this 2:58, 3:12, 3:12 window,
the messages that had been sent at 2:41 from the earlier

chat we looked at would have hit in this window as well?

A They could have. They did not.
Q And the likely explanation is a network delay?
A Yes.
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Q Okay.

MR. CRISP: Your Honor, we're going to pull up
Watkins 9, please.

BY MR. CRISP:
Q All right.

And, again, just for expediency purposes, first
block is Mr. Greene's phone, right?

A Yes, sir.
Q All right.

And he is sending messages, there's two messages

he sent at both the 2:14 at 2:15 time frame, right?
A Yes, there are, yes.
Q All right.

And from that, you're able to determine that he
was actually utilizing the app or somebody or some entity
was utilizing the app from his phone?

A Yes.
Q Okay.

So i1f he's sending a message at 2:15, he should
have received the message from Mr. Rhodes that was sent at
2:06, right, at 2:15, if it were anything other than a
network delay?

A That's a reasonable conclusion, yes.
MR. CRISP: Thank you, ma'am. No further

questions.
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might go longer than the government expects. I expect,
particularly with that witness, to go quite a while.

THE COURT: Okay.

(Jury entered the courtroom.)

THE COURT: Thank you. Be seated. Thank you for
your patience.

Ms. Hughes.

MS. HUGHES: The government calls digital forensic
examiner, Katherine Cain.

THE CLERK: Please raise your right hand.

KATHERINE CAIN,

called as a witness, being first duly sworn, was examined and
testified as follows:

THE WITNESS: I do.

THE CLERK: Have a seat.

THE COURT: All right. Welcome. Remove your mask
if you're comfortable doing so.

Ms. Hughes, ready when you are.
DIRECT EXAMINATION

BY MS. HUGHES:
Q. Good afternoon. Could you please introduce yourself to
the ladies and gentlemen of the Jjury by stating and spelling
your full name?
A. Jennifer Katherine Cain, C-A-I-N.

Q. Where do you work?

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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For the Federal Bureau of Investigation.
What is your title?
I am a senior digital forensic examiner.

In which section?

» © ¥ ©o »

I am a part of the CART team, which stands for Computer
Analysis Response Team.

Q. How long have you been with the FBI?

A Next month will be ten years.

Q. What are your duties as a CART examiner?

A We handle all types of digital evidence, which is any kind
of electronic storage media, to include laptops, computers,
mobile devices, tablets, and anything that can store data for
any of those systems.

Q. What is your educational background?

A. I have a degree from the University of North Carolina,
Chapel Hill in business and a master's in cybersecurity with a
concentration in digital forensics from the University of
South Florida.

Q. What kinds of trainings are you required to do to become a
CART examiner with the Federal Bureau of Investigation?

A. Sure. Our original process 1s a two-year process in about
400 hours of classroom and hands-on instruction, and then
after we are certified, we have about a hundred hours of
additional training we have to complete each year.

Q. Do you conduct any trainings, Examiner Cain?

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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A. T do.
Q. What trainings?
A. I teach our new examiners in training. I teach incident
response and digital -- digital forensic fundamentals,
sorry.

Have you been qualified as an expert in federal court?
I have.

In which jurisdiction?

Q.
A
Q
A. The District of Columbia.
Q And have you been called by an expert by the defense?

A I have.

Q In connection with this matter, were you asked to examine
several mobile devices, seized from multiple defendants and
subjects?

A. I was.

Q. And as part of your analysis, were you asked to determine
if the Signal application was presently located on any given
device?

A. I was.

Q. Did you examine an iPhone associated with Joseph Hackett?
And this is government's -- for identification, this is
Government's Exhibit 66.

A. I did.

Q. Did you examine a Motorola cell phone associated with

David Moerschel? And again, this an identification number of

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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Exhibit 130.

A. I did.

Q. And did you examine a Motorola Moto cell phone associated
with Edward Vallejo? And this is government's identification
Exhibit Number 210.

A. T did.

Q. For each of these three devices, did you look to see if
Signal was still on the phone?

A. I did.

Q. What was your conclusion?

A. Signal was not present on any of the devices.

Q. Now, did you also examine a device associated with an
individual named Roberto Minuta?

A. I did.

Q. From looking at that phone, when could you tell the phone
was set up?

A. The phone artifacts suggest on or around February 20th of
2021.

Q. And for January 6, 2021, what does that mean for the
Signal messages that would have been sent in January of

20217

A. It would not be possible for them to be present on that
phone.

Q. And so for any messages that were sent in the January 2021

time frame, they would not be on the phone that you examined

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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in connection with Mr. Minuta?
A. That is correct.
Q. Okay. So we're going to focus on the three phones then,

the cell phones from Mr. Moerschel, Mr. Hackett, and
Mr. Vallejo.

Before we talk about each of these phones in depth, what,
in general, do you do when you extract the data from a
phone?
A. So we have a variety of commercial tools available to us.
So the first thing we look at the device is, we manually
review it and determine the best tool. We then extract the
information off of that device, so that we can look at a copy
of the phone itself without having to constantly look at the
phone. And then we process that information into a meaningful
way and provide reports.
Q. What is Signal?
A. Signal is an encrypted chat application. You can download
it for your mobile device, iPhone and Android, and your
desktop computer, and it -- you are able to microphone calls,
video calls, and send messages, both privately and in a group
scenario.
Q. What does a Signal extraction look like and the data you
would review from a phone?
A. It's a database. They store all their information in the

database.

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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Q. And if Signal on a device has been deleted, what does that
mean in terms of the data that would be stored in your

Signal -- in your Signal profile?

A. When you remove the Signal application from your phone,
the database is also removed entirely from that phone.

Q. So there's no data that's stored say in the cloud?

A. That is correct.

Q. Let's turn first to your examination of the iPhone
associated with Mr. Hackett. First of all, what was the
iPhone that was associated with Mr. Hackett?

A. Tt was an i1iPhone 6S Plus.

Q. And was Signal on that phone, that iPhone 6S Plus?

A. No, it was not.

Q. Were you asked to review iCloud search warrant returns in
connection with this phone?

A. I was.

MS. HUGHES: 1If we could please bring up just for
the witness, Government's Exhibit 9705. And if we could just
zoom in on the top, please.
Q. (BY MS. HUGHES) Is this a fair and accurate version of
some of the cells and rows that were in that search warrant
return?
A. It is.

MS. HUGHES: Government seeks to admit and publish

Government's Exhibit 9705.

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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MS. HALIM: ©No objection.
THE COURT: 9705 will be admitted.
Q. (BY MS. HUGHES) Okay. So first, what are we looking at
here, what is this chart?
A. This is —-- it comes straight from Apple. It is related to

Mr. Hackett's Apple identifier, and this particular
spreadsheet are update and redownload data details for two
different applications.

MS. HUGHES: Okay. And if we could just zoom in on
the top here, Ms. Badalament, thank you.
Q. (BY MS. HUGHES) Okay. So you said update and download
details. Is that what it says here: Report description,
update and redownload details related to DSID?
A. Yes.
Q. What is a DSID?
A. That is the identifier that Apple internally assigns to
someone when they sign up for an iCloud account.

MS. HUGHES: Okay. If we could zoom out, please.
Q. (BY MS. HUGHES) Now, the left-hand column --

MS. HUGHES: If we could just zoom in on this column
to begin with.
Q. (BY MS. HUGHES) What is this global unique ID?
A. That is an identifier for Mr. Hackett's iPhone.
Q. The physical iPhone?
A.

The physical iPhone.

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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Q. Does this global unique ID correspond with the physical
iPhone? And that would be, for identification purposes,
Government's Exhibit 66, the physical phone that you examined,
does that relate to the phone?

A. It does.

MS. HUGHES: 1If we could please zoom out. And, Ms.
Badalament, if we could now focus on this section, and just
for Signal, please. So -- sorry. Thank you so much.

Q. (BY MS. HUGHES) Okay. So these entries, are there dates
and times that are associated with specific update and
download entries?

A. There are.

Q. And what is the general date range of these update and
download entries?

A. Around, it looks, August 2020 through January 2021.

Q. And what does it say in terms of the content, what is the
application that is being updated, what does this column
correspond to here?

A. Signal private messenger.

MS. HUGHES: 1If we could please zoom out, thank you,
Ms. Badalament.

Q. (BY MS. HUGHES) Are there, in fact, two phone numbers
that are connected with Mr. Hackett?
A. There are.

Q. Why are there two numbers associated with Mr. Hackett?

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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A. When we looked at his Signal username, he actually has two
accounts registered with Signal.
Q. And what do you attribute to there being these two phone
numbers? Are there two phones?
A. No. One of the phone numbers is for the actual iPhone
that we have, and the other phone number is a Text Me phone
number.
Q. What is Text Me?
A. TIt's a third-party application that you can download to
your Android or iPhone device, and it enables you to create a
second phone number that you can then use on that same
device.

MS. HUGHES: If we could please bring up what's
already been admitted into evidence Government's Exhibit 2426.
If we could zoom at the top here. Thank you, Ms. Badalament.
Q. (BY MS. HUGHES) What is this document?
A. This is a return from the Text Me company, attributed to
the account associated with Mr. Hackett.
Q. And what is the username on this account?
A. John Willow 232581.
Q. And this e-mail, johnwillow23@protonmail.com have you seen
this e-mail elsewhere?
A. T have.
Q. Where did you see this e-mail?

A. Proton Mail was an application on that same iPhone, and

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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this was the account associated with it.
Q. And for the user information for the Text Me, what is the
model associated with this account?

A. IPhone 6S Plus.

Q. And what is the date of activation?
A. November 17th, 2020.
Q. What was the withdrawal date?
A. February 6, 2021.
MS. HUGHES: And we can zoom out, thank you,
Ms. Badalament. If we can go back now to 9705, which is

already in evidence, and if we can now focus on the Text Me
portion of these iCloud search warrant returns.

Q. (BY MS. HUGHES) So again, do these entries relate to the
same global identifying number that we referenced previously
that's associated with the device, Government's Exhibit 667
A. It does, yes.

Q. And are these entries for the update and download entries
associated with Text Me?

A. Yes, they are.

Q. What's the first entry associated -- the update associated
with Text Me?

A. November 17th, 2020.

Q. And what was the date of the activation that was found in
that user information from Text Me?

A. Also November 17th, 2020.

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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Q. In the course of your -- of this investigation, did you
review whether or not Mr. Hackett, in fact, used Signal?

A. I did, yes.

Q. How were you able to determine that Mr. Hackett, in fact,
had used Signal?

A. We had identified other devices in which Signal was
present, and his name and username was a participant in those
chats.

Q. And from your examination of these devices, were you able
to summarize the groups and the messages that he sent to these
various groups?

A. I was, yes.

MS. HUGHES: If we could please bring up just for
the witness, Government's Exhibit 9700. And if we could go to
page 2. Thank you, Ms. Badalament.

Q. (BY MS. HUGHES) Are these the summaries of his -- of
Mr. Hackett's group membership that you were just
discussing?

A. They are, yes.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9700.

MS. HALIM: ©No objection.

THE COURT: 9700 will be admitted.

Q. (BY MS. HUGHES) Starting with the first page, how did you

compile this chart?

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 86 of 365

3729
Direct Examination - Cain (By Ms. Hughes)

A. I -- we looked at Signal across other phone applications
that still had the Signal chat app installed, and then looked
for Mr. Hackett's phone number and the accounts, which then
led us to the messages in these particular Signal groups.

Q. And what is meant -- there's a notation on this chart that
says "source." What does source refer to?

A. That is the device containing the Signal chat application
in which that message was present.

Q. So when you say, "First known message to this DC Operation
Intel Team," the source from this is from Stuart Rhodes's
phone; is that right, for that first row?

A. Yes, that is correct.

Q. And does this number here -- is this his Apple iPhone
number, or is this his Text Me number?

A. That is his iPhone number.

Q. What was the first date of the message sent to Signal --
to a Signal group associated with his iPhone number?

A. July 25th, 2020.

Q. And this was to the OK FL Hangout?

A. Yes, ma'am.

Q. And what is the last date that a message was sent that you
were able to find associated with this number?

A. January 20th, 2021.

Q. 1Is that for the DC Operation Intel Team?

A. Yes, ma'am.

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter
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Q. And was there anything -- did you have a chance to look
actually at this message that was sent on January 20th?
A. I did. It was not actually a message sent by the user, it

was an update to the account, and possibly just notated in
that group.
Q. So what was the last message you saw that he sent that
actually was —-- included content?
A. November 17th, 2020.
Q. And this was to both the Grey Team OK FL and the OK FL
Hangout?
A. Yes, ma'am.

MS. HUGHES: 1If we could please go to page 2 of
Government's Exhibit 9700.
Q. (BY MS. HUGHES) What is this number associated with?
A. That's the Text Me number.
Q. And what is the first date of a number -- of a message
sent using this number?
A. November 17th, 2020.
Q. And could you remind me, what was the date that the Text
Me account was activated?
A. Also November 17th, 2020.
Q. What was the last date that a message was sent on using
this Text Me number?
A. January 9th, 2021.

Q. And could you please read the groups that were associated
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with this Text Me number?

A. Sure. The Miami Rolling Stone OP, OK Florida, OK Florida
Vetted Leadership, OK Florida DC OP Jan 6, OK SE Region Open
Forum, OK FL Hangout, Vetted OK FL Hangout, Temp OK FL
Leadership.

Q. Thank you.

MS. HUGHES: If we could please go now to
Government's Exhibit 2413, already in evidence. If we could
go to page 29, thank you, Ms. Badalament. And if we could
just focus on this number here for a moment, the IMEI. Sorry,
I can't see it. The IMEI, the number on the left.

Q. (BY MS. HUGHES) Did you have a chance to compare this
IMEI number to the IMEI that is associated with the physical

phone, Government's Exhibit 667

A. I did.

Q. And are they the same?

A. They are the same.

Q. How did you compare these numbers?

A. The first 14 ident- -- numbers in this string, that

comprises the mobile identity equipment number, and they
match, they are a match.

MS. HUGHES: 1If you could zoom out, please,
Ms. Badalament.
Q. (BY MS. HUGHES) And on Government's Exhibit 2413,

page 29, does it appear that there are numerous entries in
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January 2021 for calls using that physical phone?
A. Yes, there are.

MS. HUGHES: Okay. We can bring that down, thank
you, Ms. Badalament.

Q. (BY MS. HUGHES) We're going to now talk about David
Moerschel. Was Signal found on Mr. Moerschel's phone, the
phone that you examined?

A. No, it was not.

Q. And that, again, is, for identification purposes,
Government's Exhibit 130.

MS. HUGHES: 1If we could please just bring up for
the witness, Government's Exhibit 9701. And there are three
pages, Ms. Badalament, if you could just scroll through them.
Q. (BY MS. HUGHES) 1Is this, what you're seeing on your
screen now, an excerpt of the Cellebrite report from
Mr. Moerschel's phone?

A. It is, yes.

Q. And is this a fair and accurate excerpt of some of those
entries?

A. Yes.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9701.

MR. WEINBERG: No objection.

THE COURT: Government's 9701 is admitted.

Q. (BY MS. HUGHES) Okay. So there was no Signal found on
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this phone; correct?
A. Correct.
Q. But were there Text Messages found on the phone?
A. There were.
Q. Starting on page 1, please, what is the earliest text
messages you found on the phone?
A. August and October of 2019.
Q. And again, is this just a summary? Are there actually
many, many, many more text messages?
A. There are. These are just the first.
Q. Okay. So August and October 2019 are the earliest ones?
A. Yes, ma'am.
MS. HUGHES: 1If we could please go to page 2.
Q. (BY MS. HUGHES) Are these the last messages you found on
his phone?
A. They are.
Q. And what are the date of the last messages found on his
device?
A. May 26, 2021.
MS. HUGHES: If we could please go to page 3.
Q. (BY MS. HUGHES) Does this focus on the time period of
November to January, 2020 to 20217
A. It does.
Q. What is the next message sent after November 13th, 20207

A. January léth, 2021.
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Q. So where -- where were the messages between November 13th,
2020 and January 1loéth, 2021, were they on the phone?
A. There were no messages in that time frame.
Q. As with Mr. Hackett, for Mr. Moerschel, were you able to
conclude that he was, in fact, a Signal user, that he had a
Signal profile?
A. Yes.
Q. How were you able to determine that for Mr. Moerschel?
A. The other devices that we examined that contained the
Signal application contained Mr. Moerschel's Signal
identifiers, including his phone number.
Q. And did you again create a summary of the groups
Mr. Moerschel was a member of?
A. I did.

MS. HUGHES: Could we please bring up just for the
witness, Government's Exhibit 9701, page 4.
Q. (BY MS. HUGHES) And is this the summary you created in
connection with Mr. Moerschel?
A. It is.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9701, page 4.

MR. WEINBERG: No objection.

THE COURT: 9701 is admitted.
Q. (BY MS. HUGHES) How many groups was Mr. Moerschel a

member of?
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A. Four.
Q. And what was the earliest message he sent -- pardon me,
the earliest date he sent a message?
A. December 13th, 2020.
Q. And what was the last date we know he sent a message?
A. January 7th, 2021.
Q. And just to be clear, could there be messages we don't
know exist?
A. Yes.
Q. So these are just the messages we know from the devices we
have collected over the course of the investigation; is that
right?
A. That's correct. That is correct.
Q Now, how many groups was Mr. Moerschel a member of?
A. Four.
Q And finally --

MS. HUGHES: You can bring that down, thank you,
Ms. Badalament.
Q. (BY MS. HUGHES) Mr. Vallejo, was Signal found on
Mr. Vallejo's Motorola Moto phone? That's Government's
Exhibit 210.
A. It was not.
Q. What -- or how many groups was Mr. Vallejo a member of?
A. Just one that we found.

MS. HUGHES: 1If we could please bring up just for
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the witness, Government's Exhibit 9702, and for page 1,
seeking to admit just page 1 at this time.
Q. (BY MS. HUGHES) 1Is this one of the messages you reviewed

that Mr. Vallejo sent?
A. Yes, it is.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9701 [sic], page 1.

THE COURT: It will be admitted.

Q. (BY MS. HUGHES) Okay. So who -- first of all, you said
that Mr. Vallejo was part of one group. What was that
group?

A. DC OP Jan 6/21.

Q. And how did Mr. Vallejo -- what was his username? How
would he appear if you were chatting with him on Signal?

A. Just as you see here, as Ed Vallejo.

Q. Is that a name that he would have given himself?

A. For this instance, yes, it is.

MS. HUGHES: 1If we could please bring up page 2 just
for the witness. Apologies, page 3, Ms. Badalament, thank
you.

Q. (BY MS. HUGHES) Is this how his username 1is associated

with this phone in a cell phone extraction?

A. It is.
Q. 1Is this a fair and accurate excerpt from that
extraction?
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A. Yes, it is.

MS. HUGHES: My apologies, I believe I misspoke. I
said 9701. This is 9702. My apologies.

The government seeks to admit and publish Government's

Exhibit 9702, page 3.

THE COURT: Admitted.
Q. (BY MS. HUGHES) Okay. So you were just —-- you were just
describing how his username is associated with a phone number.
Can you explain what we're looking at right now on 9702,
page 37
A. Sure. This is from a Signal database, and that database,
inside it has a table that tracks all the identifiers
associated with its users, and the full name, Ed Vallejo, is
associated here with phone number 602-434-6843.
Q. Whose device was this from?
A Mr. Rhodes.
Q. Stuart Rhodes?
A Yes, ma'am.

MS. HUGHES: If we could please go just for the
witness to Government's Exhibit 9702, page 2.
Q. (BY MS. HUGHES) 1In addition to Signal messages, did you
also review Text Messages that were sent on that number,
602-434-68437
A. I did.

Q. Did you notice -- or did you note the number of messages
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that Mr. Vallejo sent in any given month on that number?
A. T did, yes.
Q. And is this exhibit in front of you an accurate summary of
those messages sent in 2019, 2020, and 202172
A. Yes.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9702, page 2.

THE COURT: All right. 9702, page 2 is
admitted.
Q. (BY MS. HUGHES) Focusing your attention on this time
period, November/December/January 2020 to January 2021,
approximately how many Text Messages were sent from
November 2020 through January 202172
A. Approximately 1,400.
Q. And why have we not reviewed -- we started by talking
about Mr. Hackett's iCloud search warrant. Why have we not
reviewed an iCloud search warrant in connection with
Mr. Moerschel and Mr. Vallejo when analyzing their Signal
usage?
A. Those two particular devices are Android devices, they are
not iPhones, so they back up to their Google accounts. And
Google just does not store the same types of data that Apple
does. So whereas you can get Apple store data on any given
device, that's just not available on the Google platform.

MS. HUGHES: And if we could back up just for a
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moment to Government's Exhibit 2414.1, page 11.
Q. (BY MS. HUGHES) Did you have an opportunity to compare
this?

MS. HUGHES: And we're missing the top column, so if
you could actually go to page 1 first, Ms. Badalament, my
apologies, and just identify which row is the IMEI row. The
IMEI row would be the row that is three from the right.

And we can now go back to page 11.
Q. (BY MS. HUGHES) Did you have an opportunity to compare
whether this IMEI -- this IMEI corresponded with any of the
physical phones that you examined?
A. It did.
Q. And which phone did this correspond with?

MS. HUGHES: My apologies, Ms. Badalament, you might
have to zoom out. If you could just zoom in on Jjust a small
portion of it.

A. I'm sorry, I don't have them committed to memory as to
which of the four devices.

MS. HUGHES: 1If we could go to the top of this

exhibit.

Q. (BY MS. HUGHES) So this device -- we've gone through

Mr. Hackett's. That was Government's Exhibit -- my apologies,
2413 was Mr. Hackett's. Were you asked to evaluate whether an

IMEI corresponded with another physical device?

A. Yes, I was.
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Q. Which device were you asked to correspond an IMEI with the
physical device for?
A. With his iPhone.
Q. With whose iPhone?
A. Oh, Mr. Hackett.
Q. And this is a different exhibit. This is Government's
Exhibit 2414. My apologies, they all look very similar.
A. Okay.
Q. There are two CDR records you were asked to look at and
correlate with physical phones.
A. Yes.
Q. We've gone over Mr. Hackett's phone. Did you look at a
different phone and compare it with the IMEI?
A. Yes, I did.
Q. Who?
A Mr. Moerschel.
Q. Mr. Moerschel.
A Yes.
Q Now, going back to page 11, for this exhibit, this is
Government Exhibit 2414 --

MS. HUGHES: If we could please go to page 11.
Q. (BY MS. HUGHES) Did there appear to be entries in the
January time period that showed that this phone was indeed
active, was making calls in the January time frame?

A. Yes, there are.
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Q. And is this the same phone that you examined -- you
examined the physical phone for?
A. Yes. The IMEIs are a match.
Q. 1In addition to looking at various text messages, did you
also summarize how many —-- just in terms of raw numbers, how

many Signal messages Mr. Vallejo, Mr. Hackett, and
Mr. Moerschel sent in these groups that you're able to
identify?
A. I did.
Q. And did you create a summary chart summarizing those
number of chats that were sent?
A. I did.

MS. HUGHES: If we could please bring up just for
the exhibit [sic], Government's Exhibit 9704.
Q. (BY MS. HUGHES) And is this a fair and accurate
representation of the summary you created?
A. It is, yes.

MS. HUGHES: Government seeks to admit and publish
Government's Exhibit 9704.

THE COURT: All right. 9704 is admitted.

MS. HUGHES: Okay. If you could just zoom in on the
chart itself, Ms. Badalament, thank you.
Q. (BY MS. HUGHES) Okay. So first of all, there are two
entries for Mr. Hackett, one with the number ending in 9396

and one for an entry ending 2509. Does this refer to his

Christine T. Asif, RPR, FCRR, Federal Official Court Reporter




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 1:23-cr-00177-ABJ Document 32-1 Filed 01/03/24 Page 99 of 365

3742
Cross-examination - Cain (By Mr. Weinbergqg)

iPhone number and then is Text Me number?
A. It does.
Q. How many messages approximately in total did Mr. Hackett
send from July 25th, 2020 through January 20th, 20217
A. Just under 400.
Q. And for Mr. Moerschel, for the time period of December
13th, 2020 through January 7th, 2021, approximately how many
messages did Mr. Moerschel send?
A. 150.
Q. And for Mr. Vallejo, from January 5th, 2021 through March
7th, 2021, approximately how many messages did Mr. Vallejo
send?
A. 140.
Q. And did you find any of these messages on any of the three
devices you examined?
A. No, I did not.

MS. HUGHES: No further questions.

THE COURT: Okay. Any cross-examination?

CROSS-EXAMINATION

BY MR. WEINBERG:

Q. Good afternoon, how are you?

A. Great. Thank you.

Q. That was a lot of data?

A. Yes.

Q. All right. So you'll have to excuse me, I'm not very good
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with data, but I just have a couple questions. Okay?

Mr. Moerschel's phone is what kind?
A. It's a Motorola.
Q. Okay. 1Is it fair to say that that type of phone doesn't
have a lot of memory compared to like, let's say, the
iPhone 147
A. They're all older devices, yes, so they're not as robust
as today's devices.
Q. Okay. And you looked through the Cellebrite; correct?
A. I did.
Q. Okay. And in the Cellebrite, it has a list of all of the
text messages and everything like that, correct?
A. It does.
Q. Okay. We can agree that in Mr. Moerschel's phone, he had
numerous other gaps where text messages were not on his phone.
Would you agree with that?
A. There were some other gaps where there were no messages.
Q. So we can agree that from 8/24/2019 to 9/28/2019, that's
about a five-week period there were no messages besides two
spam messages?
A. I don't recall that exactly, but that sounds logical.
Q. Okay. And then between 10/10/2019 and 5/22/2019, there
are no messages besides four spam messages, correct?
A. I -- I don't remember the exact dates that there were no

messages, but there were indeed time gaps like that, yes.
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Q. Okay. So -- and there was also one more gap from
8/11/2020 to 9/23/22020, about a six-week gap where there are
no messages on his phone?
A. Okay.
Q. Okay. So it's your understanding that he deleted those
messages on those three other four- to five-week to six-week
spans, is that --
A. They are not on the device.
Q. Okay. Then I do have a question about one of your
exhibits. I think it was 9701.

MR. WEINBERG: Could we pull that up? I think it
was page 4, maybe. Okay.
Q. (BY MR. WEINBERG) Just a quick question. This data, what
time zone is that?
A. T believe this is in UTC.
Q. Okay. So for UTC, that would mean five hours back; is
that right?
A. If we're comparing it to Eastern Standard Time, yes, sir.
Q. Okay. From like to --
A. From here, in D.C.
Q. Okay. All right. So that would mean -- I'm not very good
at math, but at 14:35, that would mean five hours prior is
when he left the group?
A. 1Is the last -- not necessarily when he left the group, but

when the last —--
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Message?

A. -- message that he posted to that group, yes.
Q. Okay. Great.

MR. WEINBERG: I don't have any other questions.
Thank you.

CROSS-EXAMINATION

BY MS. HALIM:
Q. Agent, good afternoon. You have some familiarity with the

Signal app; is that correct?

A. Yes, ma'am.

Q. All right. So if a person is on Signal and sends a
message, and later decides that he or she wants to get rid of
that message, there is a function where you can just delete an
individual message; correct?

A. There is, as long as you're the creator of that message.
Q. If you're the creator, correct. So an author of a message
could say go back a day, a week, or a month and say, I don't
like that message, I'm going to delete that specific

message?

A. Yes.

Q. And when that happens, you know from your review that what
you then see on Signal, is you still see the person's name and
it just says messages deleted; correct?

A. Yes.

Q. All right. ©Now, when you reviewed Mr. Hackett's messages
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from other people's -- from the Signal on other people's
phones, never once did you see that in connection with a
message that he authored; correct?

A. I didn't specifically look for that, so I can't answer to
it.

Q. Okay. But you didn't -- you -- in preparation for your
testimony, as the FBI agent who did the digital forensic
analysis, you don't recall ever seeing that, do you?

A. I didn't specifically look for it.

Q. But what you did see, regardless of what you were looking
for, what you saw, what you absorbed and obs