Case 1:17-cv-02041-RJL Document 109-2 Filed 10/23/20 Page 1 of 120

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MIKHAIL FRIDMAN, PETR AVEN, and
GERMAN KHAN,
Plaintiffs,
Case No. 1:17-cv-02041 (RJL)
V.

BEAN LLC (a/k/a FUSION GPS) and GLENN
SIMPSON,
Defendants.

N N N N N N N N N N N

DECLARATION OF ALAN S. LEWIS
IN SUPPORT OF PLAINTIFFS’ MOTION TO COMPEL NON-PARTY IGOR
DANCHENKO TO PRODUCE DOCUMENTS AND APPEAR FOR A DEPOSITION

I, Alan S. Lewis, declare under penalty of perjury as follows:

1. I am an attorney duly licensed to practice law in this Court. I am a partner at the
law firm of Carter Ledyard & Milburn LLP, and represent Plaintiffs Mikhail Fridman, Petr
Aven, and German Kahn, in the above-captioned case.

2. This Declaration is submitted in support of Plaintiffs’ motion to compel non-Party
Igor Danchenko to produce documents and appear for a deposition pursuant to the subpoenas
served on him. I am fully familiar with the facts and circumstances of this case.

3. Prior to serving Danchenko with the subpoenas at issue, I communicated with his
counsel, Mark Schamel, and asked Schamel if he would accept service of the subpoenas for his
client. Schamel ignored my request.

4. Danchenko was personally served with a Subpoena to Produce Documents,
Information, or Objects or to Permit Inspection of Premises in a Civil Action and a Subpoena to
Testify at a Deposition in a Civil Action on August 19, 2020. A true and correct copy of the

subpoenas, together with an Affidavit of Process Server is annexed hereto as Exhibit 1.
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5. After Danchenko was served with the subpoenas, Schamel informed me that
Danchenko had no documents responsive to the document subpoena. Schamel also informed me
that Danchenko would not voluntarily appear for a deposition pursuant to the deposition
subpoena and intended to file a motion for a protective order.

6. Schamel disputed that Danchenko had relevant information, but he did not dispute
that Danchenko was the source for the defamatory allegations at issue in this action.

7. Annexed hereto as Exhibit 2 are true and correct excerpts of the First Witness
Statement of Christopher Steele in the action Aven v. Orbis Business Intelligence Ltd., in the
High Court of Justice, Queen’s Bench Division, Claim No. HQ18M01646 (the “UK Action”).

8. Annexed hereto as Exhibit 3 are true and correct excerpts of the transcript of
Christopher Steele’s testimony in the UK Action.

9. Annexed hereto as Exhibit 4 are true and correct excerpts of the report put out by
the Department of Justice/Office of the Inspector General entitled Review of Four FISA
Applications and Other Aspects of the FBI’s Crossfire Hurricane Investigation.

10.  Annexed hereto as Exhibit 5 are true and correct excerpts of the report and
redacted notes released by the Department of Justice on July 17, 2020.

11.  Annexed hereto as Exhibit 6 is a true and correct copy of a posting from the
Internet Blog “I Found the Primary Subsource.”

12.  Annexed hereto as Exhibit 7 is a true and correct copy of a July 25, 2020 New
York Times article entitled The F.B.1. Pledged to Keep a Source Anonymous. Trump Allies
Aided His Unmasking.

13.  Annexed hereto as Exhibit 8 is a true and correct copy of a September 24, 2020
letter from Attorney General William P. Barr to the Honorable Lindsey Graham enclosing a

declassified summary of information from an FBI counterintelligence investigation.
2
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Pursuant to 28 U.S.C. §1746, I declare under penalty of perjury that the foregoing is true

and correct.

Executed on October 23, 2020 A L ocvea

Alan S. Lewis
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EXHIBIT 1
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AO 88B (Rev. 02/14) Subpoena to Produce Documents, Information, or Objects or to Permit Inspection of Premises in a Civil Action

UNITED STATES DISTRICT COURT

for the
District of Columbia
Mikhail Fridman )
Plaintiff )
V. ) Civil Action No. 1:17-cv-02041-RJL

Bean LLC et al. )
)

Defendant )

SUBPOENA TO PRODUCE DOCUMENTS, INFORMATION, OR OBJECTS
OR TO PERMIT INSPECTION OF PREMISES IN A CIVIL ACTION

To: Igor Danchenko, 5837 15th St., North, Arlington, VA 22205

(Name of person to whom this subpoena is directed)

é Production: YOU ARE COMMANDED to produce at the time, date, and place set forth below the following
documents, electronically stored information, or objects, and to permit inspection, copying, testing, or sampling of the
material: See Schedule A

Place: sperduto Thompson & Gassler PLC Date and Time:
1747 Pennsylvania Ave, NW, Suite 1250

Washington. DC 20006 09/02/2020 10:00 am

O Inspection of Premises: YOU ARE COMMANDED to permit entry onto the designated premises, land, or
other property possessed or controlled by you at the time, date, and location set forth below, so that the requesting party
may inspect, measure, survey, photograph, test, or sample the property or any designated object or operation on it.

Place: 'Date and Time:

The following provisions of Fed. R. Civ. P. 45 are attached — Rule 45(c), relating to the place of compliance;
Rule 45(d), relating to your protection as a person subject to a subpoena; and Rule 45(e) and (g), relating to your duty to
respond to this subpoena and the potential consequences of not doing so.

Date:  08/11/2020

CLERK OF COURT
OR
/s Alan S. Lewis
Signature of Clerk or Deputy Clerk Attorney’s signature
The name, address, e-mail address, and telephone number of the attorney representing (name of party) Plaintiffs

, Who issues or requests this subpoena, are:
Alan S. Lewis, Esq., Carter Ledyard & Milburn LLP, 2 Wall Street, NY, NY 10005, lewis@clm.com, (212) 732-3200

Notice to the person who issues or requests this subpoena
If this subpoena commands the production of documents, electronically stored information, or tangible things or the
inspection of premises before trial, a notice and a copy of the subpoena must be served on each party in this case before
it is served on the person to whom it is directed. Fed. R. Civ. P. 45(a)(4).
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AO 88B (Rev. 02/14) Subpoena to Produce Documents, Information, or Objects or to Permit Inspection of Premises in a Civil Action (Page 2)

Civil Action No. 1:17-cv-02041-RJL

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 45.)

I received this subpoena for (name of individual and title, if any)

on (date)

(3 1 served the subpoena by delivering a copy to the named person as follows:

on (date) ;or

(3 1 returned the subpoena unexecuted because:

Unless the subpoena was issued on behalf of the United States, or one of its officers or agents, I have also
tendered to the witness the fees for one day’s attendance, and the mileage allowed by law, in the amount of

$

My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc.:
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AO 88B (Rev. 02/14) Subpoena to Produce Documents, Information, or Objects or to Permit Inspection of Premises in a Civil Action(Page 3)

Federal Rule of Civil Procedure 45 (c), (d), (e), and (g) (Effective 12/1/13)

(c) Place of Compliance.

(1) For a Trial, Hearing, or Deposition. A subpoena may command a
person to attend a trial, hearing, or deposition only as follows:
(A) within 100 miles of where the person resides, is employed, or
regularly transacts business in person; or
(B) within the state where the person resides, is employed, or regularly
transacts business in person, if the person
(i) is a party or a party’s officer; or
(ii) is commanded to attend a trial and would not incur substantial
expense.

(2) For Other Discovery. A subpoena may command:

(A) production of documents, electronically stored information, or
tangible things at a place within 100 miles of where the person resides, is
employed, or regularly transacts business in person; and

(B) inspection of premises at the premises to be inspected.

(d) Protecting a Person Subject to a Subpoena; Enforcement.

(1) Avoiding Undue Burden or Expense; Sanctions. A party or attorney
responsible for issuing and serving a subpoena must take reasonable steps
to avoid imposing undue burden or expense on a person subject to the
subpoena. The court for the district where compliance is required must
enforce this duty and impose an appropriate sanction—which may include
lost earnings and reasonable attorney’s fees—on a party or attorney who
fails to comply.

(2) Command to Produce Materials or Permit Inspection.

(A) Appearance Not Required. A person commanded to produce
documents, electronically stored information, or tangible things, or to
permit the inspection of premises, need not appear in person at the place of
production or inspection unless also commanded to appear for a deposition,
hearing, or trial.

(B) Objections. A person commanded to produce documents or tangible
things or to permit inspection may serve on the party or attorney designated
in the subpoena a written objection to inspecting, copying, testing, or
sampling any or all of the materials or to inspecting the premises—or to
producing electronically stored information in the form or forms requested.
The objection must be served before the earlier of the time specified for
compliance or 14 days after the subpoena is served. If an objection is made,
the following rules apply:

(i) At any time, on notice to the commanded person, the serving party
may move the court for the district where compliance is required for an
order compelling production or inspection.

(ii) These acts may be required only as directed in the order, and the
order must protect a person who is neither a party nor a party’s officer from
significant expense resulting from compliance.

(3) Quashing or Modifying a Subpoena.

(A) When Required. On timely motion, the court for the district where
compliance is required must quash or modify a subpoena that:

(i) fails to allow a reasonable time to comply;

(i) requires a person to comply beyond the geographical limits
specified in Rule 45(c);

(iii) requires disclosure of privileged or other protected matter, if no
exception or waiver applies; or

(iv) subjects a person to undue burden.

(B) When Permitted. To protect a person subject to or affected by a
subpoena, the court for the district where compliance is required may, on
motion, quash or modify the subpoena if it requires:

(i) disclosing a trade secret or other confidential research,
development, or commercial information; or

(ii) disclosing an unretained expert’s opinion or information that does
not describe specific occurrences in dispute and results from the expert’s
study that was not requested by a party.

(C) Specifying Conditions as an Alternative. In the circumstances
described in Rule 45(d)(3)(B), the court may, instead of quashing or
modifying a subpoena, order appearance or production under specified
conditions if the serving party:

(i) shows a substantial need for the testimony or material that cannot be
otherwise met without undue hardship; and

(i) ensures that the subpoenaed person will be reasonably compensated.

(e) Duties in Responding to a Subpoena.

(1) Producing Documents or Electronically Stored Information. These
procedures apply to producing documents or electronically stored
information:

(A) Documents. A person responding to a subpoena to produce documents
must produce them as they are kept in the ordinary course of business or
must organize and label them to correspond to the categories in the demand.

(B) Form for Producing Electronically Stored Information Not Specified.
If a subpoena does not specify a form for producing electronically stored
information, the person responding must produce it in a form or forms in
which it is ordinarily maintained or in a reasonably usable form or forms.

(C) Electronically Stored Information Produced in Only One Form. The
person responding need not produce the same electronically stored
information in more than one form.

(D) Inaccessible Electronically Stored Information. The person
responding need not provide discovery of electronically stored information
from sources that the person identifies as not reasonably accessible because
of undue burden or cost. On motion to compel discovery or for a protective
order, the person responding must show that the information is not
reasonably accessible because of undue burden or cost. If that showing is
made, the court may nonetheless order discovery from such sources if the
requesting party shows good cause, considering the limitations of Rule
26(b)(2)(C). The court may specify conditions for the discovery.

(2) Claiming Privilege or Protection.

(A) Information Withheld. A person withholding subpoenaed information
under a claim that it is privileged or subject to protection as trial-preparation
material must:

(i) expressly make the claim; and

(i) describe the nature of the withheld documents, communications, or
tangible things in a manner that, without revealing information itself
privileged or protected, will enable the parties to assess the claim.

(B) Information Produced. If information produced in response to a
subpoena is subject to a claim of privilege or of protection as
trial-preparation material, the person making the claim may notify any party
that received the information of the claim and the basis for it. After being
notified, a party must promptly return, sequester, or destroy the specified
information and any copies it has; must not use or disclose the information
until the claim is resolved; must take reasonable steps to retrieve the
information if the party disclosed it before being notified; and may promptly
present the information under seal to the court for the district where
compliance is required for a determination of the claim. The person who
produced the information must preserve the information until the claim is
resolved.

(g) Contempt.

The court for the district where compliance is required—and also, after a
motion is transferred, the issuing court—may hold in contempt a person
who, having been served, fails without adequate excuse to obey the
subpoena or an order related to it.

For access to subpoena materials, see Fed. R. Civ. P. 45(a) Committee Note (2013).
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AO 88A (Rev. 02/14) Subpoena to Testify at a Deposition in a Civil Action

UNITED STATES DISTRICT COURT

for the

District of Columbia

Mikhail Fridman

Plaintiff
V.
Bean LLC et al.

Civil Action No. 1:17-cv-02041-RJL

N N N N N N

Defendant

SUBPOENA TO TESTIFY AT A DEPOSITION IN A CIVIL ACTION

To: Igor Danchenko, 5837 15th St., North, Arlington, VA 22205

(Name of person to whom this subpoena is directed)

&(Testimony: YOU ARE COMMANDED to appear at the time, date, and place set forth below to testify at a
deposition to be taken in this civil action. If you are an organization, you must designate one or more officers, directors,
or managing agents, or designate other persons who consent to testify on your behalf about the following matters, or

those set forth in an attachment:
See Schedule A

Place: Sperduto Thompson & Gassler PLC ‘ Date and Time:
1747 Pennsylvania Ave, NW, Suite 1250 )
Washington, DG 20006 | 09/15/2020 10:00 am

The deposition will be recorded by this method: ~ Video and stenographic means

3 Production: You, or your representatives, must also bring with you to the deposition the following documents,
electronically stored information, or objects, and must permit inspection, copying, testing, or sampling of the
material:

The following provisions of Fed. R. Civ. P. 45 are attached — Rule 45(c), relating to the place of compliance;
Rule 45(d), relating to your protection as a person subject to a subpoena; and Rule 45(e) and (g), relating to your duty to
respond to this subpoena and the potential consequences of not doing so.

Date: 08/11/2020

CLERK OF COURT

OR
/s Alan S. Lewis

Signature of Clerk or Deputy Clerk Attorney’s signature

The name, address, e-mail address, and telephone number of the attorney representing (name of party) Plaintiffs

, Who issues or requests this subpoena, are:
Alan S. Lewis, Esq., Carter Ledyard & Milburn LLP, 2 Wall Street, NY, NY 10005, lewis@clm.com, (212) 732-3200

Notice to the person who issues or requests this subpoena
If this subpoena commands the production of documents, electronically stored information, or tangible things before
trial, a notice and a copy of the subpoena must be served on each party in this case before it is served on the person to

whom it is directed. Fed. R. Civ. P. 45(a)(4).
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AO 88A (Rev. 02/14) Subpoena to Testify at a Deposition in a Civil Action (Page 2)

Civil Action No. 1:17-cv-02041-RJL

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 45))

I received this subpoena for (name of individual and title, if any)
on (date)

(3 1 served the subpoena by delivering a copy to the named individual as follows:

on (date) ; or

(3 1 returned the subpoena unexecuted because:

Unless the subpoena was issued on behalf of the United States, or one of its officers or agents, | have also
tendered to the witness the fees for one day’s attendance, and the mileage allowed by law, in the amount of

$

My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc.:
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AO 88A (Rev. 02/14) Subpoena to Testify at a Deposition in a Civil Action (Page 3)

Federal Rule of Civil Procedure 45 (c), (d), (e), and (g) (Effective 12/1/13)

(c) Place of Compliance.

(1) For a Trial, Hearing, or Deposition. A subpoena may command a
person to attend a trial, hearing, or deposition only as follows:
(A) within 100 miles of where the person resides, is employed, or
regularly transacts business in person; or
(B) within the state where the person resides, is employed, or regularly
transacts business in person, if the person
(i) is a party or a party’s officer; or
(ii) is commanded to attend a trial and would not incur substantial
expense.

(2) For Other Discovery. A subpoena may command:

(A) production of documents, electronically stored information, or
tangible things at a place within 100 miles of where the person resides, is
employed, or regularly transacts business in person; and

(B) inspection of premises at the premises to be inspected.

(d) Protecting a Person Subject to a Subpoena; Enforcement.

(1) Avoiding Undue Burden or Expense; Sanctions. A party or attorney
responsible for issuing and serving a subpoena must take reasonable steps
to avoid imposing undue burden or expense on a person subject to the
subpoena. The court for the district where compliance is required must
enforce this duty and impose an appropriate sanction—which may include
lost earnings and reasonable attorney’s fees—on a party or attorney who
fails to comply.

(2) Command to Produce Materials or Permit Inspection.

(A) Appearance Not Required. A person commanded to produce
documents, electronically stored information, or tangible things, or to
permit the inspection of premises, need not appear in person at the place of
production or inspection unless also commanded to appear for a deposition,
hearing, or trial.

(B) Objections. A person commanded to produce documents or tangible
things or to permit inspection may serve on the party or attorney designated
in the subpoena a written objection to inspecting, copying, testing, or
sampling any or all of the materials or to inspecting the premises—or to
producing electronically stored information in the form or forms requested.
The objection must be served before the earlier of the time specified for
compliance or 14 days after the subpoena is served. If an objection is made,
the following rules apply:

(i) At any time, on notice to the commanded person, the serving party
may move the court for the district where compliance is required for an
order compelling production or inspection.

(ii) These acts may be required only as directed in the order, and the
order must protect a person who is neither a party nor a party’s officer from
significant expense resulting from compliance.

(3) Quashing or Modifying a Subpoena.

(A) When Required. On timely motion, the court for the district where
compliance is required must quash or modify a subpoena that:

(i) fails to allow a reasonable time to comply;

(ii) requires a person to comply beyond the geographical limits
specified in Rule 45(c);

(iii) requires disclosure of privileged or other protected matter, if no
exception or waiver applies; or

(iv) subjects a person to undue burden.

(B) When Permitted. To protect a person subject to or affected by a

subpoena, the court for the district where compliance is required may, on
motion, quash or modify the subpoena if it requires:

(i) disclosing a trade secret or other confidential research, development,
or commercial information; or

(ii) disclosing an unretained expert’s opinion or information that does
not describe specific occurrences in dispute and results from the expert’s
study that was not requested by a party.

(C) Specifying Conditions as an Alternative. In the circumstances
described in Rule 45(d)(3)(B), the court may, instead of quashing or
modifying a subpoena, order appearance or production under specified
conditions if the serving party:

(i) shows a substantial need for the testimony or material that cannot be
otherwise met without undue hardship; and
(ii) ensures that the subpoenaed person will be reasonably compensated.

(e) Duties in Responding to a Subpoena.

(1) Producing Documents or Electronically Stored Information. These
procedures apply to producing documents or electronically stored
information:

(A) Documents. A person responding to a subpoena to produce documents
must produce them as they are kept in the ordinary course of business or
must organize and label them to correspond to the categories in the demand.

(B) Form for Producing Electronically Stored Information Not Specified.
If a subpoena does not specify a form for producing electronically stored
information, the person responding must produce it in a form or forms in
which it is ordinarily maintained or in a reasonably usable form or forms.

(C) Electronically Stored Information Produced in Only One Form. The
person responding need not produce the same electronically stored
information in more than one form.

(D) Inaccessible Electronically Stored Information. The person
responding need not provide discovery of electronically stored information
from sources that the person identifies as not reasonably accessible because
of undue burden or cost. On motion to compel discovery or for a protective
order, the person responding must show that the information is not
reasonably accessible because of undue burden or cost. If that showing is
made, the court may nonetheless order discovery from such sources if the
requesting party shows good cause, considering the limitations of Rule
26(b)(2)(C). The court may specify conditions for the discovery.

(2) Claiming Privilege or Protection.

(A) Information Withheld. A person withholding subpoenaed information
under a claim that it is privileged or subject to protection as trial-preparation
material must:

(i) expressly make the claim; and

(i) describe the nature of the withheld documents, communications, or
tangible things in a manner that, without revealing information itself
privileged or protected, will enable the parties to assess the claim.

(B) Information Produced. If information produced in response to a
subpoena is subject to a claim of privilege or of protection as
trial-preparation material, the person making the claim may notify any party
that received the information of the claim and the basis for it. After being
notified, a party must promptly return, sequester, or destroy the specified
information and any copies it has; must not use or disclose the information
until the claim is resolved; must take reasonable steps to retrieve the
information if the party disclosed it before being notified; and may promptly
present the information under seal to the court for the district where
compliance is required for a determination of the claim. The person who
produced the information must preserve the information until the claim is
resolved.

(g) Contempt.

The court for the district where compliance is required—and also, after a
motion is transferred, the issuing court—may hold in contempt a person
who, having been served, fails without adequate excuse to obey the
subpoena or an order related to it.

For access to subpoena materials, see Fed. R. Civ. P. 45(a) Committee Note (2013).
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Igor Danchenko
5837 15th St., North, Arlington, VA 22205

SCHEDULE A

INSTRUCTIONS AND DEFINITIONS

1. The provisions and definitions contained in the Federal Rules of Civil Procedure
and Local Rules of the United States District Court for the District of Columbia are incorporated
by reference as if fully set forth herein.

2. In producing documents and other things, you shall furnish all responsive
documents or things in your possession, custody, or control.

3. Documents and things requested herein shall be produced as they are kept in the
usual course of business, with information indicating their source (e.g., the person(s) from whom
the documents were obtained).

4. A Request calling for the production of any document shall be deemed to include,
in addition to the document itself, a request for any and all exhibits or attachments to the
document and any enclosures sent or kept with the document. Documents attached to each other
shall not be separated.

5. Documents maintained or stored electronically may be produced on CD, DVD,
File Transfer Protocol site, portable hard or flash drive, or other reasonably accessible media
format. All such documents shall be produced in Group IV, 300 DPI, single-page TIFF format
with document-level extracted text files, and standard Concordance load files ((DAT, .OPT), and
shall include all metadata (including, without limitation, document boundaries, custodian
identification information, date and time, etc.). If the text cannot be extracted, Optical Character
Recognition (“OCR”) text must be provided. In addition to producing TIFF files with text,
metadata, and standard load files, native files shall be produced for any PowerPoint presentations

containing audio or video, any Excel documents, any Access databases, or documents created

9704530.6
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Igor Danchenko
5837 15th St., North, Arlington, VA 22205

under equivalent software packages. Data files shall not be zipped, encrypted, or otherwise

restricted or proprietarily protected for specific use. If the native file format is derived from
software not accessible with Microsoft Office applications (or other common applications),

please state so in your response.

6. Documents maintained in hardcopy shall be produced in TIFF image format with
corresponding OCR text, associated data identifying the beginning and ending Bates numbers
and, to the extent applicable, information associating document families or attachment ranges.

7. The file or other container in which a document is kept is deemed to be an integral
part of the document and shall be produced with the document. Whenever a document or group
of documents is maintained in the ordinary course of business in any file, folder, container, box
or other document storage or organization device, each Request herein shall be deemed to call
for the production of copies of, or the identification of, such file, folder, container, box or other
document storage or organization device and any labels or other form of identification set forth
thereon.

8. Unless otherwise indicated, the documents to be produced include all documents
prepared, sent, dated, or received, or which otherwise existed or were possessed at any time from
January 1, 2016 to the present.

9. Each document and thing requested herein shall be produced in its entirety and
without deletion or excisions, regardless of whether you consider the entire document to be
relevant or responsive to the Requests. If you have redacted any portion of the document, you
shall stamp the word “redacted” on each page of the document that you have redacted. If any
document covered by these Requests contains a redaction, you shall identify such document and

all redactions on a log prepared in accordance with Federal Rule 26(b)(5), specifically

9704530.6
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Igor Danchenko
5837 15th St., North, Arlington, VA 22205

identifying the following: (i) the type of document; (ii) any addressor and addressee; (iii) any
indicated or blind copies; (iv) the document’s date; (v) the general subject matter of the
document, number of pages, and a description of any attachments or appendices; (vi) all persons
to whom the document was distributed, shown, or explained; and (vii) the nature and basis of the
privilege or grounds for redaction being asserted.

10.  If any document requested herein is withheld from production on the basis of any
claim or privilege or other protection or immunity from disclosure, you shall furnish a log in
accordance with Federal Rule 26(b)(5), specifically identifying the following: (i) the type of
document; (ii) any addressor and addressee; (iii) any indicated or blind copies; (iv) the
document’s date; (v) the general subject matter of the document, number of pages, and a
description of any attachments or appendices; (vi) all persons to whom the document was
distributed, shown, or explained; and (vii) the nature and basis of the privilege or grounds for
withholding being asserted.

11.  Documents not otherwise responsive to the Requests shall be produced if such
documents mention, discuss, refer to or explain the documents which are called for by these
Requests or constitute routing slips, transmittal memoranda or letters, comments, evaluations or
similar materials.

12.  If any responsive documents were, but no longer are, in your possession, custody
or control, state the disposition of such documents, including, but not limited to, the identity of
the person(s) to whom the documents were forwarded, the state of such disposition and the
identity, if known, of the person(s) currently in possession of such documents and the current or
last known address of such person(s); and if the documents have been destroyed, the date and

manner of their destruction, by whom they were destroyed, who authorized such destruction, and

9704530.6
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Igor Danchenko
5837 15th St., North, Arlington, VA 22205

for what purpose they were destroyed.

13.  Each Request should be interpreted broadly, so as to include all documents that
could be responsive to each Request. Plaintiffs reserve the right to supplement these Requests
and seek supplementary responses to these Requests.

14.  As anon-party who has received a subpoena in this Action, you are covered by
the Stipulated Confidentiality Agreement and Protective Order entered in the Action and you
have the right to protect the confidentiality of documents produced in accordance with such
Agreement and Order. A copy of the Stipulated Confidentiality Agreement and Protective Order

entered in the Action can be accessed on the docket at Document 67.

15. The use of the singular form of any word includes the plural and vice versa.
16. The masculine includes the feminine and neutral genders, and vice versa.
17.  The connectives “and” and “or” shall be construed either disjunctively or

conjunctively as necessary to bring within the scope of these Requests all documents that might
otherwise be construed to be outside of its scope.

18.  The use of the terms “any” and “all” shall be construed to mean “any and all” as
necessary to bring within the scope of these Requests all documents that might otherwise be
construed outside of its scope.

19. The term “including” shall not be construed as a limiting phrase but, rather, shall

be construed to mean “including, without limitation.”

99 6 99 ¢¢ 9 ¢¢

20.  Each of the words “discussing,” “reflecting,” “concerning,” “relating,”

99 ¢¢

“involving,” “evidencing,” or “referring” shall have common meanings and shall include indirect
as well as direct references to the subject matter of the Request.

21. The use of a verb in any tense shall be construed as the use of the verb in all other

9704530.6
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tenses as necessary to bring within the scope of these Requests all documents that might
otherwise be construed to be outside of its scope.

22. “Requests” means, collectively, each numbered request which appear below
under the heading DOCUMENTS REQUESTED.

29 ¢

23. The terms “you,” “your,” and “yourself” refer to the individual to whom these

Requests are directed, and any persons or entities acting on behalf of or in concert with you.
24, The “Action” means the above-captioned litigation Fridman v. Bean LLC a/k/a

Fusion GPS, et al., 17-cv-2041 (D.D.C.), including all pleadings and proceedings filed or had

therein. A copy of the complaint in this Action (the “Complaint”) is enclosed separately

herewith.
25. “Plaintiffs” means, collectively, Mikhail Fridman, Petr Aven, and German Khan.
26. “Defendants” means, collectively, Fusion (as defined below) and Glenn Simpson,

and any of their present or former agents, affiliates, predecessors, successors, assigns, parents,
subsidiaries, officers, employees, directors, members, partners, shareholders, consultants, and
representatives, or any one or more of the foregoing.

217. The “Dossier” means the compilation of 17 separate memoranda or reports,
totaling 35 pages, prepared by Christopher Steele, as described in Paragraphs 1 and 2 of the
Complaint in the Action, which was published on January 10, 2017 by BuzzFeed along with, and
referenced in, an article entitled “These Reports Allege Trump Has Deep Ties to Russia.” A
copy of the BuzzFeed article and Dossier, including CIR 112 (as defined below), are enclosed
separately herewith.

28. Company Intelligence Report (“CIR 112”) refers to any document received in

2016 or later whose content mentions Oleg Govorun and/or contains an allegation that any of the

9704530.6



Case 1:17-cv-02041-RJL Document 109-2 Filed 10/23/20 Page 16 of 120

Igor Danchenko
5837 15th St., North, Arlington, VA 22205

Plaintiffs caused cash, other bribes or favors to be paid to or exchanged with Vladimir Putin,
including but not limited to the report with the header ‘RUSSIA/US PRESIDENTIAL
ELECTION: KREMLIN-ALPHA GROUP CO-OPERATION’ and/or labeled ‘Company
Intelligence Report 2016/112° which was among the reports published by BuzzFeed as an
attachment to its January 10, 2017 Article titled “These Reports Allege Trump Has Deep Ties to
Russia.”

29. “Alfa” means the conglomerate of entities including Alfa-Bank JSC (also known
as JSC Alfa-Bank and AO Alfa-Bank), ABH Holdings S.A., Alfa Capital, AlfaStrakhovanie
Group, Alfa Asset Management (Europe) S.A., A1, X5 Retail Group, Rosvodokanal Group, and
IDS Borjomi International Group, or any of their subsidiaries or affiliates.

30. “Fusion” means Bean LLC, which does business as or is also known as Fusion
GPS, and its and their subsidiaries, affiliates, founders (including Glenn Simpson and Peter
Fritsch), employees, or representatives.

31. “Orbis” means Orbis Business Intelligence Ltd., the London-based firm founded
by Christopher Steele, and any employees or representatives.

32. “Steele” means Christopher Steele, the former British intelligence officer and
founder of Orbis who compiled the Dossier, as referenced in Paragraph 3 of the Complaint, and
any representatives.

33.  “Perkins Coie” means Perkins Coie LLP, its partners and employees, and any
persons or entities acting on behalf of or in concert with it.

34.  The terms “person” or “persons” mean natural persons as well as legal entities
including, without limitation, firms, companies, proprietorships, corporations, partnerships,

limited liability companies, associations, unincorporated associations, and governmental bodies,

9704530.6
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agencies, and officials and every other type of organization or entity.

35.  The terms “representative” or “representatives” when used in reference to a
person, mean any past or present officer, director, partner, associate, member, employee,
consultant, agent, subsidiary or affiliate of such persons, and any other person acting on behalf
of, or in concert with, such person.

36.  The terms “document” and “documents” have the same meaning and scope as the
broadest usage given to these terms in or pursuant to the Federal Rules and applicable federal
law, including (without limitation) the following: all writings and records of any kind; electronic
or computerized data compilations; embedded data and metadata; originals, drafts, and all non-
identical copies; written or electronic correspondence, e-mail, voice mail, instant messages, text
messages, WhatsApp messages, Slack messages, Signal messages, communications, records,
memoranda, notes, diaries, calendars, statistics, letters, telegrams, minutes, contracts,
agreements, reports, price lists, agendas, manuals, studies, checks, statements, ledgers of account
and work papers; inter-office and intra-office communications; notes and notations in any form,;
recordings of telephone calls or meetings; minutes of meetings or other communications;
bulletins; printed matter (including newspapers, magazines and other communications and
articles and clippings); press releases; printouts; teletypes and telecopies; ledgers; work sheets;
graphic or oral records of representations or presentations of any kind (including without
limitation photographs, charts, graphs, and PowerPoint presentations); microfiche, microfilm,
and digital, video or film recordings; electronic, mechanical or electrical records; tapes, cassettes,
disks, recordings or transcriptions thereof; any drafts, alterations, modifications, changes and
amendments of any of the foregoing; and any other documents as defined in the Federal Rules

and under applicable federal law. The terms “document” and “documents” specifically include

9704530.6
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electronic data or information contained in or on computer networks, mainframes, computer
files, pocket organizers, personal digital assistants, personal computers, LAN’s local
workstations, computer disks, file servers, e-mail systems, CD-ROMs, e-mails, hard drives,
printer buffer or memories, fax memories, voice mail systems, or any related back-up or archived
systems or tapes.

37. The terms “communication” or “communications” mean the transmittal of data or
information (in the form of facts, images, ideas, inquiries or otherwise) by any means or
methodology, including (without limitation) any meeting, conversation, discussion, document,
correspondence, message, e-mail, note, text message, WhatsApp messages, Slack messages,
Signal messages, or other means of transmittal.

38. The terms “concern” or “concerning” mean discussing, referring to, relating to, or

mentioning in any way, whether explicitly or implicitly.

9704530.6
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DOCUMENTS REQUESTED
1. Documents—including (i) documents concerning any communications between

you and any other person, including communications with and information provided to reporters

or representatives of media or news organizations; (ii) calendar entries and documents reflecting

meetings with Steele, the FBI, or sources of information, and (iii) notes, reports, summaries,

investigative files, memos, or drafts—referencing or relating to:

a. Fusion;
b. Glenn Simpson;
c. Steele;
d. Orbis;
e. Plaintiffs;
f.  Alfa;
g. CIR 112 or its contents;
h. the 2016 U.S. presidential election, including Russian interference in the 2016
U.S. presidential election;
i. Oleg Govorun;
j. Vladimir Putin; or
k. the Dossier or its contents.
2. Documents concerning the human or documentary sources of information

contained in CIR 112 or the Dossier, including any documents concerning you as one of those

Sources.

3. Documents sufficient to show your education and employment over the last ten

years, including documents sufficient to show whether any such work, education, or other
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experience, included significant time spent in the Russian Federation or the Commonwealth of
Independent States (CIS).

4. Documents evidencing the terms of any engagement or agreement between you
and Fusion, Orbis, Perkins Coie or Steele, relating to your employment by Fusion, Orbis, Perkins
Coie or Steele, or relating to research or work you performed for Fusion, Orbis, Perkins Coie or
Steele concerning interference with the 2016 presidential election, Plaintiffs, Alfa, CIR 112, the
Dossier, or the contents or topics of CIR 112, including documents evidencing the purpose of the
work that was to be performed in connection with any engagement or agreement.

5. Documents relating to any payment to you by Steele, Orbis, or Fusion, and the
purposes of (or reason for) such payments.

6. Documents concerning any communications, interviews, or testimony to or with
governmental entities or representatives (including but not limited to the FBI, DOJ, State
Department, or Congress) regarding Plaintiffs, Alfa, CIR 112, the Dossier, or the contents of CIR
112 or the Dossier, and documents produced or provided to any governmental entity or body.

7. All documents relating to the truth or falsity of the statements and allegations set
forth in CIR 112 and the Dossier.

8. All documents, to the extent not produced in response to Requests Nos. 1-7,
concerning Plaintiffs, Alfa, CIR 112, the Dossier, the contents of CIR 112 or the Dossier, or

Steele or Steele’s source(s) for CIR 112.

10
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UNITED STATES DISTRICT COURT
DISTRICT OF COLUMBIA

. SO, ¢

MIKHAIL FRIDMAN, PETR AVEN, AND

GERMAN KHAN, Case 1:17-cv-02041 (RJL)

Plaintiffs,
=t

BEAN LLC (A/K/A FUSION GPS) AND
GLENN SIMPSON,

Defendants. :
e 4

AMENDED COMPLAINT
JURY TRIAL DEMANDED

Plaintiffs Milchail Fridman, Peir Aven, and German Khan, by their attorneys

Carter Ledyard & Milburn LLP, allege as follows:
INTROGDUCTION

1. This is a defamation case brought by three international businessmen who
were defamed in widely disseminated political opposition research reports commissioned
by political opponents of candidate Donald Trump in the 2016 presidential election cycle.
The reports (which came to be known as the “Trump Dossier” and the “Dossier”) were
published both before and after the 2016 election by the Defendants: the Washington,
D.C. based firm Fusion GPS (“Fusion”) and its principal, Glenn Simpson, a former
joumnalist specializing in political opposition research. In that role, the Defendants traffic
in procuring damaging information about political candidates. The reports are gravely
damaging in that, directly or by implication, they falsely accuse the Plaintiffs—and Alfa

(“Alfa™), a consortium in which the Plaintiffs ave investors—of criminal conduct and
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alleged cooperation with the “Kremlin” to influence the 2016 presidential efection. But
neither the Plaintiffs nor Alfa committed any of the acts recklessly attributed to them by
the Defendants. To the contrary, the Plaintiffs and Alfz are collateral damage in a U.S,
political operation conducted by the Defendants, whose focus is an alleged relationship
(between the Kremlin and the Trump campaign) which has nothing whatsoever to do
with the Plaintiffs,

2 The specific “report” that includes facially defamatory statements about
the Plaintiffs is one of seventeen written Company Intelligence Reports 2016 (“CIRs”)
that comprise the Trump Dossier. The Defendants included Company Intelligence
Report 112 (the “Report” or “CIR 112”) (which makes staternents about the Plaintiffs) in
the Trump Dossier, even though the Dossier’s purpose and intended subject matter have
nothing to do with the Plaintiffs’ past, current or intended future activities. Broadly,
those reports purport to describe details of an alleged scheme between the Russian
government and the Trump presidential campaign to unlawfully manipulate the result of
the 2016 presidential election in favor of candidate Trump. The Defendants gathered
these reports as part of their engagement to conduct “opposition research” (known as
“oppo research” by its practitioners and the media) against Trump. Opposition research,
in essence, is the gathering of information for the purpose of eventually discrediting or
otlierwise harming a candidate for a public office. Opposition research is neither
objective nor neutral. Instead, it is skewed from the outset in favor of appearing to find
negative information about individuals—-the essence of the product that political

opposition research practitioners such as the Defendants are hired to produce,
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3. As described below, the Defendants were initially hired o conduct this
opposition research by Republican political opponents of candidate Trump during the
primary phase of the 2016 election cycle. That engagement was terminated when it
became clear that Mr. Trump would be the Republican nominee. At that point,
Defendauts solicited and obtained an engagement with the Democratic National
Committee and the campaign of candidate Hillary Clinton to gather discrediting
information about Mr, Trump, including any connections he might have to Russian
businesses or Russia’s government. To perform that research, the Defendants hired a
private investigator—a former British intelligence officer named Christopher Steele, who
operated through a London—based entity known as Orbis Business Intelligence Limited
(“Orbis™). Steele claims to have used his own Russian sources—who were never
identified—to compile the reports, which were then delivered to the Defendants over the
course of several months in 2016, Eventually, the reparts, including the false and
defamatory Report at the heart of this case, were assembled in the document that has
come to be known to the public as the Trump Dossier. Steele has acknowledged that his
reports are unverified “raw intelligence” and has refiised to identify his alleged “sources.”
Indeed, not one of the reports in the Dossier has ever been verified and none of its
sources has ever been publicly identified. Defendants recklessly placed the Dossier’s
allegations of criminal action by Plaintiffs beyond their control which allowed those
allegations to get into the hands of media devoted to breaking news on the hottest
subjects of the day: the Trump candidacy and his election as President,

4, CIR 112, dated September 14, 2016, falsely accuses the Plaintiffs of

criminal bribery in the 1990s and participation in an alleged Trump-Russia scheme to

-

=3=
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influence the 2016 presidential election, That alleged scheme was the overall subject
matter of the Dossier, At all relevant times Defendants were aware that CIR 112 was not
verified, that its content was provided by unidentified sources whose credibility could
therefore not be assessed by a reader of the Dossier, and that the accusations made in CIR
112 about Plaintiffs defamed them. Defendants could easily have removed that Report
from the Dossier before they started peddiing it to media and journalists in September
and October 2016, They chose not to do so. Nor did they attempt to determine the
veracity of that Report with the Plaintiffs themselves.

5 At all times during the Defendants’ engagement of Orbis and Steele, it
was either intended or clearly foreseeable that if the Dossier’s contents were made
available to third parties, including journalists, such provocative material would be
published and republished, including to the public at large. Indeed, that is the entire
purpose of “oppo research” in American politics. Those third parties included
government officials, as well as news media and journalists who could make its content
public.

6. On information and belief, Defendants arranged for Steele to brief selected
members of the print and online media about the information he was compiling on
candidate Trump and his camipaign, Consistent with the intended purpose of “oppo
research” to publicly discredit its target, Steele’s briefings were designed to generate
interest in the Dossier and secure eventual public dissemination of its content. Briefings
were held for journalists from the New York Times, the Washington Post, CNN, Yahoo

News, and others in September 2016. The Mew York Times, The Washington Post and
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Yahoo News were givena second briefing,! Shortly thereafter, Yahoo News published an
article by Michael Isikoff that described some of the content of the Dossier (refetred to
there as “inteliigence reports” and “reports™), which was stili being compiled at that
time.> Many other media articles reported speculative accounts of the Dossier’s existence
and contents, In late October 2016, Steele gave an interview to David Corn, a writer for
Mother Jones magazine, which, on October 31, 2016, published an article by Comn
headlined “A Veteran Spy Has Given The FBI Information Alleging a Russian Operation
to Cultivate Donald Trump.”® Corn’s article stated that he had “reviewed” the early
reports in the Dosster, and then quoted from those reports as well as statements made by
Steele in the interview, The publication to third parties and public dissemination of the
Dossier’s content had begun in earnest,

7. In addition to cultivating media interest, the Defendants also organized or
approved a meeting in Great Britain between Steele and David Kramer, who held no
public office but was the director of a private foundation affiliated with U.S. Senator John
McCain. The purpose of that meeting was to show Kramer the content of the sixteen pre-
election reports in the Dossier so he could brief Senator McCain, who at the time was a

well-known and outspoken critic of Trump’s candidacy. Subsequently, in November

' Defendants’® Response to Claimants Request For Information, Gubarey, el al. v. Orbis Business
Intelligence Limited and Christopher Steele, Claim No. HQ1700413, In the High Court of Justice,
Queens Bench Division, May 18, 2017, p. 8 (“The Orbis/Steele Response™).

* Michael Isikoff, TS, intel officials probe ties benween Tvunp advisor and Kremlin, Yahoo,
News, Sept. 23, 2016, https://www.yahoo.com/news/u-s-intel-officials-probe-ties-between-trump-
adviser-and-kremlin-175046002.lem!,

} David Corn, A Verteran Spy Has Given the FBI Information Alleging & Russian Operation to
Cultivate Donaid Trump, Mother Jones, Politics, Oct. 31, 2016, https://www.motherjones.com/
politics/2016/10/veteran-spy-gave-fbi-info-alleging-russian-operation-cultivate-donald-trump/

-5
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2016, Defendants provided (and thereby published) a copy of all sixteen of the Dossier’s
then existing reports to Kramer—for redelivery and further publication to Senator
MecCain—including the report (CIR 112) that falsely accused and defamed Plaintiffs.?

8. As the 2016 presidential election neared, both print and online mediain
the United States and abroad began to expand their coverage of the Dossier and its
alleged content. That coverage only intensified after Trump won the election, On
January 10, 2017, one of those media entities, BuzzFeed, Inc,, published the entire
Dossier on the Internet, describing it there as “explosive.” The copy of the Dossier that
BuzzFeed published included the false and defamatory allegations of CIR 112 about the
Plaintiffs and Alfa, along with the article entitled “These Reports Allege Trump Has
Deep Ties to Russia*® The Dossier misspells Alfa’s name throughout, incorrectly
spelling it as “Alpha.” BuzzFeed’s article did not mention CIR 112 or its allegations, but
focused instead on president-elect Trump and his alleged relationships with Russia,
explaining that it “was publishing the full document so that Americans can make up their
minds about allegations about the president-elect that have circulated at the highest levels
of the U.S. government,”®

9. The Defendants intended, anticipated, or foresaw a high likelihood that

allowing their clients (named infra), third parties (like David Kramer and Senator

1 The Orbis/Steele Response, pp. 5-6.

* Ken Bensinger, Miriam Elder, Mark Schoofs, These Reports Allege Trwmp Has Deep Ties To
Russia, BuzzFeed News, Jan. 10, 2017, hittps:/fwww.buzzfeed. com/kenbensinger/these-reports-
allege-trump-has-deep-ties-to-russia?utin_term=.is1 Q2ka2J.

¢ id.
-6-
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MeCain) and the media access to the Dossier’s defamatory content would vesult in its
republication by news media outlets, including online news media such as BuzzFeed.
10.  Plaintiffs seek an award of compensatory and punitive damages for the
harm to their personal and professional reputations, current business interests, and the
impairment of business opportunities that resulted from the blatantly false and
defamatory statements and implications about them published recklessly to third parties

by the Defendants and republished by BuzzFeed and countless other media around the

world.

THE PARTIES

11, Plaintiffs Fridman, Aven, and Khan are ultimate beneficial owners of
Alfa. Fridman and Khan are each citizens of both Russia and Israel, and Aven is a ¢itizen
of Russia. Plaintiffs are not widely known in the United States, had no role or
involvement in any aspect of the 2016 U.S, presidential election, and made no public
cormmernts about if.

12, On information and belief, defendant Bean LLC is a Delaware corporation
that conducts business under the name Fusion GPS. Fusion is registered to transact
business in Washington, D,C,, where it is headquartered and conducts its operations.

13,  Defendant Glenn Simpson, on information and belief, is a principal of
Fusion. He was the primary actor involved in securing the Dossier from Orbis and
Steele, arranging for press briefings about it in the late summer and early fall of 2016,
and publishing the Dossier to various recipients including Fusion's clients, third parties

like David Kramer and Senator McCain, other government officials and the news
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media. Simpson conduets his business for Fusion from an office in Washington, D.C,,
where his business included his activities with respect to the Dossier. Both Simpson and
his subcontractor Steele used their prior experience as, respectively, an investigative
journalist for the Wall Street Journal and an operative in British intelligence who had
covered Russian matters, to give their “oppo research” output a gloss of credibility and
reliability which, in this case, was unwarranted. Simpson has described Fusion’s work as
“journalism for rent” and claimed publicly that he and Fusion uphold strict standards that
Simpson developed in his years as a journalist: “You can’t just say what you know. You
have to say how you know it. And you have to be able to prove it”” And yet, Simpson
and Fusion did not live up to their own professed standards when they published the
Dossier. As Steele (Defendants’ supplier of the Dossier’s unverified, anonymous “raw
intelligence” content) recently told a journalist, he did not interview his sources himself,
but gathered his information through “intermediaries” and *subsources.” And as Steele
n8

further acknowledged, as much as 30% of the Dossier’s content may not be “accurate.

Those are the “standards” by which Defendants operated when they published CIR 112.

7 Jack Gillum, Shawn Boburg, ‘Journalism for rent": Inside the secretive firn behind the Trump

dossier, The Washington Post, Investigations, Dec, 11, 2017 {available at
hitps:/fwww.washingtonpost.com/investigations/journalism-for-rent-inside-the-secretive-firm-
behind-the-trump-dossier/2017/12/11/8d5428d4-bd89-1 1e7-af84-d3e2eedb2afl_story.html?

utnl_terin=.5152414bbcce).

® Lulke Harding, How Trump walked info Putin's web, The Guardian, News, Nov. 15, 2017,
https:/fwww theguardian.com/news/20] W/nov] Sthow-trump-walked-into-puting-web-luke;
hitps://theguardian.com/us-new/201 7/nov | 5/christopher-steele-trump-russia-dossier~-accurate.

-8-
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JURISDICTION AND YENUE

14, This case is within this Court’s jurisdiction pursuant to 28 U.S.C.
§ 1332(a)(2). Venue is proper in this District pursuant to 28 U.8.C. § 1391. The matter

in controversy in the cause of action asserted herein exceeds $75,000.

FACTUAL ALLEGATIONS

15.  Oninformation and belief, the Defendants were engaged in 2015 by the
Washington Free Beacon to conduct research from public sources about several
Republican candidates for President, an engagement which ended in May 2016 when
Donald J. Trump was emerging as the likely winner of the nomination.” Even prior to
that termination, Defendants approached Perkins Coie, a law firm representing the
Democratic National Committee (DNC) and HFACC, Inc., the campaign organization
supporting Hillary Rodham Clinton’s candidacy for President, to solicit an engagement
that would continue the research regarding Donald Trump which it had been pursuing on
behalf of its previous client. Perkins Coie retained Defendants to provide such research
services in April 2016, an engagement which continued until October 2016.'% The
Defendants were tasked with conducting “oppo research” against Trump, including the

gathering of compromising and salacious information about Trump’s personal behavior

? Alicia Cohn, Conservative site funded project that led to Trump dossier, The Hill, Home News,
Oct. 27, 2017, http://thehill.com/homenews/news/357599-conservative-publication-originally-
funded-trump-dossier-report.

" Adam Entous, Devlin Barrett, Rosalind S. Helderman, Clinion campaign, DNC paid for
research that led to Russia dossier, The Washington Post, National Security, Oct. 24, 2017
(availabte at https://www.washingtonpost.com/world/national-security/clinton-cam paigu-dne-
paid-for-research-that-led-to-russia-dossier/2017/10/24/22).

0.
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and business dealings in Russia. The Defendants in turn engaged Orbis and Steele for
assistance in fulfilling this task.

L6. Orbis proceeded to research Trump’s personal behavior in Russia and
business dealings with Russian government officials, business leaders, and business
entities, Steele compiled the “investigative” results into at least seventeen written CIRs
for delivery to the Defendants in Washington, D.C. By Steele’s own description, the
CIRs were “raw intelligence” containing unverified information from sources he did not
personally interview.!" The CIRs produced between June 2016 and the end of October
2016 (including CIR 112) were provided and thus published to lawyers at Perkins Coie
and by them to their clients at the DNC and the HFACC.

17.  After Trump received the Republican nomination for President in July
2016, many media reports subsequently surfaced asserting, correctly, that Fusion had
entered into a new engagement with Democratic Party operatives interested in using the
oppo research to support Hillary Clinton’s candidacy. These media reports vastly
increased other media’s and the public’s interest in the content of the Dossier,

18. As they continued their work for their new clients, the Defendants knew,
anticipated or reasonably should have foreseen that, once in the hands of third parties
such as David Kramer, Senator McCain, journalists like Michael Isikoff and David Corn,
Perkins Coie, the political operatives at the DNC and HFACC, and their media contacts,
the CIRs would be further disseminated publicly, thereby fostering widespread discussion
about them in the United States when, in fact, Plaintiffs had no role whatsoever in any

actions the Russian government or other Russian actors may have taken with regard to

U The Orbis/Steele Response, p.7, #17.
-10-
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the 2016 election in the United States. That is exactly what happened. Much of the
ensuing media attention and public discussion focused on Defendants’ and Steele’s roles
in the creation and dissemination of the Dossier, and the interviews solicited by them.
During this campaign to promote the public dissemination of their “oppo research,”
which, upon information and belief, included the provision of background briefing to the
media by Defendants without attribution, Defendants never vouched for the credibility of
their sources or the accuracy and reliability of the content of the Dossier and CIR 112.
Despite the fact that they did not know whether the unverified, anonymous, inherently
harmful accusations in CIR 112 about Plaintiffs were true or false, Defendants
intentionally published the Dossier, including CIR 112, to Perkins Coie, David Kraimer
and John McCain, and foresaw (or reasonably should have foreseen) that it would then be
republished to (1) Perkins Coie’s clients (the DNC and the HFACC); (2) eraployees of
the DNC and the HFACC; and (3) journalists and media. Elements of the Dossier,
possibly including CIR112, may have been published even more extensively by being
made available for viewing during arranged briefings of certain journalists. Woridwide
publication of the entire Dossier, whether by BuzzFeed or anyone else, was inevitable
after these reckless actions by Defendants,

19.  CIR 112 specifically discusses the Plaintiffs, Its heading, “RUSSIA/US
PRESIDENTIAL ELECTION: KREMLIN-ALPHA GROUP CO-OPERATION,” is
defamatory in the Trump/Russia context of the entive Dossier, as this heading suggests
that Alfa aud its executives, including the Plaintiffs, cooperated in the alleged Kremlin-
orchesirated campaign to interfere in the 2016 1.S. presidential election—the overriding

focus of Steele’s reports. This is a plausible and, indeed, inescapable inference of fact

-11-
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based on the headings of fifteen of the sixteen CIR’s that Dafendants dated and/or

published before the end of October, 2016;

US PRESIDENTIAL ELECTION: REPUBLICAN CANDIDATE DONALD
TRUMP’S ACTIVITIES IN RUSSIA AND COMPROMISING RELATIONSHIP
WITH THE KREMLIN (CIR 80 - JUNE 20, 2016)

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER INDICATIONS OF
EXTENSIVE CONSPIRACY BETWEEN TRUMP’S CAMPAIGN TEAM AND

THE KREMLIN ( CIR 95~ UNDATED)

RUSSIA: SECRET KREMLIN MEETINGS ATTENDED BY TRUMP ADVISOR,
CARTER PAGE IN MOSCOW (JULY 2016} (CIR 94 - JULY 19, 2016)

RUSSIA-US PRESIDENTIAL ELECTION: KREMLIN CONCERN THAT
POLITICAL FALLOUT FROM DNC E-MAIL HACKING AFFAIR SPIRALING

OUT OF CONTROL (CIR 97 - JULY 30, 2016)

RUSSIA/USA: GROWING BACKLASH IN KREMLIN TO DNC HACKING AND
TRUMP SUPPORT OPERATIONS (CIR 100 - AUGUST 5, 2016)

RUSSIA/US PRESIDENTIAL ELECTION: SENIOR KREMLIN FIGURE
OUTLINES EVOLVING RUSSIAN TACTICS IN PRO-TRUMP, ANTI-CLINTON

OPERATION (CIR 101 ~ AUGUST 10, 2016)

RUSSIA/US PRESIDENTIAL ELECTION: REACTION IN TRUMP CAMP TO
RECENT NEGATIVE PUBLICITY ABOUT RUSSIAN INTERFERENCE AND
LIKELY RESULTING TACTICS GOING FORWARD (CIR 102 - AUGUST 10,

2016)

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF TRUMP
LAWYER COHEN’S SECRET LIAISON WITH THE KREMLIN (CIR 136 —

OCTOBER 20, 2016)

RUSSIA/UKRAINE: THE DEMISE OF TRUMPS CAMPAIGN MANAGER
PAUL MANAYORT (CIR 105 — AUGUST 22, 2016)

RUSSIA/US: KREMLIN FALLOUT FROM MEDIA EXPOSURE OF
MOSCOW’S INTERFERENCE IN THE US PRESIDENTIAL CAMPAIGN (CIR

111 - SEPTEMBER 14, 2016)

RUSSIA/US PRESIDENTIAL ELECTION: KREMLIN-ALPHA GROUP CO-
OPERATION (CIR 112 — SEPTEMBER 14, 2016)

13-
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RUSSIA/US PRESIDENTIAL ELECTION: REPUBLICAN CANDIDATE
TRUMP’S PRIOR ACTIVITIES IN ST. PETERSBURG (CIR 113 - SEPTEMBER

14, 2016)

RUSSIA: KREMLIN ASSESSMENT OF TRUMP AND RUSSIA INTERFER-
ENCE IN US PRESIDENTIAL ELECTION (CIR 130 - OCTOBER 12, 2016)

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF KREMLIN
LIAISON WITH TRUMP CAMPAIGN (CIR 134 — OCTOBER 18, 2016)

20.  CIR 112, in sections labeled “Summary” and “Detail,” makes a series of
factual aliegations about the “current closeness™ of an “Alpha Group/PUTIN
relationship,” including that “[s]ignificant favors continue to be done in both directions™
and that “FRIDMAN and AVEN [are] still giving informal advice to PUTIN, especially
on the U8.”

21.  The Summary section of CIR 112 identifies a former employee of Alfa,
Oleg Govorun, who is now the hiead of a government department in Putin’s
administration, as a “key intermediary” in the “PUTIN-Alfa relationship.” CIR 112
alleges that Govorun “delivered illicit cash directly to PUTIN” “throughout the 1990s,”
when Govorun was an “Alpha executive” and Putin was the Deputy Mayor of St.
Petersburg.

22.  The first paragraph of the Detail section of CIR 112 states the full names
of Plaintiffs Fridman, Aven, and Khan. It then includes a report from an unnamed
*“Russian government official:”

although they have had their ups and downs, the leading
figures in Alpha cuirently are on very good terms with
PUTIN. Significant favors continued to be done in both
directions, primarily political ones for PUTIN and

business/legal ones for Alpha. Also, FRIDMAN and
AVEN continued to give informal advice to PUTIN on

-13-
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foreign policy, and especially about the US where he
distrusted advice being given him by officials.

23, Under any reasonable reading of CIR 112, alone, and in the context of the
full Dossier and the headings of sixteen of its seventeen CIR’s (“the Trump/Russia
context™), Plaintiffs Fridman, Aven, and Khan, along with Alfa, are alleged to maintain a
highly inappropriate, and even criminal, relationship with Putin, based on criminal
interaction dating back to the 1990s. By clear and defamatory implication, CIR 112
purports to tie the Plaintiffs to a Kremlin-orchestrated campaign to interfere in the 2016
1.8, election.

24.  The second paragraph of the Detail section alleges that Mr. Fridman
“recently met directly with PUTIN" and that “much of the dialogue and business between
them was mediated” by Govorun, the former Alfa employee. The paragraph describes
Govorun as a “senior Presidential Administration official” who is “trusted by PUTIN:”

during the [990s GOVORUN had been Head of

Government Relations at Alpha Group and in reality the
‘driver’ and ‘bag carrier’ used by FRIDMAN and AVEN to
deliver large amounis of illicit cash to the Russian
president, at that time deputy Mayor of St. Petersburg.
Given that and the continuing sensitivity of the PUTIN-
Alpha relationship, and need for plausible deniability,
much of the contact between them was now indirect and
entrusted to the relatively low profile GOVORUN.

25.  These allegations are false. Oleg Govorun was not employed by Alfa
Bank until after Mr. Putin left St. Petersburg to join the Yeltsin administration in
Moscow. The defamatory nature of these allegations, even when read alone, is clear:

CIR 112 alleges that, in the 1990s, Alfa (a member of “Alpha Group™) and two of its

-14-
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largest beneficial owners purportedly engaged in acts of criminal bribery of Viadimir
Putin, a public official, to secure favorable business treatment.

26.  Those statements, considered in the Trump/Russia confext of the Dossier
as a whole, imply that the alleged improper relationship between Alfa, the Plaintiffs, and
Putin, which purportedly started in the 1990s, is currently ongoing, and that Govorun, the
alleged “bag carrier™ of the 1990s, who is now a senior official in Putin’s administration,
serves as the trusted intermediary between the Plaintiffs and Putin in the alleged
cooperation of Plaintiffs in the Trump/Russia conspiracy.

27.  The third paragraph of the Detail section characterizes the “PUTIN-Alpha

relationship as both a carrot and stick:”
Alpha held ‘kompromat’ on PUTIN and his corrupt
business activities from the 1990s whilst although not
personally overly bothered by Alpha’s failure to reinvest
the proceeds of its TNK oil company sales into the Russian
economy since, the Russian president was able to use

pressure on this count froin senior Kremlin colleagues as a
lever on FRIDMAN and AVEN to make them do his

political bidding.

28.  This passage is defamatory in several ways: read in the context of the
Dossiser’s Trump/Russia theme, it suggests that Plaintiffs Fridman and Aven use their
knowledge of past bribery of Pulin—"kompromat”~zs a means of criminally extorting
continuing favorable treatment for their business interests from his government. It also
implies that Alfa and two of its largest beneficial owners, Plaintiffs Fridman and Aven,
willingly maintain a close relationship with Putin and cooperated in sonie unspecified
way in the Kremlin’s alleged campaign to interfere in the U.S, election in an effort to

avoid retribution from Putin for not reinvesting business proceeds in Russia.

-15-
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29.  The statements aboul the Plaintiffs in the context of the Dossier as a whole
are false, defamatory, and gravely damaging. The statements in the Detail section of CIR
112 about Plaintiffs allege a criminal relationship with Mr. Putin in the 1990s, in addition
to and apart from the defamatory implications described above, even if considered
independently, raising substantial questions about why these almost twenty-year-old
allegations were included by Defendants in a Dossier of “oppo research” about Donald
Trump. The statements of CIR 112, published in an unverified report attributed to an
anonymous “top level Russian official” of unknown credibility or existence, raise a clear

and plausible inference of reckless disregard of truth or falsity by Defendants.

CAUSE OF ACTION

30.  Plaintiffs repeat and reallege paragraphs 1-29 above.

31, By their direct and intentional publication to third parties such as clients,
news media, journalists, and others, and by the foreseeable republication of the Dossier
and CIR 112 by someone in that group, the Defendants published to a worldwide public

false and defamatory statements concerning Plaintiffs and Alfa, including that:

(a) they are implicated in the scandalous allegations involving Russia
and President Trump referred to in CIR 112 and the other CIRs in the Dossier;

(b}  they and other officials and employees of Alfa “cooperated”™ with
an alleged Kremiin campaign to interfere in the U.S. presidential election;

(c) they are parties to a highly inappropriate, and even criminal,

relationship with Viadimir Putin;
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(d)  theyengaged in acts of criminal bribery of Viadimir Putin, then the
Deputy Mayor of St. Petersburg, in the 1990s to secure favorable business

treatment; and

(e) they continue to use their knowledge of past bribery of Putin as a
means of criminally extorting continuing favorable treatment for their business

interests from the Putin governmen.

32.  Readers of the CIRs and Dossier were also led to understand, incotrectly,
that as a result of their alleged past—and current—close relationships and corrapt
dealings with Mr. Putin, the Plaintiffs and Alfa were and are required to do Putin’s
bidding, including by cooperating in the Kremlin’s alleged efforts to influence the

outcome of the recent U.S. presidential election.

33.  The false staternenis by the Defendants referred to above defamed the
Plaintiffs and Alfa, and have caused and will continue to cause serious injury to their

personal, professional, and institutional reputations.

34, The false and defamnatory statemeats published and republished by the
Defendants concerning the Plaintiffs and Alfa, as well as the obvious implications of
those statements, were made negligently or with reckless disregard of whether they were
true or false.

35.  Defendants are liable for the defamation of Plaintiffs and Alfa, and the
resulting harm caused by the news media coverage of the Dossier, including the
republication by BuzzFeed and countless other media.

JURY TRIAL DEMANDED

Plaintiff hereby demands a trial by jury on all issues so triable.
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WHEREFORE, Plaintiffs Mikhail Fridman, Petr Aven, and German Khan
demand judgment against Defendants Bean LLC, Fusion GPS, and Glenn Simpson for:
a. compensatory damages in an amount to be proved at trial, together with
interest and the costs and disbursements of this action, plus reasonable attorneys’ fees;
b. punitive damages in an amount to be determined at trial; and

c. such other and further relief as this Court may deem just and proper,

Dated: New York, New York
December 12, 2017

By: s/ Alan S, Lewis
Alan S. Lewis, Esqg. (#NY0252)
John J. Walsh, Esq.
CARTER LEDYARD & MILBURN LLP
2 Wall Street
New York, N.Y. 10005
Telephone: 212-238-8647

Counsel for Plaintiffs
Mikhail Fridman, et al.

Of Counsel:

Kim H. Sperduto, Esq. (# 416127)
SPERDUTO THOMPSON PLC

1133 Twentieth Street, NW Second Floor
Washington, D.C. 20036

Telephone:  202-408-8900
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A dossier, compiled by a person who has claimed to be a
former British intelligence official, alleges Russia has
compromising information on Trump. The allegations are
unverified, and the report contains errors.

Ken Bensinger
BuzzFeed News Reporter

Miriam Elder
BuzzFeed News Reporier

Marlk Schoofs
] BuzzFeed News contributor

Last updated on January 10, 2017, at :09 p.m. ET
Posted on January 10, 2017, at 6:20 p.m. ET

https://www.buzzfeednews.com/article/kenbensinger/these-reports-allege-trump-has-deep-ti... 5/6/2020
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Drew Angerer | Getty Images

A dossier making explosive — but unverified —
allegations that the Russian government has been
“cultivating, supporting and assisting” President-elect
Donald Trump for years and gained compromising
information about him has been circulating among
elected officials, intelligence agents, and journalists for

weeks.

The dossier, which is a collection of memos written over
a period of months, includes specific, unverified, and
potentially unverifiable allegations of contact between
Trump aides and Russian operatives, and graphic claims
of sexual acts documented by the Russians. BuzzFeed
News reporters in the US and Europe have been
investigating various alleged facts in the dossier but
have not verified or falsified them. CNN reported

Tuesday that a two-page synopsis of the report was
given to President Obama and Trump.

Now BuzzFeed News is publishing the full document so
that Americans can make up their own minds about
allegations about the president-elect that have
circulated at the highest levels of the US government.

The document was prepared for political opponents of
Trump by a person who is understood to be a former
British intelligence agent. It is not just unconfirmed: It
includes some clear errors. The report misspells the

https://www.buzzfeednews.com/article/kenbensinger/these-reports-allege~trump-has-deep-ti... 5/6/2020
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name of one company, "Alpha Group," throughout. It is
Alfa Group. The report says the settlement of Barvikha,
outside Moscow, is "reserved for the residences of the
top leadership and their close associates.” It is not
reserved for anyone, and it is also populated by the very

wealthy.

The Trump administration's transition team did not
immediately respond to BuzzFeed News' request for
comment. However, the president-elect’s attorney,
Michael Cohen, told Mic that the allegations were
absolutely false.

"It's so ridiculous on so many levels," he said. "Clearly,
the person who created this did so from their
imagination or did so hoping that the liberal media
would run with this fake story for whatever rationale
they might have."

And Trump shot back against the reports a short time
later on Twitter.

B=o FAKE NEWS - ATOTAL POLITICAL wiTcH ~ Donald J. Trump
@realDonaldTrump

FAKE NEWS - A TOTAL POLITICAL WITCH HUNT!

0118 AM - 11 Jan 2017

Reply Retwest Favorite

His former campaign manager and current senior White
House adviser, Kellyanne Conway, also denied the claims

https://www.buzzfeednews.com/article/kenbensinger/these-reports-allege-trump-has-deep-ti... 5/6/2020
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during an appearance on Late Night With Seth Meyers,
adding that "nothing has been confirmed." She also said
Trump was "not aware" of any briefing on the matter.

The documents have circulated for months and acquired
a kind of legendary status among journalists,
lawmakers, and intelligence officials who have seen
them. Mother Jones writer David Corn referred to the
documents in a late October column.

Harry Reid spokesman Adam Jentleson tweeted Tuesday
that the former Senate Democratic leader had seen the
documents before writing a public letter to FBI Director
James Comey about Trump's ties to Russia. And CNN
reported Tuesday that Arizona Republican John McCain
gave a "full copy” of the memos to Comey on Dec. 9, but
that the FBI already had copies of many of the memos.

If you have tips related to this story, write
us at trumpstories@buzzfeed.com. To
send us information confidentially, go
here.

Read the report here:

To print the document, click the "Original Document” link to open
the original PDF. At this time it is not possible to print the
document with annotations.

https://www.buzzfeednews.com/article/kenbensinger/these-reports-allege-trump-has-deep-ti... 5/6/2020
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TOPICS IN THIS ARTICLE

Russia

Ken Bensinger is an
investigative reporter

Miriam Elder is a
political reporter for

for BuzzFeed News and BuzzFeed News and is
is based in Los Angeles. based in New York. Her
He is the author of "Red secure PGP fingerprint
Card," on the FIFA is 6B5F EC17 C20B

https://www.buzzfeednews.com/article/kenbensinger/these-reports-atlege-trump-has-deep-ti...
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scandal, His DMs are C11F 226D 3EBE 68205

The Village Voice, he
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COMPANY INTELLIGENCE REPORT 2016/080

US PRESIDENTIAL ELECTION: REPUBLICAN CANDIDATE DONALD TRUMP'S
ACTIVITIES IN RUSSIA AND COMPROMISING RELATIONSHIP WITH THE

KREMLIN

Summary

supporting and assisting TRUMP for

Russian regime has been cultivating,
ts and

at least 5 years. Aim, endorsed by PUTIN, has been to encourage spli

divisions in western alliance

So far TRUMP has declined various sweetener real estate business deals
offered him in Russia in order to further the Kremlin’s cultivation of him.
However he and his inner circle have accepted a regular flow of
intelligence from the Kremlin, including on his Democratic and other

political rivals

Former top Russian intelligence officer claims FSB has compromised
TRUMP through his activities in Moscow sufficiently to be able to
blackmail him. According to several knowledgeable sources, his conduct
in Moscow has included perverted sexual acts which have been

arranged/monitored by the FSB

A dossier of compromising material on Hillary CLINTON has been collated
by the Russian Intelligence Services over many years and mainly
comprises bugged conversations she had on various visits to Russia and
intercepted phone calls rather than any embarrassing conduct, The
dossier is controlled by Kremlin spokesman, PESKOV, directly on PUTIN's
orders. However it has not as yet been distributed abroad, including to

TRUMP, Russian intentions for its deployment still unclear

Detail

1. Speaking to a trusted compatriot in June -2_01_6 sources A'-'a'_nd}B,"a senior
Russian Foreign Ministry figure and a former top level Russian -~~~
intelligence officer still active inside the Kr spectively, the Russian
authorities had been cultivating and P
presidential candidate, Donald TRUMP for at least 5 years. Source B -

asserted that the TRUMP operation was both supported and directed by

e Kremlin respectively, th
rting US Republican

Russian President Vladimir PUTIN. Its aim was to sow discord and
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disunity both within the US itself, but more especially within the
Transatlantic alliance which was viewed as inimical to Russia’s interests.
senjor Russian financial official said the TRUMP operation

n in terms of PUTIN's desire to return to Nineteenth

awer' politics anchored upon countries’ interests rather
stablished after World War

ay to close asgociates on

Source C, 8
should be see

Century ‘Great P
than the ideals-based international order e

Two. S/he had overhieard PUTIN talking in this w
several occasions.

urce A confided that the Kremlin had been feeding
5 opponents, including
N, for several years

, a close associate of
and

2. In terms of specifics, 50
TRUMP and his team valuable intelligence on hi
Democratic presidential candidate Hillary CLINTO
(see more below). This was confirmed by Source D
TRUMP who had organized and managed his recent trips to Moscow,
who reported, also in June 2016, that this Russian intelligence had been
“very helpful”. The Kremlin's cultivation operation on TRUMP also had
comprised offering him various lucrative real estate development
business deals in Russia, especiaily in relation to the ongoing 2018 World
Cup soccer tournament. However, so far, for reasons unknown, TRUMP

had not taken up any of these.

s engagement with the

3. However, there were other aspects to TRUMP’
to exploit

Russian authorities. One which had borne fruit for them was
TRUMP's personal obsessions and sexual perversion in order to obtain
suitable ‘kompromat’ (compromising material) on him. According to
Source D, where s/he had been present, TRUMP's (perverted) conduct in
Moscow included hiring the presidential suite of the Ritz Carlton Hotel,
where he knew President and Mrs OBAMA (whom he hated) had stayed
on one of their official trips to Russia, and defiling the bed where they had
slept by employing a number of prostitutes to perform a ‘golden showers'
(urination) show in front of him. The hotel was known to be under FSB
control with microphones and concealed cameras in all the main rooms

to record anything they wanted to.

4. The Moscow Ritz Carltop episode involving TRUMP reported above was
cotrmed by Source . A
who said that s/he and several of the staff were aware of it at the time
and subsequently. S/he believed it had happened in 2013. Source E
provided an introduction for a company ethnic Russian operative to
Source F, a female staffer at the hotel when TRUMP had stayed there, who
also confirmed the story. Speaking separately in June 2016, Source B (the
former top level Russian intelligence officer) asserted that TRUMP's
unorthodox behavior in Russia over the years had i)r'ovided the
authorities there with enough embarrassing material on the now
Rep}:!bciican presidential candidate to be able to blackmail him if they so

e
kompromat’ on

5. Asked about the Kremlin's reported intelligence fe
recent years and rumours about a Russian dossier of

ah CONFIDENTIAL/SENSITIVESOURCE
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confirmed the fite’s

iot that it had been collated
her hushand
tions of

Hillary CLINTON (being eirculated), Source B
existence. S/he confided in a trusted compatr
by Department K of the FSB for many years, dating back to
Biil's presidency, and comprised mainly eavesdropped conversa
various sorts rather than details/evidence of unorthodox or
embarrassing behavior. Some of the conversations were from bugged
comments CLINTON had macde on her various trips to Russia and focused
on things she had said which contradicted her current position on various

issues. Others were most probably from phone intercepts.

6. Continuing on this theme, Source G, a senior Kremlin official, confided
that the CLINTON dossier was controlled exclusively by chief Kremlin

spokesman, Dmitriy PESKOV, who was responsible for
licit instructions of PUTIN himself. The

compiling/handling it on the exp
dossier however had not as yet been made available abroad, including to
TRUMP or his campaign team. At present it was unclear what PUTIN's

intentions were in this regard.

20 June 2016
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COMPANY INTELLIGENCE REPORT 2016/086

RUSSIA/CYBER CRIME: A SYNOPSIS OF RUSSIAN STA

TE SPONSORED AND

OTHER CYBER OFFENSIVE (CRIMINAL}) OPERATIONS

Summary

Details

1, Speaking in June 20162 numbe - of

Russia has extensive programme of state-sponsored offensive cyber
operations. External targets include foreign governments and big
carporations, especially banks. FSB leads on cyber within Russian
apparatus. Limited success in attacking top foreign targets like G7
governments, security services and IFls but much more on second tier
ones through 1T back doors, using corporate and other visitors to Russia

FSB often uses coercion and blackmail to recruit most capable cyber
operatives in Russia into its state-sponsored programmes. Heavy use also,
both wittingly and unwittingly, of C13 emigres working in western
corporations and ethnic Russians employed by neighbouring

governments e.g. Latvia

Example cited of successful Russian cyber operation targeting senior
Western business visitor. Provided back door into important Western
institutions.

Example given of US citizen of Russian origin approached by FSB and
offered incentive of “investment” in his business when visiting Moscow.

Problems however for Russian authorities themselves in countering local
hackers and cyber criminals, operating outside state control. Central Bank
claims there were over 20 serious attacks on correspondent accounts
held by CBR in 2015, comprising Roubles several billion in fraud

Some details given of leading non-state Russian cyber criminal groups

Russian figures with a detailed
nsored and otherwise,
rmer senior intelligence
erations into -
specially

knowledge of national cyber
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western governments; penetrating leading foreign business cgrpnra!:i.cms.
especially banks; domestic monitoring of the elite; and atta{:kmg’pohtmﬂl
opponents both at home and abroad. The former intetligence officer
reported that the Federal Security Service (FSB) was the lead _
organization within the Russian state apparatus for cyber operations.

In terms of the success of Russian offensive cyber operations to date, a
senior government figure reported that there had been only !imite'd
success in penetrating the “first tier” foreign targets. These comprlsved
western (especially G7 and NATO) governments, security and intelligence
services and central banks, and the IFls. To compensate for this silortfz}ii.
massive effort had been invested, with much greater success, in attacking
the “secondary targets”, particularly western private banks and the
governments of smaller states allied to the West. S/he mentioned Laltvia
in this regard. Hundreds of agents, either consciously cooperating with
the FSB or whose personal and professional IT systems had been
unwittingly compromised, were recruited. Many were people who had
ethnic and family ties to Russia and/or had been incentivized financially
to cooperate, Such people often would receive monetary inducements or
contractual favours from the Russian state or its agents in return. This

had created difficulties for parts of the Russian state apparatus in
obliging/indulging them e.g. the Central Bank of Russia knowingly having
to cover up for such agents’ money laundering operations through the

Russian financial system.

In terms of the FSB’s recruitment of capable cyber operatives to carry out
its, ideally deniable, offensive cyber operations, a Russian IT specialist
with direct knowledge reported in June 2016 that this was often done
using coercion and blackmail. In terms of ‘foreign’ agents, the FSB was
approaching US citizens of Russian (Jewish) erigin on business trips to
Russia. In one case a US citizen of Russian ethnicity had been visiting
Moscow to attract investors in his new information technology program.
The FSB clearly knew this and had offered to provide seed capital to this
person in return for them being able to access and modify his IP, with a
view to targeting priority foreign targets by planting a Trojan virus in the
software. The US visitor was told this was common practice. The FSB also
had implied significant operational success as a result of installing cheap
Russian IT games containing their own malware unwittingly by targets
on their PCs and other platforms. N L

4. Inamoreadvanced and successful FSB operation, an IT operator inside a
leading Russian SOE, who previously had been employed on conventional
(defensive) IT-work there, had been und uction for the lastyearto., =
conduct an offensive cyber operation against a foreign director ofthe * = -
company. Although the latter was app tvisitor to
5 sfully had

‘Russia, the FSB:
_through this
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CONFIDENTIAL/SENSITIVE SOURCE

In terms of other technical IT platforms, an FSB cyber operative flagged
up the ‘Telegram’ enciphered commercial system as having been of
especial concern and therefore heavily targeted by the FSB, not least
hecause it was used frequently by Russian internal political activists and
oppositionists, His/her understanding was that the FSB now successfully
had cracked this communications software and therefore it was no longer

secure to use.

6. The senior Russian government figure cited above also reported that
non-state sponsored cyber crime was becoming an increasing problem
inside Russia for the government and authorities there. The Central Bank
of Russia claimed that in 2015 alone there had been more than 20
attempts at serious cyber embezzlement of money from corresponding
accounts held there, comprising several billions Roubles. More generally,
s/he understood there were circa 15 major organised crime groups in the
country involved in cyber crime, all of which continued to operate largely
outside state and FSB control. These included the so-called ‘Anunak’,
‘Buktrap’ and ‘Metel’ organisations.

26 July 2015
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COMPANY INTELLIGENCE REPORT 2016/095

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER INDICATIONS OF
EXTENSIVE CONSPIRACY BETWEEN TRUMP’S CAMPAIGN TEAM AND THE

KREMLIN

Summary

Further evidence of extensive conspiracy between TRUMP's campaign
team and Kremlin, sanctioned at highest levels and involving Russian
diplomatic staff based in the US

- TRUMP associate admits Kremlin behind recent appearance of DNC e-
mails on WikiLeaks, as means of maintaining plausible deniability

Agreed exchange of information established in both directions. TRUMP's
team using moles within DNC and hackers in the US as well as outside in
Russia. PUTIN motivated by fear and hatred of Hillary CLINTON. Russians
receiving intel from TRUMP's team on Russian oligarchs and their families

in US

- Mechanism for transmitting this intelligence involves "pension”
disbursements to Russian emigres living in US as cover, using consular
officials in New York, DC and Miami

Suggestion from source close to TRUMP and MANAFORT that Republican
campaign team happy to have Russia as media bogeyman to mask more
extensive corrupt business ties to China and other emerging countries

Detail

1. Speaking in confidence to a compatriot in late july 2016, Source E, an
ethnic Russian close associate of Republican US presidential candidate
Donald TRUMP, admitted that there v ell-developed conspiracy of
co-operation between'them a eadership. This was
managed on the TRUMP side didate's campaign
manager, Paul MANAFORT, who was using foreign policy advisor, Carter
PAGE, and others as intermediat sides had a mutual interest
in defeating Democratic presis ary. CLINTON, whom
President PUTIN apparentl el
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CONFIDENTIAL/SENSITIVE SOURCE

The reason for using WikiLeaks was “plausible deniability” and the
operation had been conducted with the full knowledge and support of
TRUMP and senior members of his campaign team. In return the TRUMP
tean had agreed to sideline Russian intervention in Ukraine as a

aign issue and to raise US/NATO defence commitments in the

camp
y {rom Ukraine, a

Baltics and Eastern Europe to deflect attention awa
priority for PUTIN who needed to cauterise the subject.

In the wider context of TRUMP campaign/Kremlin co-operation, Source E
claimed that the intelligence network being used against CLINTON
comprised three elements. Firstly there were agents/facilitators within
the Democratic Party structure itself; secondly Russian émigré and
associated offensive cyber operators based in the US; and thirdly, state-
sponsored cyber operatives working in Russia. All three elements had
played an important role ta date. On the mechanism for rewarding
relevant assets based in the US, and effecting a two-way flow of
intelligence and other useful information, Source [ claimed that Russian
diplomatic staff in key cities such as New York, Washington DC and
Miami were using the émigré ‘pension’ distribution system as COVer. The
operation therefore depended on key people in the US Russian émigre
community for its success. Tens of thousands of dollars were involved.

In terms of the intelligence flow from the TRUMP team to Russia, Source
E reported that much of this concerned the activities of business
oligarchs and their families’ activities and assets in the US, with which

PUTIN and the Kremlin seemed preoccupied.

5. Commenting on the negative media publicity surrounding alleged
Russian interference in the US election campaign in support of TRUMP,
Source E said he understood that the Republican candidate and his team
were relatively relaxed about this because it deflected media and the
Democrats’ attention away from TRUMP's business dealings in China and
other emerging markets, Unlike in Russia, these were substantial and
involved the payment of large bribes and kickbacks which, were they to
become public, would be potentially very damaging to their campaigh.

6. Finally, regarding TRUMP's claimed minimal investment profile in Russia,
a separate source with direct knowledge said this had not been for want
of trying. TRUMP's previous efforts had included exploring the real estate
sector in St Petersburg as well as Moscow but in the end TRUMP had had
to settle for the use of extensive sexual'services there from local =~

prostitutes rather than business success; = -
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COMPANY INTELLIGENCE REPORT 2016/94

RUSSIA: SECRET KREMLIN MEETINGS ATTENDED BY TRUMP ADVISOR,
CARTER PAGE IN MOSCOW (JULY 2016)

Summary

TRUMP advisor Garter PAGE holds secret meetings in Moscow with
SECHIN and senior Kremlin Internal Affairs official, DIVYEKIN

SECHIN raises issues of future bilateral US-Russia energy co-operation
and associated lifting of western sanctions against Russia over Ukraine.

PAGE non-committal in response

DIVEYKIN discusses release of Russian dossier of ‘kompromat’ on
TRUMP’s opponent, Hillary CLINTON, but alsc hints at Kremlin

possession of such material on TRUMP

Detail

1. Speaking in July 2016, a Russian source close to Rosneft President, PUTIN
close associate and US-sanctioned individual, lgor SECHIN, confided the
details of a recent secret meeting between him and visiting Foreign
Affairs Advisor to Republican presidential candidate Donald TRUMP,

Carter PAGE.
According to SECHIN's associate, the Rosneft President (CEQ) had raised

2.
with PAGE the issues of future bilateral energy cooperation and
prospects for an associated move to lift Ukraine-related western
sanctions against Russia. PAGE had reacted positively to this demarche
by SECHIN but had been generally non-committal in response.

3. Speaking separately, also in July 2016, an official close to Presidential

Administration Head, §. IVANOV, confided in a compatriot that a senior
colleague in the Internal Political Department of the PA, DIVYEKIN (nfd)

also had met secretly with PAGE on his recent visit. Their agenda had
included DIVEYKIN raising a dossier of kompromat’ the Kremlin
possessed on TRUMP's Democratic presidential 1 rival, Hlllary CLINTON
and its possible ; reiease to the Repuhl:can s campalgn team R o

4, However, the Kremlm official close to S. IVANOV added thatfs'/he belleved
DIVEYKIN also had hinted. (or indicated. more strqngly] that the Russian -
leadership. also had ‘kompromat on TRUMP which the latter should bear

in mind in. hlS deallngs w1th them




o

{

19 july 2016
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COMPANY INTELLIGENCE REPORT 2016/097

RUSSIA-US PRESIDENTIAL ELECTION: KREMLIN CONCERN THAT POLITICAL FALLOUT FROM
DNC E-MAIL HACKING AFFAIR SPIRALLING OUT OF CONTROL

Summary

Kremlin concerned that political fallout from DNC e-mail hacking operation is spiralling
out of control. Extreme nervousness among TRUMP's associates as result of negative

media attention/accusations

Russians meanwhile keen to cool situation and maintain ‘plausible deniability’ of
existing /ongoing pro-TRUMP and anti-CLINTON operations, Therefore unlikely to be
any ratcheting up offensive plays in immediate future

1

Source close to TRUMP campaign however confirms regular exchange with Kremlin
has existed for at least 8 years, including intelligence fed back to Russia on oligarchs’

activities in US

Russians apparently have promised not to use ‘kompromat’ they hold on TRUMP as
leverage, given high levels of voluntary co-operation forthcoming from his team

i

Detail

1. Speaking in confidence to a trusted associate in late July 2016, a Russian émigré figure
close to the Republican US presidential candidate Donald TRUMP’s campaign team
commented on the fallout from publicity surrounding the Democratic National
Committee (DNC) e-mail hacking scandal. The émigré said there was a high leve! of
anxiety within the TRUMP team as a result of various accusations levelled against
them and indications from the Kremlin that President PUTIN and others in the
leadership thought things had gone too far now and riSke_d spiraliing out of control,

2. Continuing on this theme, the émigré assomate of: TRUMP opmed that the Kremlin
wanted the situation to calm but for plausmle denlablllty to be maintained
concerning its (extensive) pro-TRUMP and anti- CLINTON'operatlons /he therefore
judged that it was unlikely these would be ratcheted up, at least: for;the"tsme bemg

supplied t _e_Kre
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4. Finally, the émigré said s/he understood the Kremlin ‘had more int_el.iigent‘-'lzdOk:2
CLINTON and her campaign but he did not know the details o:: when orif it W}‘;’Uwere
released. As far as ‘kompromat’ {compromising information} on 'TRU:’I‘ o
concerned, although there was plenty of this, he understo?d the Krc_emlmlha ga‘;?date
word that it would not be deployed against the Republican presidential can o
given how helpful and co-operative his team had been over several years,
particularly of late.

30 July 2016
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COMPANY INTELLIGENCE REPORT 2016/100

RUSSIA/USA: GROWING BACKLASH IN KREMLIN TO DNC HACKING AND
TRUMP SUPPORT OPERATIONS

Summary

Head of PA IVANOV laments Russian intervention in US presidential
election and black PR against CLINTON and the DNC. Vows not to supply
intelligence to Kremlin PR operatives again. Advocates now sitting tight

and denying everything

Presidential spokesman PESKOV the main protagonist in Kremlin
campaign to aid TRUMP and damage CLINTON. He is now scared and
fears being made scapegoat by leadership for backlash in US. Problem
compounded by his botched intervention in recent Turkish crisis

Premier MEDVEDEV's office furious over DNC hacking and associated
anti-Russian publicity, Want good relations with US and ability to travel
there. Refusing to support or help cover up after PESKOV

Talk now in Kremlin of TRUMP withdrawing from presidential race
altogether, but this still largely wishful thinking by more liberal elements

in Moscow

Detail

1. Speaking in early August 2016, two well-placed and established Kremlin
sources outlined the divisions and backlash in Moscow arising from the
leaking of Democratic National Committee (DNC) e-mails and the wider
pro-TRUMP operation being conducted in the US. Head of Presidential
Administration, Sergei IVANOV, was angry at the recent turn of events.

He believed the Kremlin “team" involved, led by presidential spokesman
Dmitriy PESKOV, had gone too far in interfering in foreign affairs with,
their “elephant in a china shop black PR", IVANOV claimed always tohave
opposed the handling and exploitation of 111telhgence by this PR “team”.
Following the backlash against such foreign inte S politics,
IVANOV was advocating that the only sensible course of action how or.

the Russian Ieadershlp was to "sn: tlght :

Contlnumg on. thls theme the source 0
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to stop PESKOV playing an independent role in relation to the US going
forward and the source fully expected the presidential spokesman now to
lay low. PESKOV's position was not helped by a hotched attempt by him
also to interfere in the recent failed coup in Turkey from a government

relations (GR) perspective (no further details).

The extent of disquiet and division within Moscow caused by the

backlash against Russian interference in the US election was underlined
by a second source, close to premier Dmitriy MEDVEDEV (DAM). S/he
said the Russian prime minister and his colleagues wanted to have good
relations with the US, regardless of who was in power there, and not least
so as to be able to travel there in future, either officially or privately. They
were openly refusing to cover up for PESKOV and others involved in the
DNC/TRUMP operations or to support his counter-attack of allegations
against the USG for its alleged hacking of the Russian government and

state agencies.

According to the first source, close to IVANQV, there had been tallcin the
Kremlin of TRUMP being forced to withdraw from the presidential race
altogether as a result of recent events, ostensibly on grounds of his
psychological state and unsuitability for high office. This might not be so
bad for Russia in the circumstances but in the view of the source, it
remained largely wishful thinking on the part of those in the regime
opposed to PESKOV and his “botched” operations, at least for the time

being,

5 August 2016
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COMPANY INTELLIGENCE REPORT 2016/101

RUSSIA/US PRESIDENTIAL ELECTION: SENIOR KREMLIN FIGURE OUTLINES EVOLVING RUSSIAN TACTICS IN
PRO-TRUMP, ANTI-CLINTON OPERATION

Summary

- Head of PA, IVANOV assesses Kremlininterventionin US presidential election and outlines leadership
thinkingon operational way forward

- No new leaks envisaged, as too politically risky, but rather further exploitation of (Wikiteaks) material
already disseminated to exacerbate divisions

- Educated US youth to be targeted as protest {against CLINTON) and swing vote inattempt to turn them
over to TRUMP

- Russian lesdership, including PUTIN, celebrating perceived success to date in splitting LIS hawks and
elite

- Kremiinengaging with several high profile US players, including STEIN, PAGE and {former DIA Director
Michael Flynn), and funding their recent visits to Moscow

Details

1. Speaking in confldence to a close colleague in early August 2016, Head of the Russian Presidental
Administration (PA), Sergei IVANOV, assessed the impactand results of Kremlin intervention in the US
presidential electionto date. Although most commentators believed that the Kremlin was behind the
leaked DNC/CLINTON e-mails, this remained technically deniable. Therefore the Russians would not
risk their position for the time being with new leaked material, even to a third party like Wikileaks,
Rather the tactics would be to spread rumours and misinformation about the content of what already
had been leaked and make up new content.

2. Continuing on this theme, IVANOV said that the audience to be targeted by such operations was the
educated youth in America as the PA assessed thatthere was still a cha ncethey could be persuaded to
vote for Republican candidate Donald TRUMP as a protest-against the Washington establishment {in
the form of Democratic candidate Hillary CLINTON). The hope was that even if she won, asa resultof
this CLINTON in power would be bogged down in working for internal reconciliation in the US, rather
than being ableto focus on foreign policy which would damage Russia’s interests. This also should pive
President PUTIN more room for manoeuvre inthe run-upto Russia’s own presidential electionin 2018,

3. IVANGV reported that although the Kremlin had underestimated the strength of US media and |iberal
reaction to the DNC hackand TRUMP's links to Russia, PUTIN:was generally dwiththe progress
ofthe anti-CLINTON operation to date. He recently had had a drink rkthis. In IVANOV's
view, the US had tried to dividethe Russian elite withsanc hey, by.contrast, had
succeeded in splitting the US hawks inimical to Russiaand thi 1]
whom had refused to endorse any presidential ca ndidateas:

4. Spea ki_'n'g separately, also in ea rly Auguis

on aspects of the Russian oper:
how Moscow could. help the
compronisinginfofmatic
figures, including
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COMPANY INTELLIGENCE REPORT 2016/102

RUSSIA/US PRESIDENTIAL ELECTION: REACTION IN TRUMP CAMP TO RECENT NEGATIVE PUBLICITY ABOUT
RUSSIAN INTERFERENCE AND LIKELY RESULTING TACTICS GOING FORWARD

Summary

- TRUMP campaigninsider reports recent DNC e-mali leaks were aimed at switching SANDERS (protest)
voters away from CLUINTON and over to TRUMP

- Admits Republican campaign underestimated resulting negative reaction from US fiberals, efite and
media and forced to change courseas result

- Need now to turn tables on CLINTON's use of PUTIN as bogeyman in election, although some
resentment at Russian president's perceived attempt to undermine USG and system over and ahove
swinging presidential election

Detail

1. Speaking In confidence on © August 2016, an ethnic Russian associate of Republican US presidential
candidate Donald TRUMP discussed the reactioninside his camp, and revised tactics therein resulting
from recent negative publicity concerning Moscow’s clandestine involvement in the campaign
TRUMP's associatereported that the aim of leaking the DNC e-mails to Wikiteaks during the Democratic
Convention had been to swingsupporters of Bernie SANDERS away from Hillary CUNTON and across o
TRUMP, These voters were perceived as activistand anti-status quo and anti-establishmentand in that
regard sharing many features with the TRUMP campaign, including a visceral dislike of Hillary CLINTON.
This objective had been conceived and promoted, inter alia, by TRUMP's foreign policy adviser Carter
PAGE who had discussed itdirectly withthe ethnic Russianassociate.

2. Continuingon this theme, the ethnic Russianassociateof TRUMP assessed that the probliem was that
the TRUMP campaign had underestimated the strength of the negative reaction from liberals and
especially theconservativeelite to Russianinterference. This was forcinga rethink and a likely change
of tactics. The main objective in the short term was to check Democratic candidate Hillary CLINTONS
successful exploitation of the PUTIN as bogeyman/Russian interference story to tarnish TRUMP and
bolster her own {patriotic) credentials. The TRUMP campaign was focusingon t@pping into supportin
the American television media to achievethis, as they reckoned this resource had been underused by
them to date. :

3. However, TRUMP's associate also admitted that thera was a fair amount of anger and resentment
within the Republican candidate's teamat what was percelved by PUTIN as going beyond the objective
of weakening CLINTON and bolstering TRUMP, by attempting to' éxploitthe shtua Qh to undermine the
US government and democratic system more generaiEyi Itwag unclear at present how th:s aspect of
the situation would playoutinthe weeks 1o, come

10 August 2016 -
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COMPANY INTELLIGENCE REFORT 2016/136

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF TRUMP LAWYER
COHEN’S SECRET LIAISON WITH THE KREMLIN

Summary

- Kremlin insider reports TRUMP lawyer COMEN's secret meeting /s with Kremlin off icials in
August 2016 was/were held in Prague

Russian parastatal organisation Rossotrudnichestvo used as cover for this liaison and premises
in Czech capital may have been used for the meeting /s

Pro-PUTIN leading Duma figure, KOSACHEY, reportedly involved as “plausibly deniable
facilitator and may have participated in the August meeting/s with COHEN

Detail

Speaking to a compatriot and friend on 19 October 2016, a Kremlin insider provided further
details of reported clandestine meeting /s between Republican presidential candidate, Donald
TRUMTP's lawyer Michael COHEN and Kremlin representatives in August 2016. Although the
communication between them had to be cryptic for security reasons, the Kremlin insider
clearly indicated to his/her friend that the reported contact/s took place in Prague, Czech

1.

Republic.

Continuing on this theme, the Kremlin insider highlighted the importance of the Russian
parastatal organisation, Rossotrudnichestvo, in this contact between TRUMP campaign
representative/ s and Kremlin officials. Rossotrudnichestvo was being used as cover for this
relationship and its office in Prague may well have been used to host the COHEN/Russian
Presidential Administration (PA) meeting/s. It was considered a “plausibly deniable” vehicle

for this, whilst remaining entirely under Kremlin control.

o

The I\remlm insider went on to identify leading pro-PUTIN Duma ﬁgure, Konstantin
KOSACHEYV (Head of the Foreign Relations Cammxttee) asan 1mp0rt’1nt l'zgure in the TRUMP
campaign-Kremlin liaison operation. KOSACHEY, also "phusxbly deniablé” being part of the
Russmn Ieg:siature rather than executwe, had f’acxhtated the contact in Prague and by
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what was considered an operationally “soft” EU country when it was judged too compromising
for him to travel to the Russian capital.

20 October 2016
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COMPANY INTELLIGENCE REPORT 2016/105

RUSSIA/UKRAINE: THE DEMISE OF TRUMP'S CAMPAIGN MANAGER PAUL
MANAFORT

Summary

- Ex-Ukrainian President YANUKOVYCH confides directly to PUTIN that he
authorised kick-back payments to MANAFORT, as alleged in western
media. Assures Russian President however there is no documentary

evidence/trail

- PUTIN and Russian leadership remain worried however and sceptical that
YANUKOVYCH has fully covered the traces of these payments to TRUMP's
former campaign manager

- Close associate of TRUMP explains reasoning behind MANAFORT’s recent
resignation. Ukraine revelations played part but others wanted
MANAFORT out for various reasons, especially LEWANDOWSKI who
remains influential

Detail

1. Speaking in late August 2016, in the immediate aftermath of Paul
MANAFORT's resignation as campaign manager for US Republican
presidential candidate Donald TRUMP, a well-placed Russian figure
reported on a recent meeting between President PUTIN and ex-President
YANUKOVYCH of Ukraine. This had been held in secret on 15 August near
Volgograd, Russia and the western media revelations about MANAFORT
and Ukraine had featured prominently on the agenda YANUKOVYCH had
confided in PUTIN that he did authorise and orde ubStantlaE kick-back
payments to MANAFORT as alleged but sought to;
was no documentary trail left behind whl' hcould prowde cle

of this.
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3. Speaking separately, also in late August 2016, an American political
figure associated with Donald TRUMP and his campaign outlined the
reasons behind MANAFORT's recent demise. $/he said it was true that
the Ukraine corruption revelations had played a part in this but also,
several senjor players close to TRUMP had wanted MANAFORT out,
primarily to loosen his control on strategy and policy formulation. Of
particular importance in this regard was MANAFORT’s predecessor as
campaign manager, Corey LEWANDOWSK]I, who hated MANAFORT
personally and remained close to TRUMP with whom he discussed the
presidential campaign on a regular basis.

22 August 2016
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COMPANY INTELLIGENCE REPORT 2016/111

RUSSIA/US: KREMLIN FALLOUT FROM MEDIA EXPOSURE OF MOSCOW'S
INTERFERENCE IN THE US PRESIDENTIAL CAMPAIGN

Summary

Kremlin orders senior staff to remain silentin media and private on
allegations of Russian interference in US presidential campaign

- Senior figure however confirms gist of allegations and reports IVANOV
sacked as Head of Administration on account of giving PUTIN poor advice
on issue. VAINO selected as his replacement partly because he was not
involved in pro-TRUMP, anti-CLINTON operation/s

Russians do have further ‘kompromat’ on CLINTON (e-mails) and
considering disseminating it after Duma {legislative elections) in late
September. Presidential spokesman PESKOV continues to lead on this

- However, equally important is Kremlin objective to shift policy consensus
favourably to Russia in US post-OBAMA whoever wins. Both presidential
candidates’ opposition to TPP and TTIP viewed asa result in this respect

Senior Russian diplomat withdrawn from Washington embassy on
account of potential exposure in US presidential election operation/s

Detail

1. Speaking in confidence to a trusted compatriot in mid-September 2016, a
senior member of the Russian Presidential Administration (PA)
commented on the political fallout from recent western media -
revelations about Moscow’s intervention, in favou ‘Donald TRUMP and
against Hillary CLINTON, in the US presidential el 'he PA a
reported that the issue had become incr :
President PUTIN had issued direct orde
insiders should not discuss it inpublic

2. Despite this, t_he_ﬁEA-foiciail'co'
gist of the allegations:
advice on interfering.

Ministry of {
network run by presidential foreign p
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(KISLYAK's predecessor in Washington} who had urged caution and the
potential negative impact on Russia from the operation/s. On the other
side was former PA Head, Sergei IVANOV, backed by Russian Foreign
Intelligence (SVR), who had advised PUTIN that the pro-TRUMP, anti-
CLINTON operation/s would be both effective and plausibly deniable
with little blowback. The first group/s had been proven right and this had
been the catalyst in PUTIN's decision to sack IVANOV (unexpectedly) as
PA Head in August. His successor, Anton VAINO, had been selected for the
job partly because he had not been involved in the US presidential

election operation/s.

3. Continuing on this theme, the senior PA official said the sttuation now
was that the Kremlin had further ‘kompromat’ on candidate CLINTON
and had been considering releasing this via “plausibly deniable” channels
after the Duma (legislative) elections were out of the way in mid-
September. There was however a growing train of thought and associated
lobby, arguing that the Russians could still make candidate CLINTON look
“weak and stupid” by provoking her into railing against PUTIN and
Russia without the need to release more of her e-mails. Presidential
Spokesman, Dmitriy PESKOV remained a key figure in the operation,
although any final decision on dissemination of further material would be

taken by PUTIN himself.

4. The senior PA official also reported that a growing element in Moscow's
intervention in the US presidential election campaign was the objective of
shifting the US political consensus in Russia’s perceived interests
regardless of who won. It basically comprised of pushing candidate
CLINTON away from President OBAMA's policies. The best example of
this was that both candidates now openly opposed the draft trade
agreements, TPP and TTIP, which were assessed by Moscow as
detrimental to Russian interests. Other issues where the Kremlin was
looking to shift the US policy consensus were Ukraine and Syria. Overall
however, the presidential election was considered still to be too close to

call.

5. Finally, speaking separately to the same compatriot, a senior Russian
MPFA official reported that as a prophylactic measure, a leading Russian -
diplomat, Mikhail KULAGIN, had been withdrawn from Was ingtonat -
short notice because Moscow feared his olveme e U
presidential election operation, includin
ruse (reported previously), would be expos
replacement, Andrei BONDAREY however was clean
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COMPANY INTELLIGENCE REPORT 2016/112

RUSSIA/US PRESIDENTIAL ELECTION: KREMLIN-ALPHA GROUP CO-
OPERATION

Summary

Top level Russian official confirms current closeness of Alpha Group-
PUTIN relationship. Significant favours continue to be done in both
directions and FRIDMAN and AVEN still giving informal advice to PUTIN,

especially on the US

- Key intermediary in PUTIN-Alpha relationship identified as Oleg
GOVORUN, currently Head of a Presidential Administration department
but throughout the 1990s, the Alpha executive who delivered illicit cash

directly to PUTIN

PUTIN personally unbothered about Alpha’s current lack of investment in
Russia but under pressure from colleagues over this and able to exploit it

as lever over Alpha interlocutors

Detail

1. Speaking to a trusted compatriot in mid-September 2016, a top level
Russian government official commented on the history and current state
of relations between President PUTIN and the Alpha Group of businesses
led by oligarchs Mikhail FRIDMAN, Petr AVEN and German KHAN. The
Russian government figure reported that although they had had their ups
and downs, the leading figures in Alpha currently were on very good
terms with PUTIN. Significant favours continued to be done in both
directions, primarily political ones for PUTIN and busmess/ legal ones for
Alpha. Also, FRIDMAN and AVEN continued to gwe mformal advu:e to
PUTIN on foreign policy, and especially about the US where he dlstrusted

advice being given to him by officials.

Although FRIDMAN recently had met d_irec_tiy w1t‘n PUTIN

headed the department therem responsible '
the CIS. GOVORUN was trusted by'PUTIN
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used by FRIDMAN and AVEN to deliver large amounts of illicit cash to the
Russian president, at that time deputy Mayor of St Petersburg. Given that
and the continuing sensitivity of the PUTIN-Alpha relationship, and need
for plausible deniability, much of the contact between them was now
indirect and entrusted to the relatively low profile GOVORUN.

3. The top level Russian government official described the PUTIN-Alpha
relationship as both carrot and stick. Alpha held ‘kompromat’ on PUTIN
and his corrupt business activities from the 1990s whilst although not
personally overly bothered by Alpha's failure to reinvest the proce_eds of
its TNK oil company sale into the Russian economy since, the Russn}n
president was able to use pressure on this count from senior Krgmlm
colleagues as a lever on FRIDMAN and AVEN Lo make them do his

political bidding.

14 September 2016
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COMPANY INTELLIGENCE REPORT 2016/113

RUSSIA/US PRESIDENTIAL ELECTION- REPUBLICAN CANDIDATE TRUMP'S
PRIOR ACTIVITIES IN ST PETERSBURG

Summary

- Two knowledgeable St Petersburg sources claim Republican candidate
TRUMP has paid bribes and engaged in sexual activities there but key
witnesses silenced and evidence hard to obtain

- Both believe Azeri business associate of TRUMP, Araz AGALAROV will
know the details

Detail

1. Speaking to a trusted compatriot in September 2016, two well-placed
sources based in St Petersburg, one in the political /business elite and the
other involved in the local services and tourist industry, commented on
Republican US presidential candidate Donald TRUMP's prior activities in

the city.

2. Both knew TRUMP had visited St Petersburg on several occasions in the
past and had been interested in doing business deals there involving real
estate, The local business/political elite figure reported that TRUMP had
paid bribes there to further his interests but very discreetly and only
through affiliated companies, making it very hard to prove. The local
services industry source reported that TRUMP had participated in sex
parties in the city too, but that all direct witnesses to this recently had
been “silenced” i.e. bribed or coerced to dlsappear.

3. The two St Petersburg figures cited beheved an Azen business figure,
Araz AGALAROV (with offices in Baku and London) had been closely
involved with TRUMP in Russia and weuld:k' 'ow mos of_the details of

what the Republican preSIdemIal candldat

14 September 2016
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COMPANY INTELLIGENCE REPORT 2016/130

RUSSIA: KREMLIN ASSESSMENT OF TRUMP AND RUSSIAN INTERFERENCE INUS
PRESIDENTIAL ELECTION

Summary

Buyet's remorse sels In with Kremlin ovar TRUMP support operation In US presidantiat
oloction. Russian eadership disappeinted that loaked e-mails on CLINTON have not had

greater inpact in campaign

Ausslans have Injectad furthar anti-CLINTON matarial into the ‘plausibly deniable’leaks
pipeling which wilf continue 1o surface, but best materiat already In public damaln

PUTIN angry with seniar officials wha “overpromised® on TRUMP and jurther heads likety to
rafl as rasult. Foraign Minister LAVROV may be naxt

t

1

TARUMP supparted by Kremilin because seen as divisive, antl-establishment candldate 'n!{hi)
waould shake up current International status quo In Aussla's Taver, Laad on TR_UMP_aparaugn

moved from Foreign Ministry to FSB and then o presidential administration whera it naw sis

Detall

Speaking separately in confidence 1o a trusted compaltriot in early Oclobar 2016, a senior
Russian leadarship figure and a Foreign Ministry official raponted on recent developmenis
concerming the Kremlin's oparatlon to support Republican candidate Danatd TRUMP in the
US presidential elsction. The saniar leadership figure sald that a degrae of buyer's ramorse
was satling in among Russlan leadars concarning TAUMP. PUTIN and his colleagues were
surprised and disappointed that leaks of Democratic candidate, Hillary CLINTON's hacked
e-mails had not had greater impact an the campaign. =

Continuing on this thema, the senlor leadership figura commented that a streaam of further
hacked CLINTON material already had been injected by the Krsmiln Into; ccmplaana wastem
madia outlets like Wikllsaks, which remained at least “plauslbly. ‘darniable’, 50 the stream of
thase would continue thmugh Octobar and up to tha a&acﬁon "cheve: 5 'ﬁi’}&ersmad that

i

to come. e
3. The Russlan Faraign Ministry officlal, who had d%re :

operation, reported that PUTIN was angry' at his
Republican presidental candidaia bmh in tar(

tharefare ware }Ekaiyi '
urglng of caution an’
4. Asked to axplaln wh
support oparation In’
liberal Intemational statl




Case 1:17-cv-02041-RJL Document 109-2 Filed 10/23/20 Page 75 of 120 g

disadvantaging the country. TRUMF was viswad as dwlsive In disrupting the whola }JS
paliical systam; antl-Establishment; and a pragmatlst with whom they could do busingss. Ai
tha TRUMP support aperation had gained momentum, contral of it had passad Ircrrf tha MF
to the FSB and then inta the prasidential administraticn wheres It remainad, a raflection of its
growing signliicanse aver time. Thera was still a view In the Kremiin thal TRUMP would
continue as a {dlvisiva) political forca evan if he lost the prasidancy and may fun for and be

glected 10 another public office.

12 Qelabear 2016
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COMPANY INTELLIGENCE REPORT 2016/134

RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF KREMLIN LIAISON WITH
TRUMP CAMPAIGN

Summary
- Close associate of SECHIN confirms his secrel meeting in Moscow with Carter PAGE in July

- Substance included offer of large stake in Rosneft in return for lifting sanctions on Russia, PAGE
confirms this is TRUMP's intention

- SECHIN continued to think TRUMP could win presidency up to 17 October. Now looking to
reorientate his engagement with the US

- Kremlin insider highlights importance of TRUMP's lawyer, Michael COHEN in covert
relationship with Russia. COHEN's wife is of Russian descent and her father a leading property

developer in Moscow

Detail

1. Speaking to a trusted compatriot in mid October 2016, a close associate of Rosneft President
and PUTIN ally Igor’ SECHIN elaborated on the reported secret meeting between the latter

and Carter PAGE, of US Republican presidential candidate’s foreign policy team, in Moscow in

July 2016. The secret meeting had been confirmed to him/her by a senior member of SECHIN's
staff, in addition to by the Rosneft President himself. It took place on either 7 or 8 July, the same

day or the one after Carter PAGE made a public speech to the Higher Economic School in

Moscow.

2. Interms of the substance of their discussion, SECHIN's associate said that the Rosneft
President was so keen to lift personal and corporate western sanctions imposed on the
company, that he offered PAGE/TRUMP's associates the brokerage of up to a 19 per cent
(privatised) stake in Rosneft in return. PAGE had expressed interest and confirmed that were

TRUMP elected US president, then sanctions on Russia wouid be lifted.

According to SECHIN’s close associate, the Rosneft Presmherﬁ:lwE d contmued to beheve that

TRUMP could win the US presidency right up to 17 October, he assessed th1s Was no
longer possible. SECHIN was keen to re-adapt accordmgly and put feelers out to other

business and political contacts in the US instead.

4. Speaking separately to the same compntraot in nu_
access to the leadershlp confirmed that a key role in the
relat1onsh1p was being played by the Republican candid

2,0
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Source Comment

5. SECHIN's associate opined that although PAGE had not stated it explicitly to SECHIN, he had
clearly implied that in terms of his comment on TRUMP's intention to lift Russian sanctions if
elected president, he was speaking with the Republican candidate’s authority.

Company Comment

18 October 2016

e -
e
.
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COMPANY INTELLIGENCE REPORT 2016/135

RUSSIA/US PRESIDENTIAL ELECTION: THE IMPORTANT ROLE OF TRUMP
LAWYER, COHEN IN CAMPAIGN’S SECRET LIAISON WITH THE KREMLIN

Summary

Kremlin insider outlines important role played by TRUMP’s lawyer
COHEN in secret liaison with Russian leadership

- COHEN engaged with Russians in trying to cover up scandal of )
MANAFORT and exposure of PAGE and meets Kremlin officials secretly in

the EU in August in pursuit of this goal

These secret contacts continue but are now farmed out to trusted agents
in Kremlin-linked institutes so as to remain “plausibly deniable” for

Russian regime

Further confirmation that sacking of ITANOV and appointments of VAINO
and KIRIYENKO linked to need to cover up Kremiin's TRUMP support

operation

Detail

1. Speaking in confidence to a longstanding compatriot friend in mid-
October 2016, a Kremlin insider highlighted the importance of
Republican presidential candidate Donald TRUMP’s Jawyer, Michael
COHEN, in the ongoing secret liaison relationship between the New York
tycoon’s campaign and the Russian leadership. COHEN's role had grown
following the departure of Paul MANNAFORT as TRUMP's campaign
manager in August 2016. Prior to that MANNAFORT had led for the

TRUMP side. "

2. According to the Kremlin insider, COHEN now w
cover up and damage limitation operationin t
full details of TRUMP's refationship with R
pursuit of this aim, COHEN had met secretly wit
Presidential Administration (PA) Legal
country in August 2016, The immediat
further scandals involving MANNA
in Russia/Ukraine and to Jimit the:damage arising
former TRUMP. ]

with Russian le
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overall objective had been to “to sweep it all under the carpet and make
sure no connections could be fully established or proven”

3. Things had become even “hotter” since August on the TRUMP-Russia
track. According to the Kremlin insider, this had meant that direct contact
between the TRUMP team and Russia had been farmed out by the
Kremlin to trusted agents of influence working in pro-government policy
institutes like that of Law and Comparative Jurisprudence. COHEN
however continued to lead for the TRUMP team.

4. Referring back to the (surprise) sacking of Sergei [VANOV as Head of PA
in August 2016, his replacement by Anton VAINO and the appointment of
former Russian premier Sergei KIRIYENKO to another senior position in
the PA, the Kremlin insider repeated that this had been directly
connected to the TRUMP support operation and the need to cover up now
that it was being exposed by the USG and in the western media.

Company Comment

The Kremlin insider was unsure of the identities of the PA officials with whom
COHEN met secretly in August, or the exact date/s and locations ofthe
meeting/s. There were significant internal security barriers being erected in the
PA as the TRUMP issue became more controversial and damaging. However s/he

continued to try to obtain these.

19 Octobher 2016
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COMPANY INTELLIGENCE REPORT 2016/166

US/RUSSIA: FURTHER DETAILS OF SECRET DIALOGUE BETWEEN TRUMP
CAMPAIGN TEAM, KREMLIN AND ASSOCIATED HACKERS IN PRAGUE

Summary

- TRUMPfs representative COHEN accompanied to Prague in
August/September 2016 by 3 colleagues for secret discussions with
Kremlin representatives and associated operators/hackers

- Agenda included how to process deniable cash payments to operatives;
contingency plans for covering up operations; and action in event of a

CLINTON election victory

Some further details of Russian representatives/operatives involved;
Romanian hackers employed; and use of Bulgaria as bolt hole to “lie low”

Anti-CLINTON hackers and other operatives paid by both TRUMP team
and Kremlin, but with ultimate loyalty to Head of PA, IVANOV and his

successor/s

Detail

1. We reported previously (2016/135 and /136) on secret meeting/s held
in Prague, Czech Republic in August 2016 between then Republican
presidential candidate Donald TRUMP's representative, Michael COHEN
and his interlocutors from the Kremlin workin
‘NGO’ Rossotrudnichestvo,

g under cover of Russian

Rossotrudnichestvo cover. According
comprised questions on how deniable cash
hackers who had worked in Europe’i
CLINTON car Loand O

generally,
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red that over the period March-September 2016
a company called ISR B and its affiliates had been using botnets
and porn traffic to transmit viruses, plant bugs, steal data and conduct

“altering operations” against the Democratic Party feadership. Entities
tinked to one*were invoived and he and another
hacking expert, both recruited under duress by the FSB,
ﬁwere significant players in this operation. In Prague,
COHEN agreed contingency plans for various scenarios to protect the
operation, but in particilar what was to be done in the event that Hillary
CLINTON won the presidency. It was important in this event that all cash
payments owed were made quickly and discreetly and that cyber and
other operators were stood down/able to go effectively to ground to
cover their traces. (We reported earlicr that the involvement of political
gperatives Paul MANAFORT and Carter PAGE in the secret TRUMP-
Kremlin liaison had been exposed in the media in the run-up to Prague
and that damage limitation of these also was discussed by COHEN with
the Kremlin representatives).

In terms of practical measures to be taken, it was agreed by the two sides
in Prague to stand down various “Romanian hackers” (presumably based
in their homeland or neighbouring castern Europe) and that other
operatives should head for a boit-hole in Plovdiv, Bulgaria where they
should “lay low”. On payments, IVANOV's associate said that the
aperatives involved had been paid by both TRUMP's team and the
Kremlin, though their orders and ultimate loyalty lay with IVANOV, as
Head of the PA and thus ultimately responsible for the operation, and his
designated successor/s after he was dismissed by president PUTIN in
connection with the anti-CLINTON operation in mid August.

13 December 2016
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United States District Court for the District of Columbia

Mikhail Fridman Attorney: Alan Lewis, Esq.
Plaintiff(s), Sperduto Thompson & Gassler PLC
s 1747 Pennsylvania Ave., NW, #1250
: Washington DC 20006
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Case Number: 1:17-cv-02041-RJL

Legal documents received by Same Day Process Service, Inc. on 08/19/2020 at 2:47 PM to be served upon Igor
Danchenko at 5837 15th St., North, Arlington, VA 22205

I, Kion Lathan, swear and affirm that on August 19, 2020 at 7:33 PM, I did the following:

Personally Served Igor Danchenko the person listed as the intended recipient of the legal document with this
Subpoena to Produce Documents, Information, or Objects or to Permit Inspection of Premises in a Civil Action;
Subpoena to Testify at a Deposition in a Civil Action; Witness Check for $48.05; Schedule A; Amended
Complaint ; Exhibits at 5837 15th St., North , Arlington, VA 22205.

Description of Person Accepting Service:
Sex: Male Age: 50 Height: 5ft9in-6ft0in Weight: 131-160 Ibs Skin Color: Caucasian Hair Color: Gray

Supplemental Data Appropriate to this Service:

I declare under penalty of perjury that the foregoing information contained in this affidavit is true and correct and that I
am a professional process server over the age of 18 and have no interest in the above legal matter.
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First witness statement of: Christopher D Steele
Filed on behalf of: Defendant

Statement date: 14 February 2020

Exhibit no: CDS1

IN THE HIGH COURT OF JUSTICE Claim no. HQ18M01646
QUEEN'S BENCH DIVISION

MEDIA & COMMUNICATIONS LIST

BETWEEN

(1) PETR AVEN
(2) MIKHAIL FRIDMAN
(3) GERMAN KHAN
Claimants

and

ORBIS BUSINESS INTELLIGENCE LIMITED

Defendant

FIRST WITNESS STATEMENT OF CHRISTOPHER STEELE

I, Christopher David Steele, Director of Orbis Business Intelligence Limited, 9 — 11
Grosvenor Gardens, London SW1W 0BD, WILL SAY AS FOLLOWS:

1. | am a Director of the Defendant, a corporate intelligence consultancy based in
London, which offers strategic advice, intelligence gathering and investigation
services.

2. I make this statement in support of the Defendant's defence of this data protection
claim.

3. | confirm that insofar as the matters set out in this statement derive from my own

knowledge they are true. Where matters are not within my personal knowledge,
they are true to the best of my information and belief and derive from the sources
referred to. Where facts are not within my own knowledge, | have identified the
source(s) of that information or belief. Document references in this statement are
to the pages of the exhibit to this witness statement marked CDS1 or to the
parties' disclosure.

-1- RPC
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subsequently instructed a former member of Mr Trump's campaign and
Presidential transition team, Mr Brian Benczkowski, to supervise an investigation
by Stroz Fridberg to investigate allegations of contact in 2017 [CDS1/70-75]. Mr
Benczkowski was subsequently appointed as Assistant Attorney General for the
Criminal Division of the US Department of Justice.

Compilation of CR112

28.

29.

30.

31.

| personally carried out or supervised the work undertaken by Orbis for the
purpose of this assignment. In order to gather the relevant intelligence, | asked
trusted intermediaries, also known as sources, to de-brief trusted Russian sub-
sources who would have personal knowledge of and/or direct access to the
relevant information. These sources are connections that | have built during the
course of my career and were tasked directly by me. | consider these
intermediaries to themselves be protected confidential sources, and | believe that
they would also consider themselves in the same way. | was satisfied, based on
my knowledge and experience of them, that they were reliable. Indeed, | used
the most reliable sources available to me. | was also satisfied that these sources
would in turn draw on sub-sources who were reliable.

Sources are paid a retainer which is not dependent upon productivity or results.
They may also have been working on other projects at the same time as this
project for Fusion. The average retainer for an intermediary is between $3,000
and $5,000 per month. The sub-sources who engaged with the intermediaries
were not paid by Orbis. Each intermediary knows, because they have been
informed by myself or other of the Defendant's directors or staff, that sources
must not be paid and that to do so may be contrary to the Bribery Act 2010 and/or
the Foreign Corrupt Practices Act 1977, depending on the identity of the source
— not all would be government or corporate employees. Intermediaries would be
permitted to make a small gift to a source, such as an inexpensive meal like pizza
or a bottle of whisky, but otherwise the source would have no financial or other
incentive to provide any intelligence, or intelligence of a certain nature. Orbis
takes active steps to ensure compliance among our sources. These steps
included informing the source, before he or she met with a sub-source, of the
limits of gifts or favours that were allowed by to anti-corruption legislation. During
the course of my briefings with the sources following their meeting with a sub-
source, | would ask about the circumstances of the meetings with the sub-
sources, whether any modest gifts had been given to the sub-source, the value
of the dinner that had been consumed by the parties, and if the sub-source had
asked the source for any favours in exchange for the intelligence.

The tasking to sources was conducted as what is known as a “head agent
operation”, that is to say that the sources and sub-sources did not know about
their respective counterparts or how the “food chain” above the source evolved.
Contact between the sub-source and the source was made from a country
outside the UK.

| approached one main source and a couple of subsidiary sources in relation to
the Dossier. The Dossier was comprised of intelligence obtained from 3 sources
and approximately 20 sub-sources. In respect of CR112 specifically, the content
of the memorandum was based on the intelligence provided by a single source
and a single sub-source. It would be wrong to suggest, however, that the
intelligence received was merely regurgitated in CR112 and that no efforts were
made to consider or assess the reliability and veracity of the intelligence received.

-6- RPC
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32.

33.

34.

35.

Instead, | took the following steps to ensure as far as possible the reliability of the
content of the memoranda in the Dossier — including CR112.

| knew the identities of the sources and sub-sources (some of whom were public
individuals). | assessed the intelligence | received having regard to what | knew
of the sources and sub-sources and their roles, my knowledge of the structure of
the Russian political system and its inter-connections with business, and the
credibility of their story. | asked others about the individual source or sub-source
and their story, and | cross-referenced the information | received against open
source data where possible. | asked myself whether the appearance of the
information (for example, whether it seemed sensationalist, had any
discrepancies or any seemingly misleading information etc), the access of the
individual, and the story itself added up and tallied with the intelligence being
received from others, and was consistent with my own knowledge and
experience. | did not take what was said at face value but instead looked at the
open source data pertaining to the individuals involved, other reporting, including
that provided by other sources, and tried to find out whether other government
and intelligence institutions internationally had any relevant intelligence to
corroborate or contradict the intelligence we received.

The source would report back to me and | would compile a memorandum based
on the intelligence shared by the source. | would ask source about the
circumstances of the meeting with the sub-source, what was said, what wasn't
said, what if anything was handed over, and whether any favours were asked,
such as for advice or assistance in arranging a meeting. Normally, sources would
transit through London and onto other destinations out of the country. On their
transit out of London, | would meet with them face to face to brief them on the
intelligence | was seeking. Within two or three days of my briefing, they would
then travel out of London and meet with their sub-source(s). Within about two or
three days of their meeting with a sub-source, the intermediary would then travel
back to London and | would meet with them again for a face-to-face debrief. If
face-to-face briefings were not possible, | would speak with the intermediaries by
phone via a secure encrypted connection.

| would take detailed manuscript notes during the course of debriefs and then
within a day or so, would compile a summary report and destroy any manuscript
notes. To my knowledge, notes would not normally be taken by sources during
the course of their meetings with sub-sources. Whilst | might retain manuscript
notes where the memorandum is of a complicated nature, or the intermediary is
a new connection, | did not retain them with respect to CR112 specifically. | did
not keep them because the memorandum and the intelligence it contained was
very straightforward. The source and sub-source were established connections
of mine; | trusted them and knew that they were in a position to report to me
accurately. Both the source and the sub-source had a very good reporting record.

Where possible, | would get the source to digitally record the conversion with the
sub-source so that | could listen to their exchange myself, as | speak Russian.
Having listened to the relevant recording and prepared the intelligence
memorandum recording the intelligence conveyed by the sub-source to the
source, the recordings were not retained and were destroyed. There were no
recordings made in relation to CR112. Where no recording was made, | would
make notes of the de-briefing with the sub-source as detailed above. This
approach ensured that the intelligence provided by the sub-source was recorded
as accurately as possible and, where recording was possible, this provided an
additional measure by which to assess the intelligence.

-7- RPC
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125. The Defendant therefore respectfully invites the Court to dismiss these claims
and/or to refuse to grant the declarations the Claimants seek and/or to award no
compensation. As regards the claims for relief under section 14 of the DPA, |
have explained above that the Defendant only holds copies of CR112 for the
purposes of legal proceedings, and its records already indicate that the Claimants
dispute the accuracy of certain passages in CR112.

-29- RPC
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First witness statement of: Cristopher D Steele
Served on behalf of: Defendant

Statement date: 14 February 2020

Exhibit no: CDS1

Claim No. HQ18M01646

IN THE HIGH COURT OF JUSTICE
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OPUSI2

March 18, 2020
Day 3

Petr Aven, Mikhail Fridman and
German Khan v Orbis Business
Intelligence Limited
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Page 9
1 MR TOMLINSON: [I'll ask Ms Sjavoll to keep a list.

2 MR JUSTICE WARBY: Yes.

3 MR TOMLINSON: Was this person the source for any of the
4 other memoranda in the so-called dossier?

5 A. Yes.

6 Q. How many of them? All of them?

7 A. Most of them.

8 Q. Most of them. How long had you had them on retainer?
9 A. Onretainer or on the payroll? It's a slightly

10 different issue.

11 Q. Sorry, what's the distinction? | wasn't aware there was
12 one.

13 A. If you pay someone a retainer, you pay them a monthly
14 amount of money regardless of their work.

15 Q. Right.

16 A. And if you pay them according to what they produce for
17 a project or a particular report, it's a sort of

18 one-off, or series of one-off payments.

19 Q. Inyour witness statement you only refer to the first as
20 people being paid a regular sum of $3,000 to $5,000.

21 A. Yes, at that time.

22 Q. Atthattime.

23 A. We're going back in history.

24 Q. Isee. | see. So how long had they been either on the

25 payroll or on retainer?
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Office of the Inspector General
U.S. Department of Justice
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Review of Four FISA Applications and
Other Aspects of the FBI’s Crossfire
Hurricane Investigation

Oversight and Review Division 20-012 December 2019 (Revised)
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allegations, and that it would not be appropriate to characterize all of the factual
information in the Steele election reporting as “uncorroborated.”333

Last}i, the validation reiort included a recommendation that -

Source reporting must accurately describe the reliability of
the information or its origin.

C. The FBI Identifies and Interviews the Primary Sub-Source in
Early 2017

An important aspect of the FBI's assessment of Steele’s election reporting
involved evaluating Steele’s source network, especially whether the sub-sources
had access to reliable information. As noted in the first FISA application, Steele
relied on a primary sub-source (Primary Sub-source) for information, and this
Primary Sub-source used a network of sub-sources to gather the information that
was relayed to Steele; Steele himself was not the originating source of any of the
factual information in his reporting.33** The FBI employed multiple methods in an
effort to ascertain the identities of the sub-sources within the network, including
meeting with Steele in October 2016 (prior to him being closed for cause) and
conducting various investigative inquiries. For example, the FBI determined it was
plausible that at least some of the sub-sources had access to intelligence pertinent
to events described in Steele’s election reporting. Additionally, the FBI's evaluation
of Steele’s sub-sources generated some corroboration for the election reporting
(primarily routine facts about dates, locations, and occupational positions that was
mostly public source information). Further, by January 2017 the FBI was able to
identify and arrange a meeting with the Primary Sub-source.33>

The FBI conducted interviews of the Primary Sub-source in January, March,
and May 2017 that raised significant questions about the reliability of the Steele
election reporting. In particular, the FBI's interview with Steele’s Primary Sub-
source in January 2017, shortly after the FBI filed the Carter Page FISA Renewal

333 We discuss the FBI's conclusions about the reporting in Section V of this chapter.

334 When interviewed bi the FBII the Primaa Sub-source stated that _
The Primary Sub-source was

335 Steele did not disclose the identity of the Primary Sub-source to the FBI.
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Application No. 1 and months prior to Renewal Application No. 2, raised doubts
about the reliability of Steele’s descriptions of information in his election reports.
During the FBI's January interview, at which Case Agent 1, the Supervisory Intel
Analyst, and representatives of NSD were present, the Primary Sub-source told the
FBI that he/she had not seen Steele’s reports until they became public that month,
and that he/she made statements indicating that Steele misstated or exaggerated
the Primary Sub-source’s statements in multiple sections of the reporting.?*® For
example, the Primary Sub-source told the FBI that, while Report 80 stated that
Trump’s alleged sexual activities at the Ritz Carlton hotel in Moscow had been
“confirmed” by a senior, western staff member at the hotel, the Primary Sub-source
explained that he/she reported to Steele that Trump’s alleged unorthodox sexual
activity at the Ritz Carlton hotel was “rumor and speculation” and that he/she had
not been able to confirm the story. A second example provided by the Primary
Sub-source was Report 134's description of a meeting allegedly held between
Carter Page and Igor Sechin, the President of Rosneft, a Russian energy
conglomerate.¥’ Report 134 stated that, according to a “close associate” of
Sechin, Sechin offered "PAGE/TRUMP’s associates the brokerage of up to a 19
percent (privatized) stake in Rosneft” in return for the lifting of sanctions against
the company.3*® The Primary Sub-source told the FBI that one of his/her sub-
sources furnished information for that part of Report 134 through a text message,
but said that the sub-source never stated that Sechin had offered a brokerage
interest to Page.**® We reviewed the texts and did not find any discussion of a
bribe, whether as an interest in Rosneft itself or a “brokerage.”**

336 David Laufman, then Chief of NSD’s Counterintelligence and Export Control Section (CES),
covered the first portion of the January interview and his Deputy Section Chief covered the remaining
portions of the January interview. Laufman told us that he negotiated with the Primary Sub-source’s
counsel to facilitate the FBI's interview and sought to “build a cooperative relationship that
could...result in the Bureau’s being in a position to assess the validity of information in the [Steele
election reporting] resulting from [the Primary Sub-source’s] activities or the collection of [his/her]
sub-subsources. So I saw my role as a broker to get that relationship consolidated.” Laufman said
that the portion of the interview he attended established the line of communication with the Primary
Sub-source and, as he recalled, generally covered the facts in a “superficial” way. He said that after
the completion of the interview, he never saw the FBI's written summary of the interview.

337 According to the Supervisory Intel Analyst, the FBI was not able to prove or disprove
Page’s meeting with Sechin. The Analyst explained that Page did meet with a Rosneft official—Andrey
Baranov, during his July 2016 trip to Moscow and that Page told the FBI that Baranov might have
mentioned the possible sale of a stake in Rosneft. The Analyst stated that Report 134's mention of
Sechin could be a “garble” for Baranov.

338 Report 134 contained differing information on the alleged bribe offered by Sechin to Page.
The Report first stated that Sechin offered Page a “large stake in Rosneft in return for lifting sanctions
on Russia.” Later, the same report stated that Sechin had offered Page a much smaller sum of
money, “the brokerage of up to a 19 per cent (privatized) stake in Rosneft.”

339 The Primary Sub-source also told the FBI at these interviews that the sub-source who

irovided the information about the Carter Paie—Sechin meetini _

340 According to a press report prior to the date of Report 134, a 19-percent stake in Rosneft
could have sold for more than $10 billion. See https://www.cnbc.com/2016/06/08/russias-oil-giant-
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The Primary Sub-source was questioned again by the FBI beginning in March
2017 about the election reporting and his/her communications with Steele. The
Washington Field Office agent (WFO Agent 1) who conducted that interview and
others after it told the OIG that the Primary Sub-source felt that the tenor of
Steele’s reports was far more “conclusive” than was justified. The Primary Sub-
source also stated that he/she never expected Steele to put the Primary Sub-
source’s statements in reports or present them as facts. According to WFO Agent
1, the Primary Sub-source said he/she made it clear to Steele that he/she had no
proof to support the statements from his/her sub-sources and that “it was just
talk.” WFO Agent 1 said that the Primary Sub-source explained that his/her
information came from “word of mouth and hearsay;"” “conversation that [he/she]
had with friends over beers;” and that some of the information, such as allegations
about Trump'’s sexual activities, were statements he/she heard made in “jest.”3%!
The Primary Sub-source also told WFO Agent 1 that he/she believed that the other
sub-sources exaggerated their access to information and the relevance of that
information to his/her requests. The Primary Sub-source told WFO Agent 1 that
he/she “takes what [sub-sources] tell [him/her] with ‘a grain of salt.”™

In addition, the FBI interviews with the Primary Sub-source revealed that
Steele did not have good insight into how many degrees of separation existed
between the Primary Sub-source’s sub-sources and the persons quoted in the
reporting, and that it could have been multiple layers of hearsay upon hearsay. For
example, the Primary Sub-source stated to WFO Agent 1 that, in contrast to the
impression left from the election reports, his/her sub-sources did not have direct
access to the persons they were reporting on. Instead, the Primary Sub-source told
WFO Agent 1 that their information was “from someone else who may have had
access.”

The Primary Sub-source also informed WFO Agent 1 that Steele tasked
him/her after the 2016 U.S. elections to find corroboration for the election reporting
and that the Primary Sub-source could find none. According to WFO Agent 1,
during an interview in May 2017, the Primary Sub-source said the corroboration
was “zero.” The Primary Sub-source had reported the same conclusion to the
Crossfire Hurricane team members who interviewed him/her in January 2017.

Following the January interview with the Primary Sub-source, on February
15, 2017, Strzok forwarded by email to Priestap and others a news article
referencing the Steele election reporting; Strzok commented that “recent interviews
and investigation, however, reveal [Steele] may not be in a position to judge the
reliability of his sub-source network.” According to the Supervisory Intel Analyst,
the cause for the discrepancies between the election reporting and explanations

just-saw-its-profits-drop-75.html (accessed Dec. 8, 2019). We discuss below the issue of Steele or
the sub-sources presenting their analyses as statements of Kremlin officials or others.

341 According to WFQ Agent 1, the Primary Sub-source told him that he/she spoke with at
least one staff member at the Ritz Carlton hotel in Moscow who said that there were stories
concerning Trump’s alleged sexual activities, not that the activities themselves had been confirmed by
the staff member as stated in Report 80.
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later provided to the FBI by Steele’s Primary Sub-source and sub-sources about the
reporting was difficult to discern and could be attributed to a number of factors.
These included miscommunications between Steele and the Primary Sub-source,
exaggerations or misrepresentations by Steele about the information he obtained,
or misrepresentations by the Primary Sub-source and/or sub-sources when
questioned by the FBI about the information they conveyed to Steele or the Primary
Sub-source.342

Another factor complicating the FBI's assessment of the Steele election
reporting was the Primary Sub-source’s statement to the FBI that he/she believed
that information presented as fact in the reporting included his/her and Steele’s
“analytical conclusions” and “analytical judgments,” and not just reporting from
sub-sources. For example, Report 80 provides that:

Speaking separately in June 2016, Source B (the former top-level
Russian intelligence officer) asserted that TRUMP’s unorthodox
behavior in Russia over the years had provided the authorities there
with enough embarrassing material on the now Republican presidential
candidate to be able to blackmail him if they so wished.

The Primary Sub-source told the FBI that “the ability to blackmail Trump was
[the sub-source’s] ‘logical conclusion’ rather than reporting,” even though it is
presented as a statement from a sub-source. The Primary Sub-source noted
another example of this practice in Report 135, which states:

Referring back to the (surprise) sacking of Sergei IVANOV as Head of
PA [Presidential Administration] in August 2016, his replacement by
Anton VAINO and the appointment of former Russian premier Sergei
KIRIYENKO to another senior position in the PA, the Kremlin insider
repeated that this had been directly connected to the TRUMP support
operation and the need to cover up now that it was being exposed by
the USG and in the western media.

Report 111 also contains similar information to Report 135, namely that
Ivanov was “sacked” due to his association with the Russian’s U.S. election
operation. The Primary Sub-source explained to the FBI that the connection
between Ivanov’s replacement and “fallout over Russia’s influence efforts against
the U.S. election” was the Primary Sub-source’s “analytical conclusion.” The
Primary Sub-source told the FBI that he/she was careful to identify his/her
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analytical conclusions to Steele and to offer a confidence level in them (e.g.
ossible vs. likely). We took note of the fact that, on December 1, 2016,

The Supervisory Intel Analyst, as well as Steele, told us that blending
judgments with assertions is not an appropriate way to report intelligence. Steele
told us that he would hope that his reports were clear on what a source stated,
what was assumed by the source, and what was analysis. However, Strzok told the
OIG that the blending in Steele’s reporting of analysis with statements from the
sub-sources “posed problems” for the FBI. Strzok explained that “to understand
what the individual source said we can no longer assume this guy said all of this.
It's really [Steele] added on or [the Primary Sub-source] added on.”

As discussed in Chapter Eight, Carter Page FISA Renewal Application Nos. 2
and 3 advised the court that following the January interview with the Primary Sub-
source, “the FBI found the Russian-based sub-source to be truthful and
cooperative.” Renewal Application Nos. 2 and 3 continued to rely on the Steele
information, without any revisions or notice to the court that the Primary Sub-
source contradicted the Steele election reporting on key issues described in the
renewal applications. We found no evidence that the Crossfire Hurricane team ever
considered whether any of the inconsistencies warranted reconsideration of the
FBI's previous assessment of the reliability of the Steele election reports, or notice
to OI or the court for the subsequent renewal applications.

D. The FBI Obtains Additional Information about the Reliability of
Steele’s Reporting after FISA Renewal Application No. 3

Crossfire Hurricane team members told us that in the spring 2017 they
determined that they needed to interview Steele more extensively about his
election reporting and ask questions to account for new information that the
Primary Sub-source had provided during his/her interview. The Supervisory Intel
Analyst explained that the team members believed that an interview with Steele
“would be a good way of potentially looking to see whether or not [the Primary
Sub-source] is giving us accurate information [or] did [the Primary Sub-source] tell
[Steele] something different.” The FBI sought to obtain additional information
about Steele’s sub-sources prior to the interview and encountered some logistical
delays in arranging it. The interview ended up occurring during two days in
September 2017, following the Carter Page FISA Renewal Application No. 3.

The FBI's interview with Steele in September 2017 further highlighted
discrepancies between Steele’s presentation of information in the election reporting
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Attorney General

The Honorable Lindsey Graham
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Washington, D.C. 20530

July 17, 2020

The Honorable Marco Rubio
Acting Chairman

Select Committee on Intelligence
United States Senate
Washington, DC 20510

The Honorable Dianne Feinstein The Honorable Mark Warner
Ranking Member Ranking Member

Committee on the Judiciary Select Committee on Intelligence
United States Senate United States Senate
Washington, DC 20510 Washington, DC 20510

Dear Chairmen and Ranking Members:

We write in further regard to matters pertaining to the Foreign Intelligence Surveillance
Act (FISA) and other matters contained in the December 9, 2019 report by Department of Justice
(Department) Inspector General Michael Horowitz.

As we described in our letter of February 7, 2020, the Attorney General has determined
that it is now in the public interest to release to Congress additional documents and information
related to these matters to the extent consistent with national security interests and with the
January 7, 2020 order of the Foreign Intelligence Surveillance Court (FISC). We began to
provide such documents to you on February 7. A twelfth production is enclosed herein, Bates
numbered SENATE-FISA2020-001106 to SENATE-FISA2020-001167. This submission
contains a February 9, 2017 Electronic Communication and an annotated New York Times news
article. The attached production is unclassified in its current format.

Pursuant to longstanding Department policy, the Department has made redactions
relating to certain personally identifiable information or to ongoing investigations, enforcement
activities, and certain law enforcement operations, methods, or techniques.

Today’s submission, along with forthcoming productions of additional documents, is
based on extraordinary and unique circumstances, and should not be construed as precedent
setting in any regard. The production of these materials does not waive any applicable
privilege.
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The Honorable Lindsey Graham
The Honorable Dianne Feinstein
The Honorable Marco Rubio
The Honorable Mark Warner
Page 2

We hope this information is helpful. Please do not hesitate to contact this office if we
may provide additional assistance regarding this or any other matter.

(Sin,

@t;pyen E. Boyd
stant Attorney General

Enclosures
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| FOUND THE PRIMARY SEARCH
SUBSOURCE

July 19,2020 Fipally |
found the
proof. The full resume
that shows this person is
almost without a doubt
the primary sub source
for the Steele dossier.

Bonus: He worked with

Fiona Hill!

Here is the full resume:

https://ifoundthepss.blogspot.com/2020/07/unmistakable-proof.html 1/6



10/21/2020 Case 1:17-cv-02041-RJL Document 109rakkoibgelodi0/23/20 Page 107 of 120

It matches every detail
in the summary to a
degree that it is almost
certain that this is the

primary sub source.

CONTACT INFORMATION
Eemsd: surincherkodibotrusl coe

rscrpaiscusitbtrial coom
EDUCATION

Rimiversity ol LS, Losiesilie, KY
Diepartmsent of Political Science, J005. WA
Thews

[FRE S —

Ferm' State Uriversiy, Porse
P b O 1 baation] L 000, B0

Emglish-Specialioed Scheol 8 7, Perm, Bassia, 1906

Shidel Iigh Selaal, N Orieans, LA, 1933

FROFESSION AL EXPERIENCE

Lama, Trasalatar

SConmplen Tovtems” Erfemtific Trchnical Crnten, LLC; Chripabined, Russia (0870020
[T

J datsh nd

lega
i e prgeama for Wit tmergy compamion S50 T umemeneris,
e R r——

Larwyer, Lemiscir Eaginnr, Prod withis Sperines
“Ehemhin Trading Mo, LLE, Poren’, Russis {07002 352003

Wit and sal ELL and Mt
Easters Stato, nd maprvisd wnd prrvihd oisscal servion 19,8 s il aperaion

=apitek Cansirwesion and Traila Trssl & Ligiscies™ J¥3 Pores”, Rassis, Iitembal,
Tharkey (05187002

Wroa: cmTicn. comducnd Begoeision. me coacisdod 4o for ko o
g complasa Lot et & Tra ¥ e ity Admieadnon.
oot oassby mmalrosd
mﬂ-ic-n-mwl-\l o ]

ropaty

- Sttty eyl g 81 tha g ks St st Farband

reeren (o bmdrantiv e, Trmipter, Sty kpeooutptve.bn L

S rakigaey,” Crareraen (ol Gascera Prom . Ears 131754
L

Trumsiaasd Comgan"s el dooumere, s bkagusl omenamcn. wevice, 5 18-

Coppee
St ey | erpan . mrmraon o e o e gl e
Ansut- APl g RRC {Penien Culfl, honsing oramsation | e (Tohna)
il i Yelaniuid sl Tadeiin VW ol N s

o P, R i, st b sirvoapbonis widh g pars,

vt v P ol i ek, e 4 o o i Tk
i

nmtrert Admistryar
“Parmien * 80 dabad Vemtuse LT Priw s (% 1905 0 iny

ot comain ey, v, wdmmask, topp ] mve w |nginde
g, ogumer] el code e bl e, s e g,
el ontoact, Crokd et e cotace s, smeraciod
1 e g o aCE 3 EEeRo 3 ShETR B SLCESCR,
B Y T T
e

* et s e g et i)

Lo dtben gy oo e e ol tion
* n..u.u..-u.m.... PSR N ———
hamne Bogiey

“Parmier = OF Sntnt Virarsns LU o, R, (771087 - 021998

Fom mopok v of ameriae, seseponent B o prodcrion. el st ssntean.al
[t ——y " ey )
e gt e

https://ifoundthepss.blogspot.com/2020/07/unmistakable-proof.html 2/6



10/21/2020 Case 1:17-cv-02041-RJL Document 108nRtak&nitaelodi0/23/20

Koy Comanry D ihgh Soksad, Ll K
[Fermep b S, A ey

iy St Sormns, Ergland
Bnsioms cusimnge pragra partc e | -1 | 1931}

. K
B bt teppon Ao Draey e gk school

Enchr e mwersa e
st

D, L4 Fal, W, 5 g Mot Rl
s

A

se-LUp Fuundation Progroen, Wisbingion, DC. Panticipas, (1 1/1994)

REFERENCES

[ ep—

Here is a link to his
senior thesis from

University of Louisville.

So the primary sub

source is lgor

Danchenko

In London on October

11, 2016

Russia in August 2016
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Trip to New York as
Crossfire Hurricane

opens

June 3, 2016 off to

Moscow and London

Resume change on June

11, 2016

e Igar Danchenko

linkedin.com/hp/update/6147..

Dig at Carter Page?
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Beach friends?

nnnnnnnnnnnn i o + M
A red fox on the beach. @ Ocean City, Marylar

I'm willing to bet Orbis
has some payments to
Sidar Global Analysis
that eventually wind up

with Igor.

(It turns out I'm
probably wrong about

that one. Target Labs,

inc more likely)

More fun stuff.
Brookings Institute
papers written with
Fiona Hill and Erica

Downs
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&he New Nork &imes  hitps://nyti.ms/2WU7ED

The EB.I. Pledged to Keep a Source Anonymous. Trump Allies Aided His Unmasking.

After a Russia expert who had collected research on Donald Trump for a disputed dossier agreed to tell the F.B.I. what he knew about it, law
enforcement officials declassified a road map to identifying him.

L -,
By Adam Goldman and Charlie Savage

July 25, 2020

WASHINGTON — Not long after the early 2017 publication of a notorious dossier about President Trump jolted Washington, an expert in
Russian politics told the F.B.1. he had been one of its key sources, drawing on his contacts to deliver information that would make up some
of the most salacious and unproven assertions in the document.

The EB.I. had approached the expert, a man named Igor Danchenko, as it vetted the dossier’s claims. He agreed to tell investigators what
he knew with an important condition, people familiar with the matter said — that the EB.I. keep his identity secret so he could protect
himself, his sources and his family and friends in Russia.

But his hope of remaining anonymous evaporated last week after Attorney General William P. Barr directed the EB.I. to declassify a
redacted report about its three-day interview of Mr. Danchenko in 2017 and hand it over to Senator Lindsey Graham, Republican of South
Carolina and chairman of the Senate Judiciary Committee. Mr. Graham promptly made the interview summary public while calling the
entire Russia investigation “corrupt.”

The report blacked out Mr. Danchenko’s name and other identifying information. But within two days, a post on a newly created blog
entitled “I Found the Primary Subsource” identified him, citing clues left visible in the EB.I. document. A pseudonymous Twitter account
created in May then promoted the existence of the blog. And the next day, RT, the Kremlin-owned, English-language news and propaganda
outlet, published an article amplifying Mr. Danchenko’s identification.

The decision by Justice Department and F.B.I. leaders to divulge such a report was highly unusual and created the risk it would help
identify a person who had confidentially provided information to agents, even if officials did not intend to provide such a road map. The
move comes at a time when Mr. Barr, who is to testify before lawmakers on Tuesday, has repeatedly been accused of abusing his powers to
help Mr. Trump politically.

Former law enforcement officials said the outing will make it harder for F.B.I. agents to gain the trust of people they need to cooperate in
future and unrelated investigations.

“These things have to remain very closely held because you put witnesses at risk,” said James W. McJunkin, a former EB.I. assistant
director for counterterrorism. “To release sensitive information unnecessarily that could jeopardize someone’s life is egregious.”

A lawyer for Mr. Danchenko, Mark E. Schamel, said that because his client’s name had already been exposed, he would not ask The New
York Times to withhold it. He acknowledged that “Igor Danchenko has been identified as one of the sources who provided data and
analysis” to Christopher Steele, the British former spy who compiled the dossier and whose last name has become shorthand for it.

Mr. Danchenko’s identity is noteworthy because it further calls into question the credibility of the dossier. By turning to Mr. Danchenko as

his primary source to gather possible dirt on Mr. Trump involving Russia, Mr. Steele was relying not on someone with a history of working
with Russian intelligence operatives or bringing to light their covert activities but instead a researcher focused on analyzing business and

political risks in Russia.

Spokespeople at both the F.B.I. and the Justice Department declined to comment. An email sent to an address listed on the blog was not
returned.

Mr. Trump’s supporters on Capitol Hill have long sought access to Justice Department and E.B.I. documents about the Russia
investigation. The EB.I. director, Christopher A. Wray, told lawmakers in late 2017 that the bureau was wary of turning over records
related to its effort to verify the Steele dossier to Congress. “We are dealing with very, very dicey questions of sources and methods, which
is the lifeblood of foreign intelligence and our liaison relationships with our foreign partners,” he said.

But since his confirmation early last year, Mr. Barr and other Trump appointees have approved a wave of extraordinary declassifications
that the president’s allies, including Mr. Graham, have used to attack the Russia inquiry.

https://www.nytimes.com/2020/07/25/us/politics/igor-danchenko-steele-dossier.html 1/3
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Mr. Graham said he had asked the EB.I. to declassify the interview report after it was described in an inspector general report last year
because he wanted the public to read it. He stressed that he did not know the identity of Mr. Steele’s source and said he did not know
whether the F.B.I. released identifying information it should have protected, saying the bureau had appeared to be “painstaking” in
redacting such details.

“I don’t know how he was exposed,” Mr. Graham said in an interview on Friday. “I didn’t see anything in the memo exposing who he was. I
mean, you can believe these websites if you want to — I don’t know. I know this: It’s important for the country to understand what
happened here.”

In addition to their political implications, the documents have at times revealed the closely held secrets that Mr. Wray feared jeopardizing:
sources of information and the methods used for gathering it.

The F.B.Is headquarters in Washington. The disclosures will make it harder for EB.I.
agents to gain the trust of potential sources, former law enforcement officials said. Anna
Moneymaker/The New York Times

Transcripts of recordings released in April resulted in the identification of a confidential F.B.I. informant who had agree to wear a wire
when talking to George Papadopoulos, a former Trump adviser who was convicted of lying to the EB.I. Other released transcripts of a
Russian diplomat’s conversations with former national security adviser Michael T. Flynn revealed that the bureau was able to monitor the
phone line of the Russian Embassy in Washington even before a call connected with Mr. Flynn’s voice mail.

The unmaskings from the release of the EB.I. report have already spiraled beyond Mr. Danchenko. Building on the knowledge of his
identity, another Twitter user named a likely source for Mr. Danchenko. Online sleuths were trying to identify others from his network who
were cited but not named in the Steele dossier.

The release of Mr. Danchenko’s interview summary likely put him and other sources in Russia’s sights, said Senator Mark Warner of
Virginia, the top Democrat on the Senate Intelligence Committee.

“Under Attorney General Barr, the levers of the Department of Justice continue to be weaponized in defense of the president’s political
agenda, even at the expense of national security,” said Mr. Warner, who did not confirm that Mr. Danchenko was Mr. Steele’s primary
source or discuss his committee’s own investigation into Russian election interference. “I'm deeply concerned by this release. There is no
doubt that the Russians are poring over it to see if they can identify this individual or other sources.”

Mr. Danchenko also cooperated with the intelligence committee on condition of confidentiality, according to two people familiar with its
investigation.

Some posts on the blog that revealed Mr. Danchenko’s name are dated before Mr. Graham released the interview report, but the Twitter
user who promoted the blog said he or she had backdated the posts to change their order.

Born in Ukraine, Mr. Danchenko, 42, is a Russian-trained lawyer who earned degrees at the University of Louisville and Georgetown
University, according to LinkedIn. He was a senior research analyst from 2005 to 2010 at the Brookings Institution, where he co-wrote a
research paper showing that, as a student, President Vladimir V. Putin of Russia appeared to have plagiarized part of his dissertation.

According to his interview with the EB.I., Mr. Steele contacted Mr. Danchenko around March 2016 and assigned him to ask people he knew
in Russia and Ukraine about connections, including any ties to corruption, between a pro-Russian government in Ukraine and the veteran
Republican strategist Paul Manafort. Mr. Steele did not explain why, but Mr. Manafort joined the Trump campaign around that time and
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was later promoted to its chairman. He was convicted in 2018 of tax and bank fraud and other charges that grew out of the Russia
investigation.

Mr. Steele later expanded Mr. Danchenko’s assignment to look for any compromising information about Mr. Trump.
By Jan. 13, 2017, the E.B.I. had identified Mr. Danchenko, who soon agreed to answer investigators’ questions in exchange for immunity.

The EB.L told a court it found Mr. Danchenko “truthful and cooperative,” according to the report by the Justice Department inspector
general, Michael E. Horowitz, although a supervisory E.B.I. intelligence analyst said Mr. Danchenko may have minimized aspects of what
he told Mr. Steele.

Mr. Graham said he wanted the public to be able to see for itself how the interview report “clearly shows that the dossier was not reliable
and they continued to use it anyway.”

Mr. Danchenko did nothing wrong in accepting a paid assignment to gather allegations about Mr. Trump’s ties to Russia and conveying
them to Mr. Steele’s research firm, Orbis Business Intelligence, said Mr. Schamel, who attended his client’s E.B.I. debriefings but whose
name was redacted from the report about them.

“Mr. Danchenko is a highly respected senior research analyst; he is neither an author nor editor for any of the final reports produced by
Orbis,” Mr. Schamel said. “Mr. Danchenko stands by his data analysis and research and will leave it to others to evaluate and interpret any
broader story with regard to Orbis’s final report.”

The Steele dossier was deeply flawed. For example, it included a claim that Mr. Trump’s former lawyer Michael D. Cohen had met with a
Russian intelligence officer in Prague to discuss collusion with the campaign. The report by the special counsel who took over the Russia
investigation, Robert S. Mueller III, found that Mr. Cohen never traveled to Prague.

And Mr. Danchenko’s statements to the E.B.I. contradicted parts of the dossier, suggesting that Mr. Steele may have exaggerated the
soundness of other allegations, making what Mr. Danchenko portrayed as rumor and speculation sound more solid.

The Steele dossier played no role in the EB.I’s opening of the Russia investigation in July 2016, and Mr. Mueller did not rely on it for his
report.

But its flaws have taken on outsized political significance, as Mr. Trump’s allies have sought to conflate it with the larger effort to
understand Russia’s covert efforts to tilt the 2016 election in his favor and whether any Trump campaign associates conspired in that
effort. Mr. Mueller laid out extensive details about Russia’s covert operation and contacts with Trump campaign associates, but found
insufficient evidence to bring any conspiracy charges.

The dossier did play an important role in a narrow part of the FEB.1s early Russia investigation: the wiretapping of Carter Page, a former
Trump campaign adviser with close ties to Russian officials, which began in October 2016 and was extended three times in 2017. The
Justice Department’s applications for court orders authorizing the wiretap relied in part on information from the dossier in making the
case that investigators had reason to believe that Mr. Page might be working with Russians.

Mr. Page was never charged, and Mr. Mueller’s report only briefly discussed him. Mr. Horowitz scathingly portrayed the wiretap
applications as riddled with errors and omissions.

Mr. Danchenko provided information to Mr. Steele that figured into one of the biggest flaws with those applications. Mr. Horowitz first
brought to public light that when the FE.B.I. interviewed Mr. Steele’s primary source — who turned out to be Mr. Danchenko — his account
was inconsistent with important aspects of the dossier.

But law enforcement officials recycled the same language derived from the dossier in their final two applications for court orders to
continue wiretapping Mr. Page. They also told a court they had spoken to Mr. Steele’s primary source but without revealing that his
statements raised questions about the dossier’s credibility, which Mr. Horowitz said was misleading.

After the inspector general report, the F.B.1. conceded to the court that it should not have sought the last two renewals.

The disclosure of Mr. Danchenko’s identity — which the inspector general report concealed — also brought into focus another questionable
statement in the wiretap applications. Mr. Horowitz wrote that the last two applications described Mr. Steele’s source as “Russian-based.”
Though Mr. Danchenko visited Moscow while gathering information for Mr. Steele, he lives in the United States.

A criminal prosecutor appointed by Mr. Barr to scrutinize the Russia investigation, John H. Durham, the U.S. attorney in Connecticut, has
also focused on the dossier and asked questions about Mr. Danchenko, according to people familiar with aspects of his inquiry. Mr.
Schamel said he had not been contacted by Mr. Durham or his investigators.

Nicholas Fandos contributed reporting.
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Office of the Attornep General
Washington, B. €. 20530

September 24, 2020

The Honorable Lindsey Graham
Chairman, Committee on the Judiciary
United States Senate

290 Russell Senate Office Building
Washington, D.C. 20510

Dear Chairman Graham,

For months, the Department of Justice and the Federal Bureau of Investigation (“FBI”)
have been declassifying and providing documents to the Judiciary Committee related to the
Inspector General’s report, “Review of Four FISA Applications and Other Aspects of the FBI's
Crossfire Hurricane Investigation.”

In connection with your Committee’s investigation of these matters and ongoing
hearings, you have been asking us to accelerate this process and to provide any additional
information relating to the reliability of the work of Christopher Steele and the so-called “Steele
dossier,” as long as its release would not compromise U.S. Attorney John Durham’s ongoing
criminal investigation.

A footnote in the Inspector General’s report contains information, which up till now has
been classified and redacted, bearing on the reliability of the Steele dossier. The FBI has
declassified the relevant portion of that footnote, number 334, which states that “[t]he Primary
Sub-source was the subject of an FBI counterintelligence investigation from 2009 to 2011 that
assessed his/her documented contacts with suspected Russian intelligence officers.” Further, at
my request, the FBI has prepared a declassified summary of certain information from the
counterintelligence investigation of the Primary Sub-source, which I am now providing to the
Committee.

[ have consulted with Mr. Durham, who originally brought this information to my
attention in the course of his investigation, and he has informed me that disclosure of the
information will not interfere with his criminal investigation. I have also alerted the Director of
National Intelligence (“DNI”) to certain classified information in the possession of the
intelligence community, also brought to my attention by Mr. Durham, which bears upon the
FBI's knowledge concerning the reliability of the dossier. Mr. Durham confirms that the
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disclosure of that information would not interfere with his investigation, and the Department
otherwise defers to the DNI concerning the handling of this information.

Sincerely,

(B

William P. Barr
Attorney General

cc: The Honorable Dianne Feinstein, Ranking Member, Committee on the Judiciary

I:nclosure
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FEDERAL BUREAU OF INVESTIGATION

| Overview of the Counterintelligence Investigation of Christopher

Steele’s Primary Sub-source

[l sumMMARY

This document is an unclassified summary of classified investigative case file reports pertaining to
the counterintelligence investigation referenced in footnote 334 of the Department of Justice Inspector
General Report, Review of Four FISA Applications and Other Aspects of the FBI’s Crossfire Hurricane
Investigation. The FBl is providing this information to the Office of the Attorney General pursuant to the
DOJ's request, which the FBI understands is based on DOJ receiving an inquiry from the Chairman of the
Senate Judiciary Committee on September 18, 2020.

Between May 2009 and March 2011, the FBI maintained an investigation into the individual who
later would be identified as Christopher Steele’s Primary Sub-source (“the 2009 investigation”). As
explained below, the FBI commenced this investigation based on information by the FBIl indicating that
the Primary Sub-source may be a threat to national security. The following describes the investigation
and subsequent knowledge of the investigation by the CROSSFIRE HURRICANE team.

I PRELIMINARY INVESTIGATION

- In May 2009, the FBI opened a preliminary investigation predicated on a specific interaction
between three individuals who were then employed by a prominent U.S. think tank. Specifically, the FBI
received reporting indicating a research fellow for an influential foreign policy advisor in the Obama
Administration was at a work-related event in late 2008 with a coworker when they were approached by
another employee of the think tank (“the employee”). The employee reportedly indicated that if the two
individuals at the table “did get a job in the government and had access to classified information” and
wanted “to make a little extra money,” the employee knew some people to whom they could speak.
According to the research fellow, there was no pretext to the conversation; the employee had not been
invited to the table; and the employee began the exchange by asking if the research fellow “would
follow [his/her principal] anywhere.” When later interviewed by the FBI, the research fellow confirmed
the report and stated that while he/she could not be certain, he/she did not believe the employee was
attempting to gain access to the foreign policy advisor through the research fellow’s access. When
interviewed by the FBI, the coworker seated with the research fellow did not recall a specific pitch for
classified information, however, the coworker did express suspicion of the employee and had
questioned the possibility that the employee might actually be a Russian spy. In December 2016, the
FBI’s Crossfire Hurricane investigation identified the employee as Christopher Steele’s Primary Sub-
source.

I CONVERSION TO FULL INVESTIGATION

After initiating the investigation, the FBI converted it from a preliminary to a full investigation
based on the following open source and FBI information:

° - The Primary Sub-source was identified as an associate of two FBI counterintelligence
subjects. The FBI assessed that the Primary Sub-source formed the associations with these
individuals through a university student organization of which he/she was a member. The FBI
identified no additional derogatory information pertaining to these associations.

° - A review of FBI databases revealed that the Primary Sub-source had contact in 2006 with
the Russian Embassy and known Russian intelligence officers.

Declassified by FBI-C58W88B61
on 9/23/2020
This redacted version only
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° - In September 2006, the Primary Sub-source was in contact with a known Russian
intelligence officer. During these conversations, the Russian Intelligence Officer invited the
Primary Sub-source to the Russian Embassy to see his office. The Primary Sub-source told the
Russian Intelligence Officer that he/she was interested in entering the Russian diplomatic
service one day. The two discussed a time when the Primary Sub-source was to visit. Four days
later, the Russian Intelligence Officer contacted the Primary Sub-source and informed him/her
they could meet that day to work “on the documents and then think about future plans.” Later
in October 2006, the Primary Sub-source contacted the Russian Intelligence Officer seeking a
reply “so the documents can be placed in tomorrow’s diplomatic mail pouch.”

° - FBI information further identified, in 2005, the Primary Sub-source making contact with a
Washington, D.C.—based Russian officer. It was noted that the Russian officer and the Primary
Sub-source seemed very familiar with each other.

I (NTERVIEWS TO SUPPORT THE INVESTIGATION

- As part of its investigation, the FBI conducted interviews with the Primary Sub-source’s
associates. One individual indicated that the Primary Sub-source was not anti-American but wanted to
return to Russia one day. Another described the Primary Sub-source as pro-Russia and indicated that
he/she always interjected Russian opinions during policy discussions. While both stated that they did
not recall the Primary Sub-source asking directly about their access to classified information, one
interviewee did note that the Primary Sub-source persistently asked about the interviewee’s knowledge
of a particular military vessel.

I CLOSURE OF THE INVESTIGATION

- In July 2010, the field office initiated a request for Foreign Intelligence Surveillance Act (FISA)—
authorized coverage, and the request was routed to the U.S. Department of Justice Office of Intelligence
Policy and Review in August 2010. Investigators subsequently learned that the Primary Sub-source
departed the United States in September 2010. Further investigation determined that his/her visa was
not renewed. Because the Primary Sub-source had apparently left the United States, the FBI withdrew
the FISA application request and closed the investigation. The record documenting the closing of the
investigation stated that consideration would be given to re-opening the investigation in the event that
the Primary Sub-source returned to the United States.

I 'DENTIFICATION BY CROSSFIRE HURRICANE TEAM

- In December 2016, the CROSSFIRE HURRICANE team identified the Primary Sub-source used by
Christopher Steele and, at that time, became familiar with the 2009 investigation. The CROSSFIRE
HURRICANE team interviewed the Primary Sub-source over the course of three sequential days in
January 2017. At that time, the 2009 investigation remained closed. The 2009 investigation remains
closed to this day.
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