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UNITED STATES DISTRICT COURT
DISTRICT OF CONNECTICUT

IN RE APPLICATION FOR ARREST »
WARRANT Case No. 3:26MJG%° (SDV)

Filed Under Seal

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT, ARREST WARRANT, AND
SEIZURE WARRANTS

I, Ryan Oates, being first duly sworn, hereby depose and state as follows:

I. INTRODUCTION

I I am a Special Agent with the Federal Bureau of Investigation (FBI) and have
been since 2016. I am currently assigned to the New Haven Field Office, I have participated in
investigations involving individuals suspected of interstate transportation of stolen property and
other federal offenses. I have written, obtained, and/or coordinated the execution of search and
arrest warrants pertaining to individuals involved in various federal offenses. I have received
training in a variety of areas relevant to my position as a Special Agent while at the FBI
Academy in Quantico, Virginia.

2, I make this affidavit in support of a criminal complaint against, and arrest warrant
for, Nursulton Izzatulloevich Khaydarov, aka Sayid Makhmudarov, aka Rustam Mavlonov, aka
Dmitri Aganin (“Individual 17) (year of birth: 1993) for violations of Title 18, United States
Code, Sections 371 (conspiracy), 1343 (wire fraud), and 1957 (monetary transactions) (the
“Target Offenses”). I also submit this affidavit in support of two seizure warrants.

3. Individual 1 is a Lawful Permanent Resident of the United States who appears to
be residing in or near Burbank, California. He is not currently known to have a permanent
address but, in connection with the commission of the Target Offenses, has traveled extensively

throughout the United States using multiple aliases and false identification documents.



Case 3:26-cr-00189-SRU  Document 1-1  Filed 05/29/26 Page 2 of 21

4. The facts in this affidavit come from the evidence gathered thus far in the ongoing
investigation, my personal observations, my training and experience, and information obtained
from other law enforcement officers, agents, and witnesses. This affidavit is intended to show
merely that there is probable cause for the requested arrest warrant and seizure warrants and does
not set forth all of my knowledge about this matter. Unless specifically indicated otherwise, all
conversations and statements described in this affidavit are related in substance and in part only.

II. PROBABLE CAUSE

A. Overview of the Conspiracy

5. Beginning no later than September 2025 and continuing through the present,
Individual 1 and his co-conspirators have been committing numerous cargo thefts from
interstate shipment from locations in California and elsewhere, several of which are described
herein. The co-conspirators appear to be deploying sophisticated techniques of deception and
concealment to commit the Target Offenses, including the use of false identification documents
and aliases, the frequent dropping of telephone numbers, unauthorized use of the identities and
email accounts of legitimate business owners, and potential tampering or spoofing of GPS
location trackers.

6. Based upon the evidence collected so far in this investigation, I believe that, in
general, the co-conspirators purchase or otherwise assume control of the U.S. Department of
Transportation (“USDOT?) and motor carrier identification numbers,' as well as the identities
and email accounts of legitimate motor carrier companies. Co-conspirators then use the business
email account to assume the identity of the previous owner and continue operating the business
as if no change of ownership occurred. The use of the legitimate business owner’s identity
(including name, email signature block, and other personal identifying information) appears to be

done without their knowledge or consent in order to facilitate the fraud, allowing the co-

1 A USDOT number is unique identifier required to operate commercial vehicles transporting

passengers or hauling cargo in interstate commerce. In addition to the USDOT number, certain companies are also
required to have interstate operating authority, often identified as an “MC,” “FF,” or “MX” number, depending on
the type of authority that is granted.
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conspirators to pose as the previous business owner and exploit the reputation and trust of an
established business to obtain contracts for interstate shipments through email and other
electronic means.

¥ Once the co-conspirators — using the fraudulently obtained email account —
negotiate a contract for an interstate shipment with a freight broker, they dispatch one of a
number of drivers, one of whom I believe to be Individual 1. The driver then picks up the
shipment from the distribution location, though the load does not make it to its intended
destination and is reported stolen. At times, using the compromised business email, the co-
conspirators demand ransom payment from the freight broker for the return of the stolen load.
Payment is demanded by cryptocurrency or other electronic funds transfer. Other times, using
the compromised business email, the co-conspirators offer initial excuses for a delay, then
simply do not engage further with the victim broker. I believe this is intended to allow maximum
time for the driver to offload the stolen shipment at a safe location before the victims realize they
have been defrauded and notify law enforcement.

8. The reported total loss from these thefts — which involved shipments of hard
drives, stereo equipment, clothing, electronics, computer equipment, food items, nicotine
products, and other goods — is currently more than $8.5 million based on the stolen shipments’
estimated retail value. Based on the evidence gathered thus far in the investigation, my
experience investigating similar cases, my conversations with other law enforcement officers and
victims, the interstate nature of these thefts, I believe that following many of the thefts, the
suspects then likely transported the stolen property across state lines.

9. According to USDOT, cargo theft costs the U.S. economy billions annually. In
recent years, organized cargo thefts have grown in frequency and sophistication. For example,
according to the American Trucking Associations, a national trade association for the trucking
industry, perpetrators are increasingly using deception — as opposed to physical force, such as
burglary and hijacking — to commit such crimes. In such so-called strategic thefts, the

perpetrators utilize techniques — often cyber-enabled — to deceive shippers, brokers, and
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carriers into handing cargo loads over to thieves instead of the legitimate receiver. According to
CargoNet,? cargo theft losses in 2025 were estimated to be nearly $725 million, a 60 percent
increase from 2024, in part because organized criminal groups have increasingly focused on
high-value shipments. The average value per theft was approximately $274,000 in 2025.

B. Association of Individual 1’s iPhone with Several Cargo Thefts

10.  Based on information collected in this investigation, including cell-site location
information for a device I believe was used by Individual 1 (“Individual 1’s iPhone” or the
“iPhone”), comparison of known photographs of Individual 1 to counterfeit driver’s licenses he
used to pick up shipments, security surveillance video and images, the contents of emails of two
compromised business email accounts, and the contents of two personal email accounts used by
Individual 1, I believe Individual 1 was involved in more than 12 thefts from interstate
shipment in this conspiracy since September 2025, with the estimated loss amount attributable to
him alone being greater than $8.5 million. Initially, it appeared that Individual 1 used his true
identity when obtaining two stolen shipments in or about September and October 2025, the first
of which is discussed further below. However, since in or about December 2025, Individual 1
has used at least three, and possibly more, aliases and counterfeit driver’s licenses, though he
continues to hold a valid Class A Commercial Driver’s License (“CDL”) out of New Jersey.

11. Further, I believe Individual 1 used his iPhone, which is a red Apple iPhone 11,
based on subscriber records, call detail records, and other information obtained during the
investigation. These records showed that Individual 1 had regularly changed the telephone
numbers for the iPhone beginning in or about September 2025, when I believe Individual 1
became involved in the conspiracy. In September 2025, Individual 1 was involved in a theft
from interstate shipment (noted in Table 1, below, as Theft 1). The complainant reported that

Individual 1, who used his true identity, picked up the shipment but never delivered it. The

2 CargoNet is an online portal that facilitates secure information sharing among theft victims, their

business partners, and law enforcement, with the stated goals of assisting in cargo theft prevention and recovery.
Victims can report incidents of cargo theft to CargoNet via this online portal.

4
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complainant also reported that Individual 1 used telephone ending in 5349 (the “5349
Number”), which is a phone number associated with Individual 1°s iPhone.

12.  According to public records, the 5349 Number had been attributed to Individual
1 since in or about April 2015. According to the Department of Homeland Security (“DHS”),
Individual 1 provided the 5349 Number to DHS as his contact information in 2022 in an
immigration-related matter. Records provided by Verizon showed that the 5349 Number was
subscribed in Individual 1’s name and to the address on Individual 1’s New Jersey license. The
5349 Number, however, ceased to be used on or about September 16, 2025. Verizon records
further showed that the device using the 5349 Number was assigned International Mobile
Equipment Identity (“IMEI”) ending in 97162 (“IMEI -97162”), one of two IMEIs assigned to
Individual 1°s iPhone.

13.  Records obtained from Apple showed that the 5349 Number and the device
associated with IMEI -97162 (i.e., Individual 1’s iPhone) were registered to an Apple iCloud
account (“Individual 1’s Apple Account”). Individual 1’s Apple Account was registered in the
name “Nurik Khaydarov,” which I believe to be a nickname for Individual 1 based on Slavic
naming conventions and similarity to Individual 1’s first name, in or about March 2020. The
billing and payment information was in Individual 1°s name, “Nursulton Khaydarov,” as
recently as on or about February 28, 2026. Apple records further identified the device assigned
IMEI -97162 as ared Apple iPhone 11, i.e., the same type of device as Individual 1°s iPhone.
Apple records further revealed that this iPhone 11 was also assigned a secondary IMFEI, i.e., an
IMEI ending in 26690 (“IMEI -26690”).3

14. I therefore believe that Individual 1 was the user of the 5349 Number and the

iPhone.

2 According to information from Apple’s website (support.apple.com), last viewed March 31, 2026,

an iPhone 11 can use Dual SIM technology. This allows a single capable device, such as Individual 1’s iPhone, to
use one physical SIM card and one eSIM (i.e., a digital SIM) simultaneously. This functionality gives a user the
ability to utilize separate voice and data plans, separate telephone numbers, and separate service carriers on the same
device at the same time, and further explains why I believe that the Individual 1’s iPhone has two IMEIs. 1
therefore believe that both IMEI -97162 and IMEI -26690 belong to the same iPhone 11 device, i.e., Individual 1°s
iPhone.
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15.  On or about April 7, 2026, the FBI obtained a federal search warrant authorizing
the collection of cell site location information and precision location information for Individual
1’s iPhone. Verizon identified a new number ending in 6461 (the “6461 Number”), as attributed
to IMEI -97162. T-Mobile identified a new telephone number ending in 9081 (the “9081
Number™), as attributed to IMEI -26690. Based on my training and experience, I know that an
IMEI is a number unique to a particular device, such as smartphones, tablets, and other mobile
devices. IMEIs are used by carriers to identify a device on a mobile network. Each IMEI is
unique to a particular device and cannot be changed easily, even if someone swaps out the SIM
card. Therefore, a particular device should always have the same IMEI(s), but may change
telephone numbers, as Individual 1 appears to have done here. Analysis of the location
information for both the 6461 and 9081 Numbers showed them being in or near the same place at
approximétely the same time, confirming that the 6461 and 9081 Numbers were used by a single
device, Individual 1’s iPhone. Verizon subscriber records showed the 6461 Number was
activated on or about March 15, 2026 and subscribed to in the name “Nursulton Khay,” which is
the first name and partial last name of Individual 1. There was no subscriber information for the
9081 Number, though it was activated on the same date, March 15, 2026.

16. On or about April 9, 2026, location information from Individual 1°s iPhone
indicated that it was in the immediate vicinity of a truck stop in or near North Las Vegas,
Nevada. FBI surveillance located a white 2017 Volvo tractor attached to a 53” trailer (the
“Suspect Trailer”) parked at the location where Individual 1’s iPhone was reportedly located.
The Suspect Vehicle bore New Jersey registration AT903S, which was used in multiple thefts as
described herein. As discussed further below, the FBI later determined that the tractor was a
2017 Volvo tractor with a New Jersey registration AW494L and VIN 4V4ANCOEH4HN954902
(“Suspect Vehicle™).

17.  The Suspect Vehicle also had a placard on its side displaying the name of a motor
carrier name and an MC and USDOT number corresponding to that motor carrier company . This

motor carrier company had been reported multiple times between March and April 2026 as
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