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J. JONATHAN HAWK (SBN 254350)

jhawk@whi ecase.com

WHITE & CASE LLP

555 Sou h Flower S ree , Sui e 2700
Los Angeles, CA 90071-2433
Telephone: (213) 620-7700
Facsimile: (213) 452-2329

A orneys for Plain iff X CORP.

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

X CORP., a Nevada corpora ion,

Plain iff,
V.

CENTER FOR COUNTERING DIGITAL
HATE, INC., a Washing on, D.C. non-profi
corpora ion; CENTER FOR COUNTERING
DIGITAL HATE LTD., a Bri ish non-profi
organiza ion; STICHTING EUROPEAN
CLIMATE FOUNDATION; and DOES 1
hrough 50, inclusive,

Defendan s.

Case No. 3:23-cv-03836-LB
AMENDED COMPLAINT FOR:
(1) BREACH OF CONTRACT

(2) VIOLATION OF THE COMPUTER
FRAUD AND ABUSE ACT

(3) INTENTIONAL INTERFERENCE
WITH CONTRACTUAL
RELATIONS; AND

(4) INDUCING BREACH OF
CONTRACT

DEMAND FOR JURY TRIAL

AMENDED COMPLAINT;
NO. 3:23-CV-03836-LB
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INTRODUCTION

1. Defendan s Cen er for Coun ering Digi al Ha e, Inc. (“CCDH US”) and Cen er
for Coun ering Digi al Ha e L d. (“CCDH UK,” collec ively “CCDH”) -- ac ivis organiza ions
masquerading as research agencies, funded and suppor ed by unknown organiza ions,
individuals and po en ially even foreign governmen s wi h ies o legacy media companies --
have embarked on a scare campaign o drive away adver isers from he X pla form. CCDH has
done his by engaging in a series of unlawful ac s designed o improperly gain access o
pro ec ed X Corp. da a, needed by CCDH so ha i could cherry-pick from he hundreds of
millions of pos s made each day on X and falsely claim i had s a is ical suppor showing he
pla form is overwhelmed wi h harmful con en .

2. CCDH in en ionally and unlawfully accessed da ai sough regarding he X
pla form in wo ways. CCDH US, as a regis ered user of X, scraped da a from X’s pla form in
viola ion of he express erms of i s agreemen wi h X Corp. CCDH also conspired wi h
Defendan S ich ing European Clima e Founda ion (“ECF”) -- in knowing and in en ional
viola ion of i s con rac ual obliga ions, and knowing of CCDH’s in ended use of he X Corp.
da a -- o improperly share login creden ials wi h CCDH US o a secured da abase ha CCDH

hen accessed, and re rieved informa ion from, on mul iple occasions wi hou au horiza ion.

The servers ha CCDH arge ed o re rieve da a via his me hod included servers in he Uni ed
S aes ha were no publicly accessible, and ha CCDH accessed wi hou au horiza ion. This
was enabled by ECF knowingly and in en ionally reaching in o he Uni ed S a es, and hus

arge ing he Uni ed S a es, in wrongfully sharing i s login creden ials wi h CCDH US as par of
he series of or ious ac s alleged herein. CCDH, in urn, selec ively quo ed da ai ob ained via
hose me hods. I did so ou of con ex in public repor s and ar icles i prepared o make i
appear as if X is overwhelmed by harmful con en , and hen used ha con rived narra ive o call
for companies o s op adver ising on X.

3. CCDH’s underhanded conduc is no hing new. I has a his ory of using similar

ac ics no for he goal of comba ing ha e, bu ra her o censor a wide range of viewpoin s on

social media wi h which i disagrees. CCDH’s effor s of en rely on ob aining and in en ionally
1
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mischarac erizing da a in “research” repor s i prepares o make i appear as if a few specific
users (of en media organiza ions and high profile individuals) are overwhelming social media
pla forms wi h con en ha CCDH deems harmful. CCDH uses hose repor s o demand ha
pla form providers kick he arge ed users off of heir pla forms, hus silencing heir viewpoin s
on broadly deba ed opics such as COVID-19 vaccines, reproduc ive heal hcare, and clima e
change. In his manner, CCDH seeks o preven public dialogue and he public’s access o free
expression in favor of an ideological echo chamber ha conforms o CCDH’s favored
viewpoin s.

4. CCDH'’s me hodologies in preparing i s “research” repor s have been widely
cri icized as “flawed” for using inappropria ely small sample sizes and quo ing da a ou of
con ex , and CCDH has been accused of using hose me hodologies o crea e “faul y narra ives”
abou he ype and volume of harmful con en on pla forms. CCDH none heless con inues o
prepare i s incorrec repor s and ar icles, including hose agains X Corp., in effor s o silence
users i disagrees wi h on opics of public deba e, and now o cause serious financial harm o X
Corp.

5. In direc response o CCDH’s effor s, some companies have paused heir
adver ising spend on X. CCDH’s unlawful conduc as alleged herein has direc ly and
proxima ely damaged X Corp. in an amoun o be proven a rial, bu in any even a leas ens of
millions of dollars ha X Corp. es ima es i has los in adver ising revenues and o her cos s
incurred. More fundamen ally s ill, CCDH's scare campaign o global adver isers and i s on-
going pressure on brands is ana emp o s ifle freedom of speech on he X pla form.

6. X Corp. brings his lawsui o vindica e i s righ s agains CCDH, ECF, as well as
any presen ly unknown suppor ers and funders who have, among o her hings, direc ed,
ins ruc ed, ac ed as agen s of or in concer wi h, conspired wi h, and/or who have par icipa ed in
meaningful ways in CCDH’s and ECF’s unlawful conduc as alleged herein. As below, he
iden 1 ies of such addi ional suppor ers and funders of CCDH, which has been referred o by a
Uni ed S a es Sena or as a “[f]oreign dark money group,” are presen ly unknown, bu X Corp.

has named Doe Defendan s and will fur her amend he Amended Complain o asser heir rue
2
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names and capaci ies once hey are ascer ained hrough discovery.
PARTIES

7. Plain iff X Corp. is a corpora ion organized and exis ing under he laws of he
S a e of Nevada, wi h i s principal place of business in San Francisco, California. X Corp. is
successor in in eres o Twi er, Inc. X Corp. provides he X service (“X,” formerly referred o
as Twi er). X is areal- ime, open, public conversa ion pla form, where people can see every
side of a opic, discover news, share heir perspec ives, and engage in discussion and deba e. X
allows people o crea e, dis ribu e, and discover con en and has democra ized con en crea ion
and dis ribu ion. X allows users o crea e and share ideas and informa ion ins an ly hrough
various produc fea ures, including public pos s.

8. Defendan CCDH US is a non-profi corpora ion organized and exis ing under
he laws of Washing on, D.C., wi h i s principal place of business in Washing on, D.C. CCDH
USisauser of X. I creaedanaccoun on he pla form in 2019, and curren ly has he handle

@CCDHa e, accessible a h ps:// wi er.com/CCDHa e:

9. Defendan CCDH UK is a non-profi organiza ion formed under English law and
headquar ered in London. X Corp. is informed and believes, and on ha basis alleges, ha
CCDH US and CCDH UK are affilia ed corpora e en i ies, work oge her in a coordina ed
fashion, including on ma ers alleged herein, and even share he same CEO, Imran Ahmed.

10. Defendan ECF is a non-profi founda ion formed under Du ch law and
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headquar ered in The Hague, Ne herlands. X Corp. is informed and believes, and on ha basis
alleges, ha ECF, each year, arge s individuals and en i ies in California for dona ions o ECF,
and receives millions of dollars in dona ions from California sources and as a resul of'is
solici a ions direc ed owards his S ae.

11. X Corp. is fur her informed and believes, and on ha basis alleges, ha ECF
conspired wi h CCDH o commi ac s which cons i u e viola ions of he CFAA so ha CCDH
could illegally access da a from X Corp. o prepare i s purpor ed “research” repor s as alleged
herein. X Corp. is informed and believes, and on ha basis alleges, ha ECF was aware ha
CCDH did no have au horiza ion o access he da a from X Corp., was aware ha i s agreemen
wi h Brandwa ch prohibi ed ECF from sharing i s login creden ials wi h CCDH, and agreed
none heless wi h CCDH o help i unlawfully access he X Corp. da a on pro ec ed servers in he
Uni ed S a es. In fur herance of ha agreemen , ECF in en ionally and knowingly provided
CCDH US wi h ECF’s login creden ials, hus arge ingisconduc a he Unied S aes. ECF’s
con ac s wi h he Uni ed S a es, including by sharing informa ionwihaUSeniy
headquar ered in Washing on, D.C. as par of he or ious conduc alleged herein, are any hing
bu for ui ous.

12. CCDH, ECF and DOES 1 hrough 50 (collec ively, “Defendants’) are
responsible for he harm caused. All of hem knew, or should have known, ha CCDH US’s
breach of con rac wi h X Corp., and CCDH’s unlawful effor s o gain access o da a from X
Corp. -- which CCDH hen selec ively quo ed ou of con ex o facili a e i s demands for
companies o s op adver ising on X -- would cause financial harm o X Corp.

13.  Defendan s were in some manner responsible for he ac s alleged herein and he
harm, losses and damages suffered by X Corp. as alleged herein. X Corp. is informed and
believes, and on ha basis alleges, ha while par icipa ing in such ac s, each Defendan was he
agen , al er ego, conspira or, and aider and abe or of he o her Defendan s and was ac ing in he
course and scope of such agency and/or ac ed wi h he permission, consen , au horiza ion or
ra ifica ion of he o her Defendan s. X Corp. is informed and believes, and on ha basis

alleges, ha, among o her hings, CCDH UK knowingly par icipa ed in all of CCDH US’s
4
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unlawful ac s as alleged herein, par icularly in ins ruc ing CCDH US, and aiding in i s effor s, o
ob ain login creden ials from ECF o he Brandwa ch applica ions, o allow CCDH o illegally
access X Corp. da a.

14. Defendan s, Does 1 hrough 50, inclusive, are sued herein under fic i ious names.
Their rue names and capaci ies are unknown o X Corp.a his ime. When heir rue names
and capaci ies are ascer ained, X Corp. will fur her amend his Amended Complain by asser ing
heir rue names and capaci ies herein.

JURISDICTION AND VENUE

15. This Cour has jurisdic ion over his proceeding pursuan o 28 U.S.C. § 1332(a),
as here is comple e diversi y be ween he Par ies and he amoun in con roversy exceeds
$75,000. This Cour also has jurisdic ion over his proceeding under 28 U.S.C. §§ 1331 and
1367(a), as his Amended Complain asser s a claim arising under he laws of he Uni ed S a es
and he remaining claims asser ed by X Corp. form par of he same case or con roversy under
Aricle IIT of he Uni ed S a es Cons i u ion.

16.  Venue is proper in his judicial dis ric pursuan o 28 U.S.C. §1391(b) because a
subs an ial par of he ac s, even s, and omissions giving rise 0 X Corp.’s claims occurred in

his judicial dis ric , and because X Corp. and CCDH US agreed in heir con rac ha “[a]ll
dispu es rela ed o hese Terms or he Services will be brough solely in he federal ors a e
cour s loca ed in San Francisco Coun y, California, Uni ed S a es.”

COMMON FACTUAL ALLEGATIONS

I. CCDH Advocates for Internet Censorship

17.  CCDH has a his ory of advoca ing for censorship on he in erne . One of
CCDH’s acics in his regard is o prepare and publish wha i refers o as “research” repor s
and ar icles. Those repor s and ar icles openly arge organiza ions and individuals -- including
publishers, curren and former poli icians, and poli ical commen a ors -- who express viewpoin s
via social media pla forms ha differ from CCDH’s own views on widely deba ed opics,
including COVID-19 vaccina ions, reproduc ive heal hcare, and clima e change. CCDH makes

hese ma erials publicly available and free.
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18.  CCDH prepares i s “research” repor s and ar icles using flawed me hodologies o
advance incorrec , misleading narra ives. CCDH’s me hodologies use, for example,
inappropria ely small and cherry-picked, non-randomized da a samples ha focus on only he
social media accoun s of organiza ions and people expressing viewpoin s con rary o CCDH’s
own views. They also use rudimen ary ac ics like labeling as “ha e speech” con en ha merely
does no conform o CCDH’s ideological views, and coun ing he number of men ions of
selec ively chosen keywords on a pla form while ignoring he con ex in which hose words
were men ioned. CCDH’s repor s and ar icles do no_include meaningful discussion or analysis
of he billions of pos s ha compor wi h CCDH’s viewpoin s. As such, hey fail o include
con ex ha shows he rue bread h and o ali y of viewpoin s ha par icipa e in open discussion
on social media pla forms regarding opics covered in CCDH’s repor s and ar icles. And in
measuring he reach of cer ain con en , CCDH’s repor s and ar icles ignore an indus ry-s andard
me ric referred o as “impressions,” which reflec s he o al number of imes a piece of con en
has been seen, and represen s he o al exposure i has received. CCDH’s me hodologies hus
would assign he same weigh o0 a pos viewed by only one user as o a pos seen by hundreds of
millions of users.

19.  Usingi s flawed “research” me hodologies, CCDH prepares and publishes i s
“research” repor s and ar icles o crea e he incorrec narra ive ha cer ain viewpoin s, which
CCDH deems wrong and harmful, are rampan on social media pla forms, and ha he arge ed
organiza ions and people who do no share CCDH’s views are responsible for he majori y of

ha con en. CCDH’s repor s and ar icles hen call for social media pla forms, including X, o
remove hose organiza ion’s and people’s accoun s en irely, i.e., “de-pla forming,” o silence
heir speech.

20. CCDH’s repor s and ar icles, coupled wi h i s demands o en irely remove cer ain
users from pla forms, are ransparen effor s o censor viewpoin s ha CCDH disagrees wi h,
and reveal CCDH’s goal of leaving on he pla forms only viewpoin s ha CCDH suppor s.
CCDH’s repor s and ar icles, o his end, seek o presen an ex remely dis or ed pic ure of wha

is ac ually being discussed and deba ed, and seek o undermine pla forms serving as digi al own
6
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squares, where a wide range of beliefs can and should be deba ed in a heal hy manner.

21. CCDH, for example, published a repor on March 24, 2021, i led “The
Disinforma ion Dozen,” arge ing welve high-profile individuals known for opposing COVID
vaccines and pro-vaccina ion messaging. This repor is publicly accessible on CCDH’s websi e
a h ps://coun erha e.com/research/ he-disinforma ion-dozen/. The repor concludes ha “[jJus

welve an i-vaxxers are responsible for almos wo- hirds of an i-vaccine con en circula ing on
social media pla forms,” and ha pla forms should kick hose specific users off of social media
en irely, hus removing hem from he digi al own square and censoring heir viewpoin s. As

29 <6

s a ed by he repor ’s “key findings,” “[d]e-pla forming repea offenders is he mos effec ive
way of s opping he prolifera ion of dangerous misinforma ion.”

22. Tha repor was cri icized by a leas one of he major social media pla forms i
purpor edly analyzed for crea ing a “faul y narra ive” wi hou “any evidence” o suppor is
conclusion. According o ha pla form provider, CCDH’s repor relied on a small sample size

ha did no properly represen he volume of con en ha people had shared abou COVID
vaccines in he preceding mon hs.

23. On November 2, 2021, CCDH engaged in similar ac ics in a repor called “The
Toxic Ten,” claiming ha en specific publishers cri ical of clima e change heories were
responsible for 69% of in erac ions wi h clima e change denial con en on social media
pla forms, and ha hose publishers, funded by adver ising revenues, “crea [e] he sense ha

here is a more ex ensive deba e han here really is.” This repor is publicly accessible on
CCDH’s websi e a h ps://coun erha e.com/research/ he- oxic- en/.

24. CCDH’s November 2, 2021 repor was cri icized by a major social media
pla form i men ioned, calling he me hodology “flawed” for (again) focusing on a very small
sample size ha was no represen a ive of he hundreds of millions of pieces of con en ha
people were sharing on he pla form on he opic of clima e change more generally.

I1. CCDH Engages in Unlawful Conduct to Target X Corp. as Part of CCDH’s

Campaigns to Censor Contrary Viewpoints and to Financially Harm X Corp.

25. Wihin he las year, CCDH has used similar schemes o repea edly crea e faul y
7
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narra ives regarding X Corp. and he X service, wi h he express goal of seeking o harm X
Corp.’s business by driving adver isers away from he pla form. To enable and facili a e hose
effor s, CCDH has engaged in a series of unlawful ac s o secure da a regarding X ha CCDH
could hen mischarac erize in i s repor s and ar icles alongside calls for companies no o
adver ise on X.

26. As se for h in de ail below, CCDH, on several occasions since a leas March
2021, has in en ionally sough and ob ained unau horized access o da a se s regarding X ha
were provided by X Corp. o Run ime Collec ive L d., T/A Brandwa ch (“Brandwatch”)
pursuan o wri en agreemen s. Those da a se s were s ored, among o her places, on pro ec ed
servers in he Uni ed S a es, and were accessible only via secure login creden ials ha
Defendan s (excep for ECF) were never au horized o have. CCDH, in urn, and on a leas wo
occasions af er accessing ha da a wi hou au horiza ion, quo ed he unlawfully-accessed da a
incomple ely and ou of con ex o crea e unsubs an ia ed and incorrec asser ions abou he
presence of ha e speech on X.

27. CCDH, as a regis ered user of he X service, also breached i s agreemen wi h X
Corp., i.e., he Terms of Service (“ToS”), which expressly prohibi “scraping” wi hou X’s
“prior consen .” CCDH’s February 9, 2023 repor admi s o scraping X o ob ain da a for he
repor , in which CCDH uses i1 s manufac ured and inaccura e narra ive o openly call for
companies o no adver ise on X, claiming hey would o herwise be “bankrolling he spread of
ha e and disinforma ion on Twi er.”

A. X Corp.’s Agreements With Brandwatch

28.  Brandwa ch, a rus ed par ner of X, provides SaaS produc s ha enableis
cus omers o conduc brand moni oring on social media, cus omer research on opinions and
rends, campaign planning and campaign effec iveness measuremen , compe i ive analysis and
risk managemen , influencer iden ifica ion and marke research, and audience segmen a ion and
analysis.

29. X Corp. en ered in 0 a wri en con rac wi h Brandwa ch on May 1, 2020, i led
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he “Mas er License Agreemen ” ( he, “2020 MLA”).! Pursuan o ha agreemen , X Corp.
agreed ha Brandwa ch could access cer ain da a regarding X, referred o as “Licensed
Ma erials” including Twee s (i.e., pos s on he X pla form), o enable Brandwa ch’s cus omers
ouseis SaaS produc s o analyze pos s and X/Twi er users. Specifically, Licensed Ma erials
from X Corp.’s pro ec ed servers, including in California, would be s reamed o servers used by
Brandwa ch and loca ed in he Uni ed S a es, which Brandwa ch’s applica ions accessed o
enable users wi h login creden ials o analyze he da a.

30.  Brandwa ch’s produc s could hen facili a e a user’s analysis of, for example,
pos s for fea ures such as sen imen or opics, and users for fea ures such as influence or
exper ise. They could also analyze da a a he aggrega e level, combining da a poin s o show
rends, hemes, changes over ime, segmen s, breakdowns, and similar ou pu s. Brandwa ch’s
produc s could hen display da a o Brandwa ch’s cus omers a bo h he individual and aggrega e
level.

31. The 2020 MLA provides, among o her hings, ha Brandwa ch agrees ha i will
“no a emp o (and will no allow o hers 0): ... (c) copy, sell, lease, sublicense, dis ribu e,
redis ribu e, syndica e, crea e deriva ive works of assign or o herwise ransfer or provide access
0, in whole or in par, he Licensed Ma erial o any hird par y.” I defines “Licensed Ma erial”
as including “Twi er Con en,” i.e., “any and all con en , media, informa ion and da a (and
copies and deriva ive works hereof) made available o Cus omer hrough he Twi er
Technology or by o her means au horized by Twi er.” The 2020 MLA also provides ha
Brandwa ch will keep “Twi er Con en ” secure.

32.  On April 27,2023, X Corp. and Brandwa ch en ered in o a second wri en
agreemen , iled he “Twi er Cus omer Order Form” ( he “2023 Order Form,” oge her wi h
he 2020 MLA, he “Brandwatch Agreements”). The 2023 Order Form again governs X

Corp.’s provision of cer ain da a o Brandwa ch, o be used in connec ion wi h Brandwa ch’s

! The 2020 MLA was signed by Twitter International Unlimited Company, a company organized and existing under
the laws of Ireland with its headquarters in Dublin (“TIUC”). TIUC is a subsidiary of X Corp., and the 2020
Brandwatch Agreement expressly provides that TIUC entered into the 2020 MLA “on behalf of itself and its affiliates,”
collectively defined as “Twitter.”

9
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SaaS produc s.
33. The 2023 Order Form, similar o he 2020 MLA, con ains a provision providing

ha Brandwa ch will “no a emp o (and will no allow o hers o) copy, sell, lease, sublicense,
dis ribu e, redis ribu e, syndica e, crea e deriva ive works of assign or o herwise ransfer or
provide access o, in whole or in par, he Licensed Ma erial o any hird par y.”? The 2023
Order Form also includes a lis of Brandwa ch’s “Affiliates” ha agree o he erms of he
Brandwa ch Agreemen , and can hus access he da a provided by X Corp. “solely hrough
[Brandwa ch’s] accoun s enabled by Twi er under he Agreemen .” The Brandwa ch
Agreemen provides ha, “any breach of his Agreemen by an Affilia e shall be deemed Your
[Brandwa ch’s] breach, for which You and he applicable Affilia e(s) shall be responsible and
join ly and severally liable.”

34. The Brandwa ch Agreemen s have governed access o he Licensed Ma erials via
Brandwa ch’s SaaS produc s since 2020, including a all imes relevan o he allega ions in his
Amended Complain .

B. ECF’s Agreement with Brandwatch

35. X Corp. is informed and believes, and on ha basis alleges, ha ECF, a all ime
relevan o he allega ions herein, was a subscriber o Brandwa ch’s applica ions. ECF, as such,
agreed o he Brandwa ch erms of service, similar o hose publicly available a
h ps://www.brandwa ch.com/legal/ erms-and-condi ions/, and was provided wi h login
creden ials o access he Brandwa ch applica ions.

36. X Corp. is informed and believes, and on ha basis alleges, ha ECF, a all imes
relevan o he allega ions herein, could use he login creden ials o Brandwa ch’s applica ions o
access “Licensed Ma erials” s reamed from X Corp.’s servers in California o servers used by
Brandwa ch in he Uni ed S a es.

37. X Corp. is informed and believes, and on ha basis alleges, ha , ECF’s

2 The 2023 Order Form similarly “Licensed Material” similar to the 2020 Master License Agreement, i.e., as “Tweets, Tweet IDs,
Twitter end user profile information, and any other content of Twitter made available to you through Twitter Technology or by any
other means authorized by Twitter, and any copies and derivative works thereof.”

10
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agreemen wi h Brandwa ch provides ha , among o her hings, ECF will no : “(a) sell, resell,
license, sublicense, or o herwise make he Services available o anybody o her han i s Users;
(b) dis ribu e he resul s of he Services, including Supplier Da a o any non-User for any reason
o her han Cus omer’s (or User’s) business purpose or as permi ed in Sec ion 9.4; (c) subjec o
Applicable Law, a emp o reverse-compile, disassemble, reverse engineer, or o herwise reduce
o human-perceivable form any par of he Services; (d) use he Services or any Supplier Da a in
amanner ha viola es Applicable Law, including Applicable Law abou da a pro ec ion,
privacy, or informa ion securi y; or (e) in erfere wi h or disrup he performance of he Services,
including spamming, hacking, and viola ing Supplier’s API ra e limi s.” ECF agreed ha i
would ensure ha i s user ID and password o use he Brandwa ch applica ions were kep
confiden ial. ECF fur her agreed ha i would “no share Cus omer Da a wi h any o her

cus omer or hird par ies.”

38. X Corp. is informed and believes, and on ha basis alleges, ha ECF knew
CCDH did no have au horized access o he Licensed Ma erials or he Brandwa ch applica ions,
knew ha CCDH wan ed o access he Licensed Ma erials o prepare i s purpor ed “research”
repor s and call for censorship and a acks on X Corp. as alleged herein, and on several
occasions since a leas early 2021 agreed wi h CCDH o share i s login creden ials o enable
CCDH’s illegal access o he X Corp. da a. ECF’s sharing of i s login creden ials wi h CCDH
US, o enable CCDH US o unlawfully access da a on servers used by Brandwa ch elsewhere in

he Uni ed S a es, was conduc arge eda he Unied S a es. ECF knowingly and in en ionally
chose o unlawfully share i s login creden ials wi h a US en iy, headquar ered and opera ing
from he Uni ed S a es. ECF’s conduc in his regard reached in o and arge ed he Uni ed

S a es, and is direc ly rela ed o X Corp.’s claims asser ed in his proceeding. On informa ion
and belief, CCDH UK fur her, and hrough i s shared leadership and personnel wi h CCDH US,
ins ruc ed CCDH US o secure and use ECF’s login creden ials, and aided CCDH US in

de ermining how o hen u ilize he Brandwa ch applica ions o query he X Corp. da a and how

o mischarac erize ha da ain he CCDH repor s described in his Amended Complain .
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C. CCDH O tains Unauthorized Access to and Misuses Data Provided By X
Corp. Under the Brandwatch Agreement, and Also Breaches the ToS

39. The da a provided by X Corp. o Brandwa ch, o be analyzed using Brandwa ch’s
SaaS produc s, is compiled in a manner no publicly available. Only hose wi h login
creden ials provided by X Corp. and/or Brandwa ch, including Brandwa ch’s Affilia es and
cus omers, can access and analyze he da a using Brandwa ch’s SaaS produc s.

40. X Corp. is informed and believes, and on ha basis alleges, ha none of he
Defendan s (excep for ECF) are or ever have been cus omers of Brandwa ch, and have never
been provided wi h login creden ials ha would enable hem o permissibly access he da a wi h
au horiza ion. None of he Defendan s (again, excep for ECF) are or ever have been par ies o

he Brandwa ch Agreemen s. And nei her X nor Brandwa ch has ever consen ed, in any form or
in any way, o any of Defendan s (excep ECF) accessing he da a ha X Corp. provided o
Brandwa ch under he Brandwa ch Agreemen s.

41.  Inorder o prepare and publish he so-called “research” repor s and ar icles abou
X, CCDH has -- since a leas March 2011 -- necessarily ob ained access o and accessed he
Licensed Ma erials improperly and wi hou au horiza ion. Indeed, CCDH has admi ed as much,
ci ing Brandwa ch -- a pla form i never had any righ o access -- as a source of isdaainis
“research” repor s, despi e ha da a being accessible only o au horized users via login
creden ials, which he CCDH was no . These ac ions were unknown o Brandwa ch and o X
Corp. un il recen ly.

42. X Corp. is informed and believes, and on ha basis alleges, ha CCDH knew a
all relevan imes, and in any even no la er han March 2021, ha X Corp. and Brandwa ch are
par ies o he Brandwa ch Agreemen s. CCDH knew a all relevan imes ha he Brandwa ch
Agreemen s prohibi Brandwa ch from allowing hird par ies o, among o her hings, access,
dis ribu e, crea e deriva ive works from, or o herwise ransfer he Licensed Ma erials. CCDH
fur her knew a all relevan imes ha only X Corp. and Brandwa ch, as well as cer ain of
Brandwa ch’s Affilia es and cus omers, were permissibly provided wi h login creden ials o

access he secured Licensed Ma erials under he Brandwa ch Agreemen s. CCDH knew ha
12
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nei her i nor any of he o her Defendan s, excep ECF, was au horized o access he Licensed
Ma erials, and ha even ECF’s agreemen wi h Brandwa ch prohibi ed ECF from, among o her
hings, sharing i s login creden ials any of he Licensed Ma erials wi h CCDH.

43. X Corp. is informed and believes, and on ha basis alleges, ha CCDH, knowing
hese hings, and knowing ha i was unable o access he Licensed Ma erials i needed o
prepare i s repor s and ar icles wi h CCDH’s desired narra ives, induced and conspired wi h
ECF o provide CCDH US wi h i s login creden ials in viola ion of he Brandwa ch Agreemen s,
and in viola ion of ECF’s agreemen wi h Brandwa ch. CCDH hen impermissibly and wi hou
au horiza ion accessed he Licensed Ma erials on several occasions, and used limi ed, selec ive,
and incomple e da a from ha source (as well as from CCDH’s impermissible scraping of X)
ha CCDH hen presen ed ou of con ex in a false and misleading manner in purpor ed
“research” repor s and ar icles as se for h herein.

1. CCDH’s March 24, 2021 Report Admits to Accessing Data Provided
Under the Brandwatch Agreement

44. As above, CCDH published a repor on March 24, 2021, i led “Disinforma ion
Dozen,” claiming ha “[jJlus welve an i-vaxxers are responsible for almos wo- hirds of an i-
vaccine con en circula ing on social media pla forms,” including Twi er (now X). CCDH
admi s in ha repor ha i accessed da a from X Corp. via Brandwa ch, for use in i s repor .

45. CCDH’s March 24, 2021 repor admi s, in par, ha “[w]e collec ed his sample
using Brandwa ch, an en erprise social lis ening ool, o ex rac an i-vaccine wee s pos ed
be ween 1 February and 16 March 2021 based on ex analysis. Re wee s and quo e wee s were
also ex rac ed o discover which pieces of an i-vaccine con en were shared mos frequen ly.”

2. CCDH’s Novem er 10, 2022 Article Admits to Accessing Data
Provided Under the Brandwatch Agreement

46. On November 10, 2022, CCDH published an ar icle on i s websi e, i led “Fac
check: Musk’s claim abou a fall in ha e speech doesn’ s and by o scru iny”, publicly
accessible a h ps://coun erha e.com/blog/fac -check-musks-claim-abou -a-fall-in-ha e-speech-

doesn -s and-up- o-scru iny/. The ar icle purpor s o assess, among o her hings, a claim by
13
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Elon Musk ha “ha e speech declined o ‘below our prior norms.’” In doing so, CCDH
provides wha 1 claims are s a is ics showing he number of pos s and repos s “men ioning”
cer ain slurs during he week beginning Oc ober 31, 2022.

47.  CCDH’sar icle claims he s a is ics refu e s a emen s from X Corp. execu ives
issued around he same ime regarding ha eful conduc , including a s a emen ha X Corp. “no
only mi iga ed he recen surge in harmful behavior, bu [has] reduced impressions on his
con en in Search by ~95% rela ive o even prior baselines. We’re con inuing our work o make
Twi er safer every day.” Even pu ing aside ha CCDH’s flawed me hodology -- e.g., ha is
purpor ed s a is ics in he November 10, 2022 ar icle focus merely on he number of pos s and
repos s con aining cer ain erms and no he number of impressions for hose pieces of con en --
CCHD’s ar icle admi s ha i ob ained i s da a regarding con en on X from Brandwa ch’s
produc s.

48. CCHD’s November 10, 2022 ar icle admi s ha CCDH analyzed “da a from he
social media analy ics ool Brandwa ch,” and admi s ha i s “me hodology” includes “[d]a a
collec ed using Brandwa ch, which includes original wee s, re wee s and quo e wee s.”

3. CCDH’s Novem er 10, 2022 Article Admits to Accessing Data
Provided Under the Brandwatch Agreement
49.  CCDH similarly ob ained unau horized access o he da a ha X Corp. provided
o Brandwa ch under he Brandwa ch Agreemen s o prepare a repor issued on February 9,
2023, iled “Toxic Twi er,” publicly accessible on CCDH’s websi e a
h ps://coun erha e.com/research/ oxic- wi er/.

50.  Tha repor saes ha CCDH “is a US-headquar ered in erna ional nonprofi
NGO.” T expressly calls for companies o s op adver ising on X based on CCDH’s incorrec
implica ions in i s repor ha ha e speech viewed on X is on he rise, and i s incorrec asser ions

ha X Corp. “doesn’ care abou ha e speech” and allows “accoun s of homophobes,
misogynis s, self-professed neo-Nazis, and conspiracy heoris s because i ’s highly profi able.”
51. Impor an ly, oob ainda a ha i needed for and mischarac erized in i s February

9, 2023 repor , CCDH again improperly accessed da a ha X Corp. provided o Brandwa ch
14
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under he Brandwa ch Agreemen s. The February 9, 2023 repor ci es several da a poin s for
which non-public Brandwa ch sources are quo ed. And ye again, CCDH was never provided
login creden ials by X Corp. or Brandwa ch o lawfully access ha da a.

52. CCDH’s February 9, 2023 repor also admi s ha CCDH breached he ToS o
ob ain da a included in he repor .

53.  Moreover, as a user of X, CCDH necessarily agreed o he ToS when i regis ered

o crea ¢ an accoun . The ToS are, and a all relevan imes, have been, accessible a

h ps:// wi er.com/en/ os. A all imes relevan o he allega ions herein, he ToS prohibi
scraping da a from X. Sec ion 4 of he ToS, iled “Using he Services,” provides ha “scraping
he Services wi hou he prior consen of Twi er is expressly prohibi ed.”

54. CCDH’s February 9, 2023 repor s a es ha “[ Jo ga her wee s from each of he

en reins a ed accoun s, [CCDH’s] researchers used he social media web-scraping ool
SNScrape, which u ilizes Twi er’s search func ion o enable da a collec ion.” X Corp. has
never given CCDH (or he crea ors of SNScrape) consen o scrape X.

55. Fur her, X Corp. is informed and believes, and on ha basis alleges, ha CCDH
has impermissibly and unlawfully scraped X on mul iple occasions since a leas 2021 in
connec ion wi h preparing i s repor s and ar icles, in clear viola ion of he ToS o which CCDH
US agreed.

4. Major Press Relies on CCDH’s Reports and Articles

56.  CCDH’s repor s and ar icles, including i s February 9, 2023 repor and he
conclusions herein, have a rac ed a en ion in he press, wi h media ou le s repea ing CCDH’s
incorrec asser ions ha ha e speech is increasing on X.

57.  Recen ly, Bloomberg picked up CCDH’s purpor ed “research” in an ar icle
released on July 19, 2023. Tha ar icle, iled “Twi er’s Surge in Harmful Con en a Barrier o
Adver iser Re urn,” quo ed CCDH’s Head of Research, Callum Hood, claiming ha ha e speech
is increasing on X. The ar icle wen on osae ha CCDH’s research claims, for example, ha
“[d]uring he firs hree mon hs of Musk’s enure he ra e of daily wee s con aining slurs agains

Black Americans more han ripled.” Tha Bloomberg ar icle expressly recognizes ha CCDH
15
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acknowledges i s “research” was conduc ed via “social media analysis ool Brandwa ch.”

58.  Mr. Hood was also recen ly quo ed in a Time ar icle from July 19, 2023
discussing CCDH’s “research” abou X Corp. and X. The Time ar icle quo es Mr. Hood as
saing ha “[Elon] Musk is no keeping his promises o adver isers, and heir ads are appearing
nex o really harmful con en .”

59. This series of even s promp ed Brandwa ch o pos a public s a emen on X,
accessiblea h ps:// wi er.com/Brandwa ch/s a us/1682129059310862353, clarifying ha daa
from CCDH’s repor as ci ed in he press is “used ou of con ex o make unsubs an ia ed

asser ions abou Twi er:”

60. X Corp.’s CEO, Linda Yaccarino, likewise sough o correc he incorrec and
misleading narra ive from CCDH’s February 9, 2023 repor , explaining in connec ion wi h a
news ar icle ha relied on he repor, ha CCDH relies on “a collec ion of incorrec , misleading,
and ou da ed me rics. . . . I also lacks ex remely impor an con ex no o men ion cri ical
upda es on our progress and ac ions.” Tha Twee is available a
h ps:// wi er.com/lindayaX/s a us/1681656761101479936.

D. Doe Defendants’ Influence

61. X Corp. is informed and believes, and on ha basis alleges, ha CCDH’s conduc
as described herein is in ended o do more han fur her CCDH’s own censorship effor s.

62. X Corp. is informed and believes, and on ha basis alleges, ha CCDH is being
suppor ed by funding from X Corp.’s commercial compe i ors, as well as governmen en i ies

and heir affilia es. Indeed, in connec ion wi h i s “Disinforma ion Dozen” repor discussed
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above, one Uni ed S a es Sena or referred o CCDH as “[a] foreign dark money group.” O her
ar icles have claimed ha CCDH is, in par , funded and suppor ed by foreign organiza ions and
en i ies whose direc ors, rus ees, and o her decision-makers are affilia ed wi h legacy media
organiza ions.

63. X Corp. is informed and believes, and on ha basis alleges, ha CCDH is ac ing,
as alleged herein, wi h he in en o inflic significan financial harm on X Corp., including a he
behes of and in concer wi h funders, suppor ers, and o her en i ies. CCDH is, on informa ion
and belief, ac ing in he course and scope of such agency and/or ac ing wi h he permission,
consen , au horiza ion or ra ifica ion of hese unknown funders, suppor ers, and o her en i ies,
who are aware of and knowingly par icipa ing in he unlawful conduc alleged herein, wi h he
in en o financially harm X Corp.

64. X Corp. curren ly lacks sufficien informa ion o include he iden iies hese
en i ies, organiza ions, and persons in his Amended Complain . When heir rue names and
capaci ies are confirmed hrough discovery, X Corp. will fur her amend his Amended
Complain by asser ing heir rue names and capaci ies herein.

III. X Corp. Has Been Harmed By CCDH’s Wrongful Conduct

65.  CCDH widely dissemina es i s ar icles and “research” repor s for free, of en
alongside reques s for dona ions and subscribers. Those ma erials prepared by CCDH abou X
Corp. are all enabled by CCDH’s wrongful conduc in unlawfully ga hering da a via scraping
and via, bu unbeknowns o, Brandwa ch, which CCDH has hen dis or ed o prepareis
“research.” CCDH’s repor s and ar icles could no have been prepared and dissemina ed bu -for
CCDH’s unlawful scraping and unau horized access o da a via Brandwa ch.

66. Those repor s and ar icles have, in urn, caused significan financial harm o X
Corp., including via los adver ising revenues.

67. CCDH’s repor s and ar icles, enabled by CCDH’s unlawful conduc , have been
viewed by companies ha adver ise on social media pla forms, including X. A number of
companies who adver ised on X on an ongoing basis immedia ely paused spending for

adver ising on X af er viewing CCDH’s “research” repor s and ar icles. X Corp. is aware of a
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leas eigh such specific organiza ions and companies, including large, mul ina ional
corpora ions ha have his orically run paid adver ising on X, ha in June and July 2023
immedia ely paused heir adver ising spend on X based on CCDH’s repor s and ar icles.

68. Separa e companies, again including large mul ina ional corpora ions ha were
planning on running fu ure campaigns, have likewise paused hose plans in reac ion o seeing
CCDH’s “research” repor s and ar icles discussing X Corp. as alleged herein. X Corp. is aware
of a leas five such specific companies ha , as of November 2022, paused heir plans for fu ure
adver ising spend on X based on CCDH’s repor s and ar icles.

69. S ill o her companies similar o hose above have iden ified CCDH’s “research”
repor s and ar icles as crea ing barriers o reac iva ing heir paid adver ising campaigns on X. X
Corp. is aware of hree such companies.

70.  Based on he his orical spend of he companies and organiza ions ha have
paused paid adver ising and/or paused plans for fu ure paid adver ising, X Corp. es ima es ha i
has los a leas ens of millions of dollars in los revenues as of he da e of his Amended
Complain , wi h hose amoun s subjec o increasing as ime goes on. Defendan s’ and CCDH’s
breach of he ToS and unau horized access o da a via Brandwa ch are a bu -for and proxima e
cause of hese los revenues, as CCDH’s conduc o ob ain ha da a (whichi hen dis or ed)
was necessary for CCDH o make i s allega ions agains X Corp. and X regarding ha e speech
and o her ypes of con en on X.

71. X Corp. has fur her incurred addi ional losses caused by CCDH’s unau horized
access o da a via Brandwa ch. Among o her hings, X Corp. has conduc ed in ernal
inves iga ions in effor s o ascer ain he na ure and scope of CCDH’s unau horized access o he
da a, has alloca ed significan employee resources and ime o par icipa e and assis in hose
inves iga ions, and has incurred a orneys’ fees and o her cos s in aid of hose inves iga ions and
in enforcing he relevan agreemen s, all of which were reasonably incurred in responding o
CCDH’s offense and/or conduc ing a damage assessmen . These addi ional losses far exceed
$5,000 and, as of he da e of his Amended Complain , are in excess of ens of housands of

dollars and will con inue o increase.
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72.  Mos fundamen ally, X Corp. has been harmed in i s mission o provide i s users
wi h a pla form in which opics of paramoun public concern can be discussed and deba ed free
from he censorship effor s of ac ivis organiza ions advancing narrow ideological agendas

hrough decei ful means.

FIRST CAUSE OF ACTION

(Breach of Contract — Against CCDH US)

73. X Corp. hereby realleges and incorpora es he allega ions in paragraphs 1
hrough 72, as hough fully se for h herein.

74. X Corp. and CCDH US are par ies o he ToS.

75.  Secion 4 of he ToS, iled “Using he Services,” provides ha “scraping he
Services wi hou he prior consen of Twi er is expressly prohibi ed.”

76. A allrelevan imes, X Corp. fully performed i s obliga ions under he ToS.

77. CCDH US, however, breached he ToS by scraping X. As CCDH US admi s in
he February 9, 2023 repor , “[ Jo ga her wee s from each of he en reins a ed accoun s,
[CCDH’s] researchers used he social media web-scraping ool SNScrape, which u ilizes
Twi er’s search func ion o enable da a collec ion.” X Corp. is fur her informed and believes,
and on ha basis alleges, ha CCDH US scraped X on numerous occasions, including before
preparing i s February 9, 2023 repor discussed herein. X Corp. has never given CCDH US, or
any of he Defendan s, consen o scrape X.

78. CCDH, in urn, mischarac erized he da ai ob ained by unlawfully scraping in
i s repor s and ar icles, in effor s o claim X is overwhelmed wi h harmful conduc , and suppor
CCDH’s call o companies o s op adver ising on X. Indeed, CCDH engaged in i s unlawful
scraping wi h he in en o improperly ob ain da a ha would be used o cause X Corp. o lose
significan adver ising revenues. As a direc and proxima e resul of CCDH US’s breaches of he
ToS in scraping X, X Corp. has suffered mone ary and o her damages in he amoun ofa leas
ens of millions of dollars, which amoun is in excess of he jurisdic ional minimum of his
Cour , subjec o proof of a grea er amoun of damages a he ime of rial.

79.  Asadirec and proxima e resul of CCDH US’s breaches of he ToS in scraping
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X, X Corp. has suffered mone ary and o her damages in he amoun of a leas ens of millions
of dollars, which amoun is in excess of he jurisdic ional minimum of his Cour , subjec o
proof of a grea er amoun of damages a he ime of rial.

SECOND CAUSE OF ACTION

(Breach of the Computer Fraud and A use Act, 18 U.S.C. § 1030 — Against All
Defendants)

80. X Corp. hereby realleges and incorpora es he allega ions in paragraphs 1
hrough 79, as hough fully se for h herein.

81. X Corp. brings his ac ion under 18 U.S.C. § 1030(g) allowing any injured person
0 main ain a civil ac ion agains he viola or of 18 U.S.C. § 1030(g) ( he “CFAA”).

82.  Defendan s, excep ECF, have viola ed he CFAA by knowingly, and wi h in en
o defraud X Corp., accessing a pro ec ed compu er, wi hou au horiza ion, and by means of

such conduc fur hered he fraud and ob ained one or more hings of value.

83. X Corp. provided non-public da a o Brandwa ch under he Brandwa ch
Agreemen s. Tha da a was hen s ored on a pro ec ed compu er, as defined under 18 U.S.C. §
1030(e)(2). The da a was accessible o only hose wi h login creden ials, including X Corp.,
Brandwa ch, Brandwa ch Affilia es, and cer ain Brandwa ch cus omers.

84.  Defendan s (excep for ECF) were never validly given login creden ials o access
he da a provided under he Brandwa ch Agreemen s. Those Defendan s none heless, knowing
he da a was secured pursuan o he Brandwa ch Agreemen s and ha hose Defendan s did no

have au horiza ion o access i, conspired wi h ECF, o share i s login creden ials wi h CCDH
US. The Defendan s o her han ECF hen accessed ha da a wi hou au horiza ion, as admi ed
in CCDH’s repor s and ar icles discussed above, in fur herance of ob aining da a regarding X
ha hose Defendan s could mischarac erize as par of i s campaign o call on companies o s op
adver ising on X.

85.  Fur her, ECF and CCDH conspired under 18 U.S.C. § 1030(b) o commi ac s
which cons i u e viola ions of he CFAA so ha CCDH could gain illegal access o X Corp. da a

ha CCDH needed o mischarac erize in i s repor s. X Corp. is informed and believes, and on
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ha basis alleges, ha ECF knew CCDH did no have access o he Licensed Ma erials or he
Brandwa ch applica ions, knew ha CCDH wan ed o gain access o ha conen o

mischarac erize he da aini s repor s, and knew ha bo h he Brandwa ch Agreemen s and
ECF’s own agreemen wi h Brandwa ch prohibi ed ECF from sharing i s login creden ials wi h
CCDH. X Corp. is informed and believes, and on ha basis alleges, ha ECF and CCDH
none heless agreed o enable CCDH’s illegal access o he Licensed Ma erials, and ha in

fur herance of ha agreemen , ECF provided CCDH US wi h ECF’s login creden ials. Indeed,
CCDH would no have been able o access he Licensed Ma erials i mischarac erized in i s
repor s bu -for ECF’s in en ional and wrongful conduc , including ECF’s conduc in arge ing
he Uni ed S a es by sharing i s login creden ials wi h a US en iy as alleged herein.

86. X Corp. is fur her informed and believes, and on ha basis alleges, ha CCDH
and ECF knew he Licensed Ma erials were s ored on servers loca ed in he Unied S a es ha
Brandwa ch used for i s applica ions. CCDH and ECF hus knew ha , in illegally using ECF’s
login creden ials and querying he Licensed Ma erials, CCDH was arge ing and gaining
unau horized access o servers used by Brandwa ch in he Uni ed S a es.

87. X has suffered loss as a resul of hese viola ions, including wi hou limi a ion,
amoun s expended a emp ing o conduc in ernal inves iga ions in effor s o ascer ain he na ure
and scope of CCDH’s unau horized access o he da a, significan employee resources and ime

o par icipa e and assis in hose inves iga ions, and a orneys’ fees in aid of hose inves iga ions
and in enforcing he relevan agreemen s. These losses amoun o well over $5,000 aggrega ed
over a one-year period.

88. Pursuan o 8 U.S.C. § 1030(g), X Corp. iseniled orecoveri s losses and
ob ain injunc ive relief prohibi ing hose Defendan s from fur her viola ions of he CFAA and o
prohibi hose Defendan s from using he da a hey ob ained by accessing he da a wi hou
au horiza ion.

THIRD CAUSE OF ACTION

(Intentional Interference with Contractual Relations — Against All Defendants)

89. X Corp. hereby realleges and incorpora es he allega ions in paragraphs 1
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hrough 88, as hough fully se for h herein.
90. X Corp. and Brandwa ch are par ies o he Brandwa ch Agreemen s.
91. Defendan s, including ECF, knew abou he Brandwa ch Agreemen s, as well as
ECF’s agreemen wi h Brandwa ch. In par icular, on informa ion and belief, Defendan s knew
ha Brandwa ch had access o X Corp. da a ha Defendan s sough . Defendan s knew ha ,
excep for ECF, hey could no access ha da a because hey did no have login creden ials o
access ha da a. Those Defendan s knew, based on heir experience in CCDH purpor ing o
analyze da a associa ed wi h social media pla forms (including via Brandwa ch’s ools as s a ed
in CCDH’s repor s and ar icles) ha for Brandwa ch o have access o X Corp. da a for i s SaaS
produc s o analyze, X Corp. mus have con rac s wi h Brandwa ch, and ha Brandwa ch would
be prohibi ed under he erms of he Brandwa ch Agreemen s from providing access o
unau horized par ies, or allowing any unau horized par ies o access ha da a.
92.  Defendan s were aware of he harm o X Corp. ha would resul from
Defendan s unlawfully accessing he da a provided o Brandwa ch under he Brandwa ch
Agreemen s. Indeed, Defendan s in ended o cause ha harm. They in ended for CCDH o
ob ain access o he da a, wi hou au horiza ion, by using ECF’s login creden ials. They
in ended for CCDH o mischarac erize he da a regarding X in he various repor s and ar icles
discussed above, o suppor Defendan s’ demands for companies o s op adver ising on X. They
in ended ha , in direc response o heir conduc , adver isers would s op adver ising on X.
93.  Defendan s’ conduc preven ed Brandwa ch from performing under he
Brandwa ch Agreemen s. Brandwa ch failed o secure he da a from X Corp. according o he
erms of he agreemen s. As a direc and proxima e resul of Defendan s in en ionally
in erfering wi h he Brandwa ch Agreemen s as alleged herein, X Corp. has suffered mone ary
and o her damages of a leas ens of millions of dollars, which amoun is in excess of he
jurisdic ional minimum of his Cour , subjec o proof of a grea er amoun of damages a he

ime of rial.
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FOURTH CAUSE OF ACTION

(Inducing Breach of Contract — Against All Defendants)

94. X Corp. hereby realleges and incorpora es he allega ions in paragraphs 1
hrough 93, as hough fully se for h herein.

95. X Corp. and Brandwa ch are par ies o he Brandwa ch Agreemen s.

96.  Defendan s knew abou he Brandwa ch Agreemen s. In par icular, on
informa ion and belief, Defendan s knew ha Brandwa ch had access o X Corp. da a ha
Defendan s sough . Defendan s knew ha , excep for ECF, hey could no access ha daa
because hey did no have login creden ials o access ha da a. Those Defendan s knew, based
on heir experience in CCDH purpor ing o analyze da a associa ed wi h social media pla forms
(including via Brandwa ch’s ools as s a ed in CCDH’s repor s and ar icles) ha for Brandwa ch

o have access o X Corp. da a for i s SaaS produc s o analyze, X Corp. mus have con rac s

wi h Brandwa ch, and ha Brandwa ch would be prohibi ed under he erms of he Brandwa ch
Agreemen s from providing access o unau horized par ies, or allowing any unau horized par ies
o access ha da a.

97.  Defendan s in ended o cause Brandwa ch o breach he Brandwa ch Agreemen s.
Defendan s, excep for ECF, knew hey did no have access o he da a, and ha hey could no
ge access o1 wi hou ob aining login creden ials from someone who validly had hem. Those
Defendan s knew, or reasonably should have known, ha CCDH ob aining login creden ials
from a valid user such as ECF o access he da a would cause Brandwa ch o breach he
Brandwa ch Agreemen s, by allowing an unau horized hird par y (i.e., CCDH) o gain access o

he da a wi hou proper permissions or au horiza ions. Defendan s knew and in ended ha , in
direc response o heir conduc , adver isers would s op adver ising on X.

98. X Corp. was harmed and suffered damages as a resul of Defendan s’ conduc
when companies paused or refrained from adver ising on X, in direc response o CCDH’s
repor s and ar icles as discussed above. Defendan s’ conduc was a subs an ial fac or in
Brandwa ch’s breach of he Brandwa ch Agreemen s.

99.  Asadirec and proxima e resul of Defendan s inducing Brandwa ch o breach
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he Brandwa ch Agreemen s as alleged herein, X Corp. has suffered mone ary and o her
damages in he amoun of a leas ens of millions of dollars, which amoun is in excess of he
jurisdic ional minimum of his Cour , subjec o proof of a grea er amoun of damages a he
ime of rial.

PRAYER FOR RELIEF

WHEREFORE, X Corp. prays for judgmen agains Defendan s as follows:
a. Damages according o proof sufficien o compensa e X Corp. for damages
sus ained as a resul of Defendan s’ ac ions as alleged herein, including bu no limi ed o losses
under he CFAA;
b. Tha Defendan s, all of heir agen s, servan s, employees, represen a ives, and all
o hers in ac ive concer or par icipa ion wi h hem, ei her direc ly or indirec ly, be preliminarily
and permanen ly enjoined from:
1. accessing he Licensed Ma erials provided by X Corp. o Brandwa ch
under he Brandwa ch Agreemen s.
ii. using or disclosing any da a ob ained via logging in o he Licensed
Ma erials provided by X Corp. o Brandwa ch under he Brandwa ch
Agreemen s.
c. An award of pre- and pos -judgmen in eres on all mone ary relief prayed for
above, and as may be permi ed by law; and
d. All such o her and fur her relief as he Cour may deem jus and proper.

JURY DEMAND

In accordance wi h Rule 38(b) of he Federal Rules of Civil Procedure, X Corp. demands

a rial by jury of all issues riable by a jury.

Da ed: Augus 7,2023 WHITE & CASE LLP

By:  /s/J. Jonathan Hawk
J. Jona han Hawk

A orneys for Plain iff X CORP.
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