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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION
MDL NO. 2843
IN RE: FACEBOOK, INC. CONSUMER
PRIVACY USER PROFILE LITIGATION, CASE NO. 3:18-MD-02843-VC-JSC
HON. VINCE CHHABRIA
This document relates to: HON. JACQUELINE SCOTT CORLEY
COURTROOM 4 — 17™ FLOOR
ALL ACTIONS SPECIAL MASTER, DANIEL GARRIE, ESQ.

AMENDED ORDER REGARDING
PRODUCTION OF NAMED PLAINTIFF
DATA

AMENDED ORDER REGARDING PRODUCTION OF NAMED PLAINTIFF DATA
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INTRODUCTION

1. Pending before the Special Master is Plaintiffs' Motion to Compel Production of Named
Plaintiffs' Content and Information.

BACKGROUND

2. On November 25, 2019, Plaintiffs' served Requests for Production Nos. 9-13, which seck
documents relating to the named Plaintiffs in this matter ("Named Plaintiffs"). See Exhibit A (RFPs 9-
13). In brief, Request No. 9 seeks all documents relating to each of the Named Plaintiffs; Request No. 10
seeks documents sufficient to show the categories of content and information Facebook collects, tracks,
and maintains about them; and Requests Nos. 11-13 seek documents identifying third parties that were
able to access information about the Named Plaintiffs. Id.

3. In response to Requests for Production Nos. 9-13, Facebook produced more than one million
pages of individual user data it maintained relating to the Named Plaintiffs, most of which was obtained
from the "Download Your Information" tool ("DYI Tool"). The data obtained from the DYI Tool is
mostly limited to information pertaining to users' on platform Facebook activity. See Exhibit B (DY1
Data).

4. Statements by Facebook's counsel during an August 14, 2020, discovery hearing indicated

that Facebook maintained additional data related to the Named Plaintiffs that was not produced. See
Exhibit C (8/14/2020 Discovery Hearing Transcript) at 8:10-13 ("There is other — there's Facebook-
generated information, information generated by third parties, information received from third parties.
We have not represented that that is comprehensively included in our production.”).

5. Plaintiffs filed a motion in September 2020 to compel additional discovery related to
Requests for Production Nos. 9-13. See Exhibit D (Motion to Compel Additional Discovery Related to
RFPs 9-13). Plaintiffs asked the Court to compel production of sensitive information Facebook derives

and collects from business partners, app developers, apps, and other sources. This request included
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"native, appended and behavioral data" and purportedly anonymized data that could be connected to the
Named Plaintiffs. Id. at 7-11.

6. On October 8, 2020, Facebook responded to Plaintiffs' motion to compel. See Exhibit E
(Facebook’s October 2020 Response). Facebook contended that all information related to the Named
Plaintiffs that they did not themselves share on Facebook was outside the scope of the case; that all
information not shared through one of the four theories of the case was not within the scope of the case;
that Plaintiffs were not entitled to all data collected from third parties about the Named Plaintiffs; that
the Stored Communications Act and Video Protection Privacy Act claims did not require the production
of additional data Facebook had collected about the Named Plaintiffs; and that Facebook could not
reasonably collect any of the additional information Plaintiffs sought. 1d. at 6-10.

7. On October 29, 2020, Judge Corley issued Discovery Order No. 9, ruling "that discovery is
not as limited as Facebook contends" and "the discoverable user data at issue includes: [1] Data
collected from a user's on-platform activity; [2] Data obtained from third parties regarding a user's off-
platform activities; and [3] Data inferred from a user's on or off-platform activity." See Exhibit F
(Discovery Order No. 9) at 2.

8. Facebook did not produce additional documents in response to Requests for Production Nos.
9-13.

9. On October 6, 2021, Special Master Garrie and Judge Andler declared impasse on the issue

of whether Facebook should be compelled to produce additional documents related to the Named
Plaintiffs pursuant to Discovery Order No. 9.

10. On November 29, 2021, Special Master Garrie issued an Order Re: Plaintiffs' Motion to
Compel Production of Plaintiff Data which found that "Discovery Order No. 9 does not limit the scope
of discoverable data related to the Named Plaintiffs to data that was shared with third parties, as
Facebook contends, because Judge Corley's ruling contains no language indicating such a limitation."

See Exhibit G (Order Re: Plaintiffs' Motion to Compel Production of Plaintiff Data) at 4. The November
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29, 2021, order also required Facebook to provide a list of data sources that may contain Named
Plaintiff data, including descriptions of the data sources and the Named Plaintiff data they may contain.

11. Facebook subsequently provided a list of data systems that may contain Named Plaintiff data
without descriptions of the systems or data. See Exhibit H (Declaration of David Pope, Exhibit A).

12. On December 29, 2021, Special Master Garrie issued an Amended Order Re: Plaintiffs'
Motion to Compel Production of Plaintiff Data, which required Facebook to provide descriptions of the
purposes of each system and the business units that use each system. Special Master Garrie held a
hearing with David Pope to address these points. See Exhibit I (David Pope Hearing Transcript).

13. Over the next three months, Special Master Garrie held a series of hearings with various
Facebook engineers and requested documentation to develop an understanding of the systems identified
by David Pope. The submissions and findings in connection with these hearings are reflected in the
following documents: Exhibit J (Facebook’s January 6, 2022 Letter); Exhibit K (Facebook’s January 27,
2022 Letter); Exhibit L (February 17, 2022 Hearing Transcript); Exhibit M (Facebook’s March 7, 2022
Letter); Exhibit N (March 9, 2022 Hearing Transcript).

14. On March 22, 2022, Special Master Garrie issued the Order Following March 9, 2022,
Hearing Regarding Plaintiffs' Motion to Compel Production of Plaintiff Data, which required each party
to submit a proposed protocol for production of Named Plaintiff data. See Exhibit O (March 9, 2022,
Hearing Order).

15. The parties subsequently submitted their proposed protocols and on May 17, 2022, Special
Master Garrie held a hearing with the parties to identify and resolve areas of disagreement with respect
to proposed protocols. See Exhibit P (Facebook's Letter of April 18, 2022) and Exhibit Q (Plaintiffs'
Letter of April 29, 2022).

16. Following the May 17, 2022 hearing, the parties agreed on all aspects of the proposed
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protocols except for the following three issues: selection of Hive tables for production;! production of
data related to apps installed by friends of Named Plaintiffs; and whether Facebook should search cold
storage for Named Plaintiff data in Hive. Special Master Garrie requested briefing on these three issues,
an updated proposed protocol submission from Facebook reflecting the areas of agreement, and
additional information from Facebook regarding the Hive tables. See Exhibit R (May 17, 2022 Hearing
Order); Exhibit S (Facebook's May 30, 2022 Letter); Exhibit T (Facebook's June 2, 2022 Letter).

17. On June 7, 2022, the parties submitted their briefs on the three outstanding issues regarding
the Named Plaintiff data proposals.

18. Facebook proposed searching for and producing Named Plaintiff data from a sample of the
I Hive tables identified in Exhibit B to Facebook's April 11, 2022 submission.” See Exhibit U
(Facebook's June 7, 2022 Letter). The sample would include 250 tables selected by Facebook and 250
tables selected by Plaintiffs. Id. To assist Plaintiffs in the table selection, Facebook agreed to provide
Plaintiffs with the schema (column names) for all [jjjijHive tables from which the sample would be
selected. See Exhibit T (Facebook's June 2, 2022 Letter). Facebook agreed to "provide Plaintiffs data
regarding interactions that friends of the named plaintiffs had with businesses/apps using Facebook
Login, without identifying which friend interacted with each business/app." See Exhibit U (Facebook's
June 7, 2022 Letter). With respect to the cold storage issue Facebook stated that "Facebook is willing to
consider restoring data from cold storage, but identifying what, if any, data should be restored is
premature at this stage." 1d. Facebook instead proposed the following: "Once the Hive tables have been
identified, Facebook will evaluate which tables, if any, include data in cold storage, and make a proposal

regarding what, if any, data it can reasonably restore, search, and produce.” Id.

! Facebook initially proposed searching a sample of 200 Hive tables (100 selected by Plaintiffs and 100 selected by
Facebook) for Named Plaintiff data. See Exhibit P (Facebook’s Letter of April 18, 2022). Plaintiffs initially proposed that
Facebook produce the first five rows of all 11.051 Hive tables identified in Exhibit B to Facebook’s April 11, 2022
submission. See Exhibit Q (Plaintiffs’ Letter of April 29, 2022).

? Facebook identified thescjjjjjjjjij Hive tables as potentially containing Named Plaintiff data using a data classification tool
that can classify tables within Hive as containing [ | Sl (identification numbers for individual Facebook users).
See Exhibit T (Facebook’s June 2, 2022 Letter).
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19. Plaintiffs' June 7, 2022 submission largely did not address the three issues on which Special
Master Garrie requested briefing in the May 17, 2022 Hearing Order. Instead, Plaintiffs argued "new
evidence has come to light in two 30(b)(6) depositions related to those questions” showing that (1)
Facebook selected JJjjjj Hive tables and put them in "cold storage" precisely because they were relevant
to this litigation; (2) Facebook is capable of searching offline Hive tables using [Jjjj and the JJjjjilj tool;
(3) the DYT file is not the most complete or usable compilation of user data; and (4) Facebook has
withheld from production at least 52 snapshots of Named Plaintiff data using a never-before revealed
tool more commonly used to collect user data called | Scc Exhibit V (Plaintiffs' June 7,
2022 Submission).

20. At Special Master Garrie's request, the parties submitted additional briefs on the issues
regarding the Jjjjj Hive tables Facebook preserved in cold storage and the |l snapshots. See
Exhibit W (Facebook's June 16, 2022 Letter); Exhibit X (Plaintiffs' June 20, 2022 Letter).

21. Facebook responded to Plaintiffs' claims regarding preservation of the Hive tables as
follows:

Tables in Hive were preserved in connection with this litigation and related litigation for

a number of reasons, many of which have nothing to do with Named Plaintiff data. Of the

tables identified, a minority contain user identifiers, and several of those tables were

put on hold in connection with Facebook's April 18, 2022 proposal to produce categories

of data requested or referenced by Plaintiffs. See Exhibit W (Facebook's June 16, 2022

Letter) at 3.

Facebook further stated that it agreed to produce the schema (i.e. column names) for the preserved tables
containing user identifiers and will meet and confer with Plaintiffs regarding a production of Named
Plaintiff data from those tables. Id. at 3. Facebook also agreed to produce Named Plaintiff data from the

B sysicm. 1d. at 2. Facebook stated that Facebook had not previously identified or produced

data from | bccause the data in | s 1argely a subset of the data in the DY files

already produced. Facebook stated that the || N

AMENDED ORDER REGARDING PRODUCTION OF NAMED PLAINTIFF DATA




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Y (ciher of which are relevant (o these
Named Plaintiff data proceedings)." I1d. at 1-2.

22. Plaintiffs argue, among other things, that representations made by Facebook's counsel with
respect to [l 2nd the Hive tables is inconsistent with Facebook's sworn testimony. See Exhibit
X (Facebook's June 20, 2022 Letter) at 2. Plaintiffs request an order requiring a production date of
Friday, June 24, 2022 for the Hive schema, fields and documents sufficient to describe the contents of
the tables. 1d. at 2. Plaintiffs further request an order to show cause why Facebook should not be ordered
to produce all Hive tables referencing user identifiers immediately. Id. at 2. Plaintiffs also argue that
internal Facebook communications produced to date indicate that it is easier for Facebook to restore data
from cold storage than Facebook has represented, and Facebook should be ordered to restore data from
cold storage. Id. at 3.

FINDINGS

23. Special Master Garrie finds that the parties agree with respect to the production of the
following buckets of data: (1) user objects and associations to those objects in the TAO system for each
Named Plaintiff; (2) Named Plaintiff data in the || | | l llll system; (3) specific types of data in Hive
requested or referenced by Plaintiffs in challenging Facebook's production of Named Plaintiff data;*> and
(4) data regarding interactions that friends of the Named Plaintiffs had with businesses/apps using
Facebook Login (without identifying which friend interacted with each business/app). See Exhibit S
(Facebook's May 30, 2022 Letter); Exhibit U (Facebook's June 7, 2022 Letter).

24. Special Master Garrie finds that the parties agree on the following additional items in
connection with the production of Named Plaintiff data: (1) Facebook will produce the TAO schema for
the TAO data to be produced; (2) Facebook confirms it will produce the Hive data described in

paragraph 23 above regardless of whether it appears in the DY files; (3) Facebook will provide the

? This includes off-platform activity, ad interests, ad click data, ad impressions data, and custom audience data. See Exhibit S
(Facebook’s May 30, 2022 Letter) at 3.
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names of the tables from which the Hive data described in paragraph 23 above will be produced, how
Facebook identified the tables, and the schema for such data; (4) Facebook will provide the schema
(column names) for all i Hive tables identified in Exhibit B to Facebook's April 11, 2022
submission and the schema for all of the || S that contain user identifiers; (5)
Facebook will produce "set permissions"” (audience controls on a post), including any audience controls
on individual pieces of content, from TAO; (6) Facebook will produce updated privacy settings for each
Named Plaintiff. See Exhibit S (Facebook's May 30, 2022 Letter).

25. The issues on which the parties do not appear to agree are the procedure for sampling Hive
tables and searching cold storage for Hive tables.

26. With regards to Hive table sampling, Facebook's proposal to provide the schema for the
I Hive tables, scarch a sample 500 tables (250 selected by Facebook and 250 selected by
Plaintiffs) for Named Plaintiff data, and produce Named Plaintiff data identified is more appropriate
than Plaintiffs’ initial proposal of requiring Facebook to produce the first five rows of all Jjjjjjij Hive
tables because the Hive table schema Facebook agreed to provide would give Plaintiffs substantially the
same information sought by Plaintiffs' proposal without the additional burden of producing tens of
thousands of rows of data that are unlikely to contain Named Plaintiff data. Plaintiffs also will be able to
use the Hive table schema to select tables they believe are most relevant.

27. With regards to searching cold storage for Hive tables, Facebook's proposal to first identify
the Hive tables to be searched, then determine whether any tables contain data in cold storage, and, if so,
make proposals as to searching cold storage is appropriate, as we will be better positioned to develop a
protocol for searching cold storage once we know the volume of cold storage data there will be for the
Hive tables selected (if any). Facebook's proposal also preserves both parties' rights to make arguments
regarding cold storage once the tables are identified.

28. Based on Special Master Garrie's interviews with Facebook engineers and the Facebook's
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submissions regarding the other systems identified in the Exhibit H (aside from TAO, Hive,
B Spccial Master Garrie finds that the burden of searching and producing from such
systems outweighs any probative value the data may have. Issues regarding searching and producing
from systems other than TAO, Hive, and ||l have been resolved, and the parties have removed

all other systems from their proposals.
ORDER
29. No later than July 13, 2022, Facebook is to produce user objects and associations to those
objects in the TAO system for each Named Plaintiff, along with the TAO schema for such data.

Facebook is also to produce Named Plaintiffs' "set permissions" (audience controls on a post),
including any audience controls on individual pieces of content, from TAO.

30. No later than August 1, 2022, Facebook is to produce Named Plaintiff data from the
I

31. No later than August 8, 2022, Facebook is to produce the following types of Named Plaintiff
data in Hive regardless of whether it appears in the DYI files: off-platform activity, ad interests, ad
click data, ad impressions data, and custom audience data. Facebook will also provide the names of the
tables from which the Hive data described above will be produced, how Facebook identified the tables,
and the schema for such data

32. No later than July 25, 2022, Facebook is to produce the schema (column names) for all
I Hive tables identified in Exhibit B to Facebook's April 11, 2022 submission and the schema for
all of thejj N (-t contain user identifiers.

33. No later than July 18, 2022, Facebook is to produce updated privacy settings for each
Named Plaintiff as set out in Facebook’s May 30, 2022 Letter.

34. No later than July 8, 2022, Facebook is to produce data regarding interactions that friends
of the Named Plaintiffs had with businesses/apps using Facebook Login (without identifying which
friend interacted with each business/app).

35. No later than August 7, 2022, each party is to provide to each other and Special Master Garrid
a list of 250 Hive tables to be searched for Named Plaintiff data. Three business days after the 500

tables have been identified, Facebook will submit a statement identifying which tables contain data in
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cold storage and estimate the amount of data in cold storage for each table. Special Master Garrie will
set a briefing schedule for proposals regarding searching cold storage at this time. In parallel with the
cold storage analysis, Facebook is to search data in warm storage for the 500 Hive tables for data
associated with the Named Plaintiffs and produce such data on a rolling weekly basis. Once Named
Plaintiff data has been produced from all 500 Hive tables, Facebook is to determine what percentage of
this data has not been produced from other sources and to submit a statement to this effect. Once
Facebook has provided the results of this analysis Special Master Garrie will determine the appropriate

next steps concerning Hive data.

IT IS SO ORDERED.

~ ri '

Friday, July 1, 2022 i | ( o S
Daniel Garrie
Discovery Special Master

AMENDED ORDER REGARDING PRODUCTION OF NAMED PLAINTIFF DATA




Exhibit A



Lesley E. Weaver (SBN 191305)
BLEICHMAR FONTI & AULD LLP
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

IN RE: FACEBOOK, INC. CONSUMER
PRIVACY USER PROFILE LITIGATION

MDL No. 2843
Case No. 18-md-02843-VC

This document relates to:

ALL ACTIONS

PLAINTIFFS’ SECOND SET OF
REQUESTS FOR PRODUCTION TO
DEFENDANT FACEBOOK, INC.

Judge: Hon. Vince Chhabria
Courtroom: 4, 17th Floor




PROPOUNDING PARTY: Plaintiffs
RESPONDING PARTY: Facebook
SET NUMBER: Two (2)

Plaintiffs hereby propound the following requests for production of documents to
Defendant Facebook, Inc. (“Facebook™), pursuant to Federal Rules of Civil Procedure 26 and 34,
and request that Facebook produce the documents and electronically-stored information set forth
herein within thirty (30) days of service of these requests, at Bleichmar Fonti & Auld LLP, 555
12th Street, Suite 1600, Oakland, CA 94607.

INSTRUCTIONS

1. You shall respond to these requests for the production of documents in a manner
consistent with the Federal Rules of Civil Procedure and the following instructions:

2. In responding to each document request, furnish all responsive documents
available at the time of production, including documents in your possession, custody or control,
and in the possession, custody or control of your agents, employees, partners, representatives,
subsidiaries, affiliates, investigators, or by your attorneys or their agents, employees or
investigators.

3. If any otherwise responsive document was, but is no longer, in existence or in
your possession, custody or control, identify the type of information contained in the document,
its current or last known custodian, the location/address of such document, the identity of all
persons having knowledge or who had knowledge of the document and describe in full the
circumstances surrounding its disposition from your possession or control.

4. This is a continuing request for the production of documents and requires
supplemental responses as provided for in the Federal Rules of Civil Procedure. If, after making

your initial production, you (or any other persons acting on your behalf) obtain or become aware
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of any further documents responsive to any document request, you are required to produce such
additional documents to plaintiffs. Each supplemental response shall be served on plaintiffs no
later than thirty days after the discovery of the further information.

5. You shall produce the original of each document described below or, if the
original is not in your custody, then a copy thereof, and in any event, all non-identical copies
which differ from the original or from the other copies produced for any reason, including,
without limitation, the making of notes thereon.

6. Documents shall be produced as kept in the regular course of business together
with the original folders, binders, boxes or other containers in which they were maintained.

7. All documents or things that respond in whole or in part to any portion of these
requests are to be produced in their entirety, including attachments and their enclosures.

8. Documents attached to each other should not be separated.

9. Documents not otherwise responsive to any particular document request shall be
produced if such documents mention, discuss, refer to, or explain the documents called for by
any document request, or if such documents are attached to documents called for by any
document request.

10.  Documents shall be produced in such fashion as to identify the custodian of each
document.

11.  Identify the source of each document produced, by identifying: (a) all of the
person(s) who possessed the document; (b) the positions or titles of any such individuals; and (c)
all of the divisions and departments where each document was located. If you are unable to
determine the individual(s) who possessed the document, identify the department and division

where the document was located when produced.
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12.  If you claim any form of privilege, whether based on statute or otherwise, as a
ground for not producing any document, state the following:

a. The date of the document;

b. The name, the present or last known home and business address, the
telephone numbers, the title (or position), and the occupation of those
individuals who prepared, produced, reproduced or who were recipients of
said document;

c. A description of the document sufficient to identify it without revealing the
information for which the privilege is claimed;

d. The nature of the privilege asserted;

¢. The factual basis upon which you claim any such privilege;

f.  The location of the document; and

g. The custodian of the document.

13. To the extent you object to any document request, you must provide specific
responses as to what portion of the request you object to and state expressly why you will not
respond to such request in sufficient detail to permit the Court to determine the validity of the
objection. Responsive documents to which your objection does not apply should be produced.

14.  If you claim that all or any part of any document request, the Definitions, or
Instructions is vague or ambiguous, please identify the specific language you consider vague or
ambiguous and state the interpretation of the language in question you used to frame your
response.

15.  Each document requested herein is to be produced in its entirety and without
deletion or excision, regardless of whether you consider the entire document to be relevant or

responsive to any document request. If you have removed, excised or deleted any portion of a
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document, stamp the word “REDACTED” on each page of the document that you have redacted.
Redactions should be included on the privilege log described in Instruction No. 13, above.

16. One copy of each document should be produced. A document that varies in any
way from the original or from any other copy, including drafts or a document with handwritten
notations or deletions constitutes a separate document and must be produced, whether or not the
original is in your possession, custody or control. Color (i.e., not black and white) originals
should be produced in color. If any identical copy cannot be produced for any reason (e.g., faint
writing, erasures, etc.), produce the original.

17.  Indicate the origin of each document and number each document with
consecutive Bates numbers.

DEFINITIONS

Unless otherwise stated, the terms set forth below are defined as follows and shall be
used in construing the meaning of these requests for the production of documents.

1. The use of the singular shall be deemed to include the plural, and the use of one
gender shall include all others, as appropriate, in the context.

2. The present tense of a verb includes its past tense, and vice versa.

3. “And” and “or” are to be construed conjunctively and disjunctively, as necessary,
to bring within the scope of this request for production all responses that might otherwise be
construed to be outside its scope.

4. “Any” and “all” mean each and every.

5. “App” means an interactive software application developed to utilize the core
technologies of the Facebook social networking platform.

6. “App Developer Investigation” or “ADI” means (as described in paragraph seven

of the Chen Declaration) Facebook’s investigation to determine “whether there has been misuse

PLAINTIFFS’ SECOND SET OF RFPS TO 4 MDL No. 2843
FACEBOOK, INC. CASE NoO. 18-MD-02843-VC



of data in violation of Facebook’s policies and associated legal liabilities, in connection with the
first version of the [Facebook] Platform.”

7. “Apps Others Use” means the setting used to prevent the disclosure of personal
information to third party App Developers through Facebook’s API, as described in paragraphs
366 to 368 of the FAC.

8. “App Settings” means settings that a User can alter or accept to limit Third
Parties from accessing or obtaining Users’ Content and Information, including Apps Others Use,
Granular Data Permissions, Platform Opt Out, and the like.

9. “Chen Declaration” means the Declaration of Stacy Chen in Support of
Respondent’s Opposition to the Attorney General’s Petition, Attorney General Maura Healy v.
Facebook, Inc., No. 1984CV02597-BFS-1 (Mass. Super Ct., Suffolk Cty.).

10. “Communication” means the transmittal (in the form of facts, ideas, thoughts,
opinions, data, inquiries or otherwise) and includes, but is not limited to, correspondence,
memoranda, reports, presentations, face-to-face conversations, telephone conversations, text
messages, instant messages, messages sent on Facebook Messenger, voice messages,
negotiations, agreements, inquiries, understandings, meetings, letters, notes, telegrams, mail,
electronic mail or email, and postings of any type.

1. “Computer System” or “Computer Systems” include(s), but is not limited to, any
server (whether physical or virtual), desktop computer, tablet computer, point of sale system,
smart phone, cellular telephone, networking equipment, internet site, intranet site, and the
software programs, applications, scripts, operating systems, or databases used to control, access,
store, add, delete, or modify any information stored on any of the foregoing non-exclusive list.

12, “Content and Information” refers to the definition in footnote 2 of the FAC,

referring to “content” and “information” as Facebook's Statements of Rights and
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Responsibilities have defined those terms. In brief, Facebook has generally used “information”

to mean facts and other information about Users, including the actions they take, and “content

2

to mean anything Users post on Facebook that would not be included in the definition of

“information.” Content and Information also includes both personally identifiable content and

information and anonymized content and information that is capable of being de-anonymized.

See FAC 49 223-224. Content and Information includes data that identifies, relates to, describes,

is capable of being associated with, or could reasonably be linked, directly or indirectly, with a

particular User, including:

a. Identifiers such as a real name, alias, postal address, unique personal identifier,
online identifier, Internet Protocol address, email address, account name, social
security number, driver’s license number, passport number, or other similar
identifiers.

b. Characteristics of protected classifications under California or federal law.

c. Commercial information, including records of personal property, products or
services purchased, obtained, or considered, or other purchasing or consuming
histories or tendencies.

d. Biometric information.

e. Internet or other electronic network activity information, including, but not
limited to, browsing history, search history, and information regarding a
consumer’s interaction with an Internet Web site, application, or advertisement.

f. Geolocation data.

g. Audio, electronic, visual, thermal, olfactory, or similar information.

h. Professional or employment-related information.
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1. Education information, defined as information that is not publicly available
personally identifiable information as defined in the Family Educational Rights
and Privacy Act (20 U.S.C. section 1232g, 34 C.F.R. Part 99).

J. Inferences drawn from any of the information identified in this paragraph to
create a profile, dossier, or similar collection of information about a consumer
reflecting the consumer’s preferences, characteristics, psychological trends,
predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.

13. “Document” or “Documents” is defined to include any Document, ESI, or
Electronic Media stored in any medium, and is synonymous in meaning and equal in scope to
the usage of this term in Federal Rule of Civil Procedure 34(a)(1)(A), including, but not limited
to, electronic or computerized data compilations, Communications, electronic chats, instant
messaging, documents created through Workplace by Facebook, encrypted or self-destructing
messages, messages sent via Facebook messenger, email Communications, other electronically
stored information from Personal computers, sound recordings, photographs, and hard copy
Documents maintained in your Personal files.

14.  “Electronic Media” means any magnetic, optical, or other storage media device
used to record ESI including but not limited to computer memory, hard disks, floppy disks, flash
memory devices, CDs, DVDs, Blu-ray discs, cloud storage (e.g., DropBox, Box, OneDrive, or
SharePoint), tablet computers (e.g., iPad, Kindle, Nook, or Samsung Galaxy), cellular or smart
phones (e.g., BlackBerry, iPhone, or Samsung Galaxy), personal digital assistants, magnetic
tapes of all types, or any other means for digital storage and/or transmittal.

15.  “Electronically Stored Information” or “ESI” means information that is stored in
Electronic Media, regardless of the media or whether it is in the original format in which it was

created, and that is retrievable in perceivable form and includes, but is not limited to, metadata,
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system data, deleted data, fragmented data, data pertaining to or maintained in Apps, database
contents, and computer code.

16.  “FAC” refers to the First Amended Consolidated Complaint filed February 22,
2019, ECF No. 257.

17. “Facebook,” “Defendant,” “You,” or “Your” shall mean Facebook, Inc. and any
of its executives, directors, officers, employees, partners, members, representatives, agents
(including attorneys, accountants, consultants, investment advisors or bankers), and any other
Person purporting to act on its behalf. In the case of business entities, these defined terms
include parents, subsidiaries, affiliates, predecessor entities, successor entities, these defined
terms include parents, subsidiaries, affiliates, predecessor entities, successor entities, divisions,
departments, groups, acquired entities and/or related entities or any other entity acting or
purporting to act on its behalf,

18.  “FTC Consent Order” shall refer to the July 27, 2012 Federal Trade Commission
Consent Order in In the Matter ¢f Facebook, Inc., No. C-4365.

19.  “Granular Data Permissions” means the setting through which the User accessing
an App may limit the categories of Content and Information an App Developer may collect.

20. “Identify,” with respect to Documents, means to give, to the extent known, the
(a) type of Document; (b) general subject matter; (c) date of the Document; (d) author(s);

() addressee(s); and (f) recipient(s).

21.  “Including” means “including but not limited to,” or “including, without

limitation.” Any examples which follow these phrases are set forth to clarify the request,

definition or instruction but not to limit the request.
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22. “Internal Policy” or “Internal Policies” mean any formal or informal policy,
procedure, rule, guideline, collaborative document, directive, instruction, or practice, whether
written or unwritten, that You expect Your employees to follow in performing their jobs.

23.  “Misuse of Data,” when used as a capitalized phrase, means the use by an App of
a User’s Content or Information that was broader or different than the use of that content or
information only in connection with the person that gave the permission to the App to access
such User’s Content or Information.

24, “Named Plaintiffs” means Steven Akins, Jason Ariciu, Samuel Armstrong,
Anthony Bell, Bridgett Burk, Brendan Carr, John Doe, Terry Fischer, Shelly Forman, Paige
Grays, Mary Beth Grisi, Tabielle Holsinger, Taunna Lee Johnson, Olivia Johnston, Tyler King,
Ashley Kmieciak, William Lloyd, Gretchen Maxwell, Scott McDonnell, Ian Miller, Jordan
O'Hara, Bridget Peters, Kimberly Robertson, Scott Schinder, Cheryl Senko, Dustin Short, Tonya
Smith, Mitchell Staggs, Charnae Tutt, Barbara Vance-Guerbe, and Juliana Watson.

25.  “Person” or “Persons” means any natural Person or any business, legal or
governmental entity or association.

26. “Platform” refers to the services, tools, and products provided by Facebook to
third parties to create their own applications and services that access data in Facebook.

27. “Platform Opt Out” means the setting a User may access to choose that his or her
Content and information is not accessed or obtained by any Apps or websites on Facebook’s
Platform.

28. “Privacy Controls” means the audience selectors that control what information in
a User’s profile can be viewed by other Users, and includes Profile Privacy Settings, Profile

Privacy Controls, Publisher Privacy Controls, and the like.
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29. “Relating to,” “relate to,” “referring to,” “refer to,” “reflecting,” “reflect,”
“concerning,” or “concern” means all Documents which comprise, explicitly or implicitly refer
to, were reviewed in conjunction with, or were created, generated or maintained as a result of the
subject matter of the request, including, but not limited to, all Documents which reflect, record,
memorialize, embody, discuss, evaluate, consider, review or report on the subject matter of the
request.

30.  “Third Parties” include the following:

a. Apps, App Developers, Whitelisted Apps, and Business Partners, as those terms
are used in the FAC;

b. Any person that develops an application, software experience, game, or website
that accesses Content and Information from Facebook’s API or other Facebook
software; and

c. Any person with which Facebook has or had an integration partnership.

31 “User(s)” means individuals who maintain a Facebook account and can generally
access the typical Facebook experience through website or mobile applications.
32. Capitalized terms and acronyms not specifically defined herein have the same

definition as in the FAC.

RELEVANT TIME PERIOD

The relevant time period for each Document Request is January 1, 2007 through the
present (the “Relevant Time Period”), unless otherwise specifically indicated. Each Document
Request shall be interpreted to include all documents and information that relate to the Relevant
Time Period or otherwise specified period, even if such documents or information were prepared
or published outside of the Relevant Time Period or otherwise specified period. If a document

prepared before or after this period is necessary for a correct or complete understanding of any
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document covered by a request, you must produce the earlier or subsequent document as well. If
any document is undated and the date of its preparation cannot be determined, the document
shall be produced if otherwise responsive to the production request.

DOCUMENT REQUESTS

REQUEST FOR PRODUCTION NO. 6

All Documents provided to or received from any governmental entity or regulator in the
United States and United Kingdom in response to any formal or informal inquiry or
investigation relating to whether Users’ Content and Information was accessed or obtained by
any Third Parties without proper consent or authorization, including but not limited to all
inquiries or investigations arising out of the Cambridge Analytica Scandal, the FTC Consent
Order, and any inquiry or investigation related to the settlement agreement with the FTC
announced on July 24, 2019.

REQUEST FOR PRODUCTION NO. 7

All organizational charts, personnel directories, or other documents sufficient to show
Your organizational structure, including:

(a) the identity of subsidiaries, affiliates, and joint ventures, and your ownership
interest, control of, or participation in any subsidiary or affiliate or joint venture related to
agreements, engineering, access, use, transmission, receipt, collection or analysis of Facebook
Users’ Content and Information by Third Parties;

(b) the organization of any division, department, unit or subdivision of your company
that has responsibilities relating to agreements, engineering, access, use, transmission, receipt,
collection or analysis of Users” Content and Information by Third Parties; and

(c) the names, titles, job descriptions, and employment periods for your present and

former employees who has or had responsibilities relating to agreements, engineering, access,
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use, transmission, receipt, collection or analysis of Users’ Content and Information by Third
Parties; and

(d) the names, titles, job descriptions, and employment periods of Your present or
former directors, officers, or senior managers, as well as any secretaries or administrative
assistants assigned to these directors, officers, or senior managers.
REQUEST FOR PRODUCTION NO. 8

All versions (including each updated or amended version thereof) of Facebook’s
“Platform Policies,” which have been called the “Developer Principles and Policies,” the
“Platform Guidelines,” or the “Developer Terms of Service” (collectively, the “Platform
Policies™).
REQUEST FOR PRODUCTION NO. 9

All Documents relating to each of the Named Plaintiffs, including but not limited to all
Content and Information collected about each of them or gained from business relationships or
any other source.
REQUEST FOR PRODUCTION NO. 10

For each of the Named Plaintiffs, Documents sufficient to show the categories of Content
and Information Facebook collects, tracks, and maintains about them.
REQUEST FOR PRODUCTION NO. 11

Documents sufficient to identify all Third Parties to which Facebook granted access to
Named Plaintiffs’ Content and Information, what categories of Content and Information
Facebook granted access to, how Facebook allowed these Third Parties to access the Named

Plaintiffs’ Content and Information, and the business purpose of all such access.
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REQUEST FOR PRODUCTION NO. 12

Documents relating to any partnerships or agreements Facebook entered into with Third
Parties for access to Named Plaintiffs’ Content and Information.
REQUEST FOR PRODUCTION NO. 13

For all Third Parties to which Facebook granted access to Named Plaintiffs’ Content and
Information, Documents sufficient to show any use by Third Parties of such Content and
Information not in connection with the User that granted the permission to the Third Party or
inconsistent with Facebook’s agreement with that Third Party.
REQUEST FOR PRODUCTION NO. 14

Documents sufficient to show the monetary or retail value of each named Plaintiff’s
Content and Information to Facebook, updated to reflect whenever Facebook’s terms of service
changed, including the calculation of revenue earned by Facebook for each Named Plaintiff
based upon bartering or selling access to such Named Plaintiff’s Content and Information.
REQUEST FOR PRODUCTION NO. 15

Documents sufficient to show the money or any other thing of value, including but not
limited to money or any other thing of value paid in exchange for targeted advertising, that
Facebook received in exchange for each Named Plaintiff’s Content and Information, which
entities paid Facebook, and when such payments were made.
REQUEST FOR PRODUCTION NO. 16

Documents sufficient to show the monetary or retail value of Users” Content and
Information to Facebook, including all monthly, quarterly, and annual financial reporting
relating to same, and including but not limited to the calculation of average revenue per user,
any changes to such monetary or retail value relating to changes to Facebook’s terms of service,

and any financial reporting of Content and Information as an asset.
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REQUEST FOR PRODUCTION NO. 17
All Documents relating to Facebook’s assessment of the monetary or retail value of
Users’ Content and Information to Users (as distinct from value to Facebook), including
analyses for providing compensation to Users for their Content and Information, including but
not limited to Users compensated in connection with the Onavo or Research app.
REQUEST FOR PRODUCTION NO. 18
All Documents that have been transmitted to Users by Facebook relating to whether
Users’ Content and Information was accessed or obtained by Third Parties.
REQUEST FOR PRODUCTION NO. 19
All Documents supporting the escalation of those Apps escalated to Phase Two of ADI
for Enhanced Examination and/or Phase Three of ADI for Enforcement and designated as
follows in the Chen Declaration ¥ 34:
(d) each [A]pp to which a request for information was sent; (¢) each [A]pp for
which an interview was sought with the developer; (f) each [Alpp for which a
remote or onsite audit was requested to be conducted; (g) each [A]pp for which
actual misuse was found and identification of that misuse; (h) each [A]pp that was
banned for actual misuse; and (i) each [A]pp that was banned for failing to
cooperate with Facebook’s investigation.
Facebook has described identification of these Apps as non-privileged and has
already produced it to the Massachusetts Attorney General’s Office. See Chen
Declaration 9 35.
REQUEST FOR PRODUCTION NO. 20
The list of Apps that Facebook provided to the Massachusetts Attorney General’s Office

and that the Chen Declaration 9 35 describes as “the subject of external actions or
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communications with third parties, including the growing list of Apps Facebook has suspended
as part of the [ADI], whether because of policy violations or because of their refusal to cooperate
with Facebook’s investigation.”
REQUEST FOR PRODUCTION NO. 21

Communications between Facebook and Third Parties relating to the ADI, including but
not limited to Communications that Facebook provided to the Massachusetts Attorney General’s
Office. See Chen Declaration  37.
REQUEST FOR PRODUCTION NO. 22

All “Privacy Risk Assessment[s],” and notes or agenda relating to Facebook’s “focused

9 ¢e

subject-matter-specific meetings,” “focused subject-matter-specific discussions,” “weekly intra-
and inter-team meetings,” and “Privacy Summit[s],” as detailed in “Facebook’s Privacy Program
Overview” included in any PricewaterhouseCoopers LLP (“PwC”) assessment report prepared
pursuant to the FTC Consent Order.
REQUEST FOR PRODUCTION NO. 23

Unredacted versions and Documents in support of the assessment reports, including the
Initial Assessment Report and Biennial Reports, prepared by PwC pursuant to the FTC Consent
Order.
REQUEST FOR PRODUCTION NO. 24

Documents sufficient to identify all Third Parties to which Facebook granted access to
Users’ Content and Information not generally available through Platform pursuant to
partnerships or agreements between Facebook and those Third Parties.

REQUEST FOR PRODUCTION NO. 25

All Documents relating to agreements or partnerships described in Request No. 24.

PLAINTIFFS’ SECOND SET OF RFPS TO 15 MDL No. 2843
FACEBOOK, INC. CASE NoO. 18-MD-02843-VC



REQUEST FOR PRODUCTION NO. 26
For each of the Third Parties that Facebook entered into partnerships or agreements with
as described in Request No. 24, Documents sufficient to identify:
e The fields, kinds, or categories of Content and Information that were accessed or
obtained by such Third Parties;
e How cach such Third Party accessed or obtained the Content and Information of Users;
e How cach such Third Party used the Content and Information accessed or obtained;
e Where the Content and Information obtained by such Third Parties currently resides and
who has access to it.
REQUEST FOR PRODUCTION NO. 27
Documents sufficient to show all forms and formats in which Facebook transmitted to
Third Parties information concerning Users’ liking, viewing, retrieving, or otherwise requesting
or obtaining videos on, using, or by means of the Facebook Platform.
REQUEST FOR PRODUCTION NO. 28
All Documents relating to Internal Policies by Facebook on the monitoring of Third
Parties’ compliance with Facebook’s Platform Policy, Data Policy, or SRR.
REQUEST FOR PRODUCTION NO. 29
All Documents relating to Internal Policies by Facebook on the enforcement of
Facebook’s Platform Policy, Data Policy, or SRR against Third Parties.
REQUEST FOR PRODUCTION NO. 30
All Documents relating to measures and controls, including proposed measures and
controls, put in place by Facebook to prevent Third Parties from violating Facebook’s Platform

Policy, Data Policy, or SRR.
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REQUEST FOR PRODUCTION NO. 31

All Documents relating to Facebook’s audits, inquiries, and investigations of Third
Parties investigating compliance with any provisions of Facebook’s Platform Policy, Data
Policy, or SRR regarding the access, use, transmission, receipt, collection and analysis of Users’
Content and Information on and off the Platform.
REQUEST FOR PRODUCTION NO. 32

All Documents Concerning Misuse of Data, including investigations, examinations,
inquiries, or audits—or Communications regarding such investigations, examinations, inquiries,
or audits—regarding Misuse of Data prior to the deprecation of Graph API v.1.0.
REQUEST FOR PRODUCTION NO. 33

Documents sufficient to show the notice that Facebook provided to Users regarding
modifications to Facebook’s SRR or Data Policy, and all Communications related thereto.
REQUEST FOR PRODUCTION NO. 34

All Documents relating to the conditioning of Third Parties’ access to Users’ Content and
Information on the purchase of Mobile App Install Ads, payment of Content and Information in-
kind (referred internally as Reciprocity or Data Reciprocity), or other payment.
REQUEST FOR PRODUCTION NO. 35

Documents relating to the manner in which a Facebook User could control how his or her
data was shared through their Privacy Controls and App Settings throughout the Relevant Time
Period, including but not limited to screenshots of the Facebook website and the Facebook

mobile application.
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REQUEST FOR PRODUCTION NO. 36
All Documents concerning User testing, evaluation and analysis of Facebook’s Privacy
Controls and App Settings during the Relevant Time Period, including but not limited to design

documents, correspondence, analyses, and reports.
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Cari Campen Laufenberg (admitted pro hac vice)
Benjamin Gould (SBN 250630)

1201 Third Avenue, Suite 3200
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Fax: (206) 623-3384
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Christopher Springer (SBN 291180)
801 Garden Street, Suite 301

Santa Barbara, CA 93101
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Lesley E. Weaver

Lesley E. Weaver (SBN 191305)
Anne K. Davis (SBN 267909)
Joshua D. Samra (SBN 313050)
555 12th Street, Suite 1600
Oakland, CA 94607

Tel.: (415) 445-4003
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adavis@bfalaw.com
jsamra@bfalaw.com
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What info is
available?

About Me

Account Status History

Active Sessions

Address

Ads

Ads Clicked

Ad Topics

Advertising ID

Alternate Name

Apps

Articles

Autofill Information

Chat

Exhibit A

What is it?

Information you added to the About section of your
timeline like relationships, work, education, where you
live and more. It includes any updates or changes you
made in the past and what is currently in the About
section of your timeline.

The dates when your account was reactivated,
deactivated, disabled or deleted.

All stored active sessions, including date, time,
device, IP address, machine cookie and browser
information.

Your current address or any past addresses you had
on your account.

Ads you've recently viewed.

Dates, times and titles of ads clicked (limited retention
period).

A list of topics that you may be targeted against based
on your stated likes, interests and other data you put
in your timeline.

The unique advertising identification numbers
provided by your mobile device. These numbers are
used to show you ads on the apps you use on your
device.

Any alternate names you have on your account
(example: a maiden name or a nickname).

All of the apps you have added.

Articles you've recently read.

Information you've provided, such as your address,
that is used to pre-fill messages when you contact a
business through Messenger.

A history of the conversations you've had on
Facebook Chat (a complete history is available
directly from your messages inbox).

Source: What categories of my Facebook data are available to me?,

https://www.facebook.com/help/930396167085762, Table 2, Information you can download
using the Download Your Information tool (1ast visited Sept. 18, 2020).

Where can |
find it?

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info
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Chat Rules

Check-ins

Currency

Current City

Date of Birth

Dating

Device ID

Device Locale

Education

Emails

Email Address
Verifications

Events

Event Contacts You've
Blocked

Event Interactions

Events Visited

Facebook Live Videos

Facebook Watch
Topics for
Recommendations

Chat Rules you've accepted.

The places you've checked into.

Your preferred currency on Facebook. If you use
Facebook Payments, this will be used to display
prices and charge your credit cards.

The city you added to the About section of your
timeline.

The date you added to Birthday in the About section
of your timeline.

The number of times you've recently visited the Dating
section of Facebook.

The unique identification numbers provided by the
devices you use to log into Facebook.

The country and language from which you're
accessing Facebook as determined by the devices
you're using.

Any information you added to Education field in the
About section of your timeline.

Email addresses added to your account (even those
you may have removed).

A history of when you've verified your email address.

Events you've joined or been invited to.

People you've blocked from inviting you to events.

The number of times you've recently visited the
Events section of Facebook.

Event pages you've recently visited.

Live videos you've recently watched.

A collection of topics that is used to show you relevant
videos in the Facebook Watch tab. The topics are

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info
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Facial Recognition
Data

Family

Favorite Quotes

Followers

Friends

Friend Requests

Friends You See Less

Fundraisers

Gender

Groups

Group Interactions

Groups Visited

Hometown

Instant Games

IP Address Activity

based on your previous interaction history with things
like links, videos, photos and Pages you've liked.

A unique number based on a comparison of the
photos you're tagged in. We use this data to help
others tag you in photos.

Friends you've indicated are family members.

Information you've added to the Favorite Quotes
section of the About section of your timeline.

A list of people who follow you.

A list of your friends.

Pending, sent and received friend requests.

Friends whose activity you've chosen to see less of on
Facebook.

Fundraisers you've recently viewed.

The gender you added to the About section of your
timeline.

A list of groups you belong to on Facebook.

The number of times you've interacted with Groups on
Facebook.

Groups you've recently visited.

The place you added to hometown in the About
section of your timeline.

A copy of the ID you submitted to confirm your identity
and to help improve our automated systems for
detecting fake IDs and related abuse.

Instant Games you've played.

Your recent activity from specific IP addresses.

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Personal Data

Request

Downloaded
Info

Downloaded
Info
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IP Address Message Your recent message activity from specific IP Downloaded
Activity addresses. Info
IP Address Payment Your recent payment activity from specific IP Downloaded
Activity addresses. Info
Language Settings Your preferred language settings. a?:nloaded
Last Location Your most recent location determined by your device. a?:nloaded
. N Downloaded
Linked Accounts Accounts you've linked to your Portal. Info
e V|Qe<_) Scheduled Live videos you've subscribed to. Downloaded
Subscriptions Info
. IP address, date and time associated with logins to Downloaded
Logins
your Facebook account. Info
IP address, date and time associated with logouts Downloaded
Logouts
from your Facebook account. Info
Marketp_lace Categories you've recently viewed. Downloaded
Categories Info
Marketp_lace Your recent interactions on Marketplace. Downloaded
Interactions Info
Marketplace ltems ltems you've recently viewed. a?:nloaded
. . , . Downloaded
Marketplace Services Services you've recently viewed. Info

Matched Contacts

Menu Iltems

Messages

Messenger Contacts
You've Blocked

Milestone Notifications

Contact information that may be associated with your
account.

Areas of Facebook you've recently accessed through
the main menu.

Messages you've sent and received on Facebook.
Note, if you've deleted a message it won't be included
in your download as it has been deleted from your
account.

Contacts you've blocked on Messenger.

Notifications about your activity milestones, such as
the number of reactions on a post, you've received
and dismissed.

Personal Data

Request
Downloaded

Info

Downloaded
Info

Downloaded
Info

Downloaded
Info
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Mobile Service
Provider and Country
Code

Name

Name Changes

News Feed Topics for
Recommendations

News Topics for
Recommendations

Notification ID

Page Notifications

Page Visits

Page Transparency
Notices

Pages You Admin

Pages You've
Recommended

Pending Friend
Requests

People

People Viewed

Phone Numbers

The service provider and country code associated
with your phone number.

The name on your Facebook account.

Any changes you've made to the original name you
used when you signed up for Facebook.

A collection of topics that is used to show you relevant
public posts in parts of your News Feed. The topics
are based on your previous interaction history with
things like links, videos, photos and Pages you've
liked.

A collection of topics that is used to show you relevant
articles in the News tab. The topics are based on your
previous interaction history with things like posts,
videos, photos and Pages you've liked.

The identification numbers that we use to send you
Facebook notifications on your device.

Chat notifications you've dismissed from Pages you
visit.

Pages you've recently visited.

A list of pages that you've received and dismissed
notices from.

A list of pages you admin.

Pages you've recommended to others.

Pending, sent and received friend requests.

People and friends you've interacted with recently,
including comments and reactions.

People you've recently viewed when new friends were
suggested to you.

Mobile phone numbers you've added to your account,
including verified mobile numbers you've added for
security purposes.

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded

Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info
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Photos

Photo Effects

Photos Metadata

Platforms

Pokes

Political Views

Preferred Language for

Videos

Previously Removed

Contacts

Primary Location

Profile Visits

Recent Activities

Recently Visited

Record Details

Registration Date

Religious Views

Removed Friends

Photos you've uploaded to your account.

A list of the photo effects you've used.

Any metadata that is transmitted with your uploaded
photos.

Platforms you've used to log into Facebook, such as
the Facebook app or a browser.

A list of who's poked you and who you've poked. Poke
content from our mobile poke app is not included
because it's only available for a brief period of time.
After the recipient has viewed the content it's
permanently deleted from our systems.

Any information you added to Political Views in the
About section of timeline.

The preferred language for videos as determined by
videos you've previously viewed.

Friends you've recently removed but added back.

Your primary location is determined by information we
use to support Facebook Products, such as the
current city you entered on your profile and your
device connection information.

People whose profiles you've recently visited.

Actions you've taken and interactions you've recently
had.

Videos and shows you've recently visited.

Details included in some administrative records.

The date you joined Facebook.

The current information you added to Religious Views
in the About section of your timeline.

People you've removed as friends.

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded

Info

Downloaded
Info

Downloaded

Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info

Downloaded
Info
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Saved Post Reminders

Screen Names

Secret Conversations
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Friday - August 14, 2020 8:27 a.m.

PROCEEDTINGS

---00o0---

THE CLERK: We're a minute early, but court is now in
session. Let's see. Calling Civil Action 18-MD-2843, In Re
Facebook, Inc. Consumer Privacy User Profile Litigation.

Counsel, starting with plaintiff, can you please state
your appearance.

MS. WEAVER: Sure. This is Lesley Weaver of Blakemar
Fonti & Auld. With me is Anne Davis and Angelica Ornelas.

And I see that Matt Montgomery actually is not -- he
should be with us. So he should probably be elevated. I
apologize. I missed him before. Don't tell him.

MR. LOESER: Good morning. You have Derek Loeser from
Keller Rohrback.

THE COURT: Good morning.

MR. KO: Good morning, Your Honor. Nice to see you
again. David Ko, Keller Rohrback, also on behalf of
plaintiffs.

THE COURT: Good morning.

And here comes Mr. Montgomery. He's here.

All right. And for Facebook?

MR. SNYDER: Good morning, Judge. It's Orin Snyder
from Gibson Dunn with my colleagues, Deb Stein, Martie Kutscher

Clark, and Russ Falconer.
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THE COURT: Good morning.

Okay. Thank you for your statement.

Let's see. It sounds like there are not too many things
to discuss. Let's just start.

The search terms you're working on, I will just make this
observation. I do think it would be unreasonable to insist
that all terms apply to all custodians. That just can't be
right. People have different positions. So I give you that
guidance in working on that.

Now, with respect to the data about plaintiffs, let's go
through. And why don't plaintiffs tell us what is the data
that you're missing that you think is relevant. So one thing
you've identified is the data about what data about the
plaintiffs was shared with advertisers. 1Is that correct?

MS. WEAVER: That is correct in general terms,
Your Honor. Basically, what has been produced to us is
user-facing data through an Access Your Account tool, for the
most part.

Now, I want you to know that we have reviewed all of the
plaintiffs' data with more than one pass-through. We've done
targeted searches. We've had 18 people, and more at times,
going through the documents. So we're pretty familiar with
what's there.

There are two problems that we have. The first is that

Your Honor ordered us last -- two weeks ago to discuss
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precisely what has been produced and precisely what is the data
that is being withheld.

And we -- in the course of our meet-and-confer sessions,
Facebook did not identify the examples that they put in their
statement. We didn't discuss those. So once again, we are
getting information the first time in the statement.

2nd it would have been better if we had discussed it,

because when we look at those documents -- we've looked at them
before -- they are not what we're seeking. And the reason that
they're not -- and if you look, there's an example of one of

them they gave us. The content is missing. So there's an
event that says one of the users went to a website, but the
content of what they did on the site is stripped away.
And our experts say, you know, what did you put in your
shopping cart? What did you access? How long were you on it?
And that data is also married to GPS data --
THE COURT: Okay. I have the statement --
MS. WEAVER: Yeah.
THE COURT: -- in front of me.
MS. WEAVER: Yes.
THE COURT: Can you put me to the page and the Bates
number?
MS. WEAVER: The Bates number of the document -- hang
on.

THE COURT: Well, first, the page of the statement so
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I know where to go.

MS. WEAVER: That is going to be harder for me.

I think it's page 6. The Bates number -- and I'm going to
ask -- Anne, if you can help me, it's 01037245.

THE COURT: Don't see that. It's redacted
information?

MS. WEAVER: Some of the information was redacted,
yes. But this information we can discuss in the hearing, if
that is --

THE COURT: No, no. I understand. We can -- I'm not
worried --

MS. WEAVER: Yeah.

THE COURT: -- about that.

I'm just trying to find it. I don't see it.

MS. WEAVER: Yeah. Hang on just a moment.

THE COURT: Maybe the sentence at the first page of
the --

MS. WEAVER: Yeah, I'm actually looking -- I
apologize. I'm looking for the actual statement. I have too
many things open on my laptop.

But for all of the documents that they've identified,
Your Honor, these are PDFs that reflect some activity.

THE COURT: I just want to start with -- I want to

start with --

MS. WEAVER: Fine. Okay. So if you go to page 5 of
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the statement and if we look at, for example, where it says
"Ms. Tutt reviewed content on Amtrak.com," it doesn't tell us
what the content is or it doesn't tell us --

THE COURT: Okay. Or the --

MS. WEAVER: -- what they did.

THE COURT: -- other one, that Ms. Tutt viewed content
on a news site and --

MS. WEAVER: Right. 2nd it doesn't --

THE COURT: -- tell you what the content is.

MS. WEAVER: -- tell us what they do.

THE COURT: Let me ask Facebook.

Do you have that content?

MR. SNYDER: Mr. Falconer, I think, will address this.
MR. FALCONER: Good morning, Your Honor. Russ
Falconer for Facebook.

Our understanding is there is some machine-readable data
in some cases that might reflect the off-Facebook activity that
Ms. Weaver 1s describing in a kind of raw, disaggregated way.
That information is not associated with the plaintiff's account
in the way that the user-created, user-shared content and
information is associated with a user account.

And so I hear -- I don't know -- confusion and frustration
from Ms. Weaver that they feel like they don't understand what
we've produced.

The Court ordered us to, you know, be as clear as we can
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on named plaintiffs' data, what has been produced and what has
been withheld. And what we've tried to do is say that we've
produced all content information that the plaintiffs share on
Facebook and then some of the other categories of information
that we identified in our statement; so device information,
geolocation information, certain other information that is
associated with their account. And we have been -- I think
we've tried to be clear; and if we failed in this, we
apologize.

There is other -- there's Facebook-generated information,
information generated by third parties, information received
from third parties. We have not represented that that is
comprehensively included in our production.

What we have produced are Facebook analytics, third-party
data, off-Facebook activity, anything like that that is
associated with a user's account.

And so that's -- I think the point of departure between
the parties right now is maybe the level of generality with
which we have described what we have not produced. But
that's -- we've tried to be as clear about the, sort of, large
buckets that are not included in the named plaintiff data we've
produced to date.

THE COURT: So, for example, when you say Ms. Weaver
said, as you said, that the plaintiff viewed content on

Amtrak.com, are you saying you don't have any way of
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identifying what that content is that she viewed at that
particular time, even though you were able to say she viewed
that website at that time?

MR. FALCONER: I think for an individual plaintiff on
an individual website, if it was just that question -- could we
tell for one of the named plaintiffs what specific content she
viewed on the Amtrak website? -- if it was, you know, ten years
ago or seven years ago, probably not. If it was a year ago,
maybe. That data may or may not have been associated with --

THE COURT: Well, 1f it was this year --

MR. FALCONER: Yeah.

THE COURT: -- with that particular --

MR. FALCONER: Sure.

THE COURT: -- data this year.

MR. FALCONER: The answer is it's possible. There may
be some website-specific data about that named plaintiff; there
may not be. There's some --

THE COURT: Okay. And so you haven't searched for it,
or you're withholding it, or -- I guess, why hasn't it been
produced?

MR. FALCONER: So as we understood the Court's
mandate or, sort of, the Court's --

THE COURT: No, no, no. I'm just asking.

MR. FALCONER: Oh.

THE COURT: I'm just asking.
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MR. FALCONER: Because the reason for that is that
just to find it for one named plaintiff would be like a
multiweek endeavor, if not longer. And the reason for that is
that -- let's take the Amtrak example.

With this off-Facebook activity data, the tables and the
database where the data is stored, you know, they've been
explained to us like each one of them is a book. And the book
is organized by topic. The topic that the book is organized by
is the advertiser. It's Amtrak; it's not the named plaintiff.

So for every Facebook advertiser there's a book. Right?
There's a table that has some data for advertisement, website
activity, that kind of thing.

So to gather the information for one named plaintiff on
Amtrak, that, we could probably do. To gather the data for one
named plaintiff on every advertiser on every off-Facebook
activity that has ever happened, just for one named plaintiff,
we have to go into each of those books individually and look
for that one named plaintiff, and then we'd have to do it for
each of the other 23 named plaintiffs.

So that's the reason why we have not undergone that to
date.

THE COURT: I understand that. So have you identified
every instance that you have that the plaintiff viewed content
on some website, whatever it is?

MR. FALCONER: Every instance where Facebook has been
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able to associate that off-Facebook activity with a named
plaintiff's account. Sometimes they can't make the connection.
But where it's connected, we've identified it. That's included
in the production.

THE COURT: I assume that for this privacy case --
right? -- some content is obviously more private than other
content and the plaintiffs may not necessarily need or want.
They need exemplars. Right? And there is a standing argument
that you guys are maintaining that they have to defeat and
damages and all that. There are particular instances. Right?
So there may be particular instances where you then have to go
do that.

In other words, if it's the data that was shared, which is
sort of at the heart of the case, you're probably going to have
to do some work on that. Whether it's every instance, probably
not; but certainly certain instances.

Now, plaintiffs, it sounds like, have a template of where
to start. It may not be Amtrak, but it may be the next one
there. Right?

MR. FALCONER: Your Honor, could I be heard on that?

MS. WEAVER: Well, may I --

MR. FALCONER: Or, go ahead.

MS. WEAVER: I would like to respond.

So what we're talking about right now and what they've

produced is, there's a tool so users can download data. And
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even in what they're downloading, there is content missing.

But there's another whole bucket of data that they haven't
identified to us that is responsive, and that's the first step.
We need the identification of the fields of the data that they
collect through their third-party relationships, whether it's
apps or websites, et cetera. And it is this database that
Facebook searches using algorithms to target the users.

What they've given us 1s sort of the window dressing of
the platform activity, and I've identified for you that
something is missing even from that.

But there is -- and, Your Honor, we've talked to our
experts; and maybe it's better to have experts talk or put in a
declaration because I can tell you, their position will be that
this is, quote/unquote, not associated with the users but that
doesn't make sense.

There i1s an event ID, because the reason Facebook is
collecting it in the first place is to target people with the
data. So there is a way to go back and find -- and I agree
with Mr. Falconer that this data set will be immense. And that
is the scope of the case. And that's why we said only for the
24 because --

THE COURT: I'm just going to --

MS. WEAVER: Yeah.
THE COURT: -- tell you guys, I think maybe you need

to think about a special master.
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There's just no --

MS. WEAVER: Yes.

THE COURT: I don't have the time or the patience or
the expertise to wade through any of this, like the nuance that
you're getting into. So I don't know what to do.

MS. STEIN: Your Honor, may I be heard for a moment?

So I think the good news on, sort of, your reaction to
this is that this exercise was really about, sort of,
identifying categories so that we could have a conversation
about what's required in this case, because there is a whole
lot of information being sought here that has absolutely
nothing to do with the issues that are being litigated in this
case.

THE COURT: No. I understand that argument. I don't
even know how to figure out what it is that we're even talking
about.

MS. STEIN: Right.

MS. WEAVER: So Facebook --

MS. STEIN: So, Your Honor, what's being --

MS. WEAVER: Could I --

MS. STEIN: -- talked about right now is what's called
off-Facebook activity. And that off-Facebook activity has no
relationship to the issues that the dismissal order said are
viable right now and that are not stayed. The order of

dismissal --
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THE COURT: No. I read that. I read it. I
understand.

MS. STEIN: Okay. Good.

THE COURT: So this --

MS. STEIN: And so the off-Facebook activity --

THE COURT: -- this has been previewed -- just, can I
finish?

MS. STEIN: I'm sorry, Your Honor.

THE COURT: Because I'm really losing patience with
this case.

This has been previewed for a while. So what I was hoping
to do is you guys could just tee up what that data is so I can
rule 1f it's discoverable or not.

I don't even know how to get to that point.

MR. SNYDER: Your Honor, I think there's a very
easy --
MS. WEAVER: If I could, I was waiting.

Your Honor, we would like them to identify what they're
withholding. That's it.

THE COURT: But that's a chicken-and-egg problem.
That's a chicken-and-egg problem. And I'm not sure -- and see,
this is the problem I'm having. You said you've now reviewed
it all. What is missing? You've identified --

MS. WEAVER: So I'll give you examples. There are no

examples --
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THE COURT: You did.

MS. WEAVER: Okay.

THE COURT: No. I'm going to let Mr. Snyder talk.

MS. WEAVER: Fine.

MR. SNYDER: Your Honor, I share your frustration, and
I think this is very easy.

For example, on advertisement, we have gone, I think as
indicated in our statement, above and beyond the call of duty
because we didn't really want to just say, "We're not giving
you what advertisements you reviewed or ads that you've clicked
on, even though it's outside the scope of the case."

This case --

THE COURT: No, no. That's an argument. Please,
let's try not to argue.

MR. SNYDER: Right.

THE COURT: I'm going to decide that at some point.

MR. SNYDER: Okay. So what I would --

THE COURT: Just --

(Simultaneous cross-talk.)

THE COURT: -- that.

MR. SNYDER: What I would respectfully suggest is, we
can, Your Honor, tee it up for you in a very simple way,
because Judge Chhabria's order is very clear about what's in
and what's out. And then each side can succinctly,

efficiently, and clearly make their arguments about what is in
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and what's out. And it's not going to be difficult,
Your Honor. I think it's pretty clear.

I agree, on this call, people using terminology --
"on-platform," "off-platform" -- it all sounds like
gobbledegook. I think there's a very clear, efficient, and
efficacious way for us to tee this up in a short statement to
Your Honor; and Your Honor can rule on it, if Your Honor wants
more argument on it, without us having these dueling
Zoom/Hollywood Squares, you know, arguments about what's in and
what's out that's not going to really lead to any fair ruling.

THE COURT: This is what I need to ask Ms. Weaver, is:
Do you know what it is that you want or that you believe exists
that you don't have?

MS. WEAVER: Yes.

THE COURT: You do. Okay.

MS. WEAVER: DMore or less. We don't know what form
they keep it in or how they keep it. It is this data set that
they mine, yes.

THE COURT: Okay. So is there any reason why, then,
we can't adjudicate that dispute as discoverability?

MS. WEAVER: We can --

MR. SNYDER: I think we can --

MS. WEAVER: -- adjudicate that, Your Honor.

THE COURT: We can? Okay.

MR. SNYDER: We can and we should.
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THE COURT: All right.

MR. SNYDER: And I think we can do it very simply
without a lot of drama or complication.

THE COURT: So that's what --

MR. FALCONER: Your Honor --

THE COURT: -- I want you to do, then, on this,
I think.

And, I mean, it doesn't have to be the joint letter brief,
whatever. I mean, it's a big issue. It kind of goes to the
heart of the case. So I want you to have the ability. You're
going to probably need your experts to some extent -- at least
plaintiffs -- to be involved with it.

And I probably want four briefs. Right? Whoever goes

first, second, first, second, so that there's -- my guess is

it's not till we get to the second two briefs that we'll really

be able to meet there. That just seems to be the process that
we need to do.
So you guys work i1t out, how that's going to be presented.
I'm not giving you any limits at all. You only have the limit
of my time and attention span. So just keep that in mind.
(Laughter.)

MS. WEAVER: And how much time, Your Honor, would you
like between briefs and the hearing? What kind of timing --

THE COURT: We'll put a hearing. I'll figure it out.

MS. WEAVER: Okay.
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THE COURT: I mean, to be honest, I'm just swamped at
the moment.

MS. WEAVER: I know.

THE COURT: So, but you get it to us. We'll get
through it. And we will set it for hearing. I think it's
important to have an oral --

MR. LOESER: And, Your Honor, 1f I could be heard for
one quick minute on one --

THE COURT: Yes.

MR. LOESER: This is Derek Loeser.

-- just, process point.

Where we stand right now, we generally think we know
what's missing, and we can describe it in our briefs.

Facebook obviously has specific knowledge about what's
missing. And so because they haven't identified specifically
what they're withholding, I really think it would be improper
for them to argue in their brief that we haven't been specific
enough with what we're seeking. If that is going to be their
argument in their brief, then they should comply with your last
order, which was to identify specifically what they're
withholding.

But that's the only --

THE COURT: Yeah. No, I understood. So that's why
I'm doing four briefs.

And in the meantime, you should be talking and really
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trying to narrow. It is in both sides' interest to have it
teed up as accurately as possible for me to decide. Otherwise,
I'm going to make a wrong decision one way or the other because
I won't understand.

MR. SNYDER: And, Your Honor, it's in everyone's
interest to have you not be frustrated with us, which I
understand and I think your frustration is well-placed, one.

Two, we want Your Honor to continue to preside over
discovery; and we would, I think, lose a lot if we had to start
fresh with a special master.

And mindful of that, we're going to work to narrow the
issues. Maybe we can even eliminate them. And we have a lot
of other work to do in the meantime. So however long
Your Honor needs, we're going to obviously abide and respect
that, and we're not going to, you know, ask you to turn around
a ruling.

There's a lot we have to do on search terms and privilege
logs and ADI protocols. So there's a ton of work for us to do
while Your Honor takes -- you know, takes the time necessary to
adjudicate this issue, which is ripe now.

THE COURT: Yeah. Just don't put a hearing date.
I'1ll pick it. So that's not a problem.

MR. LOESER: The only thing I would add to that,
Your Honor, is that we would like you to be very frustrated

with Orin all the time, but not with us.
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(Laughter.)

THE COURT: Well, this week has not been -- I've been
frustrated a lot, and I apologize for that.

MR. SNYDER: Don't apologize.

MS. WEAVER: It's tough times.

THE COURT: There's a lot. There's just a lot,
scheduling.

MR. SNYDER: Yes, Your Honor.

THE COURT: Okay. So, which leads me to my next

point, which is the joint statement -- okay? -- which is, you
all are extremely talented, experienced lawyers. If you can't
figure out a way, a process for this statement to work <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>