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NOTICE OF MOTION AND MOTION TO DISMISS
SECOND CONSOLIDATED AMENDED COMPLAINT

TO ALL PARTIES AND THEIR COUNSEL OF RECORD: PLEASEAKE NOTICE THAT

on December 2, 2014 at 2:00 p.m., or as soon tlteres the matter may be heard by the Court,en
Courtroom of the Honorable Jon Tigar, located atRhillip Burton Federal Building & United State

Courthouse, 450 Golden Gate Avenue, 19th Floor,F8ancisco, California, Defendant Apple Inc.,

and through its attorneys of record, will, and bgrdoes, move the Court for an order dismissindp wit

prejudice the Second Consolidated Amended Complaint

This motion will be made based on Federal RuleSiwi Procedure 8, 9(b), and 12(b)(6) and
Article Il of the U.S. Constitution. This motiaso will be based upon this Notice; the attached
Memorandum of Points and Authorities; the concutydiled Request for Judicial Notice; the Janua
8, 2014 Request for Judicial Notice in Support efdhdant Apple Inc.’s Reply in Support of Motion
Dismiss (Dkt. No. 437); the October 12, 2012 Deatian of Mark Buckley in Support of Apple Inc.’s
Motion to Dismiss (Dkt. No. 147-1); the completke$i and records of this action; and such otherars
and arguments as may come before the Court, ingutiose raised in connection with reply briefin

and oral argument relating to this motion.

Dated: August 22, 2014 HOGAN LOVELLS US LLP

By: /s/Robert B. Hawk
Robert B. Hawk

Attorneys for Defendant
APPLE INC

Iry
to

att

DEF. APPLE INC.’S MOTION TO DISMISS SECOND CONSMATED AMENDED COMPLAINT

CASE NO. 13-CV-00453-JS]



© 00 N o o -~ w N Pk

N N N N DN DN DN NN R R R R R R R B R
0o ~N o U1~ W N B O ©W 0O N O U1~ W N R O

. Do Plaintiffs’ fraud-based claims (UCL, FAL, CLRAd Deceit) fail because Plaintiffs have no

. Do Plaintiffs’ claims for conversion and intrusiapon seclusion against Apple, asserted base

. Do Plaintiffs lack standing to assert a claim fgunctive relief?

. Does the Communications Decency Act, 47 U.S.C.® @Bclude each of Plaintiffs’ claims to t
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ISSUES PRESENTED

pled facts showing reliance on a specific iderdifeisrepresentation, because Plaintiffs have n
pled facts supporting an inference that the allegesiepresentations were communicated to
Plaintiffs through a long-term advertising campaagndescribed in thBobacco licase, and

because Plaintiffs fail to plead any actionablessioin?

allegations that Apple aided and abetted the allegengdoing of the App Defendants, fail bec

Plaintiffs have failed to plead the requisite elatseof aiding and abetting liability?

showing injury—necessary to support Article llireang and the requisite element of damage”

extent they are based on anything other than aeprmssentation by Apple?

—

ot

0 on

ause

. Does Plaintiffs’ claim for Conversion independerfiif because Plaintiffs have failed to plead facts

D
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l. INTRODUCTION
Dismissing all 16 of Plaintiffs’ claims against Appn the prior Complaint, this Court provided

a detailed roadmap regarding the nature and spiegifif allegations that would be required if Plis

112

were to successfully amend. The Court, for exangpnissed Plaintiffs’ Conversion claim becaus
Plaintiffs lacked “Article Ill standing based onyaimjury to their property rights in their address
books.” The Court further found that all of Plafiist misrepresentation claims failed, because ttiely
not allege reliance on any particular represemaaod had not adequately alleged a long-term
advertising campaign of the kind that would exdisn from pleading specific reliance. Yet now, in
pleading their Second Consolidated Amended Compl&AC”)—pared down to six counts—
Plaintiffs again come up short.

With respect to their “misrepresentation” countsy6ts 3-6), Plaintiffs once more fail to plead

individual reliance or a long-term advertising caagm. No named Plaintiff alleges that he or shieadt

112

on, or even saw, any specific actionable stateimgtpple. And, as for the alleged “long-term
advertising campaign,” Plaintiffs make out no camgpaat all. Instead, Plaintiffs cobble together a
handful of statements per year, scattered overeaykear period—most of which consist of general
statements about security that have nothing toittos@re case issues involving address book datal or
third party apps, and many of which appeared iatloos €.g, technical journals, license agreements
with apps developers, regulatory submissions, arely-viewed web pages) not likely to be viewed|by
a consumer. And in any case, multiple alleged éatilsing campaign” statements only confirm that
Apple prohibited the very conduct that is the sabg Plaintiffs’ claims.

As before, Plaintiffs seek to salvage their misespntation claims by alleging “omissions,” but
the Court has already found that a manufacturdafigations to disclose alleged product defects are
confined to warranty obligations absent an affiinemisrepresentation or a safety issue. Itis als
undisputed that Apple disclosed, in its Privacyi@o{where consumers would naturally look for
privacy-related information), the very informatitvat Plaintiffs’ claim was omitted.e., that apps can
collect device address book data. And, taking $f€hations at face value, Plaintiffs and consumers
were in all events well aware of the informationgurtedly “omitted” by Apple. For all of these

reasons, Plaintiffs’ misrepresentation claims fail.
1
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Plaintiffs’ remaining counts against Apple, for @ersion and Invasion of Privacy (Counts 1
and 2)—based on the theory that Apple “aided amrdtedt’ the App Defendants’ primary torts—fare
better. Under California law, aiding and abettiiagpility requires that a defendant had actual
knowledge of the specific primary wrong and tha&t defendant substantially assisted commission
that wrong. On the knowledge element alone, Rftahallegations are fatally deficient—alleging
“recklessness” and supplying no factual allegati@at Appleknew ofand decided to assist alleged
unauthorized collection of user address book data.

Finally, pursuant to Sections 230(c)(1-2) of thex@aunications Decency Act (“CDA” or
“Section 230"), Apple is immune from liability onl @laims, to the extent those claims are premize
conduct other than an affirmative misrepresentatiaide by Apple and relied upon by Plaintiffs. Th
Court has already found that Section 230 immurotecs claims against Apple related to screening
testing app content, and providing developmentstaald guidelines. And while the Court also
previously ruled that Plaintiffs’ allegations pettad an inference that Apple was a content provide
with respect to the offending content in this capeeeluding a broader ruling of immunity—Apple
asks the Court to revisit that ruling in light bEtSAC and the expanded pleadings record, as well
recent decisional law on CDA immunity.

For all of these reasons, Apple respectfully retpurgt the Court dismiss each of Plaintiffs’
claims against it—this time with prejudice.

. PLAINTIFFS’ ALLEGATIONS AND PROCEDURAL BACKGROUND
A. The Parties

The named Plaintiffs are 15 individuals who alléggt they downloaded the App Defendants
apps to their Apple mobile devices, and that Dedesl “caused” those apps to “secretly upload, st
and in some cases disseminate their personal aratgpaddress books ... .” SAC {12, 139-232.
Plaintiffs propose to represent a class of “[ajtitdd States residents who purchased iDevices leety
July 10, 2008 and February 2012,” and a subclassisting of all putative class members who
downloaded one of multiple popular third-party apjus 233.

Apple manufactured the mobile devices allegedlpased and used by Plaintiffiel. 11, 19.

Users can download third-party software apps dmsd devices through the Apple “App Stor&d”
2
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139. Plaintiffs allege that before distributing/app to end users, Apple “conducts a review of all
applications submitted for inclusion in the App ®toand “has sole discretion over the App approva
process.”ld. 1144, 47. The App Defendants are the creatotseothtird-party apps that allegedly
uploaded address book information from Plaintiffevices without consent. SA(¥90, 93-138.

The SAC asserts all six of its counts against AppJdénvasion of Privacy; 2) Conversion; 3)
violations of California statutory False Advertigihaw (“FAL”); 4) violations of California’s
Consumers Legal Remedies Act (“CLRA”); 5) Dece@al. Civ. Code § 17086t seq), and 6) violation
of California’s Unfair Competition Law (“UCL") Plaintiffs assert two claims against the App
Defendants: Count 1, Invasion of Privacy, and C@ji@onversion.

B. Procedural History

The SAC represents Plaintiffs’ fourth attempt tegéd claims against Apple and follows this
Court’s dismissal of all claims against Apple at=gin the preceding Consolidated Amended
Complaint (“CAC”). SeeMay 14, 2014 Order re Motions to Dismiss (“MTD @rg. In the CAC,
Plaintiffs asserted in substance the same claimsdb here: They alleged that Apple “repeatedly
represented that Apple’s products are safe andeeauad that private information could not be
accessed by third-party apps without the user’'sessgoconsent.” CAC 164. Plaintiffs sought to hol
Apple liable for the App Defendants’ alleged unawibed uploads of address book dai. 1128.

Before these cases were related and a consolidateplaint filed, Apple twice moved to
dismiss claims filed by Plaintiff Pirozzi. Judg®ezalez-Rogers granted Apple’s first motion to
dismiss. This Court then heard Apple’s second omotd dismiss the Pirozzi complaint, and overrul
it in part with respect to misrepresentation clairfrslater ruling on Apple’s Motion to Dismiss the
CAC, however, the Court reconsidered and dismiBsextzi’s (and the other Plaintiffs’) fraud-basec
claims against Apple, because “Plaintiffs haveefailo allege that any one of them saw any particu
representation.” MTD Order at 24-25. The Cousbdield that Plaintiffs had not avoided the
requirement of pleading reliance: “Although Pldiistallege a long-term advertising campaign, treal
to do so with the level of detail that has led ottwurts to allow such claims to proceedd: at 31-32.

The MTD Order also included rulings that: (1) copyf Plaintiffs’ address books did not

constitute an injury, and Plaintiffs thus lackeansting to assert conversion or trespass; (2) thetCo
3
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“need not await further discovery before addresgipgle’s CDA argument”; (3) certain of Plaintiffs’
allegations against Apple involve conduct “protelddy the CDA,” including provision of a software
development kit, promulgation of review guidelinessiew of apps submitted to the App Store, and
enforcement of guidelines; and (4) at that “junetithe Court could not conclude all of Apple’s
alleged conduct at issue to be protected by the Gi#dause the CAC pled “sufficient conduct to
classify Apple as an ‘information content providerld. at 16, 21-23 & n.12. The Court dismissed
counts against Apple with leave to amend; the Sélfowed.

C. Allegations Against Apple in the Second Amended Cophaint

1. The Alleged Misrepresentations

Plaintiffs allege that over a five-year period, Appconsciously and continuously
misrepresented its iDevices as secure, and thaetls®nal information contained on iDevices—
including, specifically address books—could notddeen without their owners’ consent.” SAC 3.
Apple allegedly “consistently and deliberately éailto reveal its products’ security flaws to
consumers.”ld. 14. As a result of Apple’s “continuous and deldte media campaign,” Plaintiffs
allegedly formed a particularized “expectation’ttApple devices were secure with respect to addr|
book data.ld. 118.

On inspection, Apple’s “continuous and deliberatdm campaign” consists of an assortme
of licensing agreements between Apple and thirtlymevelopers, product user manuals, scientific
technical journals, Congressional testimony, regmesubmissions, and other materials that canlya
invokes blog and social media entries, news repand statements from Apple’s website.g, id. {76,
Notably, a number of the challenged statements gavh&om Apple, but rather from third parties
writing aboutApple. What is more, the alleged statements ditdesin common, except that many
happen to mention the words “security” or “privdcnly a handful even arguably implicate addre
book security related to third-party applicatioi® the contrary, the vast majority of the so-aille
“campaign” consists of generalized statements adecurity or privacy, or discussions of unrelated
security features, including password protecti@mporate network security, and computer virudes.

1970, 71, 76iv, x-Xii, xXv, Xviii, xxi, xiii; 150iij 163iii, 170iii, 199iii, 212iii; Exs. G, I, K, NQ.
4
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Notably, not one of the 15 Plaintiffs claims to baeen or heamhy of the specific statements

alleged to comprise Apple’s media campaign. Rathety allege, for example, that they were expo
to “numerous [unspecified] advertisements and rtspalvout Apple’s safety and security” in “tradited
and non-traditional media.ld. 11144i, 150i, 156i, 163i, 170i, 176i, 182i, 181™3i, 199i, 205iv, 212i,
225i, 232i. To the extent that Plaintiffs purpirioffer additional information about what they saws
equally conclusorye.g, attending or seeing product conferences or laenents, media reports,
television, in-store advertisements, or Apple’s sieh No Plaintiff identifies specific misstatentehe
saw or heard, who made them, or when they were nmdd§9144i, 150iii, 163i, 170i, 187i, 193i.

2. Apple Disclosures

Plaintiffs complain that Apple failed to discloget applications could collect data in user
address books. SAC 1143, 149, 155, 162, 175,1831,193, 198, 204, 211, 217, 224, 231. But
Apple’s Privacy Policy—to which all users of the ;ABtore must agrdseforedownloading any App—
discloses that third-party apps may collect infaiorasuch as contact and location data from their
devices, and expressly directs users to the deseddp learn more about the privacy practices @it th

third-party apps. Specifically, Apple’s Privacylieg provides:

Our products and services may also use or offatyms or services from third parties — for
example, a third-party iPhone app. Informatioresied by third parties, which may include
such things as location data or contact detailgoi®rned by their privacy practices. We
encourage you to lean about the privacy practi€ésose third parties.

Request for Judicial Notice (“RJIN”), Ex. G ats&e alsdkt. No. 147-1.

What is more, Plaintiffs repeatedly allege thatitifermation allegedly omitted by Apple was
widely known. According to Plaintiffs, Apple rededly disclosed the challenges associated with
creating a secure platform that also made avaikhinié-party apps,sought to improve security throu
both contractual and technical means, and tookm@ethenever it learned that apps violated its pesi
or evaded its technical protections. For exanlaintiffs allege that in July 2008, media reports
revealed that the Aurora Feint App—distributed emdireds of thousands of Apple device users—w

transmitting users’ address book data to the deeel® servers without consent, leading Apple tostl
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! Apple acknowledged: “We’re covering new ground dothg things that had never been done be

re.

Many of the issues we face are difficult and nemd @hile we may make occasional mistakes, we try

to learn from them and continually improveSeeRJIN Ex. F at 2.
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the App. CAC 1219

In short, according to Plaintiffs, this informatiesall of which was supposedly part and parc
of the alleged Apple media campaign—was well kndwindeed, “every representation, promise, h
or even rumor about Apple’s products quickly spestmlough traditional and non-traditional media
virtually the entire population of this counttySAC Y34 (emphasis added). Plaintiffs’ own géleons
thus set forth how consumers knew throughout tleg@dl class period that certain apps could (andl
collected private information on Apple mobile dese—including address book information.
1. ARGUMENT

A. Plaintiffs’ Misrepresentation Claims—Counts 3, 4, 5and 6—Falil

Under Rule 8, Plaintiffs must pledakctssufficient “to state a claim for relief that isapisible on
its face.” MTD Order at 8 (citingell Atlantic Corp. v. Twombjyb50 U.S. 544, 570 (2007)). This
Court has already found that Plaintiffs’ misreprgagon claims sound in fraudd. at 23. Those
claims are accordingly subject to Rule 9(b) andtrmdude the “time, place, and specific content o
the false representations as well as the identfitise parties to the misrepresentationSwartz v.
KPMG LLP, 476 F.3d 756, 764 (9th Cir. 2007). Plaintiffe aequired to allege specific facts setting
out “what is false and misleading about a statepzert why it is false.”ld.*; see also Vess v. Ciba-
Geigy Corp. USA317 F.3d 1097, 1106 (9th Cir. 2003) (requiring tvho, what, when, where, and
how of the misconduct charged ... what is false @i@ading about a statement, and why it is false
(citations and internal quotations omitted).

Critically here, Plaintiffs must allege that thesfied on identified misrepresentations. The n

% In the SAC, Plaintiffs allege Aurora Feint as aample of Apple’s “concealed” knowledge of
security flaws.SeeSAC 183. In their CAC, however, Plaintiffs specificaliyieged that the issue carn
to Apple’s attention only following “media repoftsCAC 1219. Plaintiffs drop the “media reports”
allegation from the SAC, presumably because it touds their argument that the alleged security
defects were not public knowledg8eeSAC {83. The CAC allegation, however, remains phitte
pleadings record for the Court to consider on khigion. Seeinfra at 111.C.

3 Additional examples include Plaintiffs’ allegatothat: (1) Apple disclosed a security flaw in the
iPhone “that gives unauthorized access to contaxdse-mails” and acknowledged: “We are aware
this bug” (SAC 176ix), and (2) Apple terminated theogle Voice App in August 2009 because the
App had transferred iPhone users’ entire Contaatisbdse to Google’s serveld. {84, RIN Ex. F at
2).
* Plaintiffs allege a claim for Deceit under Caliia Civil Code Sections 1704. seq. These sections
codify California common law actions for fraud asetceit. Small v. Fritz Cos., In¢30 Cal. 4th 167,
172 (2003). Rule 9(b) pleading standards accolygliagply.
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fact that Plaintiffs held an “expectation” is infaient to allege fraud. Rather, Plaintiffs musémntify
individual representations and the “specifics”ltdit reliance upon such statements. MJDmRler at 34
(dismissing CAC misrepresentation claims becauamf#fs “failed to plead with particularity the
specific representations upon which they relie@nohue v. Apple, Inc871 F. Supp. 2d 913, 924
(N.D. Cal. 2012). The requirement is the sameotber claims sounding in fraud, including claims
under the UCL, FAL, and CLRASeeMTD Order at 34 (dismissing UCL, FAL, CLRA and niggint
misrepresentation claims in the CA®@);re iPhone 4S Consumer Litj@013 WL 3829653, at *12-13
(N.D. Cal. July 23, 2013) (dismissing UCL, FAL, CARand common law fraud claims; plaintiffs di
not specify particular commercials, presentations or portions of the wwebthat “eachwas exposed
to and relied upon”) (emphasis addad).

1. The SAC fails to plead reliance on any particular nsrepresentation.

Like its predecessor, the SAC fails to link anytjgatar Plaintiff with any alleged
misrepresentation. None of the named Plaintitignes to have read or heaady of the statements
identified in the paragraphs 76-78 of the SAC.tdad, Plaintiffs say they were “exposed” to Apple’
media campaign. But this is insufficient to allegkance on any particular representati@eeHasking
v. Symantec Corp2014 WL 2450996, at *1 (N.D. Cal. June 2, 20Tyér, J.) (dismissing UCL and
CLRA claims under 9(b) where plaintiffs allege otthat they “relied’ on a very long list of
representations, and [were] ‘exposed to’ thoseassgtations”).

Nor do the SAC’s remaining allegations provide $act satisfy this pleading requirement. Fi
Plaintiffs allege only that they saw or heard “nuows advertisements and reports about Apple’s
security and safety” in “traditional and non-traaiital media” (SAC 11156i, 176, 182i, 205iv, 225i)
(Carter, Green, Hodgins, Moses and Sandiford). “Bursory allegations” that Apple “repeatedly
represented that [its] products are safe and sga@areeinsufficient to plead a fraud-based claiMTD

Order at 32. The remaining Plaintiffs fare no &ett

e Beuershausen, Biondi, Dean, Dennis-Cooley, Hoffrkamg, Mandalaywala, Paul, and Varner

claim to have viewed (unspecified) television atigements, “statements and news reports,”
press releases, or “technology media sourcesd bave attended or viewed unidentified

®>See also In re Facebook PPC Adver. Ljt2D10 WL 3341062, at *12 (N.D. Cal. July 23, 2013)
(dismissing UCL claim where plaintiffs failed toetify representations reviewed with particulatity
Low v. LinkedIn Corp.900 F. Supp. 2d 1010, 1027 (N.D. Cal. 2012) (éssing FAL claim with
prejudice because plaintiffs never alleged thay tred read alleged false representation).
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conferences or product release events. SAC 11184iij, 163i, 187i, 193i, 199i, 212i, 232i.

« Dennis-Cooley and Varner claim to have heard ptasens by Stephen Jobs, but do not spe
what presentation they heard, what Mr. Jobs saidhether they saw any of the specific
presentations identified as part of the allegeddimeampaign.”ld. §1163i, 232i.

» Pirozzi says that she viewed Apple’s website, uaiige in-store advertisements, and relied on

Apple’s reputation for securityld. §218. These allegations are unchanged from the (§2&8),
and fail for the same reasons.

* Beuershausen claims to have received a statemeut ‘gdsivacy” on an Apple invoice at some
unspecified time prior to some unspecified purchage144i.

These allegations do not estabNgho made the representations supposedly relied uploat
specifically the representation sarhenthe representation was madewdny it was false at the time i
was made.SeeVess 317 F.3d at 110&ee also Kearns v. Ford Motor C867 F.3d 1120, 1126 (9th
Cir. 2009). Nor do Plaintiffs plead any facts stablish that any one of them justifiably reliedtba
alleged statements in forming any “expectationt tdress book data was secuseealso discussion

infra at llIA.2.a.
2. The supposed “advertising campaign” does not salvagPlaintiffs’ claims.

Plaintiffs seek to avoid reliance pleading requieas for at least their UCL and FAL claims
attempting to allege a “long-term advertising caigpawithin the meaning oln re Tobacco Il In re
Tobacco Il Casedl6 Cal. 4th 298 (2009). But Plaintiffs come uprshé&irst, as a legal matter,
Tobacco II"merely provides that to establish UCL standiradiance need not @ovedthrough
exposure to particular advertisements; the case okestand for, nor could it, a general relaxatbn
thepleading requirementsnder Rule 9(b).”In re iPhone 4S Consumer Litj@013 WL 3829653, at
*12 (emphasis addedgge also Herrington v. Johnson & Johnson Consunost,@nc, 2010 WL
3448531, at *13 (N.D. Cal. Sept. 1, 201)re Actimmune Mktg. Litig2009 WL 3740648, at *11-13
(N.D. Cal. Nov. 6, 2009rff'd 464 Fed. Appx. 651 (9th Cir. 2011) (rejecting g#leons that patients
came to believe that a product was “efficaciousa assult of exposure to a marketing campaign,rd
allegations of reliance on specific misrepreseotsi). Even had they sufficiently alleged a “loegat
advertising campaign,” Plaintiffs’ failure to idéytspecific Apple representations on which thelyeic

under the rulings just citédwould still be fatal to all of their misrepresetia claims.

® Precedent cited in text, includihg re iPhone 4S Consumer LitigndHerrington, compels the

conclusion that Plaintiffs’ fraud-based allegatiovisuld fail under Rule 9(b), regardless of whether

Plaintiffs succeeded in pleading a long-term adsieig campaign undérobacco Il Although this

Court sets out factors to consider in assessinghg&h€obacco lIs long-term advertising campaign
8
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Secongdeven assuming that tA®@bacco llexception were tapply and excuse pleading
particularized reliance for UCL and FAL claims, iRtdfs fail to plead that Apple engaged in anytir
remotely resembling &obacco Iicampaign, and plainly flunk the six-factor tedt@at in this Court’s
MTD Order. The alleged Apple advertising was naitlong-term nor extensive, consisting of dispa
messages unrelated to the SAC'’s alleged core denefite bulk of alleged communications compri
generic, truthful statements regarding securitglévant to Plaintiffs’ claims.

a. Plaintiffs do not adequately allege exposure to thteampaign.”

rate

sed

In dismissing the CAC, the Court held that “it =t klear that any of the plaintiffs were actually

exposed to Apple’s advertising campaign.” MTD Orde32. In response, the SAC baldly alleges
Plaintiffs wereexposed. SAC 11144ii, 150ii, 156ii, 163ii, 17Qi82ii, 187ii, 193ii, 199ii, 205ii, 212ii,
225ii, 232ii. But merely mouthing the words isufficient; Rule 9(b) requirefacts Not a single
Plaintiff can identify even one representation dnch he or she supposedly relied. No Plaintifégdls
that he or she ever heard anything about addredsdszurity, or “sandboxing” of one applicationrfr
another, or the ability of applications to access apload data stored in other applications.

Indeed, to the extent Plaintiffs recally advertisement all, they involve wholly unrelated
issues: for example, Plaintiff Carter alleges 8ta recalls seeing or hearing something, from some
at some point, to the effect that Apple productsewsafe” because users had to input an Apple i
password to access the App Store. SAC Y156iinndeCooley recalls advertisements about Apple
computers being safe from computer viruskels.f163iii. But such allegations fail to support an
inference that Plaintiffs were exposed to an adsiag campaign communicating that address book
could never be collected and used by third parpfiegtions.

b. The SAC fails to allege a long-term or extensive ogaign.

The “advertising” statements alleged by PlaintHfimn a period of five years—a far cry from
“decades-long” campaign at issu€liobacco Il Courts have deemed longer alleged campaigns
insufficient. See Haskin®2014 WL 2450996, at *2 (seven year campaign incieffit) (citing
Actimmune2009 WL 3740648, at *13). What is more, multipleged Class Period purchases

that

A=)

20

an

o

data

the

exception should be applied in a particular cagmlé does not read the MTD Order to specifically
reach (or disagree with) such precedent, requRRaig 9(b) compliance in all events.
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occurred substantiallgssthan five years into the alleged “campaign.” iAe time of Plaintiffs’ allege

Apple device purchases in 2007 or 2008, the “medrapaign” consisted of a mere five statements

spanning roughly a year. For 2009 purchasesngisted of nine alleged statements made in thesepur

of two years. This is not the stuff of a “long#teadvertising campaign.See id(advertising campaign

lasting from 2006 to 2007 or 2008 insufficierRfjzer Inc. v. Super. Gt1l82 Cal. App. 4th 622, 633-34

(2010) (six-month campaign involving four televisicommercials insufficient).

Nor is the alleged campaign sufficiently “extensiv@laintiffs assert that Apple spent
“hundreds of millions” advertising its App Storepnint and television commercials, RSS feeds, an
website posts, SAC 1167, 69, but say nothing atuis spent to disseminate the allegéallse
statements at issaethus failing to establish an “extensive” campai@ee Delacruz v. Cytospeihc.,
2012 WL 2563857, at **5, 9 (N.D. Cal. June 28, 20l egation that Cytosport spent tens of millio
advertising—internet, website, magazines, billbegphid endorsements, agreements with acaden
institutions, tradeshows, other media outlets—ifisieht to plead long-term advertising campaign).

Nor have Plaintiffs adequately alleged the freqyesmith which advertisements appeared. M
Order at 32. Instead, Plaintiffs offer sweepingénpole that anything Apple said was “invariably
reported by thousands of media outlets, dissectqulibdits and bloggers, frequently posted on A
own website, and available on countless websitdsanial media platforms, and thus made availal
to virtually all potential customers.” SAC f62utBPlaintiffs’ “buzz marketing” allegations are
conclusory and fail to pleaghy misrepresentation, let alone a misrepresentatyoipple

A valid fraud claim requires a false statemiepfApple. Plaintiffs instead seek to hold Apple
liable for statements maddoutApple. The SAC is replete with marketing jargike “buzz
marketing,” “non-traditional media,” or “earned ni&d all of which typically involve online content
posted by users or consumestten in social networking sit€sBut that people talkboutApple does
equate to a marketing campaigynApple regarding third party app securitgee, e.g.Yordy v. Plimus

Inc., 2012 WL 2196128, at *5 (N.D. Cal. June 14, 20@Rnder the FAL or UCL, a defendant’s

’ Plaintiffs do not bother to define these termthigir SAC, but “buzz marketing” and “earned medi
clearly consist at least in part of statementshioygltparties, including online content distributeg

consumers via Facebook posts, tweets, blogs, YaVigeos, Instagram, reviews, tweets, or onling

forum posts or social networking sites.
10
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liability must be based dms personal participatiom the unlawful practices anthbridled control
over the practices that are found to violate sacti6200 or 17500.”) (emphasis added) (internal
guotations omitted) (citingmery v. Visa Int’l Serv. Ass'85 Cal. App. 4th 952, 960 (2002%ge also
In re Jamster Mktg. Litig.2009 WL 1456632, at *9 (S.D. Cal. May 22, 2000)LRA liability must be
based on defendant’s “participation or controlha alleged unlawful advertising scheme”).

C. The SAC fails to identify false or actionable stataments.

To invokeTobacco 1) Plaintiffs must attach a representative samplb®fdvertisements at
issue and identify what, in particular, the defartda alleged to have said, and how it was faldé@D
Order at 29. But these Plaintiffs provide onlyaridry list of Apple and third-party statements (SA
1176-78), never explaining what was supposed|g fatout them. Plaintiffs’ theory appears to bé t
because certain third party apps allegedly uploadieless books, every Apple statement that
mentioned the words “privacy” or “security,” fron@@7 onward, was false. As discussed, this facil
assumption finds no support in either the texhefdlleged statements or their surrounding context
And many of the alleged statements are not actlertarause they are “generalized, vague, and
unspecified assertions ... upon which a reasonalvisuroer could not rely. Rasmussen. Apple, Inc.
2014 WL 1047091, at *9 (N.D. Cal. Mar. 14, 2014).

I. General statements about “security” and “privacy” are not actionable.

As evidence of the purported media campaign, Rismely heavily on general statements
about “security” and “privacy."See, e.g SAC 71 (“Your privacy is a priority at Apple, ame go to
great lengths to protect it”); 176iv, Ex. D (iPhdeésecure and reliable”); 176xxiv (“Apple respect

your privacy”). But these statements say nothingud address books or the ability of applicatians t

(4%

collect data from other applications. None amotmis guarantee that security breaches could never

happen. To the contrary, Plaintiffs acknowledgs,ths part of its alleged media campaign, Apple
warned consumers of security defects that permitteduthorized access to contacts and e-mads,”

776ix, and warned that third party applicationstmigy to steal personal daid, 76xiv, Ex. M.

Moreover, multiple alleged statements by Appleraokactionable because they do not make

“specific and measurable claim, capable of beirny@d false or of being reasonably interpreted as

statement of objective factRasmusser2014 WL 1047091, at *9. “[A]dvertising which ‘mady state
11
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in general terms that one product is superior tsagtonable.”” Id. See alsiMinkler v. Apple, Inc.,
Case No. 5:13-CV-05332-EJDI.D. Cal. August 20, 2014) (dismissing CLRA, FAhcdBUCL counts;
“Plaintiff has failed to identify any specific stathent by Apple that expressly indicates Apple Maps
would always work flawlessly and without error”jt(eg In re IPhone 4S Consumer Liti¢014 WL
589388 (N.D. Cal. Feb. 14, 2014)).

In Heartland Payment Systenfer example, involving a credit information ddmeeach, the
court concluded that a representation that thendiefiet used “layers of state-of-the-art security,
technology and techniques to safeguard sensiteditand debit card account information” was non
actionable.Seeln re Heartland Payment Sys., Inc. Customer Data Beesach Litig, 834 F. Supp. 2d
566, 592 (S.D. Tex. 2011)artially rev’'d on other groundd.one Star Nat. Bank. N.A. v. Heartland
Payment Sys., Inc/29 F.3d 421 (5th Cir. 2013) (citing re Hannaford Bros. Co. Customer Data S
Breach Litig, 613 F. Supp. 2d 108, 119 (D. Maine 2009)). ldsimg, the court held that it is
unreasonable to expect perfect security, and therefreasonable to interpret the representation g
issue as promising that no breach will ever takelld. Other courts have held similar security-
related assertions to be non-actional8ee Haskin2014 WL 2450996, at *2 (rejecting as non-
actionable Symantec representations that its ptdurlped users “[s]tay protected,” “detects and
removes spyware,” and “blocks spyware and wormgnaatically”).

Applying these standards, many of the statemeistitfs rely on are not actionable, becaus
they do not involve “specific and measurable” pradtharacteristicsSeeSAC {{76i, Ex. A“It's got
awesome security”); §76viii, Ex. H (*Your privacy a priority at Apple, and we go to great lengths
protect it”); 176xiv, Ex M (“[Apple has] built aate for the most part that people can trusg76ii
(“Apple takes the security of your personal infotioa very seriously”); §76xxiiiEx. U (“strong
privacy protections for our customers” and “privaayd trust are vitally important”); 1Y76xxv, xxvi
(“Protecting customer privacy is a key feature lbApp Store transactions”).

il. Other alleged statements do not support liability.

To the extent that Plaintiffs purport to identifther statements, they fail to allege what was

false, misleading, or material.

Pre-App Store: Plaintiffs cite several general statements preggethia July 2008 launch of thg
12
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App Store, when Apple was exploring how to createhsa store, but fail to allege how those
statements—about the challenges relating to comdpisécurity with an open platform—were fafse.
Plaintiffs identify only a smattering of arguabBlevant statements, discussing Appldansfor the
App Store and software designed by third-party tgers. None mentioned address books, much
guaranteed their security. For example, Mr. Jalim@wvledged that opening Apple’s platform to
application developers posed security risks. SAQif] In another alleged statement, Mr. Jobs
allegedly said: “Wavantto take the best of both: reliability of the iPadit the ability to run 3rd party,
Apps.” Id. 76vi (emphasis added). This is a statementtafdéuntent, not a guarantee. What is m
Mr. Jobs warned that the iPhone would be a “higidible target” for malicious programsd. Ex. E.

Security in corporate networks and device passcode®ther of Plaintiffs’ allegations simpl
have nothing to do with Plaintiffs’ alleged injuryzor example, the SAC contains many allegations
related to the security of corporate netwotksit no Plaintiff alleges that he or she boughfpple
device for use in a corporate network and, mored¥aintiffs never allege that any of these statein
was false. Similarly, the SAC references puttiaggzodes on the device (citing a single sentence
buried in a 217-page user guitfe}-but again does not allege how the representatamfalse or how
relates in any way to whether third-party apps dadlllect data without user permission.

App Developer License Agreements and Guideline®laintiffs repeatedly characterize
contracts between Apple and third-party developsrpart of an Apple media campaign targeted at
consumers. SAC 176 xi, xii, xxviii. But as PIl&#fs elsewhere acknowledge, Apple intended thes
agreements to be privat&ee id 53 (“Through the iOS Developer Program Licenses&ment, Appl

further restricts information concerning the deypah@nt process and prohibits developers from pyh

8 For example, Plaintiffs challenge statements idpple Privacy Policy dating from 2007, but alleg
no facts to suggest that Apple did not in fact tgkecautions” to safeguard user data. SAC {Bii (
B). To the contrary, the SAC identifies severaphgpprecautions, including SSL encryption for Apy

Store transactions, Apple ID and password requingsn@nd password protection on Apple devices.

E.g, Ex. B; 76x, 156iii. What is more, the challedgtatement discuss@pple’streatment of
customer information collected #\pple not data collection by third party apps thatwid then exist.

®iPhone “delivers secure access to corporate irtsaaad corporate resources, and companies cat

“securely sync” (Ex. G); the iPhone can “securalgess corporate services and protect data on the

device” (Ex. K); corporate administrators can “setyymanage any iPhone”; and, that as used in a
corporate network, i0OS 4 provided “improvementseacurity,” “better data protection,” and was “ev
more secure” than its predecessor operating syskem. N, Q.
19 SAC {76x, Ex. Isee also idat 76xv, Ex. N (“iPhone OS4 now provides the aptio set a longer,
more complex passcode, making the iPhone andti#sed@n more secure”).
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discussing Apple’s standards for App developmeniti)any event, the Developer Agreements do n
assist Plaintiffs—they demonstrate that Apple régais prohibiteddevelopers from collecting perso
data without permissionSeediscussioninfra at 111.D.3.

While Plaintiffs purport to identify two public gEments indicating that “Apps cannot trans
data about a user without obtaining the user’srgp@mission and providing the user with access tq
information about how and where the data will bedigSAC {76xxi, xxiii) and refer elsewhere to
developer guidelines prohibiting apps from collegtuser data without user permissiah {47, 87),
these statements were aimed at developers, natim@ns. They not only are not false but instead
comprise (or reflect) binding contractual provisancluded in App Developer agreements banning
developers from doing what the App Defendants Beged to have done.

Sandboxing: Plaintiffs identify a grand total of five statentemegarding “sandboxing.” Putti
aside Plaintiffs’ failure to allege facts explaigihow the “sandboxing’-related statements citedteeid

apps collecting user data without advance permssie SAC fails to allege how the statements we

ot

nal

mit

ere

part of an advertising campaign or how they welgefaTwo of the five statements appear in sci'ren[]:f

journals; the third was made by an Apple develogrteader at an Apple shareholder meeting. Ne
journal remotely asserted that sandboxing provalgdarantee of security for information stored on
mobile devicesId. 177ii Ex. Z, 77v Ex. CC. And while Plaintiffssalinvoke a presentation by Mr.
Jobs, he acknowledged that sandboxing might berfegie“[W]e think we’ve put in good safeguard
where, if we miss something, we’ll be alerted teeal fast by users, and we’ll just turn off thégsp so
no more users have problesid.” Id. §77i. Again, the cited sandboxing statementsatsupport a
plausible inference of a long-term advertising caigp.

d. The alleged statements did not comprise a singlets# messages.

To qualify as a “long-term advertising campaigmg alleged statements must be “similar

enough to be considered as part of one campaidgheatelivery of a single message or set of mess

rather than a disparate set of advertising coqtenlished in the ordinary course of commerce.” MT

Order at 30. Plaintiffs fail to allege a “singlet ®f messages.” As discussed above, SAC-alleged
statements address security or privacy in a widgaaf contexts—including corporate network

applications, App Store transactions, device patss;cstorage, location data, and others. Simgly
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only a handful of alleged statements even arguathtlress security as it relates to address boaoks; th
vast majority address different, widely varyingitsp Rather than advertising to prospective corssum
purchasers, the statements cited were intendeadifferent audiences: prospective business users,
Apple users who had already purchased devicesstionge and federal regulators and members of
Congress. And many of the alleged statements ¢é@methird partieswith radically differing

viewpoints. Plaintiffs have not alleged a unitadyvertising campaign with a single set of message

[}

e. The SAC fails to plead when and how Plaintiffs werexposed to the alleged
campaign.

“In the absence of specific misrepresentationgmaptaint subject to Rule 9(b)’s requirements
should plead with particularitgnd separatelywhen and how each named plaintiff was exposéieq
advertising campaign.” MTD Order at 30. “It istremough merely to allege that Plaintiffs ‘viewed
Apple’s website, saw in-store advertisements, andére aware of Apple’s representations ..1d” at
33. The SAC provides none of the required detallsging only that Plaintiffs were exposed to
“numerous advertisements” in “traditional and noaditional media” at unspecified times prior toithe

purchasesE.g, SAC 11150, 156, 163, 170, 176. These allegatomsirtually indistinguishable fron

=)

ones already rejected by this Court. Further, théyo satisfy the Court’s “when and how” testhish
“ensures that the advertisements at issue areseqagions that consumers were likely to have vikwe
as opposed to representations that were isolatewoe narrowly disseminated, such as statements
buried on a rarely-viewed webpage, or made onagsior phone conference.” MTD Order at 31. |n
another recent decision, this Court dismissed dgredicated on an “advertising campaign” thateist

on “press releases and industry documents thatemage consumer would be unlikely to read,”

[®N

holding that “[t]he only representations it is reaable to assume Plaintiff was exposed to appeare
popular media such as magazines and websitéasking 2014 WL 2450996 at *2.

Here, the alleged campaign consists largely oéstants that no reasonable consumer was
likely to view—indeed, none of the Plaintiffs clarno have viewed them—including Apple license
agreements with third-party developers (SAC {{76xi, xxviii); corporate press releases/articles

(176iv, ix, xv, xxv); rarely viewed webpages (T¥x}cholarly articles (1177ii, v); Apple shareholde

O

1 plaintiffs rely on a statement allegedly postedApple’s website in July 2010 stating that “All Apj
run in a safe environment, so a website or Apptcatess data from other Apps.” SAC 76xx. Ag
15
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meetings (Y77iii); and regulatory submissions, Cesgjonal testimony, and a “sworn declaration”
(11178i-vi). Others involve Apple product manudlggx, Ex. 1), typically readfter a product purchas
These statements—which comprise a substantialopoofi the total alleged statements—furnish no
support for the alleged “media campaign.”

3. Plaintiffs have not alleged any actionable omission

Plaintiffs attempt to avoid reliance pleading regments in a second way: by recasting the
alleged misrepresentations as omissions. Thumitikaclaim that Apple failed to disclose that

applications could collect data in user addreskfo8eeSection 11.C.2. But the SAC pleads no fac

to suggest that Apple 1) actively concealed segcdetects from Plaintiffs, 2) had exclusive knowged

of material facts not known to Plaintiffs, or 3hetwise had any duty to disclose security defeEts.
all of these reasons, Plaintiffs’ omissions clafaik

The omission claims are barred by applicable produowvarranties. “A manufacturer’s duty
to consumers is limited to its warranty obligati@fsent either an affirmative misrepresentatioa or
safety issue.” MTD Order at 33-3wWilson v. Hewlett-Packard C#668 F.3d 1136, 1141 (9th Cir.
2012). Absent a safety issue, an omission is ctadrzable unless the alleged defect—here, upload
of Plaintiffs’ address book informationaetually manifeste@vithin the warranty periodSee
Rasmusser2014 WL 1047091, at *9.

This Court dismissed the CAC omission claims ongiteeind that Plaintiffs failed to allege

when they purchased their Apple devices, when lteged defects arose, what kind of warranty App

provided, the terms of the warranty, and the waytamuration. MTD Order at 34. The SAC still
omits critical details. Plaintiffs now allege th/gpple provided a limited one-year warranty, buk ta
state the warranty terms. Indeed, the only wayrkamguage relevant to the alleged security defect

that contained in Apple’s iIOS Software Licensingé@gment (“SLA”)—expressly “DISCLAIM[S]

D

[S

ng

e

U7

the Court will recall, this statement was the sabg extensive prior briefing, Dkt. 395 at 6-7-28,
and the Court dismissed prior claims in part beeawgsPlaintiff alleged having reviewed the statetn
which appears on one page of Apple’s many-pageitecb8ITD Order at 25. Simply recasting the
single, isolated statement as part of a long-tedwedising campaign is insufficient, as is Plaiistif

mantra (recited without the support of factual gdlgons) that this and other statements by Appid (&

others) were “widely disseminated ... through thenms@eam and non-traditional media.” Plaintiffs

have failed to heed the Court’'s admonition thay timeist plead specific facts showing that an alleged

false statement appeared where a reasonable conawme likely see it.ld. at 33.
16
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ALL WARRANTIES, stating that the i0OS is provided SAIS” and “WITHOUT WARRANTY OF
ANY KIND.” RJN Exs. A-E at 7. Further, the SLAm@ressly disclaims liability or responsibility fo
“any aspect” of third-party appdd. Ex. A at 15(c), Exs. B-E at §5(d). Because Appdermt warrant
protection against the activities of third-partyhgation developers, it had no obligation to “dose”
the possibility that third-party Apps would uploaddress books.

Plaintiffs also fail to allege facts establishihgt their address books were actually uploade
during the warranty period. Plaintiffs first sdaat the defects “were inherent in the products and
existed at the time of the purchase and at alldithereafter” and were “present from the outseACS
1291. But the requirement is for manifestatiomhef defect during the warranty period, and courts
routinely reject Plaintiffs’ “latent defect” thearyseeRasmusser2014 WL 1047091, at *&ee also
Daugherty v. Am. Honda Motor Cd.44 Cal. App. 4th 824, 831-32 (2006). Alternalyy Plaintiffs
allege baldly, with no supporting facts, that deearose during the warranty period. Because ffai
offer only “naked assertions ... devoid of furthecttal enhancement,” the allegations cannot be
credited. SeeAshcroft v. 1gbal556 U.S. 662, 678 (2009) (citifigvombly 550 U.S. at 557).

Apple did not conceal but instead disclosed the revant information. Plaintiffs fail to
plausibly plead an omission, much less active calnoent, because judicially noticeable documentg
confirm that Appladid disclose that apps can access certain user das aevices—including
contacts. Specifically, Apple’s Privacy Policytstathat Apple’s “products and services may ... us
offer products or services from third parties—fgample, a third-party iPhone app,” and that those
third parties may collect information, includinguth things as locatiodata or contact details.” RJIN
Exs. G at 4. And as noted, the SLA included aesponding disclaimer of liability with respect to
third-party apps.See idEx. A at 15(c), Exs. B-E at 5(d). Because Agh¢elosed precisely the
information that Plaintiffs say was omitted, theissions claims must be dismissesee, e.gFabozzi
v. StubHub, In¢.2012 WL 506330, at *6 (N.D. Cal. Feb. 15, 20id¥ihissing with prejudice UCL
fraud claim based on alleged omission of ticketipg information where the defendant’s website

“effectively discloses the information Plaintifi@fes it concealsBirdsong v. Applginc., 590 F.3d

17
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955, 961 (9th Cir. 2009Y.

Apple did not have exclusive knowledge of materidhcts. Plaintiffs claim that they were
unaware that third-party applicatioosuld upload, or had uploaded, address book informat®AC
180. To the contrary, Plaintiffs say this inforrnatwas long openly discussed and transmitted widel
(id. 9134), in prominent media publications,d, Wall Street Journalf76xxiii, Ex. U), and scientific
journals (11177ii, v, Exs. Z, CC), and by Apple egantatives (176ix). Because Plaintiffs allegé tiney
public already knew the information that Apple sopgdly failed to disclose, Plaintiffs’ omissions
claims fail. See, e.gHerron v. Best Buy Co, In®924 F. Supp. 2d 1161, 1175 (E.D. Cal. 2013)(fai
to allege defendant had exclusive knowledge oirtggtroblems where testing protocol disclosed and
third party published criticism of protocol priar plaintiff purchase). Plaintiffs’ omission theory

cannot salvage their failed misrepresentation daim

B. Apple Did Not Aid and Abet Any Invasion of Privacyor Conversion: Counts 1 and 2
Must Be Dismissed.

SAC Counts | and Il for invasion of privacy and gersion fail as a matter of law. Those
claims rely solely on a theory that Apple aided abdtted the App Defendants in their invasion of

Plaintiffs’ privacy and conversion of Plaintiffstgperty. Plaintiffs tried and failed in the CACabege

v

aiding and abetting as a separate count againde APAC 11809-12; MTD Order at 37-38; they fare

no better as now alleged.

1. Plaintiffs’ allegations of aiding and abetting areinadequate; both Count 1 and
Count 2 against Apple fail on that basis.

Plaintiffs’ Invasion of Privacy and Conversion e fail, because the SAC contains no
meaningful allegations that Apple knew about thep Aefendants’ alleged wrongful actions and
consciously chose to assist them. Such allegatiomnsequired under California lauCasey v. U.S.
Bank Nat'l Ass’n127 Cal. App. 4th 1138, 1144 (2005) (aiding abeltaing liability permissible only it
defendant “knows the other’s conduct constitutbseach of duty and gives substantial assistance pr
encouragement to the other to so act”; liabilityl wnly be imposed when the defendant “had actua

knowledge of the specific primary wrong the defenidaibstantially assisted”) (internal quotationd an

12 Under Rule 8, the Court “need not accept as tomelasory allegations that are contradicted by
documents referred to in the complain€blony Cove Props., LLC v. City of Cars@&40 F.3d 948,
955 (9th Cir. 2011) (citinggbal, 556 U.S. 662 (2009)).
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citations omitted)Howard v. Super. Gt2 Cal. App. 4th 745, 749 (1992) (“[A]iding andedting ...
requires a defendant to reach a conscious dedisiparticipate in tortious activity for the purpasie
assisting another in performing a wrongful actsge also In re First Alliance Mortg. Gel71 F.3d
977, 993 (9th Cir. 2006) (citinGasey 127 Cal. App. 4th at 1144). Instead, these Bitrallege only
that Apple “knowingly and/or recklessly permittdektunauthorized access and collection of Plainti
and class members’ private address books.” SAQ:¥2% also id266°

To begin, an allegation of reckless conduct—whgchli Plaintiffs’ allegation in the alternativ
amounts to—is insufficient to support a cause tibador aiding and abettingSee Resolution Trust
Corp. v. Rowg1993 WL 183512, at *10 (N.D. Cal. Feb. 8, 19@8jecting argument that liability for
aiding and abetting common law torts under Califotaw can be established by evidence that
defendant was reckless). But even if Plaintiffd aeged the elements correctly, th@nclusions
must be disregarded, because they allegfactssupporting the necessary conclusion of knowing
assistancelgbal, 556 U.S. at 678 (“Threadbare recitals of the elets of a cause of action, supports
by mere conclusory statements, do not suffic&§pmbly 550 U.S. at 555.

In Facebook, Inc. v. MaxBounty, ln@74 F.R.D. 279, 281 (N.D. Cal. 2011), for inst@an

Facebook complained that advertisers engagedud fog creating Facebook pages that lured users

with promises of special offers, but led them taragheir Facebook friends and then withheld the
special offer unless users signed up for subsongervices from third-party websites. Facebook
sought to hold advertising company MaxBounty lidbleaiding and abetting that fraud, alleging tha
defendant knew “its affiliates are creating misiagd-acebook pages and aids and abets this adby
providing technical support, suggestions for Paged,financial incentives to affiliatesld. at 285.

The court dismissed the claim because “[tlhes@aliens merely provide a ‘formulaic recitation of &

cause of action’ and lack factual suppord’ (quotingTwombly 550 U.S. at 555}

13 With respect to whether Apple substantially assigtny invasion of privacy, the focus must be of

whether Apple substantially assisted timauthorizedaccess or copying of Plaintiffs’ address books.

For the reasons explained below in discussion qfl&p CDA defense, Plaintiffs have not alleged
facts to support a plausible inference of such tauibigl assistanceSee infraat 111.D.3.
14 See also, e.gLintz v. Bank of Am., N.A2013 WL 5423873, at *9 (N.D. Cal. Sept. 27, 20(Eding
and abetting allegation that defendant “knew owusthbave known” of another’s wrongful conduct h
insufficient); Schulz v. Neovi Data Cordl52 Cal. App. 4th 86, 97 (2007) (allegations doding that
defendants “knew of [] unlawful operations but kmogly and intentionally aided and abetted” them
insufficient).

19

D

D

—

|

—

y

A

eld

DEF. APPLE INC.’S MOTION TO DISMISS SECOND CONSOIADED AMENDED COMPLAINT

CASE NO. 13-CV-00453-JS]



© 00 N o o -~ w N Pk

N N N N DN DN DN NN R R R R R R R B R
0o ~N o U1~ W N B O ©W 0O N O U1~ W N R O

Case3:13-cv-00453-JST Document501 Filed08/22/14 Page30 of 40

Plaintiffs’ conclusory (and qualified) assertiormcerning Apple’s knowledge are
indistinguishable from those rejecteddaceboolkandLintz. As to each app identified in the SAC,
Plaintiffs allege only that Apple “learned sinould have learnedf the App’s malicious, prohibited
features” when it reviewed the app before releagba App Store. SAC 1193, 99, 104, 110, 114, 1
122, 126, 130, 13%#. The SAC provides no facts that would make pldasibe conclusion that Apple
actually learnedf wrongful conduct by any of the App Defendatisgd chose to further that condug
To the contrary, the SAC cites two instances inclwiApple removed apps from the App Store whe
learned that they transmitted users’ informatiothaut advance permissiomd. §183-84. The SAC
also alleges that Apple’s policies prohibit apmsircollecting user data without user permission an
that Apple put in place technical safeguards togmésuch conductSeeinfra at I11.D.3.

Therefore, Plaintiffs’ only factual allegations canning Apple’s knowledge of the allegedly
tortious conduct actually undermine any concluskat Apple knew of apps collecting user address
book data without consefit. The SAC thus fails to plausibly allege that Aplfew of and
intentionally aided any invasion of privacy or cension of users’ contacts datdee, e.g.Shkolnikov
v. JPMorgan Chase BankR012 WL 6553988, at *14 n.6 (N.D. Cal. Dec. 1@12) (conclusory
allegation implausible where contradicted by offaets alleged)Bowes v. Christian Record Seryvs.

2012 WL 1865712, at *6 (C.D. Cal. May 21, 2012)ntsd

15 As to Path, the SAC further alleges “[o]n inforinatand belief” that Apple “knew that Path was
uploading consumers’ address books.” SAC 106red@oh that conclusion, Plaintiffs start with the
allegation that Apple is a “joint-venturer in tfaund venture capital fund and mentoring progrand
that “Path is an iFund company,” then pile on a@eseof allegations “on information and belief’ that
Apple provided guidance to Path, including menigias to its appld. That Apple and Path are bot}
involved in iFund, if true, does not plausibly soppa conclusion that Apple specifically “mentored’

Path on its app, let alone that Apple knew thahBatpp was uploading Apple users’ address books.

Moreover, the allegation—because it is made orrim&tion and belie—should be rejected becaus
is unsupported by alleged facts that would makéantisible. Vivendi SA v. T-Mobile USA In&86
F.3d 689, 694 (9th Cir. 2009) (finding allegatidrased “upon information and belief” insufficient,
where no further facts were allege8plis v. City of Fresn®2012 WL 868681, at *8 (E.D. Cal.
Mar.13, 2012) (“In the posiwomblyandlgbal era, pleading on information and belief, withowdre
is insufficient to survive a motion to dismiss fafure to state a claim.”).
' The allegation that Apple learned or should ha@eerledduring the app review procesisat apps
uploaded user contacts data without permissiobvgasly inconsistent with the allegation that Appg
itself developed the contacts-uploading functidgahat Plaintiffs complain of. SAC 1144-46ee
infra at I11.D.3.
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2. Plaintiffs lack standing to assert a Conversion clan and cannot make out the
necessary elements in any event.

The Court dismissed Plaintiffs’ prior conversioaioh against Apple for “lack [of] Article 111
standing based on any injury to their propertytsgh their address books.” MTD Order at 16. dn s
doing, the Court reviewed and relied on numerogesaoncluding that some abstract reduction in
value of a plaintiff’'s personal information fromeded unauthorized third party access is not cadpnhé
injury. Id. at 39-40. The Court concluded that Plaintiffsehérave failed to allege any details
concerning their argument that their address boeddsie was diminished by the App Defendants’
conduct.” Id. at 40. That failure persists. Plaintiffs allegey have the right to sell or license their
address books, which they allege have “commeraiales” SAC {{58-59, 258-259. But there are s
no allegations that any of them ever tried to gelicense that data or that, if they did, the carral
value of any Plaintiff's address book was diminghecause of any App Defendant’s access.

That is not surprising, as Plaintiffs are stiljpossession of their address books and can
presumably extract whatever economic value evestedi Their ongoing possession of their addre
books is yet another reason why Plaintiffs’ conwarlaim fails. To state a claim for conversitme
property at issue “must be capable of exclusives@ssion or control."Kremen v. Coher337 F.3d
1024, 1030 (9th Cir. 2003). Personal informat®nat capable of exclusive control and therefore
cannot be convertedsee Yunker v. Pandora Media, 2013 WL 1282980, at *17 (N.D. Cal. Mar.
26, 2013) (courts are reluctant to find persont@rmation is a form of personal property for corsien
purposes, because “it is difficult to see how tnsad category of information is capable of exslasi
possession or control”) (quotinin re iPhone Application Litigt“In re iPhone IT), 844 F. Supp. 2d
1040, 1075 (N.D. Cal. 2012n re iPhone 1] 844 F. Supp. 2d at 1074-75 (rejecting conversiamcl
relating to collection of consumers’ “personal imf@tion” where plaintiffs could not show Apple he
“exclusive possession or control” of the datdg¢rnandez v. Path, Inc2012 WL 5194120, at *7 (N.D
Cal. Oct. 19, 2012) (dismissing conversion clairduse plaintiff did not allege wrongful dominion
the property, only copying).

As this Court noted in dismissing Plaintiffs’ preus attempt at stating a conversion claim: “

cases where the alleged converter has only a dojme @wner’s property and the owner still posses
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the property itself, the owner is in no way beimgpuved of the use of his property. The only rsithiat

someone else is using it as well.” MTD Order at@2 (quoting=MC Corp. v. Capital Cities/ABC,

Inc., 915 F.2d 300, 304 (7th Cir. 1990). Even if persaada could be converted, Plaintiffs still have

their copies of that data and, therefore, for psgsoof a conversion claim they have not been degbri

of possession of anything or otherwise injured.cadingly, Plaintiffs’ conversion claim fails fohé

additional reason that they cannot allege the redwelement of damag&ee, e.gL.A. Fed. Credit

Union v. Madatyan209 Cal. App. 4th 1383, 1387 (201B3ting elements of a conversion claim).
C. Plaintiffs Do Not Have Standing To Seek InjunctiveRelief Against Apple.

Standing for prospective injunctive relief requieeplaintiff to allege that “he has suffered or
threatened with a ‘concrete and particularizedaldwarm ... coupled with ‘a sufficient likelihood tha
he will again be wronged in a similar way.Bates v. United Parcel Serv., In611 F.3d 974, 985 (9tt
Cir. 2007) (quotingCity of Los Angeles v. Lyar61 U.S. 95, 111 (1983)). That, in turn, regaige
plaintiff to allege a “real and immediate threatrepeated injury.”O’Shea v. Littleton414 U.S. 488,
496 (1974). “[P]ast wrongs do not in themselvesanh to [a] real and immediate threat of injury
necessary to make out a case or controversydns 461 U.S. at 103.

These Plaintiffs cannot seek injunctive relief agaiApple, because no realistic threat exists
the complained-of conduct is ongoing or will beegated. First, as the Court previously noted,
Plaintiffs have alleged that Apple remedied allegegs in its privacy protection. MTD Order at 39;
CAC 1120. Indeed, Plaintiffs claimed credit foe tihevelopment. CAC 1120 (“After the filing of thig
lawsuit ... Apple released version 6 of its iOS. STiI@S update included a Privacy setting that

discloses what apps requested access to a usertad®app ... .”). Those allegations were remov

7 A claim for intrusion also fails as a matter of/lavhere the injury is insubstantial: “If the undiged
material facts show ... an insubstantial impact ongay interests, the question of invasion may be
adjudicated as a matter of lawtlill v. Nat'| Collegiate Athletic Ass’n7 Cal. 4th 1, 40 (1994). To be
sure, in its MTD Order, this Court determined thsgessment of the offensiveness of unauthorized
address book copying was best left to a jury. MJilder at 46. But since that ruling, yet another
Northern District court has held as a matter of tawthe pleadings that the disclosure of specsiru
data to third parties did not rise to the offensrgs level required to state an invasion of privaaim.
In re Google, Inc. Privacy Policy Litig— F. Supp. 2d —, 2014 WL 3707508, at *1, 12 (Ndal.
July 21, 2014) (transfer of personal identifyingprmation, includingorowsing history and search
queries failed to state a claim.) Nothing in the SAC gests that the data at issue in this case—
address book information regarding third partiesmase sensitive than a person’s own location or
internet content a person has searched. If thist@eere inclined to revisit this issue, strong [sonb
exists for a ruling that these Plaintiffs’ allegais do not plead the requisite level of offensiasne
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from the SAC, which omits mention of Apple’s stépsaugment user privacy protections. Instead,
SAC alleges, inconsistently, that “Apple’s foregpimisconduct is ongoing, and unless restrained [
this Court, is likely to recur.” SAC {281. Butdarise they are contradicted by earlier allegatithres,
latest allegations are implausible and should eatdrepted as tru&ee, e.gSmith v. Wilt2013 WL
5675897, at *4 n.5 (N.D. Cal. Oct. 17, 2013) (remlaf facts present in an earlier complaint rende
current allegations “simplgot plausiblé) (emphasis addedFasugbe v. Willms2011 WL 2119128, 9
*5 (E.D. Cal. May 26, 2011) (collecting cases andatuding that “court may properly consider the
plausibility of the [amended complaint] in light tfe prior allegations”)Stearns v. Select Comfort
Retail Corp, 763 F. Supp. 2d 1128, 1145 (N.D. Cal. 2010) (9ame

Second, regardless of Plaintiffs’ prior pleadingagsertion that Apple’s conduct is ongoing
unsupported by anfactsalleged in the SAC. Plaintiffs list a variety adements about privacy they
seek to attribute to Apple, but none of them wasdenia the past two year§eeSAC 1176-78. Nor d(
Plaintiffs identify any incidents of unauthorizepload of address book data (or any other user dats
the past two years. For this reason too, Plamifiiegation that Apple’s conduct is “ongoing, and
likely to recur” cannot be accepted as trdevombly 550 U.S. at 554-55.

Finally, and more particularly, Plaintiffs lack sthng to seek an injunction preventing Apple
from making future misleading statements, becausg do not claim they intend to buy any more
iPhones, iPads, or iPod Touches. To the conttiey, claim that they “would not have purchased tf
iDevices for the retail price paat at all had they known of the true facts.” SAC {278. Naware of
the alleged facts in the SAC, Plaintiffs face n@#t of repeated injury from Apple statements alloel
security of its devices. Multiple district countsthis Circuit have reached the conclusion that a
plaintiff, seeking to enjoin a manufacturer in ceation with alleged misleading statements about g
product the plaintiff already purchased, must ‘gdi¢hat he intends to purchase the products a iss
the future,"Rahman v. Mott’'s LLP2014 WL 325241, at *10 (N.D. Cal. Jan. 29, 2054 that claims
for injunctive relief unsupported by such allegashould be dismissed for lack of Article 11l siarg.
Id.; see also Burns v. Tristar Prods., In2014 WL 3728115, at *2-3 (S.D. Cal. July 25, 2QDénes v
ConAgra Foods, Inc2014 WL 2702726, at *12-13 (N.D. Cal. June 13180Forcellati v. Hyland’s,

Inc., 2014 WL 1410264, at *13 (C.D. Cal. Apr. 9, 2014).
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D. The CDA Bars All Non-Misrepresentation Claims Agairst Apple.

The Communications Decency Act, 47 U.S.C. § 230(2)( immunizes Applé® as an operator

of an “interactive computer service,” from liabjlitor content provided by “information content
providers,” here the App Defendars.

1. The Communications Decency Act: Legal Standards

As this Court has noted, the immunity provided WyACSection 230(c) is “quite robust.” MT
Order at 19. Congress enacted the CDA to “enceuttag unfettered and unregulated development
free speech on the Internet, and to promote theldpment of e-commerce Batzel v. Smith333 F.3d
1018, 1027 (9th Cir. 2003). To achieve these g&@sstion 230 forbids treating providers of
“interactive computer service” as publishers ofdiparty content and immunizes them from civil
claims arising out of the distribution, screenimgediting of content created by a third-party. U5.C.
§ 230(c). Courts, moreover, must err on the sfdanding immunity and should do so at the earlies

practical stageNemet Chevrolet, Ltd. v. Consumeraffairs.com, B@1 F.3d 250, 254-55 (4th Cir.

'8 This Court found (in the course of dismissingc#dims against Apple) that Apple was a “content
provider” and not entitled to CDA immunity exceptset forth in footnote 12 of the Order. The Co
made that ruling, however, with respect to thegaitmns otthe CACand in light of CDA law as it had

developed at that time. The SAC contains additiand changed factual allegations, supplementing

the pleadings record, and, as set forth aboveg th@ve been relevant developments in the fast-
changing law concerning the CDAee e.g.Jones v. Dirty World Entm’t Recordings LLTH5 F.3d
398 (6th Cir. 2014), discussetra. See generally Bruton v. Gerber Prods. (G214 WL 172111, at
*7 n.2 (N.D. Cal. Jan. 15, 2014) (“Under Ninth Qiiclaw, an amended complaint supercedss fhe
original complaint and renders it without legaleeff, such that a defendant may challenge an ame
complaint in its entirety.” (internal citations aiteid) Citing Lacey v. Maricopa Cnty693 F.3d 896,
927 (9th Cir. 2012)).

19 Apple does not seek CDA immunity for claims groedan alleged misrepresentations by Apple|
The CDA applies, however, to the SAC’s counts fvalsion of Privacy and Conversion and to all g
Plaintiffs’ remaining claims where the allegationgolve any supposed failure by Apple to adequat|
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f
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screen or protect against the access or downloadiaddress book data, or any other alleged conduct

by the App Defendants (aiding and abetting thepoeso any alleged Apple conduct described in
footnote 12 of the MTD Ordee(g, providing software development kit, promulgatafireview
guidelines, enforcement of guidelines).
And, unless based on a duty to correct a mateligdepresentation on which Plaintiffs relied, the ACL
covers omissions-based claims. It would make ngeséor the CDA to immunize Apple for allegedl|
inadequate screening of unlawful third party contert permit liability for claims that Apple failet
adequately describe the effectiveness (or ineffengss) of such screening efforts or capabilities.
analogous decisions, other courts have found thetich 230 shields online distribution platforms
from liability for alleged failure to warn or prentthe distribution of tortious or illegal produssid
by third-party vendors through their platfornSee, e.gGentry v. eBay99 Cal. App. 4th 816, 821
(2002) (eBay immune from liability for failure tostlose risks associated with sales of fake
memorabilia)jnman v. Technicolor USA, In2011 WL 5829024, at *2 (W.D. Pa. Nov. 18, 2011)
(plaintiff could not sue eBay for “fail[ure] to waiof dangers associated” with product sold through
eBay’'s website).
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2009) (CDA is “anmmunity from suitather than a mere defense to liability”)

In carrying out Congressional intent that the CAfer broad immunity, courts apply an
expansive definition of “interactive computer see/iand a restrictive definition of “information
content provider.” MTD Order at 19The narrow exclusion for “information content piders” is
further limited byTwombly/Igbak rejection of conclusory allegations and its esponding
requirement of factual allegations setting fortiplausible” claim versus allegations that are merel
“consistent” with liability. Nemet Chevrole691 F.3d at 255-56 (“We must determine, in a-agisal
context, whether the facts pled by [plaintiff] ashe application of CDA immunity, make its claihat
[defendant] is an information content provider nhepossible or whether Plaintiff has nudged that
claim “across the line from conceivable to plausibl(quotingTwombly 550 U.S. at 570).

In addition to thefwombly/Igbabplausibility requirement, the contention that améractive
computer service” is also an “information contergyider,” is subject to two other important
limitations. First, courts must precisely deterenwhat portion of the content is illegebee, e.g.,
Gentry, 99 Cal. App. 4th at 833 n.11 (“[T]he fact appetkallege eBay is an information content
provider is irrelevant if eBay did not itself creair develoghe content for which appellants seek to
hold it liable .... The critical issue is whether eBay acted as fornmation content provider with
respect tdhe information that appellants claim is false asl®ading’) (emphasis added¥;arafano v.
Metrosplash.com, Inc339 F.3d 1119, 1123, 1125 (9th Cir. 2003) (“[A]ntéractive computer servic
gualifies for immunity so long as it does not dlgoction as an ‘information content providéot the
portion of the statement or publication at issu&he CDA “would still bar ... claims unless
Matchmaker created or developbe particular information at issug (emphasis addedair Hous.
Council of San Fernando Valley v. Roommates.cor@, bBP1 F.3d 1157, 1168 (9th Cir. 2008) (in or]
to be deprived of CDA immunity, the interactive qmuter service must have “contribute[d] material
to the alleged illegalit}); see alsaMTD Order at 19 quotin@arafana

Second, absent acting as the actual creator afftbieding content, unless the service
affirmativelyrequiredthe illegal content, it is immune. Here the Nifincuit has, again, emphasize
that courts are required to err on the side of imityu In addressing this issue in Roommates

opinion, the Ninth Circuit held that the CDA didtrgyotect a housing search website only if it
25
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affirmativelyrequiredusers to answer allegedly unlawful questions ahousing preferences. 521
F.3d at 1172 (“Roommate’s website is designed toefsubscribers to divulge protected charactesis
and discriminatory preferences ... ."). Answering thssenters’ concerns that the majority opinion
undermined the CDA'’s broad immunity coverage, Re®mmatesajority emphasized that its opinig
was narrowly confined to situations where the deéstrequiredusers to provide the exact content

created the cause of action:

Here, the part of the profile that is alleged tfenfl the Fair Housing Act and state housing
discrimination laws ..... is provided by subscribers in response to Roonimgteestions,
which they cannot refuse to answer if they wanide defendant’s serviceBy requiring
subscribers to provide the information as a cowaitof accessing its servicand by providing

D

stic

n

hat

limited set of pre-populated answers, Roommaternesanuch more than a passive transmitter

of information provided by others; it becomes tlegaloper, at least in part, of that informatig
Id. at 1165-66 (emphasis added).

To drive home the narrow scope of the exceptiomRibommate€ourt cautioned against

allowing plaintiffs to evade CDA immunity througHess demanding standard:

We must keep firmly in mind that this is an immynstatute we are expounding ... . Webs
are complicated enterprises, aheére will always be close cases where a cleveydaveould
argue that something the website operator did eragged the illegality. Such close cases,

believe, must be resolved in favor of immuyrdgt we cut the heart out of section 230 by fugci

websites to face death by ten thousand duck-biigisting off claims that they promoted
encouraged—or at least tacitly assented to—thgaligy of third parties.

Id. at 1174 (emphasis added).

The standard enunciated by the Ninth Circuit istblear: An interactive computer service w.
be liable as an “information content provider’afd only if, it created or required the illegal temnt;
“promotion” or “encouragement” will not suffice. tker Circuits are in accord. Subsequent to this

Court’s MTD Order, the Sixth Circuit overturnediatdct court denial of CDA immunity that had

mischaracterizeRoommatesas a more lax “encouragement” standdbaty World Entm’t Recordings

LLC, 755 F.3d at 414-15. In elucidating the line betvdeveloping or acquiring actionable content
and merely encouraging or providing a forum fothg Sixth Circuit relied on the Ninth Circuit’s

Roommateslecision, explaining:

We do not adopt the district court’s encouragentesttof immunity under the CDA. The
district court misapprehended how other circuigstipularly the Ninth Circuit irRoommates
have separated what constitutes “development”28&f)(3) from what does not. The distric
court elided the crucial distinction between, oa ¢time hand, taking actions (traditional to
publishers) that are necessary to the display aelcome and actionable content and, on th¢
other hand, responsibility for what makes the @digpt content illegal or actionable ... . In
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Roommateghe website was responsible for the alleged idisgation by requiring users to
submit protected characteristics and hiding ligtibgsed on those submissions.

Id. at 414.

As set forth below, controlling law and the recptdadings, as now supplemented by the SAC

allegations, compel the conclusion that, aside faffinmative misrepresentation claims, the CDA
immunizes Apple’s alleged conduct here.

2. The App Store is an “interactive computer service.”

There can be no serious dispute that Apple’s AgpeSs an “interactive computer service.”

The CDA defines “interactive computer service” exgigely to include anyinformation service,

system, or access software provider that providemables computer access by multiple users to g

computer server ...” 47 U.S.C. § 230(f)(2). Thewmdefines an “access software provider” as on

that provides enabling tools to filter, screenkpithoose, analyze, digest, search, forward, oegani

and reorganize content. 47 U.S.C. § 230(f)(4)(@)-(Plaintiffs have alleged, among other thingat

users of iOS products can “wirelessly browse fat abtain ... apps” from the App Store; that the A
Store is a “centralized repository of apps avaddbl iDevices”; and that “[a]ll iDevices are tethd

and networked to the App Store through their onigkepp Store app.” CAC 1173-74.These

allegations show that the App Store is a netwodadtivare applications provider, hosted on a server,

that App Store users employ to screen and choose@applications. Other courts have treated
similar on-line stores for downloading applicati@ssinteractive computer services within the CDA
definition. See, e.gEvans v. Hewlett-Packard C&2013 WL 5594717 (N.D. Cal. Oct. 10, 2013).
3. Apple is not an “information content provider” regarding the “content at issue.”
Plaintiffs cannot point to any Apple statement tt@tdoned, let alone required, collecting
address book data without permission. To the aoptthe Plaintiffs have repeatedly alleged thaplé

prohibited that conduct, and that the App Develspegre subject to those prohibitions:

« The App Store Review Guidelines set forth the tezdindesign, and content guidelines Apple
will use when reviewing an App for inclusion in Apfs App Store. These guidelines state that

Apps “cannot transmit data about a user withouaioloig the user’s prior permission and

providing the user with access to information admaw and where the data will be used.” SAC

2% 1n re-pleading the SAC, Plaintiffs removed almal§of their previous allegations regarding how t
App Store operates, including the above-quotedaliens. That does not prevent the Court from
considering those allegations and, in fact, theletion in the SAC serves only to highlight the
implausibility of inconsistent allegations and argents. See suprat 111.3.C.
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147.

« “Any form of user or device data collection ... masiply with all applicable privacy laws and

regulations as well as any Apple program requirdmezlated to such aspects, including but
limited to any notice or consent requirements.” CS&x. J.

*  “Apple continuously used this phrase and/or vaoiaiof it in all subsequent iterations of its
Developer Program License Agreement.” SAC f76xi.

*  “Apple and the App Defendants are subject to statsdand duties of care established by Apg
... . Affirmative duties include ... building, offeringelling, or deploying apps that do not ...
take or use iDevice owners’ property (iDevices abite address books), expose iDevice
owners’ private information (mobile address book#heir contents), or enable others to do s
CAC 9198 (emphasis added).

* Apple’s App Store Review Guidelines mandate thaprivate data not be obtained from an
iDevice without owner consent; (i) apps not hagerst hidden features; and (iii) apps compl
with local legal requirements in all jurisdictiomswhich the app is available (subjecting each
the highest applicable legal standard). CAC 1204.

« The App Defendants must abide by standards speaifidpple’s Program terms, standards,
documentation, guides, guidelines (including Appl&pp Store Review Guidelines) and
agreements (including Apple’s IDPLA and SDK agreetap” CAC 1201.21

Further, according to Plaintiffs, Apple not onlypibited (with words) the alleged unlawful
content at issue, it implemented technical meadorpsevent app developers from disregarding thg
prohibitions. Plaintiffs’ allegations describe happ developers overrode or broke technical safeg

Apple had in place to prevent the alleged conduissae:

« “Instagram’s conduct in overriding Apple’s purpatterotections of users’ privacy and securit
devalued the iDevice for its users. Users [didkmziw] that the Instagram App would
circumvent both internal and external safeguardggded for the protection of their private an
personal information residing on the iDevice.” CAB35;see also id{[343.

» “Each App Defendants has violated California P&wde § 502(c)(1) by ... deceiv[ing]
Plaintiffs and Class Members into accepting, dowding, and using the App(s) that containeg
undisclosed code that would circumvent protectmmshe iDevices that were designed to keq
information therein safe, secure, and privatiel.” 1554.

All of these allegations contradict the propositibat Apple developed, created, or required apais tf
would collect user address book information withpetmission. Accordingly, to find that Apple is g
“content provider” and deprived of CDA immunity, tine face of Plaintiffs’ own allegations, would &

directly contrary to the stated basis for the mgjapinion in the Ninth CircuitRoommateslecision.

21 additional Plaintiff allegations of Apple’s protition of the alleged conduct at issue and/or Apple

enforcement of those prohibitions include CAC {{¢tdpying address book data ... without a use
consent is against Apple’s rules”); 137 (“Apps tballect or transmit a user’s contact data without
their prior permission are in violation of [Appl¢guidelines”); 140 (“As exemplified by Apple’s 280
delisting of the Aurora Feint App, the 2009 dehgtiof the Google Voice App, and Apple’s stateme
in its FCC Letter, Apple deems apps that relay ibewwners’ mobile address book to developers’
third-party) servers without the iDevice owner’soprapproval to be inappropriate for the App Store
and for consumer iDevices$ge als®SAC 1183, 84, 87; CAC 1144, 194, 204, 205, 229, 287,
288.
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In the face of these factual allegations precludireggconclusion that Apple is a content provi
of the content at issue, the SAC, like its predsseselies almost exclusivef§on a single statement
from Apple’s Human Interface Guidelines (“HIG”),rfthe conclusory allegation that Apple develop
materials “teach App developers ... how to code anldl Apps that non-consensually access, use i
upload the mobile address books maintained on Apgeices ... .” SAC at §52. But the HIG cann

reasonably be construed in such a manner. AlHil&says on the issue is:

“Get information from iOSwhen appropriatePeople store lots of information on their devic

When it makes sens#on’t force people to give you information younaasily find for yoursel

such as their contacts or calendar informationAC&t 188 (emphasis added).

Nothing in that statement supports the notion Apgile encouraged, let alone required, app deveto
to take or upload data “non-consensually.”

Moreover, Plaintiffs take their quotes from the HIGt of their larger context. It is plain from
the face of the HIG that it is not a “requirements’a “prohibitions” document. Rather, it is a gead
guidebook on how to build aesthetically pleasirggrifriendly apps. It describes itself, and its
fundamental purpose, as follows:

* “iIOS Human Interface Guidelines describes the dunds and principles that help you design
superlative user interface and user experiencgdor iOS app.”

* “It's essential to keep the user experience uppstimoyour mind as you design every aspect
your app, from the way you enable a task, to thg yeaur app starts and stops, to the way yol
use a button. Discover the guidelines that infleethe look and behavior of your app, in matt
both general and specific.”

RJN Ex. H, at 8, 9. And, as Apple’s instructioaglevelopers make plain, the HIG is@npanion
documento Apple’s Review Guidelines, and the two mustpplied in tandem: “Before you submit
your app for approval, ensure that it follows thehinical, design, and content specifications dedail
the App Store Review Guidelines and Human Interfagelelines.” RIN Ex.l, at 2. And, as noted

above, Plaintiffs repeatedly acknowledge that tpe Review Guidelines prohibit taking data withot

permission. Therefore, when read in context armbmbination, the HIG provides the general advic

that apps should access data on the device “whano@ate” instead of requiring users to enter it

22 The SAC also vaguely accuses Apple “developer itesjsand “tutorials” of teaching app
developers to build the offending features of tlag@ips, yet there is not a single line identifying af
those developer sites or tutorials or their contéxrid, while the SAC alleges that the HIG adviapp
developers to delay presenting users with any foneequiring a login until the user first had anbe
to navigate the app to try it out, SAC 88, Pléimtnever explain how a user login has anythingdo
with app security, let alone with non-consensu#h diaansfers.
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themselves, and the App Review Guidelines explaambiguously the “when appropriate” limitatio
on the HIG advice,e, not without permission.

There is nothing in the SAC that identifies how #pple software tools or guidelines
encouraged or facilitated, let alone required, Apy Defendant to collect Plaintiffs’ dataithout
permission To deprive Apple of the protections of the Cb&sed on general advice in the HIG
concerning how to enhance user experience—whicmigsng to do with non-consensual data
transfers—reads something into that document thgilg is not there. Doing so would contravene
controlling law set forth in the Ninth CircuitRoommatesdecision.

Finally, declining CDA immunity here on the basfdtaintiffs’ conclusory allegations would
violate Twombly/Igbalpleading principles. The plausibility of Plairsifclaims that Apple created
offending content should be assessed in the ligittRlaintiffs have never offered any explanatibn g
the possible motive Apple could have had for pgoditng in this purported scheme to violate its ow
rules. See Chang v. Rockridge Manor Condomini@f08 WL 413741, at *10 (N.D. Cal. Feb. 13,
2008) (“Plaintiffs have failed to articulate evena@anceivable basis for conspiracy, let alone agitde

one.”); Delalla v. Hanover In$.2010 WL 3259816, at *10 (E.D. Pa. Aug. 17, 2040fjd 660 F.3d 18(

(3d Cir. 2011) (“Complaint did not plead enought$ato demonstrate plausibly why Hanover and ..|

Defendants, as alleged, would have a motive ooreasconspire together.”) For example, they db
allege that Apple derives a financial or other igfim apps that access confidential information
without user consent. In fact, Plaintiffs’ theahat Apple uses its dedication to data securitg as
market-differentiator makes it highly implausiblat Apple would intentionally allow apps to flots i
data security rules.

\Y2 CONCLUSION

For the foregoing reasons, the SAC’s claims ag&ipsgle should be dismissed with prejudic

Dated: August 22, 2014 HOGAN LOVELLS US LLP

By: /s/ Robert B. Hawk
Robert B. Hawk

Attorneys for Defendant
APPLE INC
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