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Declaration of _

Pursuant to 28 U.S.C Section 1746, I, _, make the following

declaration.

1. T am over the age of 21 years and am a resident of Monroe County,
Florida.

2. I am under no legal disability that would prevent me from giving this
declaration.

3. I hold a Bachelor of Science degree in Mathematics and a Master of
Science degree in Statistics.

4. For thirty years, I have conducted statistical data analysis for
companies in various industries, including aerospace, consumer
packaged goods, disease detection and tracking, and fraud detection.

5. From November 13tk 2020 through November 28tk 2020, I conducted
in-depth statistical analysis of publicly available data on the 2020
U.S. Presidential Election. This data included vote counts for each
county in the United States, U.S. Census data, and type of voting
machine data provided by the U.S. Election Assistance Committee.

6. The analysis yielded several “red flags” concerning the percentage of
votes won by candidate Biden in counties using voting machines
provided by Dominion Voting Systems. These red flags occurred in
several States in the country, including possible red flag in Maricopa
County, Arizona.

7. I began by using Chi-Squared Automatic Interaction Detection
(CHAID), which treats the data in an agnostic way—that is, it

1mposes no parametric assumptions that could otherwise introduce



10.
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bias. Here, I posed the following question: “Do any voting machine
types appear to have unusual results?” The answer provided by the
statistical technique/algorithm was that machines from Dominion
Voting Systems (Dominion) produced abnormal results.
Subsequent graphical and statistical analysis shows the unusual
pattern involving machines from Dominion occurs in at least 100
counties and multiple States. Since machines from Dominion were
used in Maricopa County, it is possible the unusual pattern
continues there.
The results from most, if not all counties using the Dominion
machines is three to five point six percentage points higher in favor
of candidate Biden than the results should be. This pattern is seen
easily in graphical form when the results from “Dominion” counties
are overlaid against results from “non-Dominion” counties. The
results from “Dominion” counties do not match the results from the
rest of the counties in the United States. The results are certainly
statistically significant, with a p-value of < 0.00004. This translates
Into a statistical impossibility that something unusual involving
Dominion machines is not occurring. This pattern appears in
multiple States and the margin of votes implied by the unusual
activity would easily sway the election results in those States. The
margin of votes implied by the unusual pattern would certainly sway
the election results in Arizona.

The following graph shows the pattern. The x-axis is our
predicted percentage candidate Biden should win. The y-axis is the

actual percentage Biden won. The green dots are counties in the



Case 2:20-cv-02321-DJH Document 1-3 Filed 12/02/20 Page 4 of 75

United States that use Dominion voting machines. Almost all of
them are above an imaginary blue center prediction line, when in
normal situations approximately half of them would be below the
prediction line (as evidence by approximately half the counties in the
U.S. (blue dots) that are below the blue centerline). More easily put,
the green dots (counties with Dominion machines) are simply “too
high”. The p-value of statistical analysis regarding the centerline for
the green dots (Counties with Dominion machines) is 0.000000049,
pointing to a statistical impossibility that this is a “random”

statistical anomaly. Some external force caused this anomaly.
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11. To confirm that Dominion machines were the source of the
pattern/anomaly, I conducted further analysis using propensity
scoring using U.S. census variables (Including ethnicities, income,
professions, population density and other social/economic data) ,
which was used to place counties into paired groups. Such an
analysis is important because one concern could be that counties
with Dominion systems are systematically different from their
counterparts, so abnormalities in the margin for Biden are driven by
other characteristics unrelated to the election.

12. After matching counties using propensity score analysis, the only
difference between the groups was the presence of Dominion
machines. This approach again showed a highly statistically
significant difference between the two groups, with candidate Biden
again averaging three percentage points higher in Dominion counties
than in the associated paired county. The associated p-value is <
0.00005, against indicating a statistical impossibility that something
unusual is not occurring involving Dominion machines.

13. The results of the analysis and the pattern seen in the included
graph strongly suggest a systemic, system-wide algorithm was
enacted by an outside agent. Our estimate of the possible impact in
Maricopa County is 3 percentage points, causing the results of
Arizona’s vote tallies to be inflated accordingly.

14. This i1s based on the residual between Biden’s actual vote

percentage in Maricopa County and the predicted vote percentage,
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which is obtained from a national model using county level data on
demographic Census characteristics (e.g., percent white, black, asian,
etc, percent self employed, and the industrial composition).

15. The best estimate of impact in Maricopa (only county with
Dominion in AZ) is 3%. The national analysis yielded 5.6% as the
estimate of impacted votes, which would imply a larger number of
votes impacted in AZ. To be more conservative, I defer to 3%.

16. Statistical estimating yields that in Arizona, the best estimate of
the number of impacted votes is 62,282. However, calculating a 95%
confidence interval from national data yields that as many as 97,576

votes may have been impacted in Arizona.

I declare under penalty of perjury that the forgoing is true and correct.

Executed this November 28tk, 2020.

_’
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STATE OF COLORADO )
County of .:Dbuf{ﬂL S )

)ss.

COMES NOW, Affiant Joseph T. Oltmann, being first duly sworn, under oath, and states
under penalty of perjury that the following information is true and accurate within his personal
knowledge and belief:

My name Joseph Oltmann. I am over eighteen years of age. I am not suffering under any
mental disability and am competent to give this worn affidavit. I am able to read and write and to
give this affidavit voluntarily and on my own free will and accord. No one has used any threats,
force, pressure, or intimidation to male me sign this affidavit. I make this affidavit in support of
the truth.

I am the CEO of a tech company based just outside of Denver, Colorado. I am also the
founder of an organization called FEC United. [Fecunited.com] The goal of this organization is
to restore constitutional integrity to our community and empower those in our community to
stand up to state and national leadership that intends to suppress the rights of individuals
holistically.

Through this organization “FEC” I became a target of journalists who began to slander
both me and my organization. I became the topic of Antifa and extremists through my
involvement in a movement to resist the narrative that police are bad and our society represented
the rhetoric shared by these extremists. As a result of these attacks, I started researching Antifa,
BLM, Inc. and their connection to violence and unrest inside of our communities. As a result, I
set out to infiltrate Antifa meetings and de-mask those Antifa members who are journalists in the
mainstream media in Colorado specifically.

On or about the week of September 27, 2020, I was able to attend an Antifa meeting
which appeared to be between Antifa members in Colorado Springs and in Denver Colorado. I
cannot verify the connection between the two or the leadership as they were disorganized.
Discussions of Our Revolution and Antifa were discussed. Rhetoric of “eliminating fascists” and
frustration as to the dwindling of support to rally in the street was evident.

Then I honed in among other conversations key actors in the organization who work for
local and state news publications. One such person of interest was Heidi Beedle, identified leader

of Our Revolution in El Paso County (Southern Colorado) and Antifa leader of the same area.
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Heidi’s name is actually Sean Beedle. She is a journalist at Colorado Springs Independent,
Colorado Springs Business Journal and a freelance writer for several online publications. Others
to remain unnamed in this were present.

The conversation went like this:

Someone identified as “Eric" began to speak. Someone asked who Eric was, and
someone else replied “he is the Dominion guy” [paraphrased].

Eric then began to speak after being told to continue, but was interrupted and asked by
someone, “What are we going to do if Trump wins this fucking election?”

Eric responded, “Don’t worry about the election. Trump is not going to win. I made
fucking sure of that.. Hahaha”

Someone responded, “Fucking right.”

Eric continued with fortifying the groups and recruiting. I would describe his tone as
eccentric and boisterous. I wrote down his name and started to do some research into him.

At the time, I thought that they were so disconnected with reality that they think they can
“make sure Trump is not elected.”

[ started with a simple google search: Keywords: “Eric,” “Dominion," “Denver

Colorado.” The fifth result in organic search returned:

Dominion Voting Systems | Employee Profiles, Emails, Mutual ...

www.leadcandy.io » company » Dominion-Voting-Syst...
Find people working at Dominion Voting Systems. LeadCandy provides Full ... Denver,

Colorado. VIEW FULL PROFILE ... FULL PROFILE. Erie Coomer's photo ...

Above that were results for Eric Schussler- Old Dominion University and Eric E Johnson,

Attorney - Sherman & Howard. The first two on organic search however was as follows:

Dominion - Colorado Secretary of State

www.sos.state.co.us » elections » files » projectPlans
PDF
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Sep 9, 2016 — our most recent pilots in the City and County of Denver and Mesa County.
... | Democracy Suite is a registered trademark of Dominion Voting Systems. ... Eric

Coomer graduated from the University of California, Berkeley in ...

And

Eric Coomer's email & phone | Dominion Voting Systems's ...

rocketreach.co » eric-coomer-email 7112825
Location, Denver, Colorado, United States. Work, Director, Market Strategy (@ Dominion

Voting Systems Member, Board of Directors (@ Friends of Levitt Pavilion ...

[ began doing research on Eric Coomer and discovered that Colorado Secretary of state

link the following about Dr. Eric Coomer on page 26:

“Eric Coomer graduated from the University of California, Berkeley in 1997 with a Ph.D. in
Nuclear Physics. After working in IT consulting for several years, Eric entered the elections
industry in 2005 with Sequoia Voting Systems as Chief Software Architect. Afier three years with
the company, Eric took over all development operations as Vice President of Engineering. When
Sequoia was acquired by Dominion Voting Systems in 2010, Eric joined the DVS team as Vice

President of US Engineering overseeing development in the Denver, Colorado office.

Recently, Eric has taken over as the Director of Product Strategy driving the creation of next
generation products through close collaboration with customers, combined with a deep
understanding of technology and the needs of Elections departments throughout the United
States and abroad. Eric has been an active participant in the development of the IEEE common
data format for Elections systems, as well as the working group for developing standards for
Risk-Limiting Audits for elections results. When not designing new products, Eric supports large

and small scale customers during Election season.”

I did some cursory research on Eric, but my conclusion was that he was either a part of

the government or not relevant to the conversation. In other words, this was not a target [ would
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identify as being influential in Antifa. My conclusion was based on his credentials of having a
PhD in Nuclear Physics. Did not add up for someone with that intelligence. I set it aside and
concentrated my focus on the activist journalist who were actually Antifa members.

On October 15, 2020 I spoke at an FEC meeting in Bandimere Speedway. It was a rally
around the unconstitutional actions of Jefferson County, Colorado government leadership to hurt
Bandimere Speedway. I spoke and before the event started they escorted a suspected Antifa
Journalist Erik Maulbetsch [Colorado Recorder] off the premises. In that meeting I talked about
outing activist journalists who were Antifa and holding them accountable in our community for
attacking organizations like FEC United that serve the community.

These activist journalists frequently slander people of faith, conservatives and call them
names that defame them in the community. I had enough and warned that we would call them
out by name. Maulbetsch wrote and article reflecting this as he was listening in online and
decided to omit details about the meeting, causing the entire journalistic community to wonder if
they were on the list. It had a positive effect contrary to their intentions.

On Friday November 6th, I received a forwarded a article about Georgia irregularities on
the election day. I normally do not read many of these articles because I am inundated with
information both from FEC, and my company. I started reading it and noticed Eric Coomer was
the spokesperson for a company called Dominion Voting Systems. I immediately stopped and
started to go back through my notes to find the info on Eric Coomer. I then started research
Dominion Voting Systems. The information became rather scary as everywhere I looked I found
Eric’s name. Some listing him as VP of Security and others calling him Director of Strategy and
Security. I began my search for everything Eric Coomer, Dr. Eric Coomer and any information
related to legal filings, RFPs, states using Dominion, Colorado uses and even areas in Colorado
that do not use Dominion.

I then turned my attention to Eric Coomer’s Facebook profile and page while I gathered
information on correlating email addresses, profiles, screen names, etc. Searching Twitter,
Reddit, Facebook, 4Chan, etc etc.

I was able to get screenshots of Eric Coomer’s Facebook posts going back to 2016. What
[ discovered was disturbing. Anti-Trump rhetoric, posts referring to: Fuck USA, Fuck the Police,
A.C.AB,, posts that were anti Conservative, and even posts being happy someone died. Then the
bigger shocker. He reposted the Antifa “Manifesto” letter to Donald Trump. I knew that I had the

right guy and someone that was clearly mentally unstable and radical. I started digging into the
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code irregularities and tying all of the pieces together with the irregularities and the Dominion
uses in the disputed states. The correlation was astonishing. I then found the information related
to justifying voting machines being online and his justification that they had “hardware and IP
address protection”. This statement by itself is FALSE.

I then attempted to reach out to all sources to bring this information to light. Calling
major news stations and attempting to connect with the DOJ.

I took the information to the listeners of an organization that I also own called
Conservative Daily. We have a podcast that we do on weekdays. I felt I had enough information
and was confident that the Eric on the conference call was the same Eric Coomer that worked for
Dominion. I was also confident that given the Facebook and other information I was able to
collect that Eric Coomer was interfering with the election and as he admits in one of his posts
that people at his company think and feel the same way he does. I began to research his patents,
who owns them, the pattern of states they acquired as clients.

I began to research the connection to Diane Feinstein, her husband, campaign manager,
Clinton Foundation and became worried that the finger of radicals had taken away the voice of
the American people in deciding the election. I used ARIMA analysis to show me trends on data
and probability models to prove that they were in fact using code and technology to ghost votes,
switch votes or even remove probable ballots completely. Code is random unless it is not. Since
we are a data company and understand artificial intelligence and use of neural networks, we
understand the capabilities of creating chaos in outcome based on weighted density of probable
voters.

These statements are true and accurate to the best of my knowledge.

wﬂltmﬁnﬂ‘/
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STATE OF COLORADO
COUNTY OF j}mj,/as

Personally appeared before me, £ Y14/ Kicprek , a Notary Public in
and for the aforesaid State and County, JOSEPH T OLTMANN, the within named bargainer, with
whom I am personally acquainted and who, after being duly sworn, acknowledged that she

executed the foregoing Agreement for the purposes %
: JOSEWTMANN--/

Sworn to and subscribed before me this /7" “&day of LJovenber , 2020.

My Commission Expires: %

P74 -l NOTARY PUBLI( L‘g,,gf,,ﬁu
st S5ty
¥
Commission Exmg.-g '.-
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
DONNA CURLING, ET AL., )
)
Plaintiffs, )
) CIVIL ACTION
Vs. )
) FILE NO. 1:17-cv-2989-AT
BRAD RAFFENSPERGER, )
ET AL., )
)
Defendants. )

DECLARATION OF HARRI HURSTI

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the
foregoing is true and correct.

1. My name is Harri Hursti. [ am over the age of 21 and competent to
give this testimony. The facts stated in this declaration are based on my personal
knowledge, unless stated otherwise.

2. My background and qualifications in voting system cybersecurity are
set forth in my December 16, 2019 declaration. (Doc. 680-1, pages 37 et seq). 1
stand by everything in that declaration and in my August 21, 2020 declaration.

(Doc. 800-2).
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3. I am also an expert in ballot scanning because of extensive
background in digital imaging prior by work researching election systems. In
addition, in 2005 I started an open source project for scanning and auditing paper
ballots from images. As a result, [ am familiar with different scanner types, how
scanner settings and image processing features change the images, and how file

format choices affect the quality and accuracy of the ballots.

4. [ am engaged as an expert in this case by Coalition for Good
Governance.
5. In developing this declaration and opinion, I visited Atlanta to observe

certain operations of the June 9, 2020 statewide primary, and the August 11 runoff.
During the June 9 election, I was an authorized poll watcher in some locations and
was a public observer in others. On August 11, [ was authorized as an expert
inspecting and observing under the Coalition for Good Governance’s Rule 34
Inspection request in certain polling places and the Fulton County Election
Preparation Center. As I will explain below in this declaration, my extensive
experience in the area of voting system security and my observations of these
elections lead to additional conclusions beyond those in my December 16, 2019

declaration. Specifically:
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a) the scanner and tabulation software settings being employed to determine
which votes to count on hand marked paper ballots are likely causing
clearly intentioned votes not to be counted;

b) the voting system is being operated in Fulton County in a manner that
escalates the security risk to an extreme level; and

c) voters are not reviewing their BMD printed ballots, which causes BMD
generated results to be un-auditable due to the untrustworthy audit trail.

Polling Place Observations

6. Election observation on Peachtree Christian Church. The ballot

marking devices were installed so that 4 out of 8 touchscreen devices were clearly
visible from the pollbook check in desk. Voter’s selections could be effortlessly
seen from over 50 ft away.

7. Over period of about 45 minutes, I only observed one voter who
appeared to be studying the ballot after picking it up from the printer before casting
it in the scanner. When voters do not fully verify their ballot prior to casting, the
ballots cannot be considered a reliable auditable record.

8. The scanner would reject some ballots and then accept them after they
were rotated to a different orientation. I noted that the scanner would vary in the

amount of time that it took to accept or reject a ballot. The delay varied between 3
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and 5 seconds from the moment the scanner takes the ballot until the scanner either
accepts the ballot or rejects it. This kind of behavior is normal on general purpose
operating systems multitasking between multiple applications, but a voting system
component should be running only a single application without outside
dependencies causing variable execution times.

0. Further research is necessary to determine the cause of the unexpected
scanning delays. A system that is dedicated to performing one task repeatedly
should not have unexplained variation in processing time. As security researcher,
we are always suspicious about any unexpected variable delays, as those are
common telltale signs of many issues, including a possibility of unauthorized
code being executed. So, in my opinion changes of behaviors between
supposedly identical machines performing identical tasks should always be

investigated.

When ballots are the same and are produced by a ballot marking device,
there should be no time difference whatsoever in processing the bar codes.
Variations in time can be the result of many things - one of them is that the
scanner encounters an error reading the bar code and needs to utilize error

correcting algorithms to recover from that error. Further investigation is
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necessary to determine the root cause of these delays, the potential impact of the
error correcting algorithms if those are found to be the cause, and whether the

delay has any impact upon the vote.

10. Election observation in Central Park Recreation Center. The Poll

place manager told me that no Dominion trained technician had reported on
location to help them that morning.

11.  The ballot marking devices were originally installed in a way that
voter privacy was not protected, as anyone could observe across the room how
people are voting on about 2/3 devices.

12.  The ballot scanner took between 4 and 6 seconds to accept the ballot.
I observed only one ballot being rejected.

13.  Generally, voters did not inspect the ballots after taking it from the
printer and casting it into the scanner.

14.  Election observation in Fanplex location. Samantha Whitley and

Harrison Thweatt were poll watchers at the Fanplex polling location. They
contacted me at approximately 9:10am about problems they were observing with

the operation of the BMDs and Poll Pads and asked me to come to help them
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understand the anomalies they were observing. I arrived at FanPlex at
approximately 9:30am.

15. I observed that the ballot scanner located by a glass wall whereby
standing outside of the building observe the scanning, would take between 6 and 7
seconds to either accept or reject the ballot.

16.  For reasons unknown, on multiple machines, while voters were
attempting to vote, the ballot marking devices sometimes printed “test” ballots. I
was not able to take a picture of the ballot from the designated observation area,
but I overheard the poll worker by the scanner explaining the issue to a voter which
was sent back to the Ballot-Marking Device to pick up another ballot from the
printer tray. Test ballots are intended to be used to test the system but without
being counted by the system during an election. The ballot scanner in election
settings rejects test ballots, as the scanners at FanPlex did. This caused confusion
as the voters needed to return to the ballot-marking device to retrieve the actual
ballot. Some voters returned the test ballot into the printer tray, potentially
confusing the next voter. Had voters been reviewing the ballots at all before taking
them to the scanner, they would have noticed the “Test Ballot” text on the ballot. |
observed no voter really questioning a poll worker why a “Test” ballot was printed

in the first place.
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17.  Obviously, during the election day, the ballot marking device should
not be processing or printing any ballot other than the one the voter is voting.
While the cause of the improper printing of ballots should be examined, the fact
that this was happening at all is likely indicative of a wrong configuration given to
the BMD, which in my professional opinion raises another question: Why didn’t
the device print only test ballots? And how can the device change its behavior in
the middle of the election day? Is the incorrect configuration originating from the
Electronic Pollbook System? What are the implications for the reliability of the
printed ballot and the QR code being counted?

18.  Election observation Park Tavern. The scanner acceptance delay did

not vary as it had in previous locations and was consistently about 5 seconds from
the moment the scanner takes the ballot, to the moment the scanner either accepts
the ballot or rejects it. The variation between scanners at different locations is
concerning because these are identical physical devices and should not behave
differently while performing the identical task of scanning a ballot.

19.  The vast majority of voters at Park Tavern did not inspect the ballots

after taking them from the printer and before casting them in the scanner.
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Fulton Tabulation Center Operation-Election Night, August 11, 2020

20.  In Fulton County Election Preparation Center (“EPC”) on election
night I reviewed certain operations as authorized by Rule 34 inspection.

21. I was permitted to view the operations of the upload of the memory
devices coming in from the precincts to the Dominion Election Management
System (“EMS”) server. The agreement with Fulton County was that I could
review only for a limited period of time; therefore, I did not review the entire
evening’s process. Also, Dominion employees asked me to move away from the
monitors containing the information and messages from the upload process and
error messages, limiting my ability to give a more detailed report with
documentation and photographs of the screens. However, my vantage point was
more than adequate to observe that system problems were recurring and the
Dominion technicians operating the system were struggling with the upload
process.

22. It is my understanding the same EMS equipment and software had
been used in Fulton County’s June 9, 2020 primary election.

23. It is my understanding that the Dominion technician (“Dominic™)

charged with operating the EMS server for Fulton County had been performing
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these duties at Fulton County for several months, including during the June 9
primary.

24.  During my August 11 visit, and a follow-up visit on August 17, I
observed that the EMS server was operated almost exclusively by Dominion
personnel, with little interaction with EPC management, even when problems were
encountered. In my conversations with Derrick Gilstrap and other Fulton County
Elections Department EPC personnel, they professed to have limited knowledge of
or control over the EMS server and its operations.

25. Outsourcing the operation of the voting system components directly to
the voting system vendors’ personnel is highly unusual in my experience and of
grave concern from a security and conflict of interest perspective. Voting system
vendors’ personnel have a conflict of interest because they are not inclined to
report on, or address, defects in the voting systems. The dangers this poses is
aggravated by the absence of any trained County personnel to oversee and
supervise the process.

26. In my professional opinion, the role played by Dominion personnel in
Fulton County, and other counties with similar arrangements, should be considered
an elevated risk factor when evaluating the security risks of Georgia’s voting

system.
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27. Based on my observations on August 11 and August 17, Dell
computers running the EMS that is used to process Fulton county votes appeared
not to have been hardened.

28. Inessence, hardening is the process of securing a system by reducing
its surface of vulnerability, which is larger when a system performs more
functions; in principle it is to the reduce the general purpose system into a single-
function system which is more secure than a multipurpose one. Reducing available
ways of attack typically includes changing default passwords, the removal of
unnecessary software, unnecessary usernames or logins, grant accounts and
programs with the minimum level of privileges needed for the tasks and create
separate accounts for privileged operations as needed, and the disabling or removal
of unnecessary services.

29. Computers performing any sensitive and mission critical tasks such as
elections should unquestionably be hardened. Voting system are designated by the
Department of Homeland Security as part of the critical infrastructure and certainly
fall into the category of devices which should be hardened as the most fundamental
security measure. In my experience, it is unusual, and I find it unacceptable for an

EMS server not to have been hardened prior to installation.

10
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30. The Operating System version in the Dominion Election Management
computer, which is positioned into the rack and by usage pattern appears to be the
main computer, is Windows 10 Pro 10.0.14393. This version is also known as the
Anniversary Update version 1607 and it was released August 2, 2016. Exhibit A is
a true and correct copy of a photograph that I took of this computer.

31.  When a voting system is certified by the EAC, the Operating System
is specifically defined, as Windows 10 Pro was for the Dominion 5.5-A system.
Unlike consumer computers, voting systems do not and should not receive
automatic “upgrades” to newer versions of the Operating System. without
undergoing tests for conflicts with the new operating system software.

32.  That computer and other computers used in Georgia’s system for vote
processing appear to have home/small business companion software packages
included. Exhibits B and C are true and correct copies of photographs that I took
of the computer located in the rack and the computer located closest to the rack on
the table to the right. The Start Menu shows a large number of game and
entertainment software icons. As stated before, one of the first procedures of
hardening is removal of all unwanted software, and removal of those game icons
and the associated games and installers alongside with all other software which is

not absolutely needed in the computer for election processing purposes would be

11
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one of the first and most basic steps in the hardening process. In my professional
opinion, independent inquiry should be promptly made of all 159 counties to
determine if the Dominion systems statewide share this major deficiency.

33.  Furthermore, when I asked the Dominion employee Dominic assigned
to the Fulton County election server operation about the origin of the Windows
operating system, he answered that he believed that “it has been provided by the
State.”

34.  Since Georgia’s Dominion system is new, it is a reasonable
assumption that all machines in the Fulton County election network had the same
version of Windows installed. However, not only the two computers displayed
different entertainment software icons, but additionally one of the machines in
Fulton’s group of election servers had an icon of computer game called
“Homescapes” which is made by Playrix Holding Ltd., founded by Dmitry and
Igor Bukham in Vologda, Russia. Attached as Exhibit C is a true and correct copy
of a photograph that I took of the Fulton voting system computer” Client 02”. The
icon for Homescapes is shown by the arrow on Exhibit C.

35. The Homescapes game was released in August 2017, one year after
Fulton County’s operating system release. If the Homescapes game came with the

operating system it would be unusual, because at the time of the release of

12
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Homescapes, Microsoft had already released 3 major Microsoft Windows 10
update releases after build 14393 and before the release of that game. This calls
into question whether all Georgia Dominion system computers have the same
operating system version, or how the game has come to be having a presence in
Fulton’s Dominion voting system.

36.  Although this Dominion voting system is new to Georgia, the
Windows 10 operating system of at least the ‘main’ computer in the rack has not
been updated for 4 years and carries a wide range of well-known and publicly
disclosed vulnerabilities. At the time of this writing, The National Vulnerability
Database maintained by National Institute of Standards and Technology lists 3,177
vulnerabilities mentioning “Windows 10 Pro” and 203 vulnerabilities are
specifically mentioning “Windows 10 Pro 1607 which is the specific version
number of the build 14393 that Dominion uses.

37.  Even without internet connectivity, unhardened computers are at risk
when those are used to process removable media. It was clear that when Compact
Flash storage media containing the ballot images, audit logs and results from the
precinct scanners were connected to the server, the media was automounted by the
operating system. When the operating system is automounting a storage media, the

operating system starts automatically to interact with the device. The zero-day

13
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vulnerabilities exploiting this process has been recurringly discovered from all
operating systems, including Windows. Presence of automount calls also into
question presence of another setting which is always disabled in hardening process.
It is autorun, which automatically executes some content on the removable media.
While this is convenient for consumers, it poses extreme security risk.

38. Based on my experience and mental impression observing the
Dominion technician’s activities, Fulton County’s EMS server management seems
to be an ad hoc operation with no formalized process. This was especially clear on
the manual processing of the memory cards storage devices coming in from the
precincts on election night and the repeated access of the operating system to
directly access filesystem, format USB devices, etc. This kind of operation in
naturally prone to human errors. I observed personnel calling on the floor asking if
all vote carrying compact flash cards had been delivered from the early voting
machines for processing, followed by later finding additional cards which had been
overlooked in apparent human error. Later, I heard again one technician calling on
the floor asking if all vote carrying compact flashes had been delivered. This
clearly demonstrates lack of inventory management which should be in place to
ensure, among other things, that no rogue storage devices would be inserted into

the computer. In response, 3 more compact flash cards were hand-delivered. Less

14
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than 5 minutes later, I heard one of the county workers say that additional card was
found and was delivered for processing. All these devices were trusted by printed
label only and no comparison to an inventory list of any kind was performed.

39.  In addition, operations were repeatedly performed directly on the
operating system. Election software has no visibility into the operations performed
directly on the operating system, and therefore those are not included in election
system event logging. Those activities can only be partially reconstructed from
operating system logs — and as these activities included copying election data files,
election software log may create false impression that the software i1s accessing the
same file over a period of time, while in reality the file could had been replaced
with another file with the same name by activities commanded to the operating
system. Therefore, any attempt to audit the election system operated in this manner
must include through analysis of all operating system logs, which complicates the
auditing process. Unless the system is configured properly to collect file system
auditing data is not complete. As the system appears not to be hardened, it is
unlikely that the operating system has been configured to collect auditing data.

40. A human error when operating live election system from the operating
system can result in a catastrophic event destroying election data or even rendering

the system unusable. Human error is likely given the time pressure involved and,

15
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at least in Fulton County, no formal check lists or operating procedures were
followed to mitigate the human error risk. The best practice is to automate trivial
tasks to reduce risk of human error, increase the quality assurance of overall
operations and provide auditability and transparency by logging.

41. Uploading of memory cards had already started before I arrived at
EPC. While one person was operating the upload process, the two other Dominion
employees were troubleshooting issues which seemed to be related to ballot images
uploads. I 